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Introduction to Networking
ENRDOME HIESOO

What is data communication?
e 858ebemn oy nde?

Data communication is the exchange of

information between two or more devices/parties.
e HBBDEHE BF) Ee30® / HH®D 6ewE W)
B8 B GO 6MORGT BOBIGT O ®TBBEB.

Why Do Computers Need Communication
sammdED xsedemed O®BNE

A single, isolated computer can only use the
resources stored inside it. Computers need to
communicate with each other for the following
reasons.

BePE § 58 DOMDEDO DD DE ®ieE &
DE ®RE) O &S 5B SO, SHD BEHS G
e Do DBenm) 6O® exBedemec SO
OGS 68.

Resource Sharing / 6863 62c)e:8®

Sharing hardware resources like printers, scanners,
and storage devices across multiple users, saving
cost.

BRBOY, hoznd ©® OREN ES® O £atho®

055 SOBEDBS B8 626D GO 6RE) BTV,
DOGs 8D 9B 68.

Data/Information Sharing

em/emMOROT 6REYMTH®

Files, documents, and databases can be accessed
and shared instantly between users in different
locations.

580 S0ede B80» sHBDBS d 66Ny, 6D
% e PGS BB Hedr SHOD 5% 6D
@O0 BB,

Remote Access & Collaboration

0630 gebme t® DO ) wE Hil 5O

Users can access another computer or server
remotely (e.g., cloud storage, remote desktop) and
work together on shared documents in real time.

sHBEEBSO Rl sDDHDEDO ©®3
6e3eEmrmO 0300 5edm Bx ¥ &0 (Ee):
DEED ®REND, Be®I0 elelweies) 5w ®HHAF 6BR®
B O35 DMBHO DO ) WE WTHE.

Communication Services

e886eDe» 3

Enables email, video calls, instant messaging, and
social media, connecting people across the globe.
@D o 80 eEBS BB OB BDexss
ez, SREE) GrONd, BB SNV e m
€803 BB LEH) 98 3REE.
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Centralized Data Management

BNBHD D DSOMDOMB

Data can be stored on a central server, making it
easier to back up, secure, and manage rather than
keeping scattered copies on every machine.

€52® 3D®ENDEDE DEGtEn B80S DRI WSO DEY,
e Os® 6LDEmED GORE) DG S g0,
DB O codd BYO, OB OO ©®
DEPDMDONEG OB ey WOEB.

Cost Reduction

8080 gf) SO

Sharing resources (like one internet connection or
one printer) reduces the need to buy duplicate
hardware/software for every computer.

&858 eRH®R® (B gdVeNE BBRSDMOGES
603 D BBOOHE &) €520 SVOENDEE SEHI®
anB80ess 2ato® / ®agzo® B8 ®Be®
FOGBEINOG &f) wOGB.

Scalability

a5 $56® HTEEO

Networks make it easy to add new computers,
users, or services as an organization grows.
20B®E VDD O O D VoM,
sOBeDBS 603 65D D BOO eHe OGS estey
WOB.

What is a Computer Network?
sdhotnD HEGED 6ox Pe?

A Computer Network is a collection of two or
more  interconnected computing  devices
(computers, servers, printers, mobile phones, etc.)
linked together by a communication medium,
allowing them to share data, resources, and
services.

SO®END HEGE GX D, BB, &5 63N
OBe®® 0 5)DGT DWOGTEHO BEew) BB
MsE OB DB BN O® @
OB ELNo0® LI 68 BBBGD (5D®HD,
ee3neEmEs, B XY, So®® oo 8)
DROE.

Simple Example

B0R COBOIMRD

A home Wi-Fi setup where a laptop, smartphone,
and smart TV are all connected to the same router,
sharing one internet connection and able to send
files to each other, is a basic computer network.
Q@360 SO®HIMDED, SV Bo®® £ODODEE
&m SO0 CEsnBBn » BoeR d®
OOOEDO BRSE) 8, s gsobeHE
HPRSOMNOGBD 6) ®HTS OB 6®HN

B0 ® BOetd 08 WIi-Fi ecoe® @dw
D@D LHEGS.



Components of a Communication System
03865 sEDBGD 5D Go®

SENDER/SOURCE RECEIVER

MESSAGE/DATA

— o ] = - ||

X X

TRANSMISSION MEDIUM

Step 1
Step 2
PROTOCOL PROTOCOL .

Step n

1. Sender (Source)
cOs®) (YerE®)

The device/object that originates the data is

known as source.
e ©d® 8g OB coms / Od mo
6EE HIERED.

This could be a computer, phone tablet, sensor,
or any other device or object that can create

information.
6®0 SO®HDEE, [Setmlel OO,
83065emEE 683 6mMONOT BHLEHEEG DG BT

GOBDD ELNo®EE 693 DBSROW B ®THC.

2. Data
e

The actual information being sent via a

communication medium.
H5BeDe®m BBGE ®O®) DX ER® 6O
8.

This can be text, images, audio, video, or any

other format of data.
6®06 e5g, Ozes, @5, DBen] 6®] 6DNS Bwz®
e PmaBee B ®o.
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3. Receiver
@5

The device/object that receives the data is

known as receiver.
e @R ®@F®) Ceo®me/ DeSnd EMmE) 6@
DTES6D.

This could be another computer, phone,
microphone, camera or any other device or

object that can interpret information.

6®c koY) sD®SDEL, EODOBBEE,
BBBOMIDEES, @M 6] 6O &vd
BOzSHB DG O 6O  CNo®BE 683
DO B Wwecs.

Human eye and ear can also be considered as

receivers.
BB s ©H W & OIOWED 6L TG
BB,

4. Protocols
@O

The set of rules that governs how data is

transmitted and received.
e ©Bdelsesnc: ® @IeR® OB eNEJEB
O B @D BrOBGD »O 68.

Protocols ensure that devices can communicate

with each other correctly and efficiently.
Be@OB OB ceoom OO dBemw) HO®
BOTOED @) WIVHEDBOD BBBDeHH WG BT
RB 95D DOB

Ex. HTTP, SMTP, FTP, TCP, UDP

5. Transmission medium
08edwsn @HABE

The physical path over which the data travels

from the source to the receiver.
e Gomen 80 @HmE) e ®d ®O®
69D BB®CE.

Ex. Fiber optics, Twisted pair cables, Coaxial
cables



Communication media
3865 MDBG

Communication media

[ IS RONALY

\

[

Unguided media (wireless)
BnE) 600D (Gl®es O&D)

Radio waves
@0 BB 0o®

Infrared
geiovwD o

Microwaves
DEE DO0®

Guided media (wired)
Br@O® (Gl®es e58)

\

Copper cables
of) =83

|

Fiber optics
g Bcxd) o3y

Coaxial cables
@ RS

Twisted pair cables
go®0z DD G®E

[ CaNeloNn6)

eRR E® 5 DB®E gxnd B®) 6D.

A
Shielded Unshielded
Boeygn GMOTEIEN
Feature Guided Media Unguided Media
Installation Higher due to the need for physical Lower as less physical infrastructure is
Cost cables and infrastructure. required.
e3ese 695D RER ©® BODE SHNDD BEe®) | 695D ODE 8D b O RDcdsS
888 08 FOGBBMOEBE 68EOS 9HEH. SHEEH.
Mobility Limited; devices need to be connected to | High; allows for wireless communication and
830D0DG physical cables. greater flexibility.
B0 6858; ceNo® 6IBD 6V OO 9mEB; Al®ts OBD BESede®e 5t 8
SRS DG GG. 2OSBZNOG BE®) 98 @R 68.
Bandwidth Generally high, especially with fiber Varies; can be limited by interference and
DS B optics. distance.
E0@DBEGS IBEH, De®BeERO LI cOmeS 68; D) BB 5 g0 @G BB DG
DB BO®. BT,
Signal Range | Limited by cable length and type. Can cover large areas, especially with radio

and microwave signals.
Dex®ens 658603 65t BB6wwIeO8 o)
S0® BeNE §e® HOOHG BE BTD.

LANS, g6@0s HE, e ®Dse3d®.

Interference Low; less affected by external factors. High; more prone to interference from
esHoRIC) gB; B0 > BB ¢f) PEE® 48 | environmental factors.
DOB. 9mEB; NBEtD 0D DS BrEmwsS H®O
D8 50O eTe.
Security More secure as signals are confined to | Less secure; signals can be intercepted
PGSO physical paths. without direct access.
30) 6995 V®ORD B@) & &S &8f) ePODBDEB; tagy HeDHHEHS 6D
DS DN epORBHEB. &30) ORO D) e ®ow.
Use Cases LANs, telephone networks, data Wi-Fi, cellular networks, satellite
exnEd® centers. communication.

Wi-Fi, e658@a@b eHe, Do) x3868emes.
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Unguided media
808 60 &5k

Unguided media, also known as wireless media,

transmit signals without physical paths.

et O @IS 6EE WIEREOD HKHE 6mMOB
@RS, 6995 OB MBS t30r) B3BBG
OB,

The data is sent through air, water, or space
using electromagnetic waves.

Bexs Bmwm DO0® NDDEHS D, DIDEG, B5RG
6®) FOWIBEB BO®) BGOX) QIER.

Guided Media
808 @&nds

Guided media, also known as wired media, use
physical paths like cables or wires to transmit
signals.

SoeeE®m™ @5 Qe HIESEDD BnE @R,

eo0e) Beg®HNn SO 6 683 Oxt &
695D EV® B WOB.

The data travels along a specific path,

controlled and confined by the medium.
e, EHBEHS NEHG D 8 S8 DO® @
B&D MHEE Dedetd ®@®S DOB.

Copper cables
o 281

These are widely used in data transmission for

several reasons:
20 DD 6 BBHE 5 e 5BeSeeNeE
REdD O 68:

Mainly copper is a good electrical conductor,
allowing signals to travel efficiently, reliably,
and at low cost.

5® D®mene DO &) 6MNE B ee3ICEE
D® 0, DB 500 IVEDBBD), BB KB
&® &f) BODineSHs ®ds SOHAO gb) e5@esd.

Copper's low electrical resistance reduces
energy loss, ensuring more efficient signal
transmission.

200@ af) Bexs 5BeOING Pemd® HBG &f)

OB, D) HEEB® torr) BeBsNn B5HSWD
DOB.

Less expensive than other materials like fiber
optics, making it an affordable choice for many
applications.

OB DB0D & eons £dD5ORD D) o® B

&f) D® g D6 6@1em) 68D e crdi BT
63O 6.
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More flexible, allowing easier bending and
maneuvering during installation, especially in
tight spaces.

DN DO5BE O» gmo, SND6  EDodR0,
Demsens D& GOMBGESS Smegedsl 80
&% 228107 BHOO @b 3.

Can carry both data and power (e.g., Power over
Ethernet or PoE) through a single cable.

D5 eRDREI HO®) XD B DB 3D 65D®
6O () WBG (£&): Bobend e®3 POE).
Robust and can withstand various
environmental conditions.

o0 3 GBSO O» gnd BDD) eHdesdw
BRSO Bt E HTHE.

faults can be quickly identified, repaired, or
replaced using simple tools and widely
available materials.

B0E 6®DE® ©n DNED CIBD D cds
IR 68j8 QOB ®E® ®ide0,
FeEE SO0 6®) oSSMswe SBOOO
W,



There are two types of copper cables used in

communication as a standard.
£ODDED 6EE D HBRBDEDE®E BCH) NS
D0 DO 6BRQ OV® 6w BER

1. Twisted pair cables &®% goe
2. Coaxial cables es@romw Slenzess

Twisted pair cables
&e@d amE oS

The cable consists of pairs of insulated copper

wires twisted together.
c®® 6WRARE OO BOFexw DO @GN
sBDOEG DO® @ O G eE OBSE.

The twisting helps reduce electromagnetic
interference (EMI) from external sources and
crosstalk between the pairs.e®® g@d® HBO
xRy Bexs HBwm ®8nsd® (EMI) &8
500 ©® ee a6 crosstalk dm of) SBOHOO
comnd 68.

There are two types of twisted pair cables.
F@OH EOE 6BRAQ OV® WD SER.

1. Shielded twisted pair (STP)
Drey®n ee®dE (ORE

2. Unshielded twisted pair (UTP)
@503y eT®TE H®E

ictfromabc.com

1. Shielded twisted pair (STP)
Ocgadn ee@Gedy OE

Shielded Twisted Pair (STP) cables include
additional shielding, such as foil or a metallic
braid, around the individual wire pairs or around

the overall cable or around both.

Boeadn e@OcE GOE 6REORD BB BEY o O
6] O 6REE D) 6® ecw® D) Hdt M3
6@I®OG ®FDHB S OO PDOH HrES 68.

\ Twisted

pairs with
color-coded
plastic
insulation

Pair
shields

Overall
shield

Outer
jacket

This  shielding reduces
interference (EMI) and crosstalk.

6®0® mBOOH BB Bexsd HB®w BEwxdd® (EMI)
&% D gf) ®OE.

electromagnetic

Pair Shield

Individual shielding applied around each twisted

pair of wires within the cable.
eREG G D D gr@dgn OEH ue OO o
BDOBNGE BLIER) @QIGRD.

Purpose is to protect the data signals in each pair
from crosstalk and interference coming from
other pairs within the same cable and external

sources.
aé@n des O DD HOEEE ED o) Do
o Dol 6REeE ©® DIBO wDGS DG s
#eDND GOE OB d» N OB epdies) BOHOEB.

Overall Shield

Shielding that covers the entire bundle of twisted
pairs within the cable.
oBRERG BE ks a®@dtdn ee DOOEG
PDOHB O® 5RBE.

Purpose is to provide additional protection
against external electromagnetic interference
(EMI) and to ensure that all the pairs are shielded
from external noise.

Go@en DB B Beys Bwm @8wsid® (EMI)
RO DeOBD g®DO OO e5cesBO 5t BEE®
E®E MBO 665360 o) WO & DD S
S5BO8.



2. Unshielded twisted pair (UTP)
e0oemgY grRdtEn (OE

In unshielded Twisted Pair (UTP), pairs of insulated
copper wires are twisted together without
additional shielding.

@D Fr®0E R DEE sDOOEB DOD ©E
2@ Y EoE 568D OO 6®ED DD GO
&,

Twisted
pairs with
color-coded
plastic
insulation

Outer
jacket

Generally cheaper and easier to install compared
to shielded cables due to the absence of extra

shielding layers.

g868m epdOH 300 6en®S BB e Oy 6D
DERD 688D ®I1BEMES @WEB €5 BNSHEG
BOBO eseoeyes.

Without additional shielding, UTP cables are more
vulnerable to electromagnetic interference, which
can impact signal quality.

g8e68m eOOHmMEE 6e0®:50, UTP) 65508 Bexs

B BEnsdd DR 8 gdH®D @ 60, DB
E00E) RINOD DB DEED WG BTE.

UTP cables have limitations on the distance they
can effectively transmit data, especially at higher
speeds.

UTP 65503 @0 dee)d et eo eBetiesns oG
oS g0 BB &, Dexens® ) 65®EES.

1. White Green 5. White Blue

2. Green 6. Orange
3. White Orange 7. White Brown
4. Blue 8. Brown

ictfromabc.com

Comparison (STP vs UTP)

Feature STP UTP
Interference Low High
&30@) 1N &f) Rlda)}

Cost Higher Lower
888 8 ef)
Flexibility Less More
2OBBZNOGB ef) 8
Installation Harder Easier
NeSWEB O8N gesmwey D) ey
Performance Better Good
IBCEENBDE D) emE GENE,
Durability Higher Lower
235O 4] &)
Usage Industrial Common
[ONIN6) O ©e3E,
Data Rate Higher Moderate
ISolaROROMNed 68®®n B8 B3O
Environment Noisy Less noisy
[slelnlele] &R DHE ®e &f)
1. Orange 5. Blue

2. White and Orange 6. White/Blue
3. Green 7. Brown

4. White and Green 8. White/Brown
These colors are used for the eight individual
wires within the UTP and STP cables.

@OE O®ers DD r®d ard® 8 Ol ad eH)
6®® Vg 5HDD) 6D.

The color-coding helps ensure consistency and
accuracy when terminating the cables into
connectors or sockets.

&PV 6®] 6D 6@t gdts HHedE OVen-
™G O O A HeIESOD W
BODesomde ouodnm 2S00  comd e8.

Twisted pair cables use various types of
connectors or sockets to establish connections.
@0ty QOE 65C ©HPRBD BMenE SBO
©eH) D80 emoed BRSMD 6 6medDS D)
DO,



Note: (Legacy)
Straight-through and Crossover Cables

They differ in how the wires within the cable are

connected to the connectors at each end.
RRG BE B O O IS eweded
HBRSDDORD BONSRD B» edn gxnd Fon
D3 685.

Straight-through cables

In a straight-through cable, the wiring
configuration at one end of the cable is identical
to the wiring configuration at the other end.

Straight-through 503 dowm, e=REed O
eEDOD Slers DB gems 6weded Cl®cs
D133 @I 6D.

PC STRAIGHT-THRU HUB

TX+1 E — )1 RX+
TX- 2 I 2 RX-
RX+ 3 6 —— ) 3 TX+
4 IS 4
50 ) 5
RX- 6 IS 6 TX-
710 — )7

8 I 8

Used to connect different types of devices.
DD BV®EA ¢e30® BRS SHOO NS ) WO.

Computer to switch
Router to switch
Computer to router

The most common use of straight-through cables
is to connect a computer or network device to a
network switch or router.

Straight-through =038 de o835 te® ®Hdo0
DPes HOEIMDEE 6] HE EHNBEED  HE
380EmO 693 VQOOHEDO BB SLEBECH.

It is used to connect devices that operate on
different layers of the OSI model (like a computer
nd a switch).

0S| ewmaBed B8R BO0dE (SV®NDHED &®
3906E &) ) OB Ee30® BBRSE) BHOD D
0O OE.

For example, a switch receives data on the pins
where a computer transmits.

EOBOHMBED 6@, 3DDGE BB esd@EmGD DB
©Beiesnn OO B WO B deweS o
©BHEE B,

ictfromabc.com

Crossover cables

The wiring sequence is different at each end.
S DS eeded Glus anBgedE 6dmel 68.

PC CROSSOVER PC
TX+1 I )1 TX+
TX- 2 2T
RX+ 3 1 3 RX+

41 4

50 ) 5
RX- 6 ( 6 RX-

70 )7

Specifically, the transmit (TX) pins at one end are
connected to the receive (RX) pins at the other
end, and vice versa.

Bexsens’, D 6meDom Bsiesn (TX) 85 gemnes

6eded8 @mm (RX) 85 DD @50 d» gm0 Dx
8D dece gm0 Beed.

Used to connect similar types of devices directly.
8@ XMOBE EeNo® 3O BB BBHB®O
0 wOE.

Computer to computer
Switch to switch
Router to router

The crossover cable swaps the transmit and
receive pins, allowing the devices to communicate
directly.

Crossover emRec OBS tBegiedn e @WD &6

&Gt OBS ©e300@ORO e3aeiD® 3BeBemws BHBO
9f) 3.

For example, it switches the Tx pins of one device
to the Rx pins of the other device.

COBWOHMBE 6@, BB DD CeNo®ED TX @K
B Ee00m6E RX @G 60D 0T OB.

NOTE:

Very old switches and hubs may need them
@) &350 B &5t 35D esew) 6B dwms B
BT

Good for troubleshooting old networks
e5TOLH eHEGBSB el 6ed® sem e D@

Taught and used in some networking labs and

certification exams
B0 HEDOSN BeEO 5 S BHe® Sn®



Twisted pair cables are categorized based on
their performance characteristics, primarily their

bandwidth

and

frequency
&c®@d wE 6xRAE Ted WG eIH DB,
AR OB®EHE TNeE D@ BER Y R
B0 B 5cHBD DVEWONG DO &TD.

NOTE:
The higher the category number, the greater
the bandwidth and frequency response of the

cable.
DS o O O» HOBD GWREEE @IS
BEE 58 3oDBD HBENOG ) 68.

response.

Category | Bandwidth Uses
E A DS SCE NODESD
Cat 1 Less than 1 Mbps | Primarily for telephone lines
BB D®EEE OO CGHTd E5EM)
Cat 2 4 Mbps Early Ethernet networks
8B Ethernet eH@ ese®
Cat 3 10 Mbps Ethernet networks, mainly T0BASE-T
Ethernet eHe se®), gto Bmens TOBASE-T onSegncs
Cat4 16 Mbps Token Ring networks
Token Ring &)@ esem
Cat 5 100 Mbps Ethernet networks, mainly T00BASE-TX
Ethernet eHe se®), gth® Bmensd TO0BASE-TX owsegncs
Cat 5e 1000 Mbps Modern Ethernet networks / Gigabit Ethernet
8 Ethernet eH@ / &@@0 Ethernet eseem
Cat 6 1000 Mbps Higher-performance networks, especially for longer distances
9HE IVEENDWHEE 8D eHE, EQ g0 BSEDeHE 5EH)
Cat 6A 10,000 Mbps High-speed data centers and demanding applications
DB cv BBEND 5 WG OO Fd®S O® 6KED 5EM)
Cat7 10,000 Mbps Data centers and high-performance environments
e BRBEMD 65t YBEG WIDGEENDDHEES 58D 5DESOBS E3EM)
Cat 8 25,000 Mbps and High-speed data centers and demanding applications
40,000 Mbps gled8 crim BASLEN® 55 9ug HDOR GO®S O 6D 3EH)

i — —

CAT1 CAT2 CAT3
1Mbps 4 Mbps 10 Mbps

400 KHz
1983

ictfromabc.com

4 MHz

1987

( (.‘"(

CAT 4

16 MHz 20 MHz

1991 1993

16 Mbps 100 Mbps

(f‘r T R AR R A AR
IR R RUIRUTRU IR
11 \ / N \ 2 \ ) 2
\ / \l / \‘ % \\‘J/ N4
‘ ‘ I
CAT5 CATS5e CATé6 CAT6A CAT7 CAT7A CAT8.1 CAT8.2
1Gbps 1Gbps 10Gbps 10Gbps 10 Gbps 25Gbps 40 Gbps
I0OMHz  100MHz 250MHz 500MHz 600MHz 1000 MHz 2000MHz 2000 MHz
1995 200] 2002 2010 2013 2016 2018
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Coaxial cables
&@o®D SleTes

Coaxial cables are a type of electrical cable used
for transmitting data, video, and radio frequency

signals.

o8 O 6 e, dDend & 688ec]
€502 o) t5B63BENG BDO Bem) NS DOD
e 6@ DV®EE.

They consist of four layers: a central conductor, an
insulating layer (Dielectric insulator), a metallic
shield (Copper mesh), and an outer insulating

jacket.
Fn 800 088 ©ODD 5: D8 O
EDIGEDEE, SONOD 3OO, 6@IDOG B

(Copper mesh) &® 80 sdde &Stwdds
RICICIGISR

Outer Copper o
insulator mesh  Dielectric insulator

(-

Inner Conductor
The core wire (usually copper) that carries the

data signals.
EBD 30 Sem® 3 B DBROB (ENINBEHES
2®).

Inner conductor

Dielectric insulator
Surrounds the inner conductor to separate it

from the outer layers.
80 006 OFS 605 HOO EH) 5O
BB OO wOB.

Metallic Shield (Copper mesh)
A woven copper or aluminum braid that blocks

external electromagnetic interference (EMI).
BO Bexss DBmD i) BB ((2d®)) OSO oD
Br® @c D@ 613 4redSnd® Dous.

Outer Jacket

The final protective layer, typically made of
plastic, which encases the entire cable.

BN POBD 008, 5@IWBenS 3130
OB 92 TS amd, Dx 38bEn eDVREE
DOENG DOEB.

ictfromabc.com

Types of Coaxial Cables

RG-6: Commonly used for cable television,
satellite connections, and internet.

RG-59: Used for older analog video and CCTV
systems.

RG-11: Used for long-distance connections due
to its thicker conductor.

i

Coaxial cables are versatile and have been used in
various applications due to their ability to transmit

high-frequency signals with low interference.
©®odm G DG O» D0 &f) BEHxdd
5 ERD-e30RBID o) LBeGBENE BB HTEEID
65Re0s DD 6P E B WO &iD.

Applications of Coaxial Cables
B@omD HcSdE NBDES

1. Ethernet Networking (Older Systems)
Before twisted pair cables became the standard,
coaxial cables were used in LANs to connect

computers and networking devices.
at®d eE 6F BB BBD 630, V®END €59

R CNo® BBV BB® e LAN da e5®romm
w5 NS DO QE.

2. Internet and Broadband Connections

In the past, internet Service Providers (ISPs) used
coaxial cables to deliver broadband internet to
customers.

aBoed38, oSobehe 6638 wensSmess  (ISPS)
5)0eIBDBRB0 eIV gBobeHen @R EBO
@0 Gl T DESH.



3. Cable Television (CATV)

DIGITAL CABLE TV
1-WAY
DROP AMPLIFIER ]
5-37MHz Roverse Path
47-1000MHz  Forward Path

2y
o2
=
3z

-
-
13

Coaxial cables are widely used by cable
television companies to deliver TV signals to
homes and businesses.

560 569 D500 60D GeesH&S o) @RI E®

BEH) 6BRE 0ZSHBS @D BE oz
Sz DBED D) DOEB.

4. CCTV and Video Surveillance
Coaxial cables are commonly used in Closed-
Circuit  Television (CCTV) systems for

transmitting video signals.
BBl owr) Bei®snc: OO Hem) e5oda

s®esd  Geesn®S (CCTV) 080 @omD
s DD DD 68.

5. Telephone Networks
Historically, coaxial cables were used for long-
distance telephone connections, especially in

trunk lines.
&@om G6ees R g0 £OOB BRDBD) &M,
Bewsens trunk lines @ @8 @oO®» EE.

6. Radio Frequency (RF) Transmission
Coaxial cables are used in radio transmitters,

receivers, and antenna systems.
638)60] B8, @MW 65 FraReON) BEASDE
©@omm Ol®es NI 68.

Twisted pair cables vs. Coaxial cables

Feature Twisted Pair Cable Coaxial Cable
Structure Two twisted copper wires Single copper core with shielding
DG ec®0csn 8 iy 6cwd DO 658 8 o HOGH
Shielding Minimal (STP) or None (UTP) Metallic braid and foil shielding
oB® 00 (STP) 63 5855 e (UTP) eI i ©® Gt DO
Interference Moderate (in STP) Low due to effective shielding
BcEOD ®53IB (STP OFeS) DB BB 68D sHEB
Bandwidth Suitable for moderate speeds Higher speeds and frequencies
D@ BER B3O 6D®m©S em e 60 QOE GO®BS €5 L30RBID
Cost Generally low and affordable Higher due to more materials
[Slelde) @mBecns &f) ©5® erdn B Bed 8 #8cds 5t 9med
Flexibility Highly flexible and easy to bend Less flexible, slightly rigid
2sBB VD 9 DOEBE 30 HBBO 5B &f) »OsBBB, OB cadB
Installation Easy to install and handle Slightly complex due to rigidity
SN BNB®E 59 WBODBO e5EIH 2B 565 208 e30BHENB
Distance Effective over short distances Effective over longer distances
eo 60 g0 sem deed 68 B® Om e ded 68
Applications LAN, telephones, basic networking Cable TV, broadband, CCTV
66e® LAN, 609, 83w eHomosncs
Noise Resistance Lower, susceptible to noise High resistance to noise and EMI
®Re, 5BedG )0, 6633800 emeds 68 6653870 50 (EMI) D0 9me
SlalclealGin]

ictfromabc.com
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Fiber optics cables
gane Bgxs a3y

Fundamentals

B3> @b

Reflection
B8HOBDBHE

When a ray of light approaches a smooth
polished surface and the light ray bounces back,
it is called the reflection of light.

eRiD B0 580 B et ARBO 60> @ 8
sty bounce 8 escBegn® 80 d6 pe@imed
SOHDBDHEG 6QE HIESGS.

Laws of reflection

sOhboe 8

e The incident ray and the reflected ray lie in
the same plane.
5® oG 658 MODHED BOME Do®
DQED 5O8.

e The angle of incidence is equal to the angle

of reflection
BDD GIHNG SHOVED EIBNEO &I 68

Refraction
ObHB

Refraction is the change in direction of a wave
when passing from one medium to another
caused by its change in speed.

BHDHEB (3% DOB®ED 65®E 6O BB Hes) D
s 80 2O BASGEDO BB wodH 80 D&
8D 6dmel DOR.

Rare Media

6@ &>

A medium in which light (or any other wave)
travels faster compared to a denser medium.
®®D AABEDO 31633580 PRI (6893 6OMSS
D0z® DOo®EE) O8N 6Dmens ®®X oD
NANGIHA

ictfromabc.com
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Dense Media
®HD BB
A medium in which light (or any other wave)

travels slower compared to a rarer medium.
BOE ®MDB6EDO 6880 peime (653 60HE
BD9z® DO00®EE]) BBCENTD ®BS) DO BHDBGE.

Laws of Refraction

oo 88

e The angle of incidence, the tangent to the
boundary at the point of incidence, and

the refracted ray lie in the same plane.
BWH GIIBIGES, SHH OWBB6E ABOO &8
BB, m® BOHGS DO DEBD
8808

e The ratio of the sine of the angle of
incidence to the sine of the angle of
refraction is constant for two considered

media.

BRD® S 6CWD OEH) SDD GILN6E
6B gued Obo® ewitned ©6Bs amn
DB FReNDEH BHD 65.

1. First instance

Refracted ray

Boundary

Incident ray

Incident Angle: 0°
boundary).

(perpendicular to the

Behavior: When light strikes the boundary
perpendicularly, it passes straight through
without changing direction.

PBRIDEG ANBBD @BRDD & d» 80, DK EE
6D 6910 GRRO GOSN WOEB.

Explanation: Since the light is not at an angle,
it doesn’t bend; it simply slows down because
it's moving from a dense to a rare medium.
PRI BOHG 6tMENGES 6B B, Do
2c6®e} we; DB OH® OMDsenS BoOE
5O B WO He) 50D OB 6B®n &f)
5 @B 68.



2. Second instance

Refracted
ray

Dense

Incident ray

! 4

i - Incident angle (i>0<C)

r - Refracted angle

Incident Angle: Less than the critical angle (but
not 0°).
5D 6@IENG O 6wiEnnd O ¢i)c (2@ 0°
e0ed).

Explanation: When the light enters the rare
medium at an angle, it speeds up, causing the
ray to bend away from the normal (the

imaginary line perpendicular to the boundary).
PeRIDG 6mIFNESS Bd@ @MDBBO &g § 8O,
D5 68mOs On gmd, BOH #BEBR6E (BB
CBRD &) Am:EB® 682D) 80 B0 6 6D.

This bending is refraction. The greater the angle
of incidence (up to the critical angle), the more

the light will bend away from the normal.

c®® 2O OVOWEE. SOD GG O On
O8O (DD ewmigne ), eeime
#BBREES 9D M@ @G 8 68.

3. Third instance

Rare

Refracted ray

Dense

i’ Incident ray
' 4

¢ - Critical angle

Incident Angle: Equal to the critical angle.
SHD GG GO 6IBNGO 5@ 68.

ictfromabc.com
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Explanation: The critical angle is the angle of
incidence at which the refracted ray just skims

the boundary between the two media.
gOR 6wiNG X VDD oL DS 6cwm DO
HBO OB BB OB BB GIINBEB.

At this angle, the light does not enter the rarer
medium; instead, it moves along the interface

between the two media.
c®® 6IFEHS e D@ @ABBO &gt
ex6d; & 60500, do @05 ecwm god it
B Dot ®O WOB.

4. Fourth instance

Rare

Dense
Refracted
* Incident ray
ray

Incident Angle: Greater than the critical angle.
B GIHNG GO 6wINEO D) B®IQE.

Explanation: When the angle of incidence
exceeds the critical angle, the light cannot pass
into the rarer medium. Instead, it is entirely

reflected back into the denser medium.

BDH 6igNE) O emifnn 9D &n B0,
PeRIDE0 8@ @MSED GO »E em®tm. T
600, DG BBRVENEES® ®HD BHDBED HtdD
B3OOBDBE 68.

This phenomenon is known as total internal

reflection.
6®® e308BERNG PPN FHBBDO SHOBBOBEG 6L
WeES6S

LED

I

Receiver

Light

“~_

Optical
Fibers

High refractive index |Core
Low refractive index | Cladding
Mechanical protection |Buffer Coating




Fiber optic cables
SING OBR s

Fiber optic cables use thin strands of glass or
plastic fibers to transmit data as light pulses.
5B DB OB el B 6t e
eBedsgnn BB B Dedc 6m) Sl DB
)TN OB.

CORE

-

BUFFER

CLADDING

JACKET

Core

The core is the central part of the optical fiber
where light is transmitted.

Core d 65 HERIDG 5B63BHEG DD 5IIG DB
D ®5® 6mOd.

It is usually made of high-purity glass or plastic.
Do susens 9ng 8d8s Begdc 6@ S0
OB &) .

The size of the core determines how the light
travels and the amount of data that can be
transmitted.

Core D8 5@1#06 HERIDE ®BS DOD eHEIOB
@08 ©BeSBHME DG B o PG SO
DO8.

Cladding

The cladding is the layer that surrounds the core
of the optical fiber.

Cladding & &%) go® 3% d@ core d» O
&S e300E.

It is also made of glass or plastic, but with a lower
refractive index than the core.

B ¢ Bedt 63 B3@e30% OB e0e) e, HS core
DO D) f) OV cHEHWED Ee.

The cladding’s primary role is to reflect light back
into the core using total internal reflection.
Cladding ®Pew® @Bw WG OREE gt

SOBEDO B3DBDDG D DO HTOD® core DO
PBRIDEB SHOVDHE BOOB.

ictfromabc.com
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How fiber optics work
SING OBR oD DO OB

The process begins with an electrical signal that

needs to be transmitted.
6®® BOBo B3clsmn e Gm e
0EOBS OB 68.

The electrical signal is sent to an optical
transmitter, which contains a light source, typically
a laser diode or a light-emitting diode (LED).

Bexesd  oe)d e@id OGO, EEINBEES
6@et DerINGE 683 peim De®iDw Beritne

LED &®o® cams 6586g5emnm 6O @iel.

The transmitter converts the electrical signals into

light pulses.
eBedsme Be@ o) eim dosiem DD
sOVBDHEG DOEB.

The light pulses are modulated to represent the

binary data (0Os and 1s) of the electrical signal.
BeB esom)ed £8@0 ¥ (0 t® 1) Bewlsons HHO
©BeH) peEiD t3esiem Bubesgnn DO &u.

A light pulse might represent a 1, and the absence

of a pulse might represent a 0.
PeRD BePemnnn 1 Helsmn e B oo
B8esBeHES 6B BB 0 Bewisnen e ®SG.

The light pulses are transmitted through the core
of the optical fiber

el o gImm OB OB OO
eBedssnn 68

Over long distances, the light signal may weaken
due to attenuation.

8® g0 BEE, attenuation 68mnEds HeEID eoe)d
e Be ®ow.

To maintain signal strength, optical amplifiers are

placed at intervals along the fiber.
£5002)68 GG OB BTHO em), HI® VD
DD 6@ BODOBSMHS fo)) &g,

At the receiving end, the light pulses reach an

optical receiver.
QD gBDHEEE, el SBC® B ENIODE
6D ¢® 68.

This device contains a photodetector, typically a
photodiode, which converts the light pulses back
into electrical signals.

6®® comed photodetector dod afo® 8,
EN@DBEHS DB 5NG E6EIRGE B gmnd D@
meie odcw =dn Bexd o) DO
s BB DOA.

The electrical signals are then processed and

converted back into the original data format.
D0 Bepsd o) woed @O 2D 3 o
MWaBEO sHOVDDE 68.



Types of fiber optics
0Bb B0 OB®

Fiber Optic Technology

Optical Fiber
— Single-mode Fiber(SMF)

— Multi-mode Fiber(MMF)

Fiber Optic Cable
Indoor Cables

—— Outdoor Cables

— Special Purpose Cables

Optical Fiber (Glass fiber)

A thin, flexible strand of glass that transmits

data as pulses of light.
e ei tesle e ©BeZssMB ®O®
BedtdBS oy B, BB VTS DHBPOE.

Optical fibers are classified into two main types
based on the number of light paths (modes)

they support.

0303 0B FO) 8BS pthd DO® pedD 5O
@D B BeHBD e V® 6cwd DVEDOSGB
663.

1.Single-mode Fiber (SMF) / 8 gm® sy

It allows only one light path (mode) to travel
through the fiber, reducing signal distortion

and attenuation.

o) Dwas OO &5t WGEHE GFOR OB, HBRO
®0®) ®BS BOOD 9f) wEHHes D RN
B060 SO,

Used for long-distance communication.
E® g0 ©556Dem®B B5E®) DD 68.

Provides high bandwidth with low signal loss.
&8 €300 MNBHED HO® PBVE DRI BESED BGE.

Commonly uses Laser Diodes (LD)
D@IBDBEES 6REYH BEEIE) ®NED DOB.

Core Diameter :8-10 pm (Typically 9 pm)
B56:% DZod@®en :8-10 umEn@®secns’ I9um)

Cladding Diameter
3608 DSB®HG

2125 pm.
: 125 um

ictfromabc.com
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2. Multi-mode Fiber (MMF) / @y goe oss

It allows multiple light paths (modes) to travel

through the fiber simultaneously.
DO epeEim 850 BBBGDO DERD ®HO®) GBS
DOBO @) e3@e3E.

Used for short-distance communication.
60 g0 BEDeHEG BE®) ©HDD 6D.

Lower bandwidth than SMF.
SMF ®0 &) &f) D’ SBeRD L.

Commonly uses LEDs as the light source.
ENBDIWBEES PRI 500G 6@ LED en8m o6a.

Core Diameter
QIO RILC MO

:50 pmor 62.5 um
: 50 pm 3 62.5 pm

Cladding Diameter
Oee3e®8 Bdwd®nn

2125 um
: 125 pm

Fiber Optic Cables

A protective cable assembly that contains one or
more optical fibers used to transmit data.

e e3Beieenc Bem) DD oD, DBE0A BB
DS 6] BBBEE gho®w MO8 6
SENBGEES.

Fiber optic cables are classified according to their

installation environment and application.
OB B0 e T BMesme o DO
2% 6:cA® gnd OVBDOSNE 6wed.

1.Indoor Cable
Designed for use inside buildings where they are
protected from harsh environmental conditions.

coedn eNdesdm HBBOGR®S i) & &S
6@DTBB DE DB BEH) HHEFNG DO FT.

Types / Ob®:

e Simplex -One  fiber for
communication.
O EmDmO @D 8e 6med® BERSBeDEHEH
BE®) DI OBRJY PO 5O 6.

¢ Duplex — Two fibers for simultaneous two-way

communication.
DDO 6eEDO® Bg 6w60OH HBRHGOEHEG
BEm) OB DS 6ewD OBD 6.

e Distribution - Multiple fibers bundled for

indoor installations.
6eMBDIBR FOBEDO BMNeSDEBS BEm) OB
DB BBSGE DO B0 0 &S 6.

¢ Breakout — Each fiber is individually protected

for direct connection.

e5agy BBeDeH OB @) E® eew) 5E®
OB HBDOWO 60N 688 DBEEHS FIOWE) O
&S 6RA.

one-way



2. Outdoor Cables Indoor Simplex/Duplex Fiber
Designed to withstand moisture, temperature

changes, and physical stress.
ODOBEB, MO ONGDD o IS
REsz®DERD iy 662 SOE SB@HEnNt DO .

Types / Db®:

e Loose-tube — Protects fibers from moisture
and temperature changes.
CODONG ©® CEMSO DNBIBOZS DR
o) OGB.

¢ Tight-buffered — Fibers are tightly coated for
easier handling.
859860 ®BODE BEe®) DR DER DOLG
20 &gro.

e Armored - Includes a protective metal layer
for harsh environments.
O sBEBOGES BEem) 6@HBG OB 3AAGH
gfo® 6.

Distribution Fiber, Breakout Fiber

3. Special-purpose Cables
Designed for specific installation environments

and specialized applications.
BDex8® SN odesdns ©® Pex8 6neH®
E®) SH@IBG WO .

Types / Ob®:

e Submarine Cable - Used for undersea
communication.
Bae, sRE ®O®) BEewedD BBRBEDEHWE ST

o 8.
e Aerial Cable - Suspended between utility Submarine Fiber Optic Cable
oles.
gg@ BN 693 crenciGm DO d3@) DAY el Pobcabonata  Protective
@Ra.
e Direct-burial Cable - Installed directly
underground.
£33e90® eeN6Ed O DEEy @REB.
e ADSS - Installed on power lines without

requiring a metal support wire.
6RI®OG O ClBtDD FO®S 6N SOE,
BB Sleess B e DON @RE.

Polythene Tar-soaked Copper  Fibre-optic
cover nylon yarn sheath cables

_ 15
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Submarine cable map
DO 6BDC B8O

This map shows the undersea fiber-optic cables
that connect countries and continents. These
cables carry most international internet, phone,
and data traffic The map helps users
understand how global communication
networks are connected.

PR BBE® 00O ©®» ©mEds dBemNO
BB DO® Bme SNEA GrS SI® DBD
&y 580y ERB. HIEBDO FEIVNE,
OO 5% D ®OM®BNEHS il @IBHBE
Kem® e 600 63 OKS.c00 SBSn®
GBS B wEBedDew HEGBS OBemwO
GRS B g os 60® ®iS®0
SDBEDBBO EesmO AOB.

In the past, submarine cables used copper wires
and were mainly used for telegraph messages.
#8>6E8, BPDS R BE®) O DO DD
g oo T g DBenm® 6MIeIRNE @ReS
6OBEB 5)D@GTD EEMIE.

Modern submarine cables use fiber-optic
strands made of glass, protected by layers of
plastic, steel wires, copper/aluminum, and
waterproof insulation.

DS 2D GG DB TS e®) SeddBs
oy GIIE OB 6E ®Dm O gnd, TN
B30 300, s B, DB 68 FreBSBHE
&5 560 BetDm 6c®m DG G I0ES)
D0 &

Advantages

e Has higher bandwidth and can transmit
large amounts of data at very high speeds
YHEC DB BEERD gt FOO YN YOG
6D®EES e e PGS Beieenc
DG BB

e Experiences very low signal loss, allowing
data to be transmitted over long distances
Q) &f) €500T) FRIWHED FROED g0, X
g0 ®O®) e ©ddedssns BOOO @)
3Q6E

e Immune to electromagnetic interference
B DHBwm @O DB D) 6:6d

ictfromabc.com
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e Difficult to without

detected.

SENOOHNG 628 e MO @D EFeSHEd.
e More resistant to environmental factors like

moisture, temperature changes, and

corrosive elements.

ODONG, CBIMTO D3O 30 D

BEeds B8 B DO OEN

35D 68.

intercept being



Disadvantages

The initial installation cost can be high

BARB® 33 BB 9weg Bn BT

More fragile and can be easily damaged
during installation

DN Deemeng O® &d BM®B EDHORO
5860 S i o

Installing and  maintenance
specialized skills and equipment
ENBMB €56 DEDDND 5E®) DeBS WERQD) €58
O gOGS 60

requires

Sensitive to bending and can suffer signal loss
or damage if bent beyond their specified
radius

2e3B0 50608 D o FTed Bwdo adens
ADRO »@DE®D totr) HBD® 6:3 B
8Bedo uw

In some regions, fiber optic infrastructure may
not be as widely available

0®O D@IBOE, G DB BGODE WD
DB 3OF 6@ 6INBIG

Aspect Fiber Optics Copper Cables
Bandwidth Extremely high, supporting Gbps+ Moderate, supporting up to Mbps
DS SEE @) 9®eB, Gbps— se® BWwe OB ®s308B, Mbps e s 0

Transmission

Long distances without repeaters

Shorter distances, frequent repeaters

ODONG, CEMNTD 6D93DB 5
BDeHEO BOSOH 60

Distance OB 2BeBO &R g0 needed
836380 0 60 g0, B0 B gd®5
Signal Loss Minimal attenuation over long distances | Higher attenuation, especially over
50ER) BB E® g0 OrE gd® Bwad 88 long distances
Bewsen® Ex &0 DEE, 8 Dwas 5©
Interference Immune to electromagnetic interference | Susceptible to EMI and radio frequency
BEws B® (EMI) interference (RFI)
Bexss Bmm @r8nsidd® DD &5Sed3DG EMI &9 @DS38e®@ 5050 BrEmsse®
(EMI) (RFI) ®@0 emeds 6
Security Very secure, difficult to tap without Easier to tap, less secure
0D detection 200 SO e5weyB, ef) o8B
9 POBBOEB, FMDOHIHEEHS 60D
20g BB ges®mess
Durability Resistant to moisture, temperature Prone to corrosion, affected by
Sleisidac) changes, and corrosion environmental factors

e300 0D BN REeE®D @ §
BDeHEO 6eNgdt 68

Installation Cost
BMese BB

Higher initial cost due to specialized
equipment

Bem8® comOsn 6855608 9nE HOBMHD
[SlelIde]

Lower cost, commonly used

infrastructure
&) 8096, dYED 8 d® BODE
B0e3®

Flexibility Limited bending capability, sensitive to More flexible, easier to install in tight
BT O sharp bends spaces
B8 ®cBe® ®B@D, Brdn e DD DEND OB, e FODIBHES DG
50608 68 BMNeswi BHOO &gy
Weight Lightweight and thinner, easy to handle Heavier, bulkier, and requires more
e in bulk space
E5cTBE &) BBS, 6I® DBEES 8 RO, BenE, 5o O 9B OGBS 68
OO0 e3e3
Installation Requires specialized skills and equipment | Easier to install with general skills and
Complexity BeaB8D WD) 658 CDON FO®S 65 tools
e3Nes ENBIWS WL &5 6RO B®
0BVENSBOG BN BOO ey

ictfromabc.com
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Waves
D00®

A wave is a disturbance that travels through a
medium, transferring energy from one place to

another without transporting matter.

200®E ©f ebIG OEIGr 6O D
B®en 80 908 SNDEDO GERSHG BB
DOBS BRBHE OB BOS WO WrEIO.

Waves can be classified based on different

criteria.
D80 BVENED B 558D DOo® BBBDOSCGS
DE WG,

1. Based on the Requirement of a Medium
OB FDGEMOG B BB

Mechanical Waves
Electromagnetic Waves

2. Based on the Direction of Particle

Movement relative to wave propagation
200® ZNOHMGED €763 gor D@ D EmID
O s5end®d

Transverse Waves

Longitudinal Waves
Surface Waves

Transverse Waves
BB DO®

In transverse waves, the particles of the medium
move perpendicular (at right angles) to the

direction of wave propagation.
BBEE DOc®DRE, ®INBEE go DO® &IOS
20 QBRWD (t5aey 6WI$NOBH) ®BS DOE.

Oscillation
Direction

——Wavelength—

Direction of
Propagation

ictfromabc.com
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Ex.
Light waves, Waves on a String
When you move one end of a string up and

down, transverse waves travel along the string.
DEOD D 6O 9GO ©® SHEO 6®H
o® 80, BB D0o® DHXRDD Eer @B DOGB.

When you shake a rope, the same

happens.
OGS 6D 80e, D® ek Be 68.

thing
Movement of energy

i
%
¥

A Vibration of rope

Longitudinal Waves
&£NE® DOo®

In longitudinal waves, the particles of the
medium move parallel (in the same direction) to

the direction of wave propagation.
EFBNE® DO®ORE, ARNBEES o DO® SENOH
EmD0 5@BDOD (D@ EDOB®) ®®% wOEH.

I

Longitudinal waves require a medium (solid,
liquid, or gas) to propagate. They cannot travel

through a vacuum.

BN DOo® DD HENOHMEG Eem) BHDBGD
(520, €0 63 Dy #dms 0. TN Vons
DO®) DOS DG GDIRTLD.

Ex.
Sound Waves: Travel through air, water, and
solids, involving compressions and rarefactions

of particles.
FomdE HBOBO® & BOED® FHEIMODD LS
DTS OB, SR 5% 6855 &OB HO®) OB WOTB.



Mechanical Waves
B8 D60®

Mechanical waves are waves that require a

medium (solid, liquid, or gas) to travel through.
@IBED DO0® (B3 GBS BHBO @B (6520, &O
603 My) gd®s DD DO® 68.

The energy of a mechanical wave is transferred
from one particle to another within the

medium, causing the wave to propagate.
OBEFD DOoBOGED GIRBG OSG G OB
FoROBE OB FoO®O @bt O god DAGS
DOo®EB NGNGB 68.

Speed directly depends on the medium's

properties.
6D®me t5ase) ® BBEE ®FPo® B Oe) SOS.

Ex: sound is faster in water than in air
DHDEO D) BE6EE »ReE 65®mdS 8.

Types of Mechanical Waves
BB DOo® DB®

Transverse Waves (6@ 0o®)
Longitudinal Waves (g550130® ©0o®)
Surface Waves (@580 ®6o®)

Ex.
Sound Waves, Water Waves

ictfromabc.com
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Electromagnetic Waves
Bexs HBmwm DOo®

Electromagnetic (EM) waves are formed
through the synchronized vibrations of electric
and magnetic fields.

Bexsy e HBnn Dednde ©OfNbD ®Bs®m
o) D HB®m (EM) 20o® ez6e.

Electric and magnetic fields are perpendicular
to each other, forming a right angle, with the
wave traveling in the direction perpendicular to

both fields.

B e D edy DBenmO BDDD t3agy
e3HNEE e, DO®mE Wedy 6cwOd BRD
E@Dm0 @O wOGB.

Electromagnetic waves are almost always
transverse, meaning the oscillations of the
electric and magnetic fields are perpendicular

to the direction of wave propagation.

e v D0o® @ DO® el BHEHE
D00® 68, DB Dexs ©w HIDD BDeSHOR
6e3@®EB DOo® 5OI0EN EmDD @BRD 68.

In a vacuum, all electromagnetic waves travel at
the speed of light, which is approximately

299,792 kilometers per second (km/s).
PGS 6, Boe® ey HBHD DO®
pe@imed 65mens ®OX WOB, DB e

DBEES DBSOED He@3BOY 299,792 685.

Electric field

oscillation

«—— Wavelength 4-‘

Propagation

Magnet field
oscillation

Electromagnetic waves can also be described as
streams of particles called photons, which carry
energy proportional to the wave's frequency.

D00®EAE  BoRHDBEO HXNEDD GBHGR

Sema & 603603D B ok OO 6EEe BDexgs
DB D00® D3O WE BTw.

Higher frequency waves (like gamma rays) carry
more energy than lower frequency waves (like
radio waves).

QUG R ®Oo® (@@ HBoOEN &) ef)

0B DOo®ORD (6886’ DOo® &) OEN
B8 BDEEI 6@ 8.



Electromagnetic Spectrum
B¢z’ DB DHEMOBG

- Energy increases
Short wavelength Long wavelength
10~ nm 103nm 1nm 10°nm 10° nm m 10°m
1 | 1 L | 1
Gamma rays X rays Ultraviolet Infrared Microwaves Radio waves
T T T T T T T T T T T
10%Hz 102Hz 10%°Hz 10®Hz 10'Hz 10"?Hz 10'"0Hz 108Hz 108Hz 10%Hz 102Hz
High frequency Low frequency

Visible light

7 X 10" Hz

Radio waves (1cm — 100km | 3 kHz — 1 GHz)
6386w’ DOo®

Used to transmit data wirelessly over short and

long distances.
60 &% E® g0 5®18n ©O®) Sl OBDO e
e8e8enn SHBO DD OE.

Radio waves propagate in all directions from
the transmitting antenna and do not require a
direct line of sight between the transmitter and
receiver.

6886w DOo® 650D graOmmed 80 rg®
EmDED dENn On gm0, HBEE®E) €5

@D o e cadl el BRI gdws
6268,

Advantages / €8

¢ Provides wide wireless coverage.
350Q Slenos OB epDOS @SB @R 6.
e Can penetrate obstacles such as walls and
buildings.
DB 5 e@BDBR DS DD HO®) GOOS
BOOO HBHED sOE.
e Suitable for both
communication.
®a9e3d 6RO DEO®S HRBEDEH®B BEM) &
£68 68.
e Supports mobile communication over long
distances.

E® g0 (96 BeDD 5o®® 33Bede® WOED
ESEE) WG OB,

indoor and outdoor
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4 %X 10" Hz

Disadvantages / o8

e Susceptible to interference from other radio

signals and electrical devices.

6055 688603 o) 5% BB cmdsn BB
8O ) BYBOED EPDE® OO
s08.

e Provides lower bandwidth than microwaves
and optical communication.
DEE DO0® 5 CABS BRSHDeHHO ) &f)
DRI BEED @) 6cB.

¢ Signals may weaken over long distances.
8@ 0 ®®S BB tsore) cHO@ B ®Tw.

e Communication can be affected by
environmental conditions.

000 OBBODBS 68DEDS BB eHEO
REezd® dJe D HTw.

Applications / 8o

¢ AM and FM radio broadcasting.

AM &% FM 0D58e@ Bmimads.

Television broadcasting.

GzesENBE De®MCS.

Cellular communication.

B0®® gO®O® BBBEDEHE.

Walkie-talkies and two-way radio systems.
6IB-60IS t5t9 £DD BV® HOBDER 0.
WiFi and Bluetooth



Microwaves (Tmm — 100mm | 1 GHz — 300 GHz)
D DGo®

Used to transmit data wirelessly over long

distances at high frequencies.
QWG oD NDD OB Ex oW & LW
68D e ©Begesnc BHBD NS WOB.

Signals travel in a straight line and require a clear
line of sight (LOS) between the transmitting and
receiving antennas.

o) taef 6SDD ®BS DO® VDS, 65dw 5w
@D RO DO e esagy cadd eSO
50 S 68.

Advantages / &8

e Provides higher bandwidth than radio waves.
63863 DOc®OED D) Bl D@ SEED @)
ec3.

e Less susceptible to interference than radio
waves.

638603 DOo®OED DE) ) BHBORD EDe®
S5O ).

e Pass through the atmosphere to outer space
without reflection.

BOOVDDGEEE 60D  Hge®ieed  ®»O®)
BB D) ®OS WO,

e Can penetrate through atmospheric conditions
such as clouds, rain, and fog,

DO, B8 5 Be® D MHEemiBn DG
®OE) DBDe, 30 W,

Disadvantages / g¢&»8

e Communication can be interrupted by solid

obstacles.
&5 SObOBG MD 6BNEDS HEBeDeHEO
) &S B ®T.

e Heavy rain, fog, and atmospheric conditions
can weaken the signal.
o O3, Be® ©®» MHHe®IBn OBDOGS
BGOSR 302D DR Bk ®Tw.

e Installation cost is higher due to antennas and
towers.

ges0) 6 O #dms On ddS SMesm
8OO0 99 GO O5.

e Reflected by metallic surfaces.
eRIDOG SIBD BKS OOV 68

Applications / ©8ace

¢ Point-to-point wireless communication.
Point-to-point  8g emed® &®rsS O8D
BDBEDEMES.

o Satellite and radar communication.
OB 5 63ENY BBBEDeHE.

e Wireless Internet Service Providers (Ex-Starlink)
Gz OB gBOVeNE 6638 BeESHS  (Ee):

Starlink).

ictfromabc.com
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Infrared (IR) (700nm — Tmm | 300 GHz — 400 THz)
geidity B6&

Used for short-range wireless communication

between devices.
ES0® gm0 60 g0 ot 08D &ESede®E
SEE) DD WO,

Cannot penetrate walls or other solid objects,
communication is limited to devices within the
open space.

VB 61 OB 6D OBHS WO GBS BE
WD RDeds, wusedemns DDy FOMBEE DE
&8 Ee500® BEm) SBES BE) 68.

Wavelength is longer than visible light but shorter

than microwaves.
DO0® EEIBG s PGERIMED DE) EX S D&
0o® DO O 60 6.

Advantages / &8

e |s less affected by radio frequency interference.
ROBDER oD NN BH® OGBS DS O»
RDEzz® gdd 6d.

e s inexpensive and easy to implement.

8OO0 &¢f) O 40 §rsew SBHBO swey 68.

Disadvantages / g8

e Requires a clear line of sight between devices.
E0® D0 5etED aey cadd eSO SO
FBOBG 68.

¢ Has a limited communication range.

BB 3868w 30EE S5O,

e Performance can be affected by sunlight and
strong ambient light.
£BEBERIDE 659 £t 300 BERIDE EEREDS
BndBOE0 DEesEd ars B ouwD.

Applications / ®8ncs

o Infrared data transfer between devices.
EB0® g0 EetlonD et O ENGD.

e Remote control systems.
20830 NED BERS.

e Heat radiation and thermal imaging.
285 DO 389 s OzeSWOBE



Visible Light (400nm — 700nm | 400 THz — 790

THz)
cAms eRiDG

In guided communication, light travels through
optical fiber cables to provide high-speed,

long-distance data transmission.

B6E ©555560em60EE |, 95¢ 68mEES G E® 0
e 86eg8Hnns @) E® E®) HGRIME CAKS
DB 6BRS HO®) ®OS DOE.

In unguided communication, visible light is
used in Light Fidelity (Li-Fi) systems, where LED
lights transmit data wirelessly over short
distances.

BrE 620» ©3BedecmnedE, 6l oOn G
Eeaoss OB evy eBeBsenc BH® e Li-Fi
(Light Fidelity) =208 ®Gs cams eeime
00D DOH ERE.

The only part of the electromagnetic spectrum

that humans can see.
BBHBO ctBn ®S Bens Pmn OVENOBe
DO 0.

The different wavelengths of visible light
correspond to different colors, from red to
violet (Colors of the rainbow).

cams H6EImEE BBR) DGo® eHN® ¢ 8O BxeD

e (6€eDents Otgn) DR OBVEMDED axdEes
&8.

Advantages / &8

e Does not cause radio frequency interference.
@OPBDERB 50D D) BB &S 6eOEB.

e Provides secure communication because
light cannot pass through walls.

PBAIDEO VBB ®OE) ®ON DG 6O
DS OB BERBDeHWHD @R 6.

o Offers a large available bandwidth.
DEIR D@ BEEN @) 6e.

Disadvantages / &&n8

e Requires a clear line of sight between the
transmitter and receiver.
5BeI®E) X EWWE) g0 SrHied €5y
a0 63O BD® SDMG 68.

e Performance can be affected by strong
ambient light or sunlight.
el odesd  e@ime  e6m eIl
6BNEOE HrMOBOBD dEeEd® s Do
BT
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Applications / ®8owe
e Li-Fi communication.
e Optical Fiber

NOTE:
The following types of electromagnetic waves
are not used for communication because they

are harmful to human beings.

BD Cred® Mo ey OFnm DO0®
FBBO MNBDO DB e35B6Dem: 5E®) 59ID)
65660.

Ultraviolet (10nm — 380nm | 790 THz — 30 PHz)
820e58R@ BO

Produced when energized patterns lose energy

and come to lower energy levels.
GHRBEHD B0 GIEE DB O 50E GRS
®008 M g § 80 Hesedxn @red.

May be harmful to living tissues with prolonged

exposure
8® 68@dr BMOOsMn Beds &8 O OO
IO B wTw.

Is partially absorbed by the Earth's atmosphere.
25208 eI OB 60 (SR D®e )
gDemissnn mOmy) @RE.

Applications / ®8xs5

o Sterilization of medical equipment.
660es comdsn Badesmdens BHO.

e Water and air purification.
B0 5B DHoe Bdswne BHO.

e Forensic analysis.
QOB 660es Demsi®n BxeDBen.

e Medical treatments.
660es 5B™O.

e UV curing in industrial processes.
BB FOZEHE UV Bosn O&s (cOx)
D@ e6®’ el 8.

e Detection of fluorescent inks on currency,
passports.
®ed 62300, Bedm ®®S R &8 uSESH
B> wE® @cSO.



X-rays (0.01Tnm — 10nm | 30 PHz - 30 EHz)
X-86#m

Produced when high-energy electrons collide

with a target material, such as tungsten.
&0 S 9eEwe ® Dot30s B cOBGE B®
@0 B0 Bdenemn 68.

High frequency electromagnetic waves capable

of penetrating many materials.
e6®] &5 ®O®N BB BHe® ®THBED &S
QVE 30D 638D e PR DOo® 6.

Has very high energy and short wavelength.
QD) YBE GHED 6® 6D DO® DB
s08.

Applications / ©8mcs

e Medical X-ray imaging.
66Des X-80# 580ze5800
e CT (Computed Tomography) scanning.
CT (sdmgnmom 6D16@xcd) tSmzsd SBHO.
¢ Airport baggage scanners.
ROBEDINBE OB BF V@) WOD BSY
e Industrial non-destructive testing.
WD DBGIID 60D 5BBE
¢ Scientific and laboratory research.
Bemsiem et OeNEM®mIO esthessn.
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Gamma Rays (<0.01Tnm | >30 EHz)
®@® SO

Emitted from the nucleus of an atom during

radioactive decay or nuclear reactions.
OBOBRD e B8 6»] »x80m HBTDE DB
B3OBHEDw 25B06ES De®IDNG 68.

Highest frequency, shortest wavelength and

highest energy electromagnetic waves.
9WE® oG, 6O DOo® BB 5
9nE® GIRSG & Do HBRVD DOo® 68.

Primarily used in medicine, scientific research,
and industrial applications rather than for
conventional data communication.

ENDIWS e 3XBEDEHEB BEH) DD DODHE)

6OxD0, BB® Dmens 66dexs Besd, Demsidm
sbedssn 65® VB 66eD)B sem) DD 68.

Applications / ©8xs

e Cancer treatment (Radiotherapy).
B8 580 (88050 585m)0).

e Sterilization of medical equipment.
660es cowmdsn Badesmdenc BHO.

e Food irradiation.
N0 BBOSIDOBNC

¢ Industrial radiography.
OB 68DEEIHTHG

e Scientific and nuclear research.
Femsiem e 580D sHede®.



Properties of waves
D6o® @ DB

THE PARTICLES ON THE WAVE
[ OSCILLATE UP AND DOWN 1o (AN
{ : | FROM THE

N
i
v
OSCILLAT

- TROUGH
ONS b !

Crest (Peak)

The highest point of a wave
2O0®E Ce® 5N®E

Trough

The lowest point of a wave
OB S5HES® SNHEG

THE PARTICLES ON THE WAVE
[ OSCILLATE LEFT AND RIGHT

~ _({COMPRESSION
|
i ‘ ‘

THE WAVE MOVES

(AND TRANSFERS ENERGY) s
FROM LEFT TO RIGHT

RAREFACTION =t

DIRECTION OF MOTION
AND ENERGY TRANSFER

Compressions
o888»

A compression is a region in a longitudinal
wave where the particles of the medium are
pushed closer together, resulting in increased

density and pressure.

©BBD® ©H) OGO DO®EE BABGE ok
D0 68 B® DEISHED O god OB

SHDOG e BB ODEG.

Rarefactions

9lele)

Rarefaction is a region in a longitudinal wave
where the particles of the medium are spread
farther apart, resulting in decreased density and
pressure.

BOE® ) FBNE® HOo®ED EDB6E ok &S
&eB o8 D@ISED O® god D8 B5DHSOG 5H
B ef)es.
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Amplitude
B30

Amplitude is the maximum displacement point
on the wave from its rest position. A crest or a

Trough.
Be3eonos ©E D0omed BeOe BMwed &0
D0o®eE ¢e5d® Beddesn @SS 68.

Amplitude relates to the wave's power

intensity. More amplitude, more intense.
Be3dB DOo®ed D BMDGO ©BRSEH
8. 8 Belemdes, HE) 88 8.

Amplitude

!

Wavelength (1)

A high amplitude wave has taller crests and
deeper troughs, so it carries more energy when

frequency and wavelength remain constant.
£30DBIDE €3 DOo® BB Bomd DS 8O,
9®E BSOS 68D DOo®E™O 63 § &b e
®tQOr BB» O8® VDS, Do Ol GEDSHHE
&e®m® .

Wavelength (A)

/ R A A

A low amplitude wave has shorter crests and
shallower troughs, so it carries less energy
when frequency and wavelength remain

constant.

B30 8D DOo®mEDD 630 & &bs 5w
eM®ROT BB® s5OB® DedeS, D Hle®® 3236
FRBDEEE.

Ex: in Sea Waves, energy, in sound waves,
loudness.

Note : Here, frequency & wavelength are held
constant when amplitude changes.

cOBE BeIomdn 6dme3 D BOD oSG €58
D00® BB EENDGD D) 6®H 3.



Wavelength (A)
D6o® IR

Wavelength is the distance between two

identical points in a wave pattern.

200® PEIBB GF DOo® ODDD @D @SB
eeW gmd god 60

(can be two consecutive crests or troughs)

It is inversely proportional to frequency.
D5 ©oDBDEO BeRIPD @HweSw 68.

Wavelength (A)

A long wavelength wave has crests that are
farther apart, so fewer waves pass a point in a
given time when amplitude and wave speed
remain constant.

Be3enos &5 D0o® &§edmn Brod sO8» 8O,
8 0o® EPGED BB DO®HED HBHBGS
DBeHDO 66w gE&sy BBOB. DRSS & o4
50D DEEE DEE dnn ®O®) ®O
O ) DO® 5B 5O,

Amplilude (A)
same amplitude

Displacement

Wavelength A)

Displacement

A short wavelength wave has crests that are
closer together, so more waves pass a point in
a given time when amplitude and wave speed
remain constant.

Be3dB &% DO0® 3edmn BrHd O 80,
60 DOo® EEIBGE BB DO®E BHBHS
DBeHDO g ©68sd BBOB. DD & B
55D DEOE DEE @BBSGE HOE) i) DOo®
5®BEE ®BS OE.

Note : Here amplitude is held constant when

wave length changes.
GOBE »Oo® HEOG 6OHE3 D BO Bedemde
BMNOOD D) 6®m .
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Frequency (f)
30RBIDG

Frequency is the number of wavelengths that

pass a fixed point in one second.
E30RDBIDEB (3% DBLOBD E BENDE EWBBHD
5830 68 DO0® O GENNDE.

It is measured in hertz (Hz). It means oscillations

per unit time.
B HHOS OB B8y @rel. OB 650c® Tow
MRBDO 6EIRH @IS BHNDB.

Wavelenglh (A)

Displacement

A high frequency wave has more cycles passing
a pointin a given time, so the compressions and
rarefactions are closer together.

VG 30DBID DO®BEHE & &S BHWOD DIRQBED
D QBBSGE oD ) Dy GG ®OS
OB, DRDS DB BB &5t BOE® OBEDWO
o 6850 8808.

Wavelength (A)

A low frequency wave has fewer cycles passing
a point in a given time, so the compressions
and rarefactions are farther apart.

&8) 30RDBD DO®HEDE & o4 BHOD DIQBD
DEC QDBBGD ®O®) BB wOXeS &) Oy
5®BED SO, DRDS OB BBD® 55 O™
DBe®DO 6e®) gzBS B8BOEB.

Amplitude (A)
same amplitude

Displacement

Note : Here amplitude is held constant when

frequency changes.
COBE e30DHHDG 603 D BO Be3tmdes e5NDOD
SO 6®® 3.



Period (T)
DOOBDB

Period is the time taken for one complete wave

cycle to pass a point.
DROBDE 3 OB BPE DOo® DG EH)
QWBBED o5ty HOBD ®O® IRGE.

It's the inverse of frequency.
D5 BoDHDEE 5BeRI®G 68.

T=1/f
T - Period
F - Frequency

Period and frequency are opposites: when the
period increases, the frequency decreases; when

the period decreases, the frequency increases.
POV DIREG €5 L3RG (B3 DBewWO SR
00D 60: POV EG 8 BB SO 30RWDEG &)
68); OB EG &) d» O

30D D) 68.

If one wave cycle takes 2 seconds, the period is 2
s, so the frequency is low. If one wave cycle takes
0.5 seconds, the period is 0.5 s, so the frequency

is high.

68 D00® DYEE BEH) DDSO 2 B EDOBES BV,

D8 POV MEE 0 2 B (T = 2s). O O
oG FRB. B8 DO0® DYPED BEE) SO
0.5%8 DS 9B, DB OV ERG D6 0.5 B

(T =0.55). DTO O €30DBIDE @OSEH.

Phase
@O

Phase is the position of a point within a wave

cycle relative to a reference point. ®@® ©y
BECeE® E@DBBEDO 6B DOo® BDYEE
2C OBB5ED B89H05.

Waves that are in same phase with each other
have crests (and troughs) that align, while waves
out of phase do not align perfectly.

DBe»® 306 DO @D gt DOo®dE crests

(and troughs) @5 O g0 DEEDS B8O
D00® DITIMOD GLRDTGEIEE M.

Phase Angle: The phase angle indicates the
current position within the wave cycle. For
example, a phase of 0 degrees or 0 radians
represents the start of the cycle, while 180 degrees

or 1t radians represents the midpoint.

DE) GWIME DOo® BDYsc G OO HBBOG
655008 WOB. CONOHMBD 6@, Homm 0 6@®)
6386® 0 @ D@D Byedd odme Bewriesmn oD
g0 gomm 180 6] T edBE® ®5 @BBG
Beniesmnn mOB.
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One

Wavelength

N

0°to 360" = One Woavelength

In-Phase Waves: When two waves have the same
phase, their peaks and troughs align, resulting in
constructive interference, where the amplitude

is increased.
D0o® WO D® wEDS s 8O, Foned &t
o B0 @ O god, D8 BORED 6@

constructive interference 8 8, d8& Belemdes
8 e8.

Example:

When two speakers emit identical sound waves in
phase, their peaks add together to create
increased amplitude and louder volume.

Speakers e D@D 58D GRE DOo® Bz
®6» 80, Tned &Be Dwd D O ) Be3emdcses
&5 GREBH Gt WO,

Out-of-Phase Waves: When two waves are out of
phase, their peaks and troughs do not align,
leading to destructive interference, where the
amplitude may be reduced or even canceled out.
D00® 6D DD 6dwne § 80, Ted Bbe tm
B8®» eMerEESD® &®o, BB destructive

interference ®gd oA 6B, DBE Bedende af) BBO
6%} D) DBemm gomisd DBO &) af) &rD.

Destructive interference is the basic principle used
in Active Noise Cancellation (ANC), where an
opposite sound wave is produced to reduce
unwanted noise.

o806 eRe #dEor Bd6e® (ANC) miSssnede )8

O @B ome dxexy Destructive interference.
DBE gdms @R 4D SO sem 8O uSHdoER
®Re DOo®EE Hoedy eRB.



Example:

Microphones  detect ambient and
electronics generate inverted sound waves 180°
out of phase, causing peaks and troughs to cancel
each other out and eliminate unwanted sound.
OBegnemi® BB DD 665380 HED) BBE DO
9eEBEMSBD® OB B®S (180°) » OB
8630 ®Re DOo® &HHEGE WO BB o S8
DBemw emitd w0 OGS 665380 @D WORB.

noise

wave A wave A

S g o9y

wave B wave B

A A A

wave A+B

GYAVAVAVAVAY

constructive interference

wave A+B

destructive interference

Circular Motion to Waveform
Dy DReRs DOo® MR ) @O

Consider a point moving around a circle with a

constant angular velocity.
B 6N 560mnHS Dassmns OD) ®@®S oM
ODBBH BRI DOBD.

As it moves, its position can be described by two
components: one along the x-axis (horizontal) and

one along the y-axis (vertical).
D Demn O 5D, O8 8800 oddm eSS

B30 e weDG: Do X-gren et (56ed) e®
e y-aen (E83063) et

If we project the position of this point onto the x-
axis, the vertical displacement (y-component) of
the point over time forms a sine wave.

c®® Emesed 8800 X-gBcd GBS
DOGHS, QKBS BO® EEB56eE B0t Beddismns

(y-e300803) £3BDIDMO OB eIEE.

The horizontal displacement corresponds to time,
and the vertical displacement corresponds to the

wave's amplitude.
863 DSnesmi IEED axoEes O® gmd 806
BEEMesmE DO0o®med BeSmndnd amdEes 68.

The angle of the point in the circular motion
corresponds to the phase of the wave.

Dady DBDEE 606ED QBBB6E 6wIHNG DOoB®EE
D@0 gydzes 8.
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Three Phases
oY

When considering three-phase systems, each
phase can be visualized as originating from three
points equally spaced around a circle (i.e,

separated by 120 degrees or 21/3 radians).
6D 6E8 ©ED BB, ©6Z® DO
DanD D) 6@ BOD0EES (DH® gomm 120

B 63 68BDG® 2 /3 BS 60 @O a4rd) @SS
BSOS O RO BBG ®wm.

Imagine three points moving around the same
circle but starting at different positions, 120

degrees apart.
o 120 £de BB SNHOBS ed®® B B
DO Dt OD) ®BS WOH QWBB DWW BN,

Each point represents a different phase of the
wave (Phase A, Phase B, and Phase C).

520 QDBGE® DOo®el 60N WO Bl
208 (A @0, B 2@ e C 2ed).

Projecting each of these points onto the x-axis will
produce three sine waves, each with the same
amplitude and frequency but with a phase shift of
120 degrees relative to each other.

c0® 320 EEBSODO X-ESBERO  HWeBeENE
BBe®S B0 DO0® DD Beseedy oD, &
22® DOo®HED® D® D3OG 5% L3RG &S

2D OBewO tNeBBO gomm 120 ©® DD
e L.

These three sine waves are often described as
Phase A, Phase B, and Phase C in electrical
systems, where they represent the voltages or
currents in a three-phase power system.

6®® B3O Doo® [® e DO Bexsd
sE080@ A, B o C 2@8d e J80 6m6e0®

g0 OB ) e PR ENBGD 6GDHm 653
S Benismn OB,

./\'" — '
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K XX

The three waves are out of phase with each
other, but they combine to create a balanced,
constant power output over time.

D00® DD BB D@EDS Ddrwdd &,

DES MEGS BO® ORBD, Buo De BOOS
EB@rgnn SO0 Fo) TR 8.

Why we need three phase systems
oD 8EOS gdns 580 esind

Single-Phase Power
D@ VG
In a single-phase system, the voltage waveform

follows a sine wave pattern.
D@ 6EBGD, 63300 DOo® WIS®
&BDIDIO DO0® OO FHBHODEG DAOB.

At 50Hz, the voltage crosses zero twice in each
cycle (once every 10 milliseconds).

50Hz &, 68330wm® @ BPewdd 60D
DogPO e5cBegl (63528 BB x¥esd 10 @O BG).

During these zero-crossing points, no power is
delivered because the voltage and current are
both zero.

6®® @B ®HO EBs DEE, 6DIBOHBMDG M
MDD » ecw® wms O»n DD den @M
6™6E.

This results in pulsating power delivery, where
power flow momentarily drops to zero twice per
cycle.

608 B OEKD 6@ t3oxecy DRn 6Re) ®dO®
8Bced, BB D OIMME 6@ BYEWO
6eDOD Dogd ) 5wy Oel.



Three-Phase Power
eODE DRGB

In a three-phase system, there are three sine
waves (each phase) offset by 120 degrees from
each other.

DR BEOBGD, BBIO DO0® DD (B O
DED) DBEHBS omm (120) BS Beddesme 8.

Because of this phase offset, at least one phase is
always at or near its peak voltage while the others

are crossing zero.

600 DE) 6O 53, OB DwenS D WO
gen OB DogdD rBeelIBE z® DO® DS
308 63306 653 8O enessmed sO8.

This ensures that power delivery is constant, with
no momentary drops to zero, leading to smoother

and more consistent energy supply.

cPRBS RHBEO DS 55 OB eBBD DE
e50e5® BoD DD 58D OB, DBGS B0 ®) &)
BNOO DE®S e5tes@®md @® eNel.

vz Voltage/Current never

crosses zero
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The difference between signals and waves
00 658 DO0® g0 OB

Waves
A wave is simply a physical phenomenon that
exists around us all the time.

200®BED (B3 oD &5 D) @ OB OB
695w e30BENEE.

Waves can be found everywhere in nature, such as
light waves from the sun, sound waves in the air,
or ocean waves. However, not all waves carry
information or have a meaning, they just exist.
abomes 80 HeEi® D0o®, Dmed &S GRS
D00® 68 IHDO DOo® S BOMOVHOEE €5z®
DO DO0® GENEDD BTDG. 665 6O, 52O
DO0@DEWO MO ALe®® GBS 605 FTNO
aBOGE 63 wrw, ) 30Bwd O8.

Signals
A signal is an electronic voltage or current, which
varies with time.

0D BE) RIS DIBOEDDGE X
NS O gd DB MRGS HO® 6D 68.

Signals are used to communicate or convey data
from one place to another.

O SOmem 80 998 SMHemd s
e5Sedemc BORD 683 5Beduénn SOBO esote)
)0 @OB.

Note:

Not all waves are signals.
Bre® D00® &30 62060,

Waves can exist without carrying any information,
but when a wave is used to transfer information, it

becomes a signal.

58g 6O e BB 60D DOo®
tOBB Bt D 6O /OGO BB
DOo®EES D) DO BO DB oD VOO &)
8.



Types of signals
soee) OB®

There are two types of signals
&3oe) OV® S

Analog signals
Digital signals

58630 30
oD 300D

1. Analog signals
58563® 3o

Analog signals continuously vary over time and

can take any value within a range up to infinite.
55e® e5002) QGBS BO® BEOHB®D 6OHNES O
g0 FRBDE W) SO NG D® GG
B BED.

This means that there can be an infinite number
of energy levels in an analog signal, allowing it

to vary smoothly over time.

o®Bs gewed WOBes BB oEIDD IS
®00® aBBm €3oRHID S5tOBG ®TS gDd DG
MEGS HO® B 6t 6N TOD @) HEED
8.

This continuous nature is why analog signals
are well-suited to represent natural phenomena
like sound, light, and temperature, which also

vary in a smooth and uninterrupted manner.
600 gD SOBDB Be) &5Bes® o) 500 8N
DNDBS 60D 6DNES D BREED, HGRIDE 59
B350 8 30mdm 080 Bemiesmn
B350 6NES ®rEeS.

Random Analog Wave

Analog Sine Wave
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2. Digital signals
oS o)

Digital signals vary discretely within a specific
range of energy levels, meaning they take on
certain fixed values.

oD o) BHOD &GS B0 5t G

585D edmed 68, DB gemwed BPex Fon
B&D SNOO g®Ees ®Se) DO,

In digital systems, signals can theoretically

utilize a range of energy levels, not just two.
oD 5E8 DG, 5oEORD BBIEBODE &S
®00® e @IS 6200 “E OO 303
O DG BT

For instance, a system might use ten different
voltage levels to represent different values,
allowing for a more compact representation of
data.

CO®OHMBD 6@, ©LASGD OB g®mes
Bewismn SHO sew DDD 6DF0cm DO
ewoE D) G i god, edm Ot
000 Bdzesgncn SHOO DB 9f) 5B,

However, practical constraints and limitations in
technology often make it challenging to

implement such systems.
66 AN, DTBHGE i LNEEIBm DN
e BENOS eem’ DD DS sE08 §usewm
B3O GBHeEIODOD ®OE.
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Challenges and Practical Limitations
#Benin ©® HexiBn B80S

To effectively use multiple energy levels, the
equipment must be extremely precise in
distinguishing between these levels.

) GDS 008 dEeYB 6t D) VO em),
6®® @008 gm0 60N HEMDBEBE e3tOLN
FBBBES Bodes Bo Gme.

Managing and transmitting signals with many
levels adds complexity to both the hardware
and software.

66n] B0 ©O® o) DEODIDOIB BHO
©® ©dedegnen BB® catlo® 5 Bago® BN
6eO® e3oBVEIBOEE D WAOB.

This complexity can lead to increased costs and
more robust requirements for equipment
calibration and maintenance.

60® oSVHIBOE BOBS Of) BBOInE

508N @M 85 DD BO® 3w DENSS
&ed) gDms e Bo ®ow.

Binary systems
EB0n 880s

Due to these challenges, most digital systems
use only two energy levels, one representing a
current (or high voltage) and one representing
no current (or low voltage).

600 gHEEI® 65NEDS, 6R6HI GBS SES
GBS 000 ecwrd O D) OB, O
B00O WODOS s (6m) &l eDIFDHEDGE)
©B®  gemm MO @8  (em)  &f)
63T EmDEE]) 6EEBS Berdiesmn OB,

This binary system simplifies the design and
operation of digital systems, making them more
reliable and easier to implement.

600 £OOr BEABB oSt BEOS trEnd® SO

©0® Joom HBO® ©oe OB, T OIS
BBNEseIEm 658 §rew SO0 smey wOG.

But it may result in longer data transmission
times due to the need for more bits to represent
information.

DS MO Bz SOOO i) DY wénes
gOms DO e Do Ex e e5B63een RGO
e®m BK ®T.
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Energy Efficiency
A VDO

Using only two levels reduces the energy
consumption required to transmit and process
data.

®00® WD OIS DD BVOH o
&8eeenc BHBD e 5P dGms REHES
3desisne el 68.

v/T -
A random binary digital signal

representing 10110100101 ....

1 A A

time

For instance, a small voltage level like 0.1 volts
can effectively represent a binary 1 leading to
low power consumption.

CO®OBED 6@, D330 0.1 o & th

6@0mm 000 BB &Ddn 1 DB 6@
BOzsHB DG BeB6. DG ) D sdemiesmnmd

28 ecf.

If computers could reliably handle multiple
energy levels, the time to transmit data could
be reduced. This is because each signal could
carry more information at once, potentially
speeding up data transfer.

S50®HMDOED BEHEEIED 6 DB GHS @008
WeBOBB ®iD 5B, ey ©dedssmn HBBHOO
®DO®» DNEG Gf DE oy, 00X, @
Bo)DDOB® OO B 6mMONOT  5OSIGE
le®me (3) BT D0, e 5DBIGTD 6D®OD E
e DedE.

The energy required to maintain and
differentiate these levels would be higher
compared to binary systems.

6®® B008 =B HHOO 5w D05 BHOO
gO®3 GG cOBB SEOB o tseem DO Ol
68.



Propagation Speed (v)
@dscm 5hdsn edma

Propagation Speed is how fast the wave travels

through a medium.
N0 6D®B BE DB BMBGED ®WOE) ®BS
20 68®a3.

It's calculated by the product of frequency and

wavelength.
DB E30RHDEE €369
200® EIEIBGE BEVDEHES ®ENDE GWEAS.

v =fA

v - speed
f - frequency
A - wavelength

Electromagnetic waves, like light, travel at the
speed of light, which is approximately 299,792
kilometers per second (km/s) or about 186,282

miles per second.

PeRiDn 8 ey HPmm D0o® MERIDEE
6D®EES ®BS OB, DB sy DBEEHRS DBSOEO
Be@I®OB (299,792 B.8./5550) 683 DBSOEO
e5cey® 186,282% e5@8n 8.

The propagation speed can vary depending on the
type of wave and the properties of the medium it
is traveling through.

20o® BV®EG 5 DB GBS @O® ABEE QN Fud
5NOE 68mE 6D0eS BB HTW.
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Bandwidth
DB B

Represents the capacity of the communication
medium.
&Bedem @RB6E DD BOEesEns DOB.

It can be defined as the difference between the
highest and lowest frequencies that a signal can

have.
oODO BVG 9 99O ©® SHEO® oL
g0 6N BERE D@ BER FOO ErdE ®Tw.

Bandwidth in Hertz

For example, if a signal ranges from 1 kHz to 3
kHz, its bandwidth is 2 kHz (3 kHz - 1 kHz).
CE®OHEED 6@, toe)®dw 1 kHz 80 3 kHz
ey esdesc O HB, OB e e 2 kHz
(3 kHz - 1 kHz) 8.

It means that the signals transmitted within
this channel are confined to a 2kHz frequency
range and you can only fit signals within that 2
kHz range.

DB gewed O 600 MPID S
eBegsencn O o) 2kHz &odmm sdhiesnmO
80 8 S oo DO 2 95" s DG SOLD
30 DB DE OB HTD VOEB.

Narrower bandwidth

80 DB 8eE

A narrower bandwidth (Ex. 2 kHz) is often
sufficient for transmitting basic audio signals like
voice, but it might not support high-quality data
or video signals.

D00 & QB ®O5 o) ©deeenn BOH®
Be® 60 DES 5eE®S (e): 2 kHz) 58@ds 68,
2 Do et »TBDed e 663 FBDenI o)
EEH) 3D GO,

Wider bandwidth

5038 DEIS SEE

A wider bandwidth (Ex. 100 kHz or 1 MHz) allows
you to transmit more complex information, like
high-quality video or high-speed internet.

8038 @@ sees (¢ 100 kHz 63 TMHz) cese3
o3550e@ BBl 63 4RedB goeNEn O
DENS oSVE eMOROT BBeBHE SHOD g
3Qe383.

Higher the bandwidth, more data can be
transmitted every second. Connection speed
depends on this, not propagation speed if the
medium is kept constant.

DS SER D) D DHOBD, €52® HBSOBEDES O
e @G 5BEEBHIG WE BT, BBBDEH
®BB 60D 6O D® ATDBD SOBO ®SGS
28, 658 6D®mB O6) O8RS 6® B Bes
08N 68®mE B 626eD.



Explanation of Bandwidth
DG BCE B5twER SOO

As an analogy, we can use an illustration of

water flowing through two pipes.
CEOHBEN 6EES, DS GLWW BOX) ®RI (3 BREG
BERe BehmHnn DD DE HTRG.

The diameter of the pipes will directly affect

how much water can flow through the pipes.
HEOR DBoBmn HG ®HOH) HSEE GBSO
5B ®E@) ) BB B0 afPd DRI
e,

Let's assume that water flow at the same rate

(speed) in both the pipes.
DG 6cewBO Dwd® FHLNDEDS (68®EES) SEG
O BFe® 8 Bog.

Y e

But since the bottom pipe is wider than the top
one, it is able to flow a lot more water at the
same time, more than the top pipe.

DS B5HEG BEB 9HG HEHEO D) BseE VdSS,
9mE HEHO OB Dl 8@ 9GS DO ®@)
80 DBO ®WeHEID .

So, the wider pipe will fill up the container a lot
faster than the smaller pipe.
DD, 5O3d ®EG @D
6D®EES WD HODXR) &TD.

HEEO D8y Oed

ictfromabc.com

33

Example — bandwidth in bits per second.

Let's say you were to download a video with a
size of 4GB using two internet connections, one
with T00Mbps and the other with 500Mbps but
with the same speed.

®® 885 100Mbps &® 500Mbps &8> 58
DO 6DHGEEE (R FBHVNE BB 6cwed

D) OB 4GB g@rgned BBDeriDN ed
SO0 » D B@.

To calculate the amount of time it takes to
download the video, we first need to convert

the bandwidth and the video size into one unit.
HDeE’® oo BHOO ®DO® G @ENHE SOO
o), BP0 DEes HBeE o DBewd ©dedd
5@806 DS Townmd sSOOHDBG DG GIRE.

100Mbps / 8 = 12.5MBps
500Mbps / 8 = 62.5MBps

4GB = 4096MB

T10ombps = 4096MB / 12.5MBps
T10ombps = 4096MB / 12.5MBps
T1oombps = 327.68 seconds
T1oombps = 327.68 seconds / 60
T100mbps = 5.46 minutes

TS()Ombps = 4096MB / 625MBpS
TSOOmbps = 4096MB / 62.5M-Bps
Tsoombps = 65.536 seconds
Tsoombps = 65.536 seconds / 60
Tsoombps = 1.09 minutes

So, bandwidth increases the amount of data
that can be sent per second. A higher
bandwidth connection (500 Mbps) allows more
bits to be transmitted simultaneously compared
to a lower bandwidth connection (100 Mbps).
DD, @IS BEE BBS DVesOEO (3edB BT
e 5@ O OB. 9ng DES SEE
PB0MOED ®&s (500 Mbps) &8 @@
sees (100 Mbps) 8@® soe 80 dwdd &8
R eBegusncn BOOO 9f) eEeH.

The frequency stays the same, but sending
more bits in the same time boosts the data
rate, making the connection seem faster.
0BG DeE® 808, HPS OO DY B

6 D8 e 68®mn il WOD o
DOBS BRDSDOG 65®OT 3¢ 6e5635.



Factors Affecting Bandwidth
DS BCSE 6EOH VDRI 0D

¢ Communication medium
e3Bedem RSB
o Fiber optic — Very high
LG DB — 9N 9HSH
o Copper cable - Moderate
20 633 — ®53OB
o Wireless — Depends on technology
Ao OB — DBHG B Oe) 5O
e Channel width (frequency spectrum)
@56 BEE (505D DBENDBCE)
e Network equipment
HE ESWOSN
e Communication technology
HBRBOCH DB

Advantages of High Bandwidth
QWG DEIS SCED S 8

e Faster downloads
6500 D SO
e Better video streaming
OE) emnNe, BBGEI 9DING
e Supports many users simultaneously

DD OBEDBS BEIE 50RHDWO 3B
erd®

e Faster file transfers
6D®OS 6mX) BOBOTD

e Better cloud services
BE) eene DO 638N

Disadvantages of High Bandwidth
YOG DA BEED B s

e Higher installation cost
9m®g BMes® BOOK

e More expensive networking equipment
D) B ¢l HE DO

e  Greater infrastructure requirements
8 ODE 590 S GB
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Latency
®B>MOG

Data does not appear from the destination as
soon as it is transmitted from the source. It
takes time.

el 80 e ©Bedesnn WG TSH® DG

®OMBDB 6D ™I 66D, & 5e®) (38 QK
®D 68.

Latency refers to the delay or time it takes for
data to travel from the source to the destination
across a network.

RBDMOEBE Y HEGE ®OH Garwed &8O
GOMDDE e e ©®BE SO ©®DHOD
QBB 613 REBE.

It's typically measured in milliseconds (ms) and
represents how quickly a system responds to a
data request or action.

D6 @HHB6HS BBH ERSeS BB Nesd (MS)
OB O» gd oo 9BBODO 6% WO

&8 ED 6HOB 9ORS B0 eBOBE BH®
Bdzesgnes OE.

Ways to measure latency
®SoO6 Br8e® p®

Round-Trip Time (RTT)

O0-63000 HEE

This is a common way to measure latency, which
includes the time it takes for a signal to travel
from the sender to the receiver and back again.
605 ®SBHMOG BrSed® 6e5dg VOGS, €ote)DS
BB’ B0 GHWE) 60D GO SBHOO €5®
2O oSty NBOD ®DO® WIRG 6BGO TS
ed.

One-Way Delay
Sometimes latency refers to the time it takes for
data to travel from the sender to the receiver in

one direction only.

80O FgOLSNDEE @BHMOGB BBENS Hewes
WO e BDSDe® 8O EHH®EG) 60D D
E@Dm0 508 ®RS SHOD DD HERGE.



Types of Latency
®SoamDed HHY®

Propagation Delay

50 RSHIOG

The time it takes for a signal to travel through
the physical medium (like cables or air) from
one point to another. It depends on the
distance between the two points and the speed

of the signal.

0O 698D @BB ®OE) (Gl 6:]
e O8) O Snenm 80 305 SMHnmO
@05 BHOO ®OD REBE. DB &5 6em™ O
20 &% t30m)ed 60®mn B Oe) BO8.

Transmission Delay
©8sissn RSH®OG
The time it takes for the system to transmit all
the bits of a message on to the communication
channel. It depends on the size of the data and

the bandwidth of the communication link.
BEOBE0 oD Boe® ) &BBeDem
@860 ©Beisdnc: BOHBD DD IEGE. OB
eodE RICHGO €369 Ba8ede®m
SBRDBMOEE RIS BEE B O.) 5O.

Transmission delay = Data size/ Bandwidth

Uploading a 10MB video to Google Drive over
a 2MBps connection has a transmission delay of
5 seconds.

2MBps &3855000n ®d®) Google Drive

60 10MB » 8Berids cion SHedE riesd
5 eBeiesn @SB .

Uploading that same file over a 10MBps
connection has a transmission delay of 1
second.

D® emmxd® 10MBps &8RSDDDR ®O®)
chen Bde®8 obnd 1 edeisén
RBDOGED .

Processing Delay

ece® RSO

The time it takes for the network devices (like
routers or switches) to process the data before
forwarding it to the next node. This cause
because of the error checking, routing and
switching.

R ENo® DERD (VDG em) 380 &) B
X 60D B 6mE SBBO exsd TN

©cB00 ®mO® MEGE. 606 BedKeS 6ci®
855870, ADO®D OO 5 ANOTBOO 655EOS.
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Queuing Delay

65)8e® SO

The time data packets spend waiting in queues
(buffers) before they can be transmitted,
especially when the network is congested.
e 5600 DeBBenS® HERM DEREHE &S O
868N 880 6650 633380 (RMO) &8 B0»
IRGE.

Simple analogy
Sending a parce / s%ee® ¢d® :

Propagation Delay / 581680 ®3oe®c
Time the truck spends driving to the

destination.
0 006 ®OMBDG 60D HDHE BHOO
®DOD DIEREG.

Transmission Delay / es8eg®81 @3omdc
Time taken to load all the parcels onto the

truck.
8BrE® ol O 0060 60T ®HD®D
.

Processing Delay / tsco0e3® ®e3oon®a
Time taken at checkpoints to inspect the

parcel.
oWeEe  odde SB® em
BSNHORE ®DO® DIRG.

fSleIMISTON)

Queuing Delay / 633868 @3

Time the truck waits in traffic.
O 60n e DeReED ®d & 8O»
M.

Factors Affecting Latency
RBDDMOBD PDEeN® D

Distance

The further the data has to travel (e.g., from one
country to another), the higher the latency due
to the time it takes for the signal to propagate.
0RO ®®s BHBO Bed® 0 O D HO®D
(ce: O GO 80 OB GOwD), o@D
o BB oDD® RGBS
@SBSDOGE, D8 65.

Network Congestion

&HHE eReB

When a network is heavily used, data packets
may get delayed in queues, increasing latency.
HEGD &l 6@ WD @O B0, e &)
6esIR®OE 5@ B ®rw,DBBS @e3mMOE 8
WOEB.



Routing and Switching

Each router or switch along the path takes a
small processing delay, which can add up across
many devices.

e OB wom OWen ®ddetd &S E®
OROOGEE®  6®] ESODGE® ) 5ume®
RBDDDED @D ®BEB, D 6IGHI Eedo® BHOE)
D B ®ow.

Signal Interference (in wireless networks)
o) ) (Sless OB® &HE D)
Environmental factors like obstacles or other
signals can cause retransmissions, increasing
latency.

M 6% 6ONS o) e eNdOEDD D

RBDDOG B8 OB O 5B6e5BENED 655
Bi ®Tw.

NOTE:

Latency is not a static value and can fluctuate
over time depending on the current conditions
of the network.

@306 S38D EHns 6O® D0 HERES

D50 oBTOGE  gxnd  DIEed  6O0®
EODODDB B ®ow.

Advantages of Low Latency
&6 RSoMOGHE g 8

e Faster web browsing
69®OS 6O gi)d BHise
e Better online gaming
D) eES sdmE HE) BHO
e Smooth video calls
DNOBS 60 BD6E] r®n®
e Faster cloud applications
6D® S DO 6ke®
e Better remote desktop performance
BN e, 030 DefE DIVEG WG

Disadvantages of High Latency
QNG RBODOBDE erd N

e Delayed responses
&0 § aBo
e Lag in online games
s@s S O arSd® 5®ens
e Delay during video calls
BB’ gr@n® gmodnd Bed® ®enss
e Slow loading of websites
6DR 8D 308N BB BSCHNS 8O
e Poor user experience
ebdE sdOEBED et

ictfromabc.com

36

Examples

High bandwidth + High latency
QDG DS BEE + 9VE RBOMO

e Satellite Internet

DB FEIVENEG
Can transmit a lot of data, but with noticeable
delay.

BmE D @nns oledesnn & ®iD e,
e5c0ER @EnE SO,

High bandwidth + Low latency
QWG DS BEE + ¢h) RSO

e Local fiber-optic network

6ERBG B DD eHE
Ideal for gaming, streaming, and
transfers.

sd®emD S, dDen] sHme &w DeIE 6mN
BO&NOT BOHO esem) DENSO 58838.

large file

Low bandwidth + Low latency
&8) D@0 6eE + i) RSO

e Older Ethernet connections

55080 Bobend €
Quick responses but limited data capacity.
68®OS B8O EIRME, e HdeNd BBDC.

Low bandwidth + High latency
af) DS BER + 9VE RSO

e Congested mobile network
DEREE 6383 Bo®B® gOmO® eHE
Slow transfers and delayed responses.
BBe®B B )OBIOTD €39 BBIE &) BHNO ELDED
B,



Throughput

Throughput refers to the actual amount of data
that is successfully transmitted over a network
or communication channel in a given period of
time.

Throughput & 5 8 @)@ B8O QG HAGES
6®] ©5eDe» MBI  ®O® OO
B8N0 D BB D &®IENGE.

It is typically measured in bits per second (bps),
megabits per second (Mbps), or gigabits per
second (Gbps).

DB ®DBeES BBE @RS DBBOCHO DY
(bps), 253060 @Y (Mbps) 63 ®s5es0EO
B®dY (Gbps) D8 .

While bandwidth is the maximum capacity of
the channel (how much data it could
theoretically handle), throughput is the realized
data rate, the amount of data that is successfully

transferred.
DB BEER 6O MBI DO DD B
g0 (2EBODD ®BODE B e SOIG),

throughput & 6y s D06 6F coo

gReNDEB, DB OO BO&GT WOD D
&5®180068.

Throughput is lower than the bandwidth
Throughput d» @@ 560 D& glc.

1. Because of the factors affecting Latency
RBHDDED DEEID 00D e

2. When data packets are lost or need to be
re-sent, this decreases the throughput.
e el 28 8 8O0 615 2D DO

gdms § 80, d08% throughput Do &8
OB,
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Example

Imagine you have a network connection with a
theoretical bandwidth of 100 Mbps. However,
due to these reasons, the actual throughput
may only be 70 Mbps.

RO »HEHNSBE 100Mbps w@es sgEs e8>
HE BRSO el BHBD. 663 6D

6®® 65 e ez throughput d 70 Mbps
@& B BTBC.

This means that while the connection can
potentially handle 100 million bits per second,
in reality, only 70 million bits are successfully

being transmitted every second.
c®33 gemes DO BBRDBOMDEO

23000 dY BBm® 100 & ®80dc ®&
DS, rADBO 5E® DHBSOGED VOO

&8eg®enc Dies’ DY BBr®m 70 & @ ROEB.

NOTE:

Throughput is not a static value and can
fluctuate over time depending on the current
conditions of the network.

Throughput d» &38 gons @D &gmo
HEEE DSOS HBBOGS GHD DIEGS HO®
cODBODGE B ®Tw.

Bandwidth vs. Throughput

Aspect Bandwidth | Throughput
Definition Capability Reality
Measurement | Hz & bps bps

Type Theoretical | Actual
Fluctuations Stable Variable




Transmission Impairments
©®eegn Dthn

Unwanted changes that occur in a signal as it

travels through a transmission medium.
30O 5065880 BHDBEE ©O®) KBS SHBE
Bed® £2DGS 6093 68.

Impairments can reduce the quality of the
transmitted signal and may cause errors during

data communication.

c®® 6ci8 6XNEDS BHEBHME OB EoEIEd
REINSODOGE gf) B oS god eno
8386Demeie D08 ars Bn ®uw.

Mainly occur due to the physical properties of
the transmission medium, electromagnetic

interference, and environmental conditions.
5w BOmwens ©Bedesn ®DseE 6®HISD
e, degss HBmm ) SHB® w® eHDesdw
DS 6555EDS 68) £ 68.

Attenuation
BICEDC3

The gradual reduction in the strength
(amplitude) of a signal as it travels through a

transmission medium.
230D 30638 ARBHE BO®) ®BS HHeBE
8 REMOG (Belondn) g@ens &f) 88.

Attenuation is measured in decibels (dB).
MeEHG 68863 (dB) @GS @8xn @RE.

v

T Ty

Causes of Attenuation / ®o®»c0 esie

e Long transmission distance.
8 ®edesn 0.

e Resistance of the transmission medium.
&Beg®gn ®RB6E 5SB6ed3RG.

e Signal absorption by the transmission
medium.

Bejeen @BG BOBS ole) SOEHIBLNB
DOETDO.

¢ Signal scattering and leakage.
esor) DEBO e sg BO.
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Effects of Attenuation
650 He® Deeszd

o Weakens the received signal.
QTERD 30D cHOE WOE.

e Increases the probability of transmission
errors.

&Bedeen 6cis grBded® t@mBmD B
OEB.

e Reduces the maximum transmission
distance.
co0® ©Bedesn b 5®#nn B@) wO.

Methods to Reduce Attenuation
®IGHG GO0 woOutSed O

e Use repeaters or regenerators.
BBOY 6093 eI DD V.
e Use amplifiers (for analog signals).
&e@3B0Ek 8D BHO (5Be® 5o0e) 5Em)).
e Use low-loss transmission media such as

optical fiber.

D303 0B 8 gO® HBGD Bed®
&Begsdn RS DD SBO.

Examples / eex®dso:
e A Wi-Fi signal becomes weaker as the
distance from the router increases.

00GeE 80 &ts b O d» BO WIi-Fi
o)d O 8.

Distortion
B8 5®

The change in the shape or form of a signal as

it travels through a transmission medium.
00D 5B65BEN EABED HO®) HES HOHeBDE
DB 9o 693 D06 603 8.

The standard types of distortion taught in data

communication are:
e 638686 dEE c®sOE @R BB Swas
58 BOV®m OBBWOLNEB 5D SOE 6D:

1. Frequency (Amplitude) Distortion
05 (Be3emd) Bwas B®

2. Delay (Phase) Distortion
5@ (E) Bwas 8O

3. Harmonic (Non-linear) Distortion
@B (68D6 6D») Dwad B@



1.Frequency (Amplitude) Distortion
0 (Be5o0) Bwas &8

Different frequency components of a signal are

attenuated by different amounts.
30D ¢fo® OBR) 0B €300DD, DBEDWO
eDmtl 5@En OB MEHG HBDO @ 68.

Amplitude Input (Original Signal)
A

VEVARY.

Amplitude Output (Amplitude-Distorted Signal)

+A{ -~ e i

i

Causes / 685

e Limited bandwidth of the transmission

medium.

&Begegn BN 5OED BB @S SSE.
e Frequency-dependent characteristics of

communication devices.

SBBDED C2N0mORQ BOED, 5oRBDG B
BeD® D QBHN.

Effects / Q@ez®

¢ Changes the signal amplitude.
068 Be3mdn 6dmel O8B.

e Alters the shape of the received signal.
QTER® €30GS ®TEG 6DWES WO.

e Reduces signal quality.
€306 RINTOENOG ) DOGB.

Examples / ¢eroosn:

e Voice signals become distorted during
transmission.
5865860638 DO®E) tor) Dwas B®.

¢ Audio systems produce uneven sound levels
at different frequencies.

@05 5808 OGS DD e50RBIDHEDBE epes@rD
&R @008 Hesedd.
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2.Delay (Phase) Distortion
&g®e (@) Bwa8d 5®

Different frequency components of a signal
travel at different speeds and arrive at the

receiver at different times.

30w eilok) DBR) 30D 300D DEEHWO
cdntl Jnexens ®dx BOHO Hen, TN
B8ENH®E) 60D DO 603 EDEE S™)
583a.

Amplitude

Phase shift
, (elay) |

1TNANY

Original Signal

Distorted Signal
Causes / 68

e Non-uniform characteristics of the

transmission medium.

eBedssm @56l OB TFmd emd®
QBEN.

Effects / Dgez®

¢ Changes the signal shape.
5068 ®WTEB 6D WOB.
e Causes overlapping of digital pulses.

BBOF sl DBenm O gSDehHcwes DO
(D> O D OOB) Be wOEB.

e Increases transmission errors.
@euen 6cis Od) wO3.

Examples / ¢e®dso:
¢ Digital signals become deformed during

long-distance transmission.

8r g0 ©Bedesnele aoB o) was B®
63 ®n 6dxel H®.

e High-speed communication links experience

pulse spreading.

OB wxBeden BRE DG Bose stBde®
DRBOES S BO.



3.Harmonic (Non-linear) Distortion
@B (63D exdD») Swas 5@

Additional frequency components (harmonics)
are generated due to the non-linear operation
of communication devices.

B35856OeH CNo®DE ©O8® 68D 60D

BndSOE 685560, B oD E®DOD
DO DO 30D 300D  eSDWB DOB.

o

o
o

o

Time

Amplitude

s
o

\J

Original Signal

&
=)

Distorted Signal

Causes / 685

e Overloaded communication equipment.
BBeDeH cewdH aegdsnn B8.

¢ Faulty electronic components.
ecl® 655D 9eEEBEOISD 500D

Effects / gez®

e Introduces unwanted harmonic frequencies.

FRO®S  MHEOBD RGBS 50D
e DOB.

e Alters the original signal.
B3 30D 6DweS WOEB.

e Reduces communication quality.
&BBeDeH6E RENSODEIOG &h) DOB.

Examples / ¢erodgn:
¢ Audio amplifiers producing distorted sound.
@05 OV OGBS Dwad &) ®Re Besedd.
e Communication equipment generating

unwanted harmonic signals.

BESeDeH CesmOsn BB godms wIHe@IS
30() SDHHE BHOHD.
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Methods to Reduce Distortion
a8 50 gO® o®niSed® p®

e Use transmission media with adequate

bandwidth.

5O @IS BEED BB ©BeGBE BB
0D BHO.

e Use equalizers to compensate for signal
distortion.
o) Sma 58 B®®dd) ®eSH®O equalizers
0D BOO.

e Use high-quality linear communication

equipment.
cetS 5506l 686 BBeDe® O
N0 BOO.

e Keep communication devices

properly
calibrated.

&BBeDe® c5)0® BB SOE Y®WHEB WO
D) ®BO.

e Reduce excessive transmission distance
where possible.

e 5@ OB gl eBedesn O @GS
508 560.

Operate communication devices within their

recommended limits.

o5Bedem ceNo® el SVelBHD SB&HDS
2E B BOO.

Noise
©e38)0

Any unwanted electrical or electromagnetic
signal that is added to the original signal during
transmission.

86586 ie B3 o)D) Doy O» PDwz®
oG gdms s 61 dexs HPmm
€30GS,

\ Signal A Noise

L e

l Signal + noise




1.Thermal Noise / oneses 8653870

Random electrical noise generated by the
movement of electrons inside electronic

components.

9BEBEIDIBD® 00D G S 9BRBEIHOE
OB 68peDS gmE 6t Sw®E O BDexs
6655008

Causes / e

e Thermal agitation of electrons.
96EBEIHOE et e

Effects / dpsz®

¢ Adds random noise to the signal.
€300 gE) 6655805 Dwm DOB.
e Reduces signal quality.
£3002)68 RINDODMSDE ) WOB.
Examples / ¢emdsn
e Background noise in radio receivers.

6386rn] ES®®DOR ©oKRe®s et B85S
&g o6 (‘B3 v®).

2.Induced (Interference) Noise
03t ets3s®

Unwanted  electrical noise  caused by
electromagnetic or radio frequency signals from

external sources.

DBO ywdrBe®nS ©rBegn®m Doxs HBwum 6]
638)6w] oD 5oE) GRS eSO FHOGS
Benss 6633003,

The three common types are:
6®8 etg OV® RHD:

a. Electromagnetic Interference (EMI)
Bexs HBmwm ) HBB

b. Radio Frequency Interference (RFI)
638603 305 D) SO®

c. Crosstalk / empedeOdes

a) Electromagnetic Interference (EMI)
Bexns’ OBmm Nt BLHS

Electromagnetic noise caused by nearby electrical

or electronic equipment.
g a4t Beps 6] 9eEedISD owdsn BB
&t o Beys HBmwm 6652)08.

Causes / 65

e Electric motors. / Bexss e®30H
e Power lines. / &® ®@e® BB Steces.
e Fluorescent lamps. / 5883 @®g.

ictfromabc.com

Effects / @@esz®

¢ Introduces unwanted electromagnetic signals.
gd®s Bexnsd HB®m otr) Fres wOa.

e Reduces communication quality.
BBRBDEH6E DINDOSDG &h) DOB.

b) Radio Frequency Interference (RFI)
65Bex] 3o Mt BB

RFIl is caused by radio frequency signals emitted

by nearby wireless transmitters.
ges@ &ed Slees OB Bedsm BBS B DO
63863 o5 o) He) RFI &8 68.

Causes / 68

o Television transmitters.
0zesNBS ©BeBem.

e Mobile phone base stations.
B0®® gOwOB BB DO

Effects / gezd®

e Corrupts the transmitted signal.
©8egeenn O o) Dmas /& DOB.
o Increases transmission errors.
Begeen 6cis ) WOH.

c) Crosstalk / e@ie3eOim

Crosstalk occurs when a signal in one
communication channel unintentionally interferes
with another nearby channel.
S oBedem OB OD 48 50D,
eMNETRDBOB 3@ S OB MBIDDO D)
@O BO ene3edis ard 68.

> CrosstaD

9 N N 0

Causes / 655

¢ Closely spaced communication cables.
&3BeTeH 6 DBeWO 9 65850 B8K0O.
e Poor cable shielding.
6RBO@ BDOEG O B8.

Effects / @esz®

e Reduces signal quality.
060 DENSODEDEG &) DAOG.



Impulse Noise

Impulse noise consists of sudden, high-amplitude

spikes that occur for a very short duration.
9 60 MBS DG Gt OD, HEH ©H 9BE
Be3OnES (e o) Ot 685 COHDDDDES .

u (mV)
25
20
15
10
5 -I'
0 —4 mﬂlﬁh‘;\ MarA An PN
| /ku WV Wh WA
5 " —
-10 -
-15 -
0 0.005 0.010 0.015 0.020 0.025
t (ms)
Causes / e85

e Lightning / aney &80

¢ Switching of electrical equipment.

Bexes £e5mis §sem BH® 5w gSc SOHO.
e Power line disturbances.

BB Sleees eEBOR Bedw ®HEL M) BLS.

Effects / dpez®

e Corrupts transmitted data.

8658 enn DD e Dwad /& DOE.
e Causes burst errors.

886c® ecis

Examples / ¢emdn
¢ Noise caused by lightning strikes.

ome) 80 650eDS BBedem AV®OR &td
O» 66537D.

Methods to Reduce Noise
6633200 g DOBTEe® YO

e Use shielded transmission media.
OB OB @ BB6HBE @RS HDD BHO.
e Use twisted pair or optical fiber cables.

&c®dtd OE 6RAQ 6 B30DE VB 6RS
0O BOO.
e Keep communication cables away from power

cables.

e5568cw 63 , el Hlwis OBS &z O
otD®.

Use proper grounding.

B8 B8 o SHS B HTO.

Use filters to reduce unwanted signals.

FRO®S 500E) O BO® Em) 6e50HsS NS
5%
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SNR (Signal-to-Noise Ratio)

Engineers measure signal quality using SNR
(Signal-to-Noise Ratio). It compares the strength
of the "Good Data" to the "Bad Noise"

9oB6eHOTOS 5oE) RENBODINOG BB EH)
(SNR) e30@® 569 6653800 b gEenNmE 8D

DOB. DG “emNE D" 5®
‘DO 665310 DO BIE® E30eBEWE WOB.

Signal Power
SNR= 2ena fower

~ Noise Power
SNR is commonly expressed in decibels (dB).

SNR &)@2560 608edg (dB) Fwmens g
208 8.

A higher SNR indicates better signal quality and
less noise.

9®¢ SNR o688 6e585m® @Oses O&) eme
o) RINBODDGBT 32 of) 663MOBOEE
s06» DOE.

A lower SNR indicates poorer signal quality and
more noise.

¢ SNR #66Ss 665558 mosies e 683 eHhde
E0(E) DINDOWNDGEE €5 Ot 66538MOBOBE
505 ROE.



Signal Encoding Schemes
500 GI® 6rise p®

Signal encoding schemes are techniques used
to represent digital information as electrical
signals that can be transmitted over
communication channels.

o) 6D PO®ede 6 ©BeDe» B
®edetd BBt DE BTN DN o) 6RE

BBOC emdde Bozessgnn BOHOO oNB) DO®
BABn O 68.

These schemes are essential for converting
digital data into a physical signal form for
transmission and for helping the receiver
recover the original data correctly.

c®® PBedens, DBOQ e B6H3BENG BEm)
I t3500r) e3OOEHBI0 OOBDMEB BOBO 59

cRBx) BBX B ey BOVED »dD® D
@B cesmd B® 3w gsdGS 60.

The need for signal coding systems
£300T) GRO® SEASOE FO®INOC

Data Representation

e Bozene

Converts data into a format suitable for
transmission over a communication medium.
Ensures that data can be accurately represented
and transmitted as electrical, optical, or radio
signals.

o5SBedem ABGE ®OH ©deiegnn HBHOO
8 IS0 ey sOOVD®EG WOB. Bexds,
BB 65 ROBDERB otr) 6RE D HOTOED

Bozesgnn 0 ©BekdBent ©¢ ®i DD &S
OB,

Error Detection and Correction
ecie HEM®RO e BOOE BOO
Adds redundancy or uses algorithms to detect
and correct errors during transmission.
Improves reliability by ensuring data integrity

despite noise or interference.
©Beeenn gDoRd 6cje ®HE® OrRRD ®
508 BOOOD SO Doy OB ™)
o@D )T WOB. 6653ed 63 D) BHS
CDND) DD FRFOD S SO OB
RGN G RIAARSIGIONEN O
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Synchronization

SOGMBDWOLNE

Helps maintain timing between the transmitter
and receiver. Ensures that the receiver correctly
interprets the timing of data bits, preventing
errors.

@) e DY D@ DIRG BOOED gHODOMNG
6» D 598D OB, 6cis OEdOB. Beiemn
58 @OWE FDO WG DR TR Ee5wd
@d.

Bandwidth Efficiency

DS BCE MVEDBOO

Optimizes the use of available bandwidth,
maximizing the amount of data transmitted
within a given frequency range, improving
overall efficiency.

S5O5® D@ BSCE DG H®ED OB

8 ot oD M DG BB O®
e &5@86 cesd® D68, @3
IBEDBOMOG Ol Endn OB,

Signal Quality

BoE) REMNBODMIOD

Reduces distortion and noise in the signal,
enhancing the clarity and quality of the
transmitted signal, leading to better reception
and fewer errors.

0068 Bmad SBB ©® 665380 ) OB
86380 OB @E 5orRIEd S5tHtER DO M

RENSOOG ) Ergy OB, D8 eme
B®HG BOOD 5o gh) 6ci® g OB.

Compatibility

FRREDO

Ensures that data can be transmitted and
understood by different systems and devices
facilitating interoperability between various
technologies and standards.

DD 580B ©® cNom BB e Beiesnc
DO 60 ® H VD S wOdR. DBR)

DBBINGS B B8 gnd gaod
BdTOGBO e3e9e3e® €3e3¢38.

Reduction of Interference

) B8 OO BHO

Proper coding methods help minimize the
effect of external noise and interference on the
transmitted signal. This improves the accuracy
and stability of communication.
B8 ono® O OGBS BO ®ReH ©®m N

0D &S @O® REeE® 08 wOB. e®n
535686 BOTOEDMOG &5 SMNBDEG Ol

8agn 68.



Types of Signal encoding schemes
t500) GIO® 6nite p® dVv®

Signal Encoding Schemes

— MNRZ (Mon Return to Zera)
'» NRZ
MNRZ

—— RZ (Return to Zero)

| :| ,-.-._.-,:||_.

| {Inverted)

| Biphase
Manchester Encoding
IEE

= Tl s
L—G.E.Thomas

Differential Manchester

Fundamental knowledge

Voltage / Potential difference
6D3800om® / Bmd gfodx

Voltage is a measure of the electrical potential
energy difference between two points in a

circuit.
6DIRTEDD %) DBOGED EEBS e o
B B0 GS 60dness BR®n 68.

A higher voltage means a greater difference in
potential energy, which can drive a larger
current.

8 6D3BVEMOED E Bwd ®mSed DeE
6D®e O gd OGBS Bmie MO HDme:
DG BTBG.

Current

[Ar/e3d)

Current is a measure of the speed of flow of
electric charge (electrons).
MDD vy exs  epediessn
®@6® Bemded BxEE 68.

(9eEwSei®)

A higher current means more electric charge

(electrons) is flowing per unit time.
8 oD ©x Tow DIRODE il Bexs
PBOISHEES (96@eDID) ®E) 3 RDEB.

V = IR (Ohm'’s law)
V - Voltage (Volts/V)

| — Current (Ampere/A)
R — Resistance (Ohm/Q)

ictfromabc.com
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How voltage and current work together in

data transmission
e ©odedeimed Dd0rOB ©®m kO
DO T @é® PTG

Binary 1
When transmitting a 1, the system applies a
high voltage. In turn, this high voltage causes a

higher current flow through the circuit.

1 ©Bedesmn woO» BOB o086 ong
6D3BVMDEEI 6kIEB. DO 53, 600 9ug
63R0EMBDG 3esdE ®G®) D G BIDWEES
&S wOa.

Binary 0

When transmitting a 0, the system applies a low
voltage or no voltage. This results in a lower
current flow through the circuit or no current at

all.
0 o&Bedsgnn woO® BOE, o086 i)
6D3BDEMDEE 6eIER 693 BEO® 6ISTEIDGE
6EEIEHE. PR ©dBAG oM &f) MDD
®@) GO 66 BBO HNOD ®ER) 6MIEEOD B
6d.

The choice of voltage level affects signal
transmission quality. Higher voltages are useful
for long-distance transmission, while lower
voltages are suitable for short distances and
reducing power consumption.

633D ©00® eI  @®®, o)
68658068 RINDOD®IOBD DEeNB. Ex €0
e58e38enc EH) 9BE 630D

56@IsDO B oo, 63 g0 HBBNHES e
60 REGDES odewismnes of) S8 oew af)
63R0 DS ety 68.



Non-Return to Zero
DOD 6OD BDB

This is a digital line coding technique that converts
binary data, such as 0s and 1s, into electrical
signal patterns. In NRZ, the signal does not return
to zero between bits; it stays at a selected voltage
level for the full bit interval and changes only when
required by

the data pattern.

Non-Return to Zero g 0 &® 1 88 &OD®6 D
Bed o) CODs OO sOBBmHG OB BBOJ
63 eo® POGS. NRZ B8, tsomd® D gm0
&@®s 0080 %D 69D® gm0, &58bEn DY R
8606 G 6IMN®S 6D33Vcm) 00D OS®
&b e 6D gdms 80 5@ 60me 68.

1.NRZ-L
(Non-Return to Zero — Level)

In NRZ - L, two different voltages for 0 and 1 bits
are used to represent data and they remain
constant during a bit interval.

NRZ - L 88, esdo 8dzesgnes SO0 0 529 1 DY &)
DBemnmd 6Dnt 63V e IO ®O®
g6 T B 8606 QE Bnod SO,

There is no strict standard to decide which voltage
level represents 1 or 0. Therefore, the signal may
start at either a high or low voltage level,
depending on the first bit to be transmitted and

the system design.

1 683 0 BOzes8m5 DOSES DOD 6D380mm) B30\
65D BoOHn OB el EBIBGE 6eN®i. DD,
©BedBenn DG R 568 DD ©w &S ©En®
&xd oD 9BnEG 683 5HE 6DIBOnm) BDDBBS
OB B weSes.

High Voltage for 1, Low Voltage for 0

The signal remains at a high voltage for the entire

duration of the bit period when transmitting a 1.
1 esBeieenc SV tore)d DY e B&ed O
MEEO &d 6DV s5O.

The signal remains at a low voltage for the entire

duration of the bit period when transmitting a 0.
0 ©Begssnn ®oO® 80 B e B@ed ©detben
RGO o &f) 63SVEMOGES O,

0.1.1.0.0.1.0.1

5V !

o —
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High Voltage for 0, Low Voltage for 1

The signal remains at a high voltage for the entire
duration of the bit period when transmitting a 0.

0 &eBeduenc SHeOE tod B e B®Hed
5800 IERG® 9HE 6DICOEMDGES SO8.

The signal remains at a low voltage for the entire
duration of the bit period when transmitting a 1.

1 ©sBegegne B8 om® ¥ e B®Hed
8300 RGO &f) 63F0EMDGEES S5O.

5v

ov

Problem with Long Sequences in NRZ-L
NRZ-L 8 €r ¢x8860@ 0® &8 ®iOOD

When there is a long sequence of 0s or 1s, the
voltage level remains constant because no
transitions occur.

0 e} 18 En aguBEedes a8 80, omSs &g
6D 5t 63300m) @00 Hkmd SO8.

This constant level leads to synchronization issues
because the receiver has no transitions to track
and loses its ability to distinguish where one bit
ends and the next begins.

6®® Bom D000 OfNLe BYE® B0 DO Y
6c@, B ENODEO @) B oIBS 6O
B O VOOD by O D o o D
OB® O BSNBDG OO HED) BrHed® WTHID
28 0.

Without transitions, the clock between sender and
receiver can drift out of sync, causing decoding
errors.

SoENBE MBSO, GOS®) ©® ENOWE) Do
Bemod ecis [s2do) DOTS &0
£OPRHIDOIMEES @O0 SD®e Do ®WIwW.




2.NRZ -1
(Non-Return to Zero — Inverted)

In this encoding scheme, a 1 is represented by
a transition of the physical level, while a 0 has
no transition.

c®® owo® PBEE, 1, ®w¥Sm ©30e®

BoINBBEE OB Hozsgns O god 0 O
E30NBEBE 6.

Each time a 1 is encountered in the data stream,
the signal inverts (changes from high to low or
low to high).

e dmwed 10 »f O ©z® ddddnd®,
002D 5BeRI® 68 (9mwg 80 H5®wed 683 S5He
80 9mwed 6dnt 68).

When a 0 is encountered, the signal remains at

the same level as the previous bit.
0 ®8 8 80, 30D 630 DY ®T0eB® &O8.

The system can start the signal at either a high
or low voltage level.

E0BBO oD 9uE 68 WG 6D3]0BeN
B00BBS HOB® WE WTw.

If the initial voltage is high
6B 6IF0EmOG 9une ®®

Binary 1 changes the signal from high to low,
while a binary 0 keeps the signal at the
high

2806 1 DD eore)d emg 80 s5HEd 6OmE]
OB, £88; 0 VYD od @BEg ®JDe®®
SO ©.

sV

ov
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If the initial voltage is low
OB 6DIGOEOG g O

Binary 1 changes the signal from low to high,
while a binary 0 keeps the signal at the low
level.

2O®rn 1 DOD oD svg B0 ewed 6D

OB, £08n 0 VYD ow)d oswg B0De®®
SO ®©8.

5v

ov

Problem with Long Sequences in NRZ-1
NRZ-1 8 Ex gx8860r 30® g8 ®t0d0D

Although 1s provide transitions, long runs of Os

still create synchronization challenges.
188 50D 55655 HPS, 0 & ER gxBEeddd
200 30FHD BHEO® ®OE HLH&HEEG WOEB.

When there is a long sequence of Os, the signal
stays at the same voltage level with no

transitions.
0 8 8x snB8e0en ard B0, 506D 30N
6B Dw® 6DIBT) ®DDE® s5O.

As in NRZ-L, this lack of transitions causes
synchronization problems.

NRZ-L & 6®%5, 600 &onsd 6P cH®
208NHD BBE® GTOO &rs WOB.




Manchester Encoding

In Manchester Encoding, each bit of data is
represented by a transition in the signal rather
than by a specific voltage level.

Manchester e3o®6dE, O S e D) SGED

6RO B0DRBS 68 5068 t5oRBDIEES
Bdozesgns 6med.

Every bit period is divided into two equal halves,
and there is always a transition in the

middle of the bit period.

&2® DO R BEOBO @ 6O 6O 6RE)
g god, V0 e BEMO B6EE @D
500268 t5omNBBEE B 68.

Manchester Encoding (IEEE)

e Binary 1: The signal transitions from low to
high in the middle of the bit period.
9 e B8 Bel oD smg 80 9HEd
&30)@#Nc 680.

e Binary 0: The signal transitions from high to
low in the middle of the bit period.
9 e BED el ored 80 9mg &0
59E0O 30@snc 68.

°©,1.,1.0.,0.1.0.1

5V

ov
Advantages

Synchronization
The frequent transitions make it easy to

synchronize the receiver with the transmitter.
BOBDOD BeD® 350iNSS 5B65BmE BO® EIWWDEB
0B BH® sy OE.

Error Detection
The regular changes in the signal help detect
errors, as missing or extra transitions would

indicate a problem.

BB 66 gODO LoINBD OB OO
eBHD O® VDS, orIed BOBHO 603D
6e38 HED @SB cesnd 68.

Disadvantages

Higher Bandwidth

Since Manchester encoding uses two voltage
transitions per bit, it requires more bandwidth
compared to other encoding schemes like NRZ.
Manchester oemm®e 8 dowd D33Dwm

SBoENBB ecwrd D @O® B, NRZ &%
FeHND 6HWOLN POOED tHessd DD i)
DB SEED FOBS 68.
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Manchester Encoding (G.E Thomas)

The transition is reversed when compared with the
IEEE Manchester standard.

IEEE Manchester @86 60® totssemns BHeOE
6®8 gbIG 5BBOED 68D.

e Binary 1: The signal transitions from high to

low in the middle of the bit period.
DG e B@O BDB6EE t5or)d 9mg ®@D06®
80 g @008 ) 6Omel 68.

e Binary 0: The signal transitions from low to

high in the middle of the bit period.
DG E B0 B56EE BRBGHE 5ote)d SHE
®006® &0 owng ©00® ey 6dneS 6.

o 1 .1 o.0 .1, 0 1

5"’55
°V|'||| I

Manchester encoding is often regarded as a
superior encoding scheme due to its inherent
ability to provide reliable synchronization and
robust error detection.

Br3eDE0Y oG 6EH] DO el eSO
OB  6EE rEeDSes D8  BeoesSo

ORHDDOIMG 5 GO 6C38 BEBTEHED
WD e

How Manchester Encoding Solves the Problem
Manchester eo®n 608 a0 Beed emod

In Manchester encoding, each bit (whether 0 or 1)
has a guaranteed transition in the middle of the
bit period.

BrxeDB0l eognede, 5z® dOPWO® (0 e®] 1)
P9 E B®S Bck S WE oINSDEE ETD.

Because there is always a transition, even with
long sequences of identical bits, the receiver can

continuously synchronize with the sender.

&5z® 00 3omNBBEE DB Deds, 5@ DY O
E8® nBEeden d® e, (MmO GOBD) 5B®
RO RYRHD WG BTD.

This constant stream of transitions prevents the
clock from drifting out of sync, ensuring that the
receiver can accurately interpret the data without

losing track of the bit boundaries.
600 BOBDO oSS ghwe 60md
HORHDDOMEHBS OO ®E) IO OGO,

@O DY BB BB 68 crven BOTOED b
eeBE ®D DD S DOG.

o,o0, 0, 0, 1,1 ,1 1

5v

ov




Bit rate of Manchester Encoding

In Manchester encoding, each bit is represented

by two signal changes.
Bc5eDBEOL PeHEEE, ©62® VOO €sole)
60308 eSS Bozesnn 66d.

Since there are two signal changes (baud) for

each bit, the bit rate is half the baud rate.
&z® DO em® totr) 6ONEDB 6w s
D, DO GeIDBE  FEENDEES FES.

The baud rate refers to the number of signal
changes transmitted per second in a
communication system.

Baud egxeon oy ©35868cm oSEB8GD
D00 ©Bedesnn D o) 6003
OYHIGR

This means that Manchester encoding requires
twice the bandwidth compared to simpler
encoding schemes like NRZ, for the same bit
rate.

c®Bs aemel woesd NRZ 88 650@ 6wSmo#n
POOED 6880 SOl 6DWEG EEH)
DS BER GEMHHE FO®s O ROEB.

Error control in data transmission
e ©Beietnedt ecisd sHEpme

When data is  transmitted over a
communication channel, it can be affected by
various disturbances like noise, interference, or

signal loss.

HESe0cH MBI ®O®) D 5B6L58ENn
DO 8O, D 665380, D) BOB 6m3 o)
BO® OB BDQ) ) BB OO DG ®TG.

These disturbances may cause errors, where bits

are altered during transmission.
c®® ) BYB® ©Beieenn gORd DY 6N
DOBS 6ci® B WG B,

Error control mechanisms are used to detect
and correct these errors to ensure the data
received is accurate.

QRH 5 HOOE DO ese&Sm BO® eeH) 6O
el ®wem B0 5w SOOE BOOO el
)R IBHE NS WOE.
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Error Detection
6cie we®BO

Error detection is the process of identifying
whether the data bit has been altered during
transmission.

6c3® DEM@ID® E B6HZBIMG FDORO D
D) oOntd B e GB® HED) OrHd
HeDOB:E.

Error detection only tells us that an error has
occurred.

ecl® HE®B® BBS DRSS 6ei8ne Bed
g RO L.

It doesn't provide the ability to fix the error.
D6 6eiB8c HDTOE BHBOD WD @RI 668,

Error Correction
eeie B008 8B®

Error correction is the process of identifying and
correcting the altered data.

ecle HOOE BO® wy D% B @S o
WEI6HD BOTOE HHeB® §:dOBxkE.

This is achieved by using special encoding
techniques that allow the receiver to figure out
where the error occurred and how to fix it.
600 5525 DO®H RS BB 6ESDOS
B3B8 9O D) BDe®S @WHWEIO 6380k
8BeDed emimime 51 DB BOOE oSS
6metie BE® 663 WIBR0 @) EEBSE.

Error Recovery
ecis 58el®e

Once an error is detected, error recovery
mechanisms ensure that the actual (correct)
data is delivered to the receiver.
eciBre gendognG § oy, 6cie oSend®
GBI OGS 5 (BOOE) ey @)
6D @R 6D RO 395D DOGB.

This involves using either error correction codes
(to fix the error on the spot) or requesting the
sender to retransmit the data.

6®x0 6cje SOOE BdHed® e HB SO (B®
BNHeEE® ecivr BOOE HHOD) 68 e
DD ©Bedsdncn SHHOD OIS BB
oSS 6.



Error Detection mechanisms
6cie wEEBe® ISy

Parity check
OO s5dHB@O

Party check is one simple error detection
mechanism where an extra bit is added and sent
along with the original data bits to make the
number of 1s in the data as either even in the
case of even parity, or odd in the case of odd
parity.

@D 5dSD 6y D 5OE 658 HEDI®THED
BIBHHED OB god DBE @0 BN G e
9 8® Do DO cOE 18 Y ®sne @dded

BOMeDE 9d0ed 6@t 6®] AF6E ©OEDE
DS6sS 6@ ) GO QIeR.

The parity bit may be added either at the
beginning or at the end of the data, depending
on the communication protocol. However, in
many systems, it is commonly added at the end
of the data.

O OB 38Dy B@OBG gwd parity

bit D edoed OB®ED 6m] &deHEd D
DG DG, DD oem] SEOBOEE, G
E@DBEES DR FOEIWED Dy WOEB.

Let's transmit A and C using ASCII. Each ASCII
character has 7 bits.

ASCIl 08mens A o C eBedegnc o). t5:®
ASCIl g380@Em0® DY 7 eBS aom.

A - 65 - 1000001
C - 67 — 1000011

With parity bit set, there are 8 bits for each
letter.

Parity bit D eres e o8, O O gnd
Bem DY 8 DB &om.

1. Even Parity

In even parity, the parity bit is set so that the
total number of 1s in the data including the
parity bit is even.

90060 @368 &, cimde s 8D 1 ) e
80 DD e @vded d» B @) DD
DL L.

According to the above A and C scenario
9D BeHms o A o C 8080 axd

A —1000001 0 €< Parity bit
C-1000011 1 € Parity bit

ictfromabc.com
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2. 0dd Parity

In odd parity, the parity bit is set so that the
total number of 1s in the data (including the
parity bit) is odd.

056 d®med &, cmde ars 8O 1 9 e

(@) Ve grdd) AT O ©VE ©&dm)
OB e3e3) FTeD.

According to the above A and C scenario
9D BeHS D A o C 8ed80 axd

A -1000001 1 € Parity bit
C—- 1000011 O €« Parity bit

The receiver checks the parity of the received

data.
D) QIRGY eBDOE @D &S OE.

If the number of 1s doesn’'t match the expected
parity (even or odd), it indicates that an error

occurred during transmission.

18 D ©HM»® eS8 BMOD MBS HB
(@6060 6% Oewn), Do eBeeenc &DORO
el 8 § D 6e333n® wod.

Note

Parity bits can only detect single-bit errors. If
two bits are flipped during transmission, the
error might go undetected because the parity

would still be correct.

00 DOORD HEMBD Brwen DB-B] ecis
0. &8ss GO0 B ecHE D»HBO
630EBes HB, MO OO HOTOE RDds
eei®c gmDOBG DO®D GIBTD.



Checksum

A checksum is an error detection method used
in data transmission. It helps the receiver check
whether the received data has been changed or
damaged during transmission.

Checksum ©x e ©8sie#nede ecis ®E:)
@00 B OB PO, DG ©BeIBHG
OO0 ey 6OntS 8 Sede 61 s B Bede
B B SOOO @®®EIO cesd 68.

A checksum helps find multiple bit errors in
received data.

Checksum @&, @R% codE DY B&SGED
6el® 63 @S0 cesnd 68

How Checksum Works
Checksum §c» @6® emds

Sender's Side
The data is divided into smaller fixed-size blocks

(usually 8, 16, or 32 bits).
e @) MO0 @l 6@ DD eRey
eRB (@esens DY 8, 16, 683 32).

A mathematical operation (often addition) is

performed on these blocks.
6®® 603 B ®LNHHOG 6®EHHAD (6@H6M3 BO
Doy SHO®) B OB @TEd.

The result of the operation is called the
checksum, which is then added to the end of

the data before transmission.

6®e®Eed® 8 OEG 6DWd 6@t ®IESED, e5e3d
86588000 6650 e GOEND6E DG D DON
QeR.

Receiver's Side
The receiver
checksum.
@G e 6% checksum @) ®.

receives the data and the

The same mathematical operation is applied to
the received data blocks.

RE) o el DD ©®® ®EHDHOG
6®e®mEOD 6(IEH QTed.

The receiver then compares its calculated
checksum with the transmitted checksum.

If they match, the data is assumed to have been
transmitted correctly; if they don't, an error is
detected.

DO oG OBE OHMHBEG DG GOBD,
©B658EN0 DG 6DDHE® BO® EotSBeHB DOB.
Fon wreesxies ®8, e SOOED ©Beinenc
8 o comaemn 6med;Detd 63ed »®,
6B gedOHEG 68.
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Example
Marks of 3 subjects are to be submitted.
Q% BBrS 38 ondy Dy OB

Science — 75 2> In binary 01001011
Maths —-80 - In binary 01010000
English —95 > In binary 01011111
Sum  —250 - In binary 11111010

If this result is more than 8 bits, the checksum
must be adjusted according to the checksum
method used. For example, the system may use
only the lower 8 bits or handle the extra carry
bits according to its design.

6@0® 5B8dE® 8-bit O O&) OB B, B WO
checksum ©®c gxd checksum g®me & D
@RG. COWOMES 6@, ©EBG ome 8-bit

SRS D G B G0, F®DO carry bits
&0 50EE® and 5tEBE BTG

The final checksum is sent together with the
data. The receiver repeats the same calculation
and compares its result with the received
checksum. If both values match, the data is
considered valid; otherwise, an error is
detected.

gden®m checksum g®me e 680®m Dy ERDB.
@B D8 ®ne DO O B O DO

u59den Q%) checksum egmo ©®® eesed.
SRR BED ®TEeS BB, VD ODEo® 6@ RQWE;
GG BB, 6E3BHBD HED) ®E.

Transmitted 01001011 01010000 01011111
With checksum 11111010

In the other side, first 3 are added to check if

the sum matches the checksum
Detl Do O DB E®m®G, D BO® DN
&8 Checksum g®me ) e&@®eid sdde) ©O8.

If yes — Possibly no errors
@8 98: ee®’ 500 s 6D

If no — Possibly an error
2o HB: 6ciens Bed agum.



Cyclic Redundancy Check (CRC)

Cyclic Redundancy Check is a more advanced
error detection technique used in digital
communication systems to ensure data
integrity.

Cyclic Redundancy Check oy efo #3000
&8 DO sem DBOQ 655568e» s5ESOE

O @O®» OIS Burgn ecie HEM®IDED
DDBENEE.

CRC works by treating the data as a large binary
number and dividing it by a predefined
polynomial.

CRC 8 @6xed et dme 086G oD
6 e ©® Do D SHODHG BE
RDese DS 6RECDS.

The remainder from this division is called the
CRC code or simply the CRC, which is appended
to the data before transmission.

c®® 6860 @8 e CRC ewmn 6®) 650D

CRC e@ts u€x68, o eBedesnc SHOO 650
e OO day 68.

When the receiver gets the data, it performs the
same division and checks if the remainder (CRC)

matches.
@O0 e @R 8O, Dk DB DO cRER®

8e @06 98dc (CRC) oxeescsd s oE.

If the remainder is different, it indicates that an

error occurred during transmission.
9B dntl »B, O wBedussnn HBHeOE
eciers 8 § D 65508 ®Oa.
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Hashing

Hashing is a method used to convert data of
any size into a fixed-size value called a hash
value, hash code, or message digest. This is
done using a special mathematical function
called a hash function.

Hashing ©a B82:® goon oo, 6830
oD e O hash value, hash code e}
message digest @00 sHOVDRE WOD PHOGE.

e®w hash function eets ®EDedn Bews
BHFOG FIOBnD NODEnS &g OE.

How Hashing Works
Hashing 8o ©6» epmids

First, the original data is given as input to a hash
function. The input may be a message,
password, file, or any other digital data.

5689, BQ ed® hash function ®®0 eyt
6L R 6cB. 601 MmeNG D BHDGED,
Boesers, ey 6] OB BBOF cDGED
B w6,

The hash function processes the input data and
produces a fixed-size hash value. For the same
input, the same hash function always produces
the same hash value.

Hash function ®» epey® el estmBe®ss 386
g®gnim hash value Do @) ecB. do@
euemOd, d® hash function dwm ez@ 80®
D@ hash eme do @) 6.

When the data is received or checked later, the
same hash function is applied again. If the newly
calculated hash value matches the original hash
value, the data is considered unchanged. If the
hash values are different, it means the data has
been changed or corrupted.

580 e @I®S B0 683 sdwde) oD B0, D@
hash function ®» ®®o @8 O8. gess
@6 ¢ hash gmne d» §Q hash gvs d0
®oEe ®B, ey 6Ol 608 B SEDE.
Hash g®e eecm 6dme3 o8, evo 6dxe3 8 6®)
B B S DO gemel 68.



Synchronization
(SI0I0T0 elotm e oules]

The process of matching the timing between
the transmitter and the receiver during data
communication.

e ©55eDemeBE ©BeS®mmE) X @)
g0 MR ®rEBE Be, BOE® FnxIDBHAEA.

Both transmitter and receiver must follow the
same timing pattern. If their clocks are not
synchronized, the receiver may read the signal
at the wrong time.

BBL®ME) 58 @BWE) G 66w Dwd ®IE
OO gxGmD B6 RG. DPFer ®derdy
(clocks) e@B® 8 cm®@d »8, Ermme) B3
B0 60@BOME 30D B @b &rm.

If the receiver reads the signal too early or too

late, the received data may be incorrect.
@) DS 5ore)d Brdm D@0 D) DS
6] 5@ B Bxd® 8B DEG®IS, QIR D
DO Bs .

When the end are not synchronized:
@ 308ubens & 6@s 80:

e The receiver may read bits incorrectly.
@) B8 DY BrOE 6Ets SHEDOD 9f) &rm.
e Some bits may be skipped.
600 B9 B® ®d HBO @8 .
o Extra bits may be assumed.
a#8ebm D] 05 DO crmnnt BHOOD
@b &ro.
¢ Bit boundaries may be lost.
Q9 B@DS B® & ) ®.
e Data may become corrupted.
e DS BomO @i Do ®om.
e Error detection may be needed to identify

wrong data. (Parity check)

DCOE e ®HED) B e 6838
BEBTHEO »® FO®S O ®Tw. (3B
DB @ID)

Clocks
An Electronic circuit that generates a
continuous sequence of equally spaced

electrical pulses at a constant frequency.

Boo ©BoHDEDS @, @1 SO0 s D
Bosle gRelh) FnEdnD S DOH @M
Bens esdesOms.

Each network device has an internal clock.
80 R EtNo®EDO® gm0 BOeEIEDN

(internal clock) &®8.
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The transmitter uses its clock to decide when to

send each bit or signal element.

oBemme) B8s ©z® OO 6®3 o)
R OGIMO) ode P DB D@D
Bo#mn BOHOO @66 DOeEIID DD DOE.

The receiver uses its clock to decide when to

read each bit or signal element.

@) BBS 6520 DO 6m) 500e) FoBmHBE
Bedo e 508 68@dDwerd Bosmn SBBHOO
266 DOEID DD WOE.

Usually, a clock signal is transmitted together
with the data stream to maintain proper signal
timing and synchronization.

BOOE o) DIQDOIE 6% RYRVHDDODE
SO ®eBO® BEeH), HHBenS deEdy
30D, DD WG BB® DD 3B63BENG
DOH @VE.

i 0 1 0 1 1 1 0 data

clock

In some line coding techniques, such as
Manchester encoding, the clock information is
embedded within the data signal.

BeDBON 6RE D8 60®0 68DE 6D
B3 POEE , ®O6Ely 6MORNOT 5D 35D
DEO® ESS WO .

Data+Syn | Data+Syn | Data+Syn | Data+Syn | Data+Syn | Data+Syn

Why is a Clock Needed?

The clock controls when a device should:
Ee30000 BB s Fds 8Be e (s wd®
60168 ¢ 5y DOeEIND BB HNEBEH DOB:

e Execute an instruction.

EB56EED HHom SOHO.

Send data. / e ©cd@.

Receive data. / e @@) @t50©.
Read from or write to memory.
B BED® 6] Ownd BSE.

Change its signal state.
OB o) DBBOG 6N SHO.

Without a clock, different parts of the system

would operate at different times.
D06 60 »B, sdBed BB 6w
DBemmO 6O WIEDEE Jxdwm Oy .



Clock Frequency / ®%e@3 6300556

The number of clock ticks (pulses) generated by

a clock in one second.
DBSOEDE DOEIDN OBS HHnmn DOH R®

(clock ticks) em3 e3esesie, @enmt3.

It is measured in Hertz (Hz).
D »B0ES (Hz) 06 88 @da.

1 Hz = 1 pulse per second

1 kHz = 1,000 pulses per second

1 MHz = 1,000,000 pulses per second

1 GHz = 1,000,000,000 pulses per second

Clock Tick (Clock Pulse)

Single pulse generated by a clock at regular

time intervals.
B6B e &Mens 26 D0e@ids @’s
BB WOX ERD B dessiens.

Each clock tick acts as a timing signal that
synchronizes electronic operations.

0z® @06l O D@ (clock tick), Bexsd
5B DBexw® &OFNHD DO MR oD
6Ee 5K mOEa.

Clock Difference / ®%e@y 6dme3

Clock difference means the transmitter clock
and receiver clock do not run at exactly the

same speed.

o6l dmes y ©Bedmwed ®OeE¥ D 5w
@®wel D06EiD ®dEOR Do® ODBEES
ODB 63)6E1D.

Examples / eer®dén:
e The transmitter sends one bit every 1

millisecond.
&Bemme) DB ©z® BRSO 108 Db
9 D VB ©BOB.

e The receiver expects one bit every 1.1

milliseconds.
@) BB 520 BPeesd 1.108 OGS DY
D ReBS DEneenedss 6DE.

Clock Drift / ®6e@is S@don

Clock drift means two device clocks slowly
move away from each other over time.
Dol SBnn ©cXens et OB

MEES B5O® ceNo® ecwmm clocks e
DBEDHS Dordd ®Es SOHOE.
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No two hardware clocks are perfectly equal.
Because of this, even a small clock difference

can create errors during long data transmission.
cato® oIy ecws HBet3n® sdeheén 6@t
B 6m65. 60 ewRD S, WE o6y
edme e @ e BedInme 6cie ars
SOOO vy B ®D.

Timing / @ e®0&06

The exact instant at which an event occurs with

respect to a clock signal.
Doy otDWO eesnsd, SBEd® B8O
8B 5600 6@emmnod.

A clock signal generates regular clock ticks, and
timing determines when each operation should

occur at those clock ticks.

BOeEJEY 3o BB BBesom) DdeEdey el SoH®G
208 QR® g0, DIEDOME OB DO DO
Oe3Dee O D Swwddn Bedon e OB
BOG DOB.

Examples / eereodgn:
e Transmit a bit. / @O edssnc BOO.

e Receive a bit. / 0O 58w®EG SBO.
e Change the signal level. / 3o @008 6d®mel SB®.

NOTE:
Errors caused by synchronization problems can
be detected using parity check, which will be

discussed later.

£OGRHOIWOLN ®OE s GrSO® 6cis, 5@
sOBED DS HEDIBD Bt oo, &
BEReD 5630 0% OE) QTel.



Why We Need Modulation?
g gdms DSes aril?

Encoding schemes represent bits as voltage
levels. This works only when there is a wire to
carry that voltage.

6O B ABS DO (bits) eOIZTwce) B3OS
6 BOzZsHME OB. 606 BEIDODm Oiess DO
63300 6®HEBO BGBOGE &8 B0 5O,

Problems arise when there is no wire, wireless
transmission, optical fiber, or long-distance
links.

BBOEES 68S B0, Glees 08D 5B658snedE,
5B DB 683 R 0 BREDEE widg O 8.

No wire means no voltage to send

Do 98 80 600D cdRD emmsm.
Voltage signals need a closed circuit. Air and
light have no such path.

63IRD) 3o(R) eI e5odad e0eOED SFO®S

0. DB 5 PeRIDE Bpd DS BV
GIOTD.

Signals weaken over distance

£0 ©O® esore) eHOE 68

Voltage-based signals lose strength and pick up
noise over long distances, even on wire.

6IBTEDE B 5e»B §) o) ER o BB
80 »u8n o8 & o» gnd Oub ®» §dc

6653205 (noise) Dy 68.

Multiple signals can't share a medium
RBd) 30D DO EABGD ®OS BE
BT

Many devices may need to transmit through the
same channel (e.g. air) at once. Raw voltage
signals provide no way to separate or

distinguish them.

eN6®3 EeN0mORD D® MBI (E&): ED®G)
®0®) DwdO sBedesnn BOHOO dws DB ®uwm.
0@ 63O tsore) BB T 605 BOHOO 63
BEH) KIS0 POGE 633,

Solution / Besg®

Instead of sending bits as direct voltage levels,
use a high-frequency wave called a carrier, and
vary one of its properties according to the bit
pattern. The three properties that can be varied
are,

R0 esagy 63T ATOB eEes O 6DXDO,

Do DO (carrier wave) e@e ®ER6OD
-850 DOo®EE NTM WO, DO OO Rd
DB D RENoBE BONES WOSD. 6ODES WG BT
®@FNo® ® OS5,
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Amplitude - Amplitude Shift Keying (ASK)
Frequency - Frequency Shift Keying (FSK)
Phase - Phase Shift Keying (PSK)

This process of representing data by varying a

carrier wave's property is called Modulation.
DD DOBHED RFNoB®EHE 60D BOO® OGS
e Hdzsgns BHe® 608 [OBZo Bubicisnc

(Modulation) et ®t€s56d.

Why modulation solves the problems above
D6 9mwy ardEdeD Beedn DSes gl

The carrier frequency can be chosen high
enough to radiate efficiently and pass through
the medium.

D LoRDG IVEDBOD BBOHEG BBO 5%

@85 ®O® RS BOOD OB 9HE FBEHS
63O ®D BTw.

Different devices can be assigned different
carrier frequencies, allowing them to share the
same medium without interference.

DD ce50® BEm) DD DI 5oDBD DS DS

oD gd, DOBS BEHdd 6xMOBD DO
BB 6RE) @eBBD FNO @b 5.

A carrier-based signal can travel farther and is
easier to recover at a distance than a raw
baseband voltage signal.

DEE B BB 8 e30@DmO OE) O ®BSS

e oD god ©de SRS (baseband)
6R0Em) )OO BN £dHRE 2d RN
®eB® 396363,



Modulation
Bedbesgncs

Modulation is the process of varying one or more
properties (such as its amplitude, frequency, or
phase) of periodic waveform called the carrier
signal to encode information for transmission over
a communication channel.

Oedesgne ©E ouSedecm B  ®o®)
BedBsNn BE®) 6ONOT IDDNE BOOD WD
80D 6RBS oERed® HOLSD  DOo®
WIS RENo® DS 63 s (O SeSemdes,
50D 63 D@D &) 6dHeS BOE® HIOBHE.

Parts of the modulation process
Bt 8w OBed 6O

1. Information Signal (Baseband Signal)
BIIOROT 500D

This is the original signal that contains the
information you want to transmit.

OR0O ©sBegsenc BOHBO gd®s 6O gllo® B
€302 6®E.

It can be anything from audio, video, or digital
data. It's the signal that you want to communicate
to the receiver.

Do GOB, cams 60 DBOQ e DFS BEd 6eks
B ®w. DO @m0 e58edemn SHOO O
830 DE.

2. The Carrier wave

B D6®E

A carrier signal is a high-frequency wave used to
transport an information signal over a
communication channel.

o 50RO B BESHEDCD MBI HO®)
OG0 HEIHHE BHBD D) DO
0-630D5D DOoB®EBEE.

It acts as a "carrier" for the information, allowing it
to be transmitted over long distances.

D emMOROT BE®) ‘DHmmen’ 65 §) OS,
OB wo)® &R 0w ©BB8elssnn SHOO @)
Qes8.
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Characteristics of a carrier signal
NHD® SO QDB

High Frequency

QWG B3oRDBD BB

Has a much higher frequency than the information
signal, enabling efficient long-distance
transmission.

OO e3o)DD BE) 66K 9HEG E50DBIDEBE

at8s gm0, DBEDB® Er 0 ©BeKBBHMEG F®G
D0OE.

Continuous Wave
BBED DR

Transmitted continuously without interruptions.
DNOBS 60D RSO 5B6ieenc 68.

Sinusoidal Shape
Sin e 8
Usually has a sine-wave form.

ede®] B0 ®Re DO®EDO ©@®  eB1md
BB ®.

3. Modulated Signal

Babsenn ®E toed

This is the result of the modulation process, where
the carrier signal's properties (amplitude,
frequency, or phase) are varied according to the
information signal.

6®n @ubesd BHOBeE HBOEXHB, OBE Oww
5002068 ®EMo® (BeSemO®B, t5oRBDEG 6535 DEID)
6mMORGT 30N & 6ONES 68.

The modulated signal combines the carrier and
information signals so that the information can be
transmitted effectively.
& 30D BBS NI €52 6IOROT 500D
FmRED O gd OGBS 6mOROT DB 6@
8363806 DG BTG,



Types of modulations
G OB®

Modulation Typ
et OB®

:

Digital Modulation
oD ubesnes

ASK (Amplitude Shift Keying)

Gnalog Modulatiorh

5560 Yubana /

Continous wave

modulation

FSK (Frequency Shift Keying)

Pulse modulation

PCM (Pulse Code Modulation)

AM (Amplitude Modulation)

PSK (Phase Shift Keying)

PAM

FM (Frequency Modulation)

PPM

PM (Phase Modulation)

Analog modulation
5560 {ubens

1. Amplitude Modulation (AM)
B30 hesmwe

In amplitude modulation, the amplitude of the
carrier signal is varied in proportion to the
amplitude of the information (baseband) signal,
while the frequency and phase of the carrier

remain constant.

BBmOE Butesmneds, Dmm tote)ed DeSmde
6ORNGT 308  BESHMOED  H@IXNeNBD
6D} OB G0, OIDWEE L3RBING 58 D@D
Bood 8.

A low-amplitude message signal is represented
by a low carrier amplitude, while a high-
amplitude message signal is represented by a
high carrier amplitude

Do DOo®ed af) ddemdndeS, af) Belondns
65D SEDE) o &, DI DO®EE 9HES

BBNOEBS, 9mg DBOnE S SR
30O & BOzsHNG 6t6dA.
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Advantages
)5}

Simple and inexpensive because it only varies
the amplitude of the carrier wave while keeping

its frequency constant.

D0 OB 30RBINEG HHBd D) GEBS OB
Be3omos @S 6dne OB DS 6006 0@
@@ Dne® af) wdGS.

Easy to modulate and demodulate because
simple electronic circuits can detect changes in
the signal's amplitude.

o)ed Bdomoded Bcd® D9S8 ©oE

9BEDBNIBD 300 BBS HEIDD B VDS
@besencs e BGBeIDB BO® e3e05.

Requires less bandwidth because only two
sidebands are transmitted around the carrier
frequency.

D o ecestsy  Sidebands  eem
5@ ©5Bedesnn D DS &h) D@ SSEE
5@ 68.

Disadvantages
g8

Easily affected by noise because noise mainly
changes the amplitude of the signal, which
carries the information.

6Ot Glem® X @D 3oEeed BeSmIOEO

DBO 6630BemS 5Weeds PEeE® dJe DKk
0.

Less power-efficient because most of the
transmitted power is used by the carrier, which
does not contain useful information.
©Bedeenn O REexS i) &G Bk
D8 56D eMONOD  Hflo®) GOD
O OB  Be® DS 608 e
VBB DID ).

Has poor sound quality because it is more
susceptible to noise and has a limited audio
frequency range.

665327050 emigdc He® OMDD ) B® 5w
88 ®OB5 oD SOEED B Bt OB
BRE6E RENSODSOG NE @DDBD sOSE.

Applications of AM
AM & ece®
e Radio broadcasting
QOB D®H®G
e Amateur radio
DB ROSDER BI1wdedS
e Early telephone systems
AR eSS cdwd® sEASOE
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2. Frequency modulation (FM)
S0d5D GHesHa

In frequency modulation, the frequency of the
carrier signal is varied in proportion to the
amplitude of the information (baseband) signal,
while the amplitude and phase of the carrier

remain constant.

0D GHesHedE, D1 306 30D
emMONOT  o)ed BSoodnd  ©®ImeNSwd
6D OB GO, e DESHOG 5% WO
Beod 8.

A high-frequency message signal is represented
by carrier waves that are closer together, while
a low-frequency message signal is represented

by carrier waves that are farther apart.

9BE t30RDBID SHNVDE) 50D OBE®WO 58es
Do DOo® OGBS, &) oD BHDD)
0D DBeDDO &S BB 1w DO®
OBse BOzsENG 6m63.
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(iii) ¢

i. Modulating signal

Betess 30D

ii. Carrier waveform

D9 DO0® EIOC

iii. Frequency modulated signal
3015 {abiesd mE 30D

Applications of FM

FM & ecne®

e Radio broadcasting
ROSDEB Dem™E

e Television broadcasting
6zesONBE DeIBHE

e Wireless microphones
Gheeess OB BBgemi®



Advantages
)5}

More resistant to noise because information is
carried by changes in frequency rather than
amplitude.

MO0 Ale®® ¢56S DZomoded 6DH3ED
OB 630 oDHDEE 6DNLEDE BBS DS
DO 66530B0 D) 6ENER Vet 68.

Provides better sound quality because it is less

affected by noise and interference.
ee3e®) 5% ) SOHBOBRS OO REeszdN &t O
RS RENODENDEHES 9HE BREHES @) 6.

Has higher fidelity because it reproduces the
original audio signal more accurately over a
wider range of frequencies.

0@ 0B s Dedetd B wOS eoE)d
DENS BOTOED H¥BSVLEIG @O® VDS OB
EOtOEMOB 9HEs.

Disadvantages
g8

Requires a larger bandwidth because the carrier
frequency varies over a wider range to transmit
the information.
emMOOT &BeHEBENG BE®) WD  EoRBIDEG
0@ BB 60N D VD D@ DEIS
BEED FO®s 68.

Requires more complex circuits because
generating and detecting frequency variations
is more complicated than amplitude variations.
€505 6DDEDB & BO® 55 FO) eI BoBO
B30 60e3BBDED D) t3oBVHFn D DedsS 6®
em) NS 50BN B30 s 68.

3. Phase modulation (P\M)
D Hesna

In phase modulation, the phase of the carrier
signal is varied in proportion to the amplitude
of the information (baseband) signal, while the
carrier's amplitude and frequency remain

constant.

DE GHesDedE, D o D@D 6MOROT
00268 B3MOED BBHINNIBDE 60N DOD
g0, DHwwed BDINon &8 oG B
sO88.
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Applications of PM
PM & ece®

In microwave links and satellite

communications.
BHE DO0® 3BV 52 DSZe)

&35ede®» OE.
In some RFID systems
&®®6 RFID 8080



Advantages
)5}

More resistant to noise than AM because
information is carried by changes in the phase

of the carrier wave rather than its amplitude.
BMORNOT ALe®® (3565 MWD DO®EE @IS

8Bedn 60D OGS QDS AM DD &)
6653270830 et E6B® HTBEIO .

Forms the basis of many digital communication
systems because digital data can be efficiently
represented by changes in the carrier wave's

phase.

D19 DO0o®EE D@GE 6DNSBDH® G HBOJ
e MHEHBOD Hozes8nn D B VDS 6@
een] BBOR 655568e» s5E050 s5e»® 68.

Disadvantages
g8

More complex because it requires precise
control and detection of phase changes in the

carrier signal.

Oow oIed ®E) 6038 om) HOTOED
B)EDG BB 655 HEHD G0 gdns O® DS
6005 DN t30S8HE 68.

More difficult to visualize and understand
because changes in phase are less intuitive and
harder to observe than changes in amplitude or

frequency.

Be3mded 683 5056l 6DDSDBOD
2651580 DEI6D 60H3BB 5mweiens® DO®)
®eBB0 59 HDeSeEc SBOOO epeswescs.

Digital Modulation
oo Fhsnn

1. Amplitude Shift Keying (ASK)
Be3end Bt @GO

The amplitude of the carrier signal is varied to

represent different data bits.
880 e ¥ Helsmes SBO e Omw
5068 Be3mdn 6dmtl emed.

In other words, the height of the carrier wave is

changed to encode the information.

RS DO® OB SDe@I, 6MONAT GLDHEG
B350 eem OmD DOo®er Bedonos edxes
6m6d.

Only the amplitude of the carrier wave changes,

while its frequency and phase remain constant.
D19t DOo®EE B3O 5@ 6DHES O® &b,
DE 30D/ €3 WD Bd sOBE.
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Applications of ASK

ASK & exe®

e RFID systems for data
between tags and readers.
O e B god e eBedeenc eH)
RFID s2080@ ASK u@d ®)0m) 8.

e Remote control systems.
0830 eE® sEABDE.

e Other data transmission
oMW D B3N

transmission

Types of ASK
ASK &®

On-off keying (OOK)
The carrier signal is either present (on) or absent

(off) to represent the data bits.
e DY Benismwn BHO em) O 50D
o 6m) gSn 6 B 68.

Two-level ASK (Binary ASK)
The carrier signal can have two amplitude levels,

representing the data bits 0 and 1.
e ¥ 0 eo®w 1 Bewismws OB Drnw

&0@ED0 Fe3md BTOB e BDG ®ew.




Multi-level ASK

The carrier signal can have multiple amplitude

levels, representing more than two data bits.
e A9 ecwmd O8N Hewismn OB wwm
20@)D0 Ry Belend BTOB SR ®owm.

Advantages
o8

Simple to implement because only the
amplitude of the carrier wave is changed to
represent digital data.

DBOFG covo Bosgo BOO® oem DD
D0o®EE DBSMNOG sBEN 6D0e; WOD dS
Bosen SO0 @m 0@ .

Uses inexpensive hardware because it requires

simple transmitter and receiver circuits.
80 Bedsm 65® HD &dsO SOHND GO®S
D® DS Bee® af) cato® $HDD) DG Bow.

Easy to modulate and demodulate because the
receiver only needs to detect changes in the
carrier amplitude.

D0  gOms  Oxes OHmm Bdonded
O3B wEm OB® P VDS BHesd
DB 9 SHEE.

Disadvantages
a1 )

Highly affected by noise because noise mainly
alters the amplitude of the signal, which carries
the information.

eOROT Gllo® Be3emoOnd NBO 6e381D5emes
ez8) 6 PEeE® 3@ Bk ®Tw.

Has low reliability because noise and
interference can easily cause errors in detecting
the transmitted data.

e 5% ) BOB s wBedesnn O® e
BED) @SB 6cis a8 el gl D) RS
B&OeSEEOG ei)o.
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Has low power efficiency because a significant
portion of the transmitted power is carried by
the carrier signal rather than the information.

86BNt DD RDEEGS TESG G 60

emMONOT 6ORDD MH®w toe)d BBH® lem®
6 VD DR MVODBODID ).

2. Frequency shift keying (FSK)
30250 86t O

The frequency of a carrier signal is changed

according to the digital data signal.
oD D oD gRd WD oD
830D 603 6:6d.

Only the frequency of the carrier wave changes,

while its amplitude and phase remain constant.
D10 DOo®EE oRHIDEGE OIS 6N O
gm0, D8 DBDOG 65 D@D Brod SOSG.

Applications of FSK

FSK & ece®

e Radio frequency identification (RFID)
ROBDER 305 ®E®S® (RFID)

e Remote control / 630 eHeme

e Data transmission / es5o e38e8@@nc

Types of FSK
FSK 8%®

Continuous phase FSK (CPFSK)

The phase of the carrier signal is continuous
between frequency shifts, which can improve
the spectral efficiency of FSK.

FSK & e50@2t OBgmdE mbnmia®@md DriEnen
DEC D 30D BGDB O DI €3o)Ed

D@D FRSIVD 5O,




Minimum shift keying (MSK)

A special case of CPFSK where the frequency shift
is exactly half the bit rate, which provides good
spectral efficiency and noise immunity.

DE) 6M)E oD OVENOT DIVEBODIDGEE €56
6e)) IBGTREE 330 oD BIGD HDHEO®

0 exemens g O» CPFSK & Beswe
DBNOS.
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Advantages
8

More resistant to noise than ASK because
information is carried by changes in frequency
rather than amplitude.

GIMORNOT SLEM®S B3DES E5oRBIDEE 6DNSD® BHSS
RBS ASK B0 98) 6N 6653810550 Dedrsis)
ee.

More reliable because frequency changes are less

likely to be affected by noise and interference.
B0 6ONLEDBORD BO sl e D)
SPOZS DEeEd® &t B0 a4 9twd) of) DS
BEOBBEEOG OEG.

The carrier wave's amplitude remains constant,
which allows for efficient amplification and less
distortion.

D9 DOo®6E DBEMOB Brod sO8® Dds,

o0 Bwas DOBS 6MOD IVEHEDBOD OBAHEG
DG BTD.

Disadvantages
&8s

Requires a larger bandwidth because different

frequencies are used to represent binary data.
2B e Bozesgnn SO em) D) e350RIDES
DD O VDS BN D@IS SCRD FO®S 68.

More complex than ASK because it requires
circuits that can accurately generate and detect
multiple frequencies.
580 DR HOOED HBesedn o  ©®
DEDMB®D B 030 dms O» Reds e®c ASK
DO O 3oSHEN 68.
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3. Phase shift keying (PSK)
2 8dt @Hdcd

The phase of the carrier signal is changed in

response to the digital data signal.
FoBDD D ©oOD MO Owens OHwm
0268 IO 6D 6wwed.

In other words, the starting point of the carrier

wave is changed to encode the information.
6D OD® O B, 6MORNOT GIHDDED
BHO0 O DOo®EE OB QEBBE 6D
6w603.

Only the phase of the carrier wave changes, while

its amplitude and frequency remain constant.
D19 DOo®EE D@D @D 6D D o, 8
BN €589 E30DBIDEB Hd SOBE.

Types of PSK

Binary phase shift keying (BPSK)
The carrier signal is shifted by either 0 or 180

degrees to represent the data bits 0 and 1.
0 & 1 e VY Bewcismwn SO® eH Hwm
€302 gomm 0 663 180 B &bt DOXH) @IeR.

A M ANMNA N
VYARRVIVAAVERRVARV\Y

J 1 0 1 0 0 1 1 0

Quadrature phase shift keying (QPSK)

The carrier signal is shifted by one of four possible
phases (0, 90, 180, or 270 degrees) to represent
two bits of data.

e DY ecom Bewiesnn SO sew) S5tdSG ©il

DE) OO DB (gomm 0, 90, 180, 63 270)
D19D 30D BIOT WOR QTER.

J 1 0 1 0 0 1 1 0

Applications of PSK / PSK & ece®

e Wireless communication systems.
s OB 65555368 s5E0HDE.

e PSK is used for data transmission between
satellites and ground stations.
DB e BB BSN® oo ey Beieenc
ee® PSK 8o 68.

e PSK can be used for digital audio and video
transmission.

PSK oS8 ©ds & cams 5863eenc Hem
O DG BTHC.



Advantages
8

Has excellent noise immunity because information
is carried by changes in the carrier wave's phase,
which is less affected by noise.

eNORGT  lemD BEeR  6tIDEers Fd®

REeEdD gtS O» D@D 6ONED® BHS VD
@60 dBBO 6e5)e) 5BEOINGES &rD.

Has high bandwidth efficiency because multiple
bits can be transmitted per symbol using different
phase states.

580 D@ OBBOGS D DOBS D 506G
®O®) DY BBsED Bedene & HTS DS
DS SSR 9 WIVEDBOD B 8.

Disadvantages
N8

More complex to implement because it requires
accurate generation and detection of phase
changes.

D) 6ONED® BOOED BescdO 3 BHED OO

gOms O DS 606 PEEIEDD Fuew SO
oSBEn 68.

Requires precise synchronization because the
receiver must accurately detect the carrier wave's
phase to recover the transmitted data.
oBedemmn »E D HOD @R “BRD »H®
@B DB NH® DOo®EE DEID 9w BOOED
DD (R DS B0 ORVHDONEGEES
F5O®S 68.

Pulse Code Modulation (PCM)
Sosicy oo BBuDG

Pulse Code Modulation encoding is a technique

used to convert analog signals into digital signals.
BoSem o BHHE®G BE BB® o) FoDD
o) DO HOVHHE BHO EeH) MDD WO
DIDBENGE.

It involves three main steps.
DB gihy BudO X &res 68.

e Sampling
e Quantizing
e Encoding

Sampling

Sampling is the process of measuring the
amplitude (or strength) of an analog signal at
regular intervals.

Sampling ©a &80 odm BBondc (6®3
BBER) BB DIE NGBS DG BrSed® FDBHRE.

ictfromabc.com

62

These measurements capture snapshots of the
continuous analog signal.

e®® BR® XS 5H® tow)ed snapshots
@ ®.

V/I
A

Analog signal

Samples

Nyquist Theorem

Nyquist 66} ox¢

According to the Nyquist theorem, the sampling
rate (number of samples taken per second) must
be at least twice the highest frequency of the
analog signal to accurately represent it without
losing any information.

Nyquist 6@ 2E0 gxd, 58 6o F&d®
68 30D HOTOED BOzesgnc SO® e3e®) B
QR ®tBE® gmeNDG (DBSOBO ®SH @ eNBeSE
®®) gOB Owens  BB® ored 9HEd
E30DBDE 6O GERIGED DG {HIE.

This minimum sampling rate is called the Nyquist
rate.

6®® DO B gxemcs Nyquist gxesIns e@es
®oE6eD.

If the sampling rate is too low, it causes aliasing,
where higher-frequency components of the signal

are misinterpreted as lower frequencies.

B8 gxenon 93 gf) 98, D6 SObOOEEO
6 60, DSE orrIed @WE 5oRBID 500D &f)
€05 6@ DO 6@ FHODONG 6W6J.

If the sampling rate is sufficiently high, the analog
signal can be accurately represented in digital

form without distortion.

BT gReNDE MO OB 9weg 5B, SO
80D Bwad DB 60D GBS IO
BOOED Bdzesgns wE wTo.

Example

In audio recording, standard digital audio is
sampled at 44.1 kHz, meaning 44,100 samples are
taken every second, which is more than twice the
highest frequency humans can hear (about 20
kHz).

@05 500D BOEBE, 5BOD oo GOS 44.1 kHz
B8 8BucE owed, DB ©65E0 HESOE®O® 8sE
44,1008 oy e, Do BBEBO e HSO
o6 (20 kHz e5®#n) 6®s ec®m®nmOs &)
Becs.



Quantizing
Quantizing is the process of converting the
sampled analog values into a finite set of levels.

Quantizing 65 88 IOD 59860 aers B8
®008 O0EG® QDD s e  BdHe®
SHdOB:E.

This step maps the infinite range of amplitudes of
the analog signal to a limited number of discrete

values.
6®® Brd0 KBS 5O to)ed BB M
88 DD gmes ®#mnmO BBGE®D DOE.

The more levels available, the more accurately the

signal can be represented.
508 008 ) D OO €500 DEND
08D BGzes8n wE HTEG.

Example
If we have 8 bits for each sample, we can have 28

= 256 possible levels to represent the amplitude.
gD I O BoeEs wexm ) 8 5 =0,
Belemnos Bdzesgns SBHOO ol @008 2° - 2566
B .

With 16 bits, we have 2'® = 65,536 levels, which
leads to a more accurate representation of the
signal.

®Q 16 BB, egesd 2'° = 65,536 B®DOB ez, D 350G
DENS BOTOED Hdzessns HO®O O® ee3.

Since quantization involves rounding the
continuous analog values to the nearest available
level, some information is lost, introducing a small
error called quantization error.

Quantization 0O ¢RI S5O mES SO &8
®00BD OOB® G O® DS, 65@HO 6mMORNOT
oS & o» gmd, quantization error »®
ecienn HESe) 6ef.

Quantized levels

—-RWAGON®
T

-: 4-bits for each sample
-1 Therefore, 16 possible levels

Encoding
Encoding is the process of converting each
quantized sample into a binary number.

Encoding oy O O g@9nsdnm @t 086
€500 VOO HOVDWE BHE® HEIOBHEB.

Each level from the quantization process is
represented by a binary code, which is then
transmitted or stored.

Quantization §wOBed w©z® 00BS® cBBG
IBOEBS Hozosn O® gm0 D6 ©Bsieenn 6m)
®REN WOX) QTeR.

Example
After quantizing an audio signal, if the value is 160
(out of 256 possible levels), its binary

representation in an 8-bit system would be
10100000. This binary value is then transmitted as
part of the digital signal.

®O5 o quantize SBe® ogy, g®e 160
(D00® 256%0) B, VY 88 ecBrm D8 EODdG

Bdzesgncs 10100000 68. 6®® £8®6 gme B0
230()e0 6NOHD 6 Be3®ENG 68.

AM vs. FM vs. PM

Property AM FM PM
Modulated Aspect Amplitude Frequency Phase

BPesDE OB Fo®B Bedemdes €503 DO
Bandwidth Narrow Wide Medium

DS BSE &9 503 ®R5e3O

Noise Resistance Low High High

66338 e586030® af) 9BG DG

Signal Quality Affected Stable Stable
506 RENDOWMNEED REsEO0 @S [exae) [exae)
Applications AM Radio, TV FM Radio, TV Satellite, Radio
oRIlel AM 6386053, CeesnBS FM 638603, Geesn®® | OSEm, 688ec]
Efficiency Low Medium Medium
DIVEDSODD &f) ClAle) [ClAle)
Complexity Low Medium Medium
503D &f) B3O ClAlwe)
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ASK vs. FSK vs. PSK

Property ASK FSK PSK
Modulated Aspect | Amplitude Frequency Phase

Hesns O gomn | BeSomnde E30RBIDE DO
Bandwidth Narrow Wide Medium
D@ BEER 9 0Q ClA]e)

Noise Resistance Low High Moderate
66558 BBOIRG &h) G BR530

Signal Stability Less Stable More Stable More Stable
&50) e3NBMD SNBO f)E3 &) 3 NBB D) 3NBB
Applications IR, Remote Controls Modems, Radio Satellite, Wi-Fi
DS eIV BOg, 080 Hrw | 6@AB, RYOBDEBG | DSz wrSeens, Wi-Fi
Efficiency Low Medium High
DIDEESONO &h) ®R5e30 QWS
Complexity Low Medium Medium
E50DENBOE &f) @30 Sl e)

The importance of modulation
BVeignecs DrcmBDe

1. Multiplexing

DRDONGB
Allows multiple signals to be transmitted
simultaneously by assigning different frequency
bands to each signal, making efficient use of the
available spectrum.
D D oD EH) DR 50D SOINGBS
605 DOB® OGBS o) BBSEE OwDO
oBedeenc BORD o) ©EHB. OGS SOS®
503D OB IVEDBOD D) DS BD.

2. Efficient Signal Transmission

VeS8 tore) edeinn
Enables low-frequency signals to be
transmitted over long distances by converting
them into high-frequency carrier signals.
&) 30D E30ER), QBEG 5o MWW €30
OO esBOVmDEG BOHO BB T g0 Deewed SN®
6D MHOEDB®D Bedesnn SHBO B® eed.

3. Maximizing Bandwidth Usage
OB B8R cBHRD B BHO

Improves bandwidth utilization by allowing
multiple communication channels to share the
same transmission medium using techniques
such as Frequency Division Multiplexing (FDM).
20D Teesen RDResWOLNEG DTS DRDBLES
®O®) Dd® 5B @BG 6RE) @ISO
ouSedem B BBSHEDO 9f) 5ELBS w@EES
BEE DD geris®ned ®SE.
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4. Reducing Interference and Noise

) BOB 39 eeiedS gOH® HO®
Shifts signals to frequency ranges that are less
affected by interference and electrical noise,
improving transmission reliability.
BG D) BOB e5en Dess 66s3eNODR6®S &f)
REesz® s e5oDBD SASES OB 3OS
BedMesmn SHO OB tsBeieened
BBOEBEDOE 9B HodEB.

5. Improved Signal Quality
O8ERH DG o) RENDODH®IDG

Improves signal quality by matching the signal
to the transmission medium, with techniques
like FM providing better noise resistance than

AM.
u8e8em BMBBO ®TEees® OE 50D 5wl
B0 OGBS o) RINDODINOE B HoDEB.

EO®OHGD 6@, FM oSegns @&s AM @0
D) e, 66558 BIBEOINGE @) 6&d.



Routing methods in networking
HemOmed i8S @brnrd BBe® e

1. Circuit Switching

Circuit switching is a communication method
where a dedicated communication path or
circuit is established between two devices
before data transmission begins.

Circuit switching oy ¢ ©Bedsgnn OB®
00 650 EtNo® e god T8 O
£35e0em OVDGEE 683 50O BMNBD wOD
38edem HOGS.

This path remains reserved for the entire

duration of the communication session.
c®® MHE ©xSHedewm el O G
BEMN® 608 WO .

There's no need to reassemble the data since

the dedicated circuit maintains the sequence.
6088 30806 e GRBEeDE SO 6™ (B3
B 2Dy Ol SBOe® GO GIDGE
GMOTD.

After the communication is complete, this

dedicated path is released.
o8edemen b 8 oy, 600 6D WOBE
OB Go) wdE @red.

Advantages

Since the path is dedicated, there's no delay

caused by routing or congestion.
BB 605D & DS, VeHD BOO® %3
DERE®D 6BNGOS SBICHE 6MBTD.

Guaranteed bandwidth ensures constant

performance throughout the communication.
B DG DB SER BBEDe®B g Boum
OB DD 385 O,

Disadvantages

The dedicated path is reserved even if no data
is being transmitted, leading to wasted

resources.
e ©Beiegnn 6mEmed® gdeEMNEE &)
OV®B 605 WO g8 VDS &8ss eeses .

Maintaining dedicated circuits can be

expensive, especially for large networks.
Bex®6:s dHIE &HE BED) 608 30O DD
850 Br g B ®ow.
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Public Switched Telephone Networks (PSTN)

A worldwide public telephone network (also
called the traditional/landline telephone
network) that enables voice communication

over long distances.

8® g0 5 ®E) ©5535eDe®G BEG WOH @R,
6@1®D Ho OBeE eeng oD HHEEEB (6®G
0B /NG gO®mI® HEREB  6EEE
®oER6d).

How It Works / ®x ) @dé® epanda

1. Caller dials a number
FORB®OT ot EPEIWEB OB

2. Exchange identifies destination
BDBEENDG BESE HRMBDG HED) ®S

3. Connection established
&BRDBDMIOG 6ENRD®EB

4. Users communicate
BB RBeDemn DOH
5. Connection terminated after the call.

ac@R® e § o5ty PRSVMOE TBBD
6®

Analog Voice Transmission

PSTN was originally designed to carry analog
voice signals. When you speak into a phone,
your voice creates analog sound waves, which
are converted into electrical signals and
transmitted over telephone lines.

PSTN @Bs &Sb@gns o0 agusies &586® ®E)
B0 le®® MPOGE. AR comODEMO DN
DO 80, Del wE 53560 B DOo® SVH@IENE
OB, T BB o) DO &sBOV®HE O
comO® B® ®O®) B6H5BENn 68.

Circuit Switching

PSTN uses circuit switching technology. When
you make a call, a dedicated communication
path (or circuit) is established between the
caller and the receiver for the duration of the
call.

PSTN circuit switching exaegns 8 DOE.
D PO @ O, grdRe® EB®D &b
FODD) 5 @WVWE) GO OB RS H
OV®EE (693 5BesOEeE) B&OD) .

Modems for Digital Data

When computers use the PSTN to connect to
the internet (Ex. Dial-Up / ISDN), a modem is
required. Modems are used for modulation and
demodaulation.

FBOBHEGBO RS BBD osdménm PSTN

00 woéw BO (¢e. Dial-Up / ISDN ),
6@®NBGES gO®S 68, HOODOME  &®
8B ®OENEG BE®) 6@HE0E HDD) DOX QIGR.



Main Components of PSTN
PSTN 8 g5th» 63000®

Technologies that use PSTN
PSTN £8m) @0 onsSesncs

¢ Telephone (sends/receives voice)
£0ODEG (9@ t30@e) DB 529 @D ®THO &g,
DOE)

e Communication Channel

cables, wireless links)

ouseden MPD (@bt HBD @®E,
eRR 653 it OBD BRTE BB @D
68.)

¢ Telephone Exchange (switching center).

cO0mO® ANSBNHEG (@B HDOE EmIDO
6038 O BT BVHe® BDBENHEHEA)

Internet access technologies using PSTN

PSTN 208 @0 g8obeHE 56d® DdBEnns
e Dial-up Internet
o DSL (ADSL, VDSL, SDSL, etc.)
¢ ISDN (Integrated Services Digital Network)

(twisted pair,

Telephone services using PSTN
PSTN 98 0% 0o 66308

e Traditional landline telephone service
0838083 B8NDG gO®I® L3END

e Emergency telephone services

Services Provided by PSTN ®EB 26O 630

PSTN 8B se0n @d® 6683000
Other PSTN-based communication

Voice calls Call forwarding

e ROC) e ®Om® 9ENGO DO technologies / PSTN & 28 § 6%
) &BBEDEH DIDBHIBES

Caller ID Conference calling

e Fax (Group 3 Fax)
¢ Old POS terminals
e5c08) POS esthese

e Elevator emergency phones
BB etsienm wEB gowd®

FODBD) HEOTBHO DS FrOR®

Advantages and disadvantages of PSTN
PSTN & 8 e® gon8

Advantages 98

Wide coverage
0@ e OHGE

Disadvantages g8
Slower than modern
systems

Technologies that do NOT use PSTN
PSTN 0)85) eemmde edeences

SISO} 28 sE08DRD D)

eOwens &f) 58 e Cable Internet using coaxial cable
Reliable Higher Costs « Fiber Internet, such as FTTH/FTTP
Bl NN N6 8 BB By H® « Fixed wireless Internet
Easy to use Limited multimedia

e Mobile Internet, such as 3G, 4G, and 5G
e Satellite Internet (Starlink)
o \Wi-Fi

D smwey O support

B0 Q@RS 3eNE
Being gradually
replaced

OGS IDDEHBS
9D 60BN &stOS®

Well-established

infrastructure
6NES SNB® §
0@ 5Hed

Time Division Multiplexing (TDM)
R Bud® Dnsdmdsns

PSTN carries multiple calls over the same line

PSTN vs. VoIP simultaneously by dividing bandwidth into

Feature PSTN VolP time slots

o . PSTN @@} @15 5@ R 60065 R0 6E®
Switching | Circuit Packet OGS Dd OBHE BB DO GOnd
Network Telephone IP BBo0s Kews 6B,
Bandwidth | Dedicated | Shared Note: .

Many countries (UK, USA, Japan, etc) are

Cost Higher Lower actively decommissioning PSTN and migrating

] ] entirely to IP-based networks.
Voice Consistent | Depends on 6@6em3 GOOE (DT NBMBE, FObm DS
Quality network IWSED, e5eNWGB, NER) ©§wd PSTN #)dmecss
Scalability Lower Higher 90 WOBS 838 HEnS® IP @ scnd® § He

(IP-based networks)
08,

6D om®sn DTS

_ 66
ictfromabc.com



2. Packet Switching

Packet switching is a communication method
where data is broken down into smaller chunks
called packets, and each packet is sent
independently over the network.

Packet switching oy o &l e
®IEReO® B S OO eRe) &S
o585y OGS, DBE 520 ecwdODS® eHEG
®0®) BSNDDD D% @TeR.

Unlike circuit switching, this has no dedicated
path; each packet can take a different route to
reach the destination.

Circuit switching, e®% 08, 6800 63§
OV®EE 6eBD; O O 5twdD ®AMBDEBO
e BOD 6dDmt3 VMBS @D BTEE.

Packets
Data is broken into small packets, and each
packet has the sender’s and receiver's address

as well as sequencing information.

e @) orwd OO wid o8 oo, €E®
oe00DD® GOBDGE 5 RV BB®E
6@ B 6MORNOTE L.

Dynamic Routing
Each packet can take different routes to reach
the destination, based on network conditions,

congestion, and availability.

eHE DG, DEREH 65 5O5® VD B s5eH®d
B O e5eeO0D®O ®RIMBDEO G BB DDA
B® @D BTD.

Reassembly
At the receiver’'s end, packets are reassembled
in the correct order using sequencing
information.

@D FBDEAEE, FNB 6MORNOT WIDDEHRS
&0 BDOE gnBEedldS »d® wel O
@R3.

Protocols

Packet switching relies on communication
protocols such as IP (Internet Protocol) for
addressing and routing packets, TCP for reliable
delivery, and UDP for faster, real-time

transmission.
&0 BEem) BB @NEBO 5 FD) BOTOE O®

®edetd wed®O IP 8 w555eden eepediemi@
e, BEEeItn 6@ e 6Re) ®Wid® EH)

TCP ®ne, ©®» O 68mds, ®»O5 B®
eBeeenc eem) UDP ®@xe sen® 8.

ictfromabc.com
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Note:
How the Internet Uses Packet Switching

gSobehee Packet Switching o08on @d®
OB

When you load a webpage or send a message,
your data is broken into small chunks called
packets. Each packet contains

R OB 80D load @O BO 66 e&HBRGEE
©O® 80, @R edm e5td 6@ HTESGOD wE)

6083 DRD whH EIeR. t32® 5twdDm® &lo®)
RSk

e A piece of the data / 55208 em0es
e The sender's IP address
OB IP 38Bmcn
e The destination IP address
QRSes IP 88®c
e A sequence numbers / @D oo

Packets travel independently across the internet
different packets from the same file may take
entirely different routes through different
routers, depending on congestion and
availability.

520 FEVLNEEB O BSNDHD ®BS WOEB.
DEREG 59 SOED HHED B 55D, DO

6mNHRDD 880 &ecwd, DDV 6OO (routers) ®G®)
Bbgnerns® O3 Ve Bt X DG
TS,

At the destination, the protocol (usually TCP)
uses the sequence numbers to reassemble the
packets in the correct order, requesting
retransmission of any that were lost.

@R® SBOneds, epediemian (ENIWBEHES

TCP) @@ ol StoE gxB8ed@d »dm
Dot S8 tem gRNdm gowm ®HD) OB
g0, FDOOBE B § Dwz® D D
DD» 6t 98@ BIB.

This design makes the internet highly resilient if
one router or link fails, packets simply find
another path. It also allows the internet to serve
millions of users simultaneously without
dedicating a fixed circuit to each one.

6®® 500 FBVEHEB VG OBEIMNDEEDSS
(resilient) @S @O8B. DB DS GQOOGE 6%3

REGD De Dr)®emIS, e5td 6DWsy AM®EE
6t ®8. Ded®S® D D SOBEDE) EEH)
BMOO esdesdwes (fixed circuit) 605 SHOHSS
60D BR®E® 305D SOB@®BSO DG 6e3)
&50e5BBO & 600 LeNEGO 9i) eEesd.



Advantages of Packet Switching
Packet Switching 8 &8

1.

Efficient use of bandwidth
DRI BEE MVEBOD HD BHO

Disadvantages of Packet Switching
Packet Switching 8 g&n8

1.

Variable delay (latency)
D3 D® 5B G

2. Multiple users can share the same network 2. Packets may arrive out of order
sHBEDES SBsecemHD DO  HEG 520 B8edHEHs 60D @) 8k i B®
eROB ©D BS OO 3. Packet loss can occur during congestion

3. No dedicated connection required EHEG G DEREHD sOS® BO el %
6% DO® O HODBDMOD FO®S 6E® 5 ) o> 5O

4. Supports data, voice, video, and 4. litter can affect real-time applications
multimedia 806 o350 Ben 688 6ne@OD @)
e, ®E), B8] 56 OIS BEm) 5 e 8o o 8@

SemRLC) 5. Requires packet reassembly at the

5. Can reroute packets if a path fails destination
@0 AMVBED GO OO &5twd 6DDD GOMBDHEEE ol ®Hd®» o 80
BRSNS ed6 B OO 8B8eDemO 3@ &Be 5@

6. Cost-effective for large networks 6. More complex than circuit switching
BEIE HE BEH) BBBs D@ &® HB0 3585 OO O&) t3oSHen D@

7. Scalable and easy to expand 7. Quality of service is not always guaranteed

598605 503 e ®iS OO

6368 HINSO®ENOG t5c@BO® BB
DE 6B O®

Packet Switching vs Circuit Switching

DD 66D)

Feature / @S&gncs Packet Switching Circuit Switching

Bandwidth Shared among users dynamically | Dedicated per connection

DO BCE OBEDOS g0 OO ®6d D RSOGO DS DO
es80#E 68 faido)

Efficiency High (idle bandwidth is reused) Lower (bandwidth reserved even

VeSO 9mEd (505® DB BEE WD when idle)

a8 (9D2ed 6@ 8O et
DB BEE 605 DO D ®)

Delay (latency)
&®ean

Variable (packets may queue at

routers)
5Des 68 (sscd QOO D 6533
®TEGB BTD)

Predictable and consistent
23603ODB DG WS 38 BSANDO
ed

Connection setup
£8x800x 88O5e

None (data is sent immediately)
#O®s 6068 (ED DO O
Qo)

Required before any data can
flow

Doz® o @@ IO 6650
FO®S 68

Data delivery
e eRe) widd

Packets may arrive out of order;
reassembled at destination

2500 FNBBEO[S 60D 5B
®oD; @D SNHEEE HOD®
DEE 66t

Arrives in-order over a fixed path
06 Ve BedetS BTG
#nB8eORD 3BT

Fault tolerance
eel® e @tHe® ®SmP®

High (packets re-route around

failures)
omEB (6c)e D®®dBS e5cwmd
6O MV® DSl ®BS OB)

Low (circuit breaks if the path
fails)

a88 @Voc de DrgHe®Nsd
%esd6 gr®O)

Used by / endoo

The Internet (TCP/IP)
SFDBEN@G

PSTN

ictfromabc.com
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Data transmission modes

ed 83elsemn B

Data transmission modes refer to the ways in
which data is transmitted between two devices

in a communication system.

e B@stuen DD 6H oBBedcw OB
CeNo® 6o gmd e deduenc O®
eIMOCGE.

There are three data transmission modes.
ARB® e ©BsBEn PO BW L.

1. Simplex / & 3O
2. Half-Duplex / b8 &8esd
3. Full-Duplex / e3t#n €80

1. Simplex transmission
Fo 60 63Begesnc

In simplex mode, data transmission occurs in

only one direction.
T 0 sBedesmeds, cio tBedssmn &e
D5es O E@ODO SOL.

One device sends the data, and the other

receives it.
B EeNoBEE DD DD god gemm DG @)
®8.

Examples:

EDO#N:
e Radio Broadcasting
QOO eB®eisencs
e Television Broadcasting
GzesNSS esBeeie®nc
e Keyboard to Computer
606Dt 8O SO®EDE D)

2. Half-duplex transmission
gbd €8 80 begesn

In half-duplex mode, data transmission can
happen in both directions, but not at the same

time.

agbd &8 80 ©Bege#edE, cdm Beie®nc:
6cee0® 8 B ®iBn. S Dwd® D
568,

Examples:

ESDOSN:
e  Walkie-Talkies

e Internet Browsing (Dial-up connections)

ictfromabc.com

Hubs
Hubs function in half-duplex mode. This means
that data can only travel in one direction at a

time across the network

CO®OHMBD 6@, D DD HIDSD O
CB0BED o OSES »HY, genn HBog®
Co® DOBeE e GddD 650 &Be3Benc
©8tgn D e GLE 806 rmE.

If one device connected to a hub is sending
data, all other devices must wait until the
transmission is complete before they can send

their own data.

D GBR) EDesO WBBHS B WOB. 6®BS cewed
WOBBS EBD HEREG HOD) HOS DG BB DD
E@Om0 @8 ROEB.

Fax machines
When two fax machines communicate, one
machine sends data (the scanned document)

while the other receives it.

0zl (3 6ewmED BESedemn o B0, DD
GEHED e (B D0 @ 6BR®G) GO
g0 Fenm DG @) ®.

After the sender has transmitted the document,
the receiving fax machine might send back a
confirmation signal (like a receipt

acknowledgment).

DS 6EDWG 5BGH3BENCG WE 0563, @WHD MTeded
BB BT BB e5ot)DE epesey DBG B
(680 BBmeSew O8).

Both fax machines don’t transmit data at the

same time.
eSS 3By ecw® D® gHESNeDE v
86580 DOSES DTw.

3. Full-Duplex transmission
508 €80 sBedsenc

Full-duplex mode allows data to be transmitted

in both directions simultaneously.
e 850 esBedesne GBS B 6cLtmO®
DD esBe5BENG BOOO @) e5@est.

Examples:
EOB0SM:
e Telephone Calls

e Internet Browsing (ADSL connections)
e Network Switches



Casting methods

1. Unicasting

Unicasting is a one-to-one communication
method where data is sent from a single source
to a single destination in the network.
Unicasting o5 &Hes o 9 8oansSs O
®BOMBDEO e 6d® one-to-one
05560cn POGS.

Examples
e Phone calls
[SeineloNazdNC)]
o Text messages
60 e#HD8)
e Whatsapp personal messages

Whatsapp 8co@m 5458

2. Multicasting
In multicasting, data is sent to a specific group
of recipients within the network.

Multicasting ®@8, ¢&Hro ®E cd®, 6IN®S
CRBS HIENGEODO DX Q6.

Only the devices that are part of this multicast
group will receive the data.

6®® multicasting e@®ed 6O DD Ee)o®
RO OIS B> QLedH) L.

Examples:

ESDOSN:

e Groups calls
DHENES Fr®®

e Group chats
DEVENES DONRES

3. Broadcasting
In broadcasting, data is sent from a single
source to all devices on the network.

Broadcasting 88, c5o 9 Q@@cm 80 Heed
BrEd® ceNo® 60D DY @ted.

Every device on the network receives the data,

regardless of whether they need it or not.
eHEed ©z® EeNo®mHEDO® gimse HEC BR®
GO EBD QIER.

ictfromabc.com

Examples:
EOBOEM:

o ARP Requests

In alocal area network (LAN), when a device
wants to know the MAC address associated
with an IP address, it sends an ARP (Address
Resolution Protocol) request.

BNBn  HEED®  (LAN), E50e6m0  IP
BB®E ® o8R0 MAC B8®»¢ &t®
@S0 gdms &) B0, Do (ARP B8» Decwm
Bu@HOBZo) 98RO =dOE.

This request is broadcasted to all devices on
the network, and only the device with the

matching IP address responds.
c®® odR® &HEed BHE® cHo® OB
D& OB gm0, ®rE65® IP ZBDG 68D
CeN0®EB B5BHNS N0 OB,

e TV or Radio Broadcasts

modems
Summary

Transmission | Examples
Mode
Unicasting

Web Browsing, File Transfer
(FTP), Video Calls, Direct
Messaging

6O R BL®, emHe)
0O@G® (FTP), B8ew)
@O, esagy e3EdR) OO
Online Multiplayer Gaming
NVeeD VY Fdo Hth

Multicasting

Broadcasting | DHCP protocol
DHCP 8c@d@n




Serial Transmission / gap®» ©8edssn

01001110
—_—

Data is transmitted one bit at a time through a

single communication line.
28 8868 BMB®EE ®o®) DO 0 d»
RoBS ey el 68.

Requires fewer wires and simpler hardware

connections.
&) O &% 850E catho® BBRDSD) gd®S 68.

Suitable for long-distance communication.
8@ g0 BE8eDemn BEm) e 68.

Less signal interference and timing issues

compared to parallel transmission.
B@SDO e5Be5BENG0 e)65:580 ) e5ote) DI
OO e MHE ®OD.

Usually slower than parallel transmission for

short distances.
60 g0 BE® ENBIBDBBHRS BBBDO
68e5e&Ed D) BFemd 68.

Used to transmit large data sets.
BeE e D00E @edeenc SO 5em) 9D
OB,

Examples:
EDO#N:

Networking

USB — Universal Serial Bus (88 exehinm ®e3)
SATA—Serial Advanced Technology
Attachment

ictfromabc.com
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Parallel Transmission / e8@3o6 ©8egesnn

Data is transmitted multiple bits simultaneously

through multiple lines.
e Ry 63 ®Om Dwdd B BBesED
86BN 68.

Each bit of a byte is sent through a separate

wire at the same time.
RBO dDw 28 DO Dd® DG 6ODH® BBOGESS
WO®) (BOE) QTeR.

Provides faster data transfer short

distances.
60 g ®O®) 65HOT crit BOBIOTDD e3eGE.

over

Requires
hardware.
O® DY 59 DENS e30BVEN cato® Fd®S 68.

more wires and more complex

Can suffer from signal interference and
synchronization problems (skew) over long
distances.

8® g0 ®O® o) N [BOB ©5® ©OFPHHD
B8 ®OO &g B ®owm.

Used in internal computer communication such

as memory buses and old printer ports.
O RS ©® 5TON Gesn BB NG TS
5O SOOI DD B 68.

Used to transmit small sets of data.
D) ev O0E BeEssNG SHOD HT OB,

Examples:
EBROSM:

Pararell port (&@820®® 6ed5s)
IDE — Integrated Drive Electronics
System Bus*



Network Models
eHE s

1. Client-Server Model

et3O@B-6t3neIw IS

A network architecture in which clients request
services or resources, and servers provide those
services or resources over a network.

HEGBD ®O® L3S BB 63D 6®3
&858 93@) 8B0® g0, 6t3eIEmEe S8 d®
63N 6®) ©Bns ©enE ERD® &HR ®a®
SB@gn BSBHS.

Server

e300

The server is a powerful computer or a central
device that provides services, resources, or data
to the clients.

ee3NeInmen (B 6e3DIRBS0 638, B 6m3
e 50® PEDS DE®HMDEE 60] BRSO
BIBSEINDEE.

Client

i NN 6]

The clients are usually individual computers or
devices that request these resources.

eSSBS E I@BBenS 6O® s 9B
80 o8 sdenD 68 ceo® 68.

How the Client-Server Model Works
et3EB-etienn MmuwiBn Gsiem O»
O

The user opens a website or requests a file, and

the client sends a request to the server.
sDBemE) 60 gidnm DD oO®» BO e®3
emRD® 98@ 8I» B, eLfhe®c) B3
ee3NeInmet 60D 93P N EREB.

The request travels through switches and

routers to the destination server.
c®® 9BRB® 3D e GHOO O ®BS WO SIS
ee3NeIEmE) 60D QM) 6.

The server receives and identifies the client's

request.
eE3NEEmEB BB 6366 938 @RI6®®
DB HED) O,

The server processes the request by retrieving
data, running an application, or performing the
required task.

ee3NEIHEmEG e @R WSO, 6ked BEHIDOD
500 663 6D gdms @GRS B SO OGS
DO 9BR® ey ERDEB.
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The server sends the requested data or results

back to the client.
etie)nmes 988 9@ 80 e 6®3 589
20D 3B 6D (DX ERE.

The client receives the response and displays
the webpage, file, image, or other requested
content.

6E3@B0 DO HENGEB @IERD gm0, D BB

6OR BOD, emnd, BExO® 66 6053 9d@) 83
FBOD®DE EBBHG DOH @RDE.

SERVER
CLIENT
Request
/ .‘I“.I‘-:' '.l“l‘.k{. \<
ey
Response

Charactristics
EIvIETo]

Centralized resource management
B5®D 5855 DEODIDOLID

Clients request services; servers provide
services
i@ efndxs ol 8J» gm0,

eE3NSIEHS DO 3OS 3585638

Supports multiple clients simultaneously
DG 3N Gleswd e e

Scalable by upgrading or adding servers

ednoEmes coeas SB® (upgrade) 6®3
@S5S Dy BHO BGS D3O OF WG VLD

Provides centralized and
administration

BB OIS €59 DM 858538

security

Data is stored on the server
e ®REN ®OH) ERSES 6t3NEIEmE EH

Easy to maintain and update
2D BOO 5 DD P[w BOO e

Reliable and efficient for large networks
B®I@ eHE BEH) DBOIEIED 58 IBES® 68

Examples
Websites, email services, and file-sharing
systems like Google Drive, Banks

60 &8)d, Be®F 6t3e), 5% Google Drive 88
6mA) HO®OT SEOS, Doow.



2. Peer-to-Peer (P2P) Model
©8-650 PwaBe

The Peer-to-Peer (P2P) Model is a network
architecture in which all computers (peers) have
equal status and can both request and provide
resources directly to each other without relying

on a central server.

0-650 P (B8 BRB®D GESDISIHBIDEHRE
O 6E) 6BOBTS, eHEEAS s Bre®
D@D @D DBDOEE OB 5% 85O
DBEmmE®S &8ss 98@ 8O0 @@
&505B®0e, Wl eHE ®aw SHENE BASHS.

In a P2P network, every computer can act as
both a client and a server.
P2P ehens o, 65e® sD®&mmEmO®

GESN@BEHR €56 GESDIEIHEWOCEED (3%
BEBEIMOBHESO §) DG BTw.

A peer is a computer or device connected to the
network that can both request and share
resources with other peers.

Peer ¢ eH@00O 6BRBD DO &8, 6HmD
EeN0® B® 583 5)D@OT WO ®TBHAO
&% J) 9d@) BI00 ®e& SOD®HDEHED 63
E30®EE.

How the Peer-to-Peer Model Works
60-630 Pwaln oSO D» PG

A peer requests a file, data, or service from

another peer on the network.

D Ee00mE BDES eHEEE &ed 60D
EN0BBEES 6mHROD, e 615 63D
9l 838.

The request is sent directly to the peer that has
the requested resource.

6®® 9RBR® geIE 8D 5T CeoBEB GOD
£33e908 ©OR ERE.

The requested peer checks whether it has the

requested file or service.
03R® @Y ceNomn DS @) &pd D®
6mND 6% 665610 Bt deie) WOE.

If the resource is available, the peer sends it

directly to the requesting peer.
DO 8 Sed 5B, D 9CB® &e »e
GeN0®EB 60D 33400 OX E@RE.

73
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The requesting peer receives the data and can
also share it with other peers if required.
9BR® Bg BE CNo®EO DB D @TeR®
gm0, gO®s HB DG FeHWD CN0® BO®E
6Re) @O0 WD 3.

Peer

Characteristics
Qs

Acts as both a client and a server.
GEEN@BEE 6O GESNEIHEWEEHID GRESE,
S 26E.

Shares its own files, storage, or processing
power.

D) 52 6@IE), HRE) OO 693 ecwes®
REG 6 W) ®8.

Communicates directly with other peers.

FEDD peers ed® €3atidd e5Bedem
DO,

Has equal authority with other peers.

GEDWD peers ® 68 Pere/ gidmIdee
e508.

Can join or leave the network at any time.
BDz® DeSNOD eHEBO BBRSE BBD e®3
eNEGES 9D HBD WSO &Tw.

Examples
File-sharing systems like BitTorrent, blockchain
networks, and some messaging apps.

BitTorrent, blockchain ehg, &® ©@506 s&388)
66E® 8 emy WO SERS.



Advantages and disadvantages
8 ®) gond

Client-Server Model

Peer-to-Peer (P2P) Model

Advantages

Centralized management of resources and
security.

&858 658 OB B8RE ONI®D DSODIDOLICE.

Decentralized, no central authority needed.
BOB®H®G, BRSO GFRMOEE FO®S DT,

Handles large requests with proper infrastructure.
88 0o s5ed 658D e 9GB® ®egdtdE.

Effective for small networks.
DEN HE BEH DB 6.

Easier to enforce security policies.
POBBD BOBE FEDOD BOH® S5HEIEH.

No server failure risk.
63N ees®s He® DeID®E 6®D.

Scales well with powerful servers.
REOS 6t3EmEE BO® 6MIER O@IBNG 6DOE.

Easily scalable with new peers.
20 O® 506608 VNG BE HTBG

Centralized backup and recovery.
Bs®D 5830 51 BENRDES.

Data distributed across peers.
Peers o6 e e@e) o5 &eD.

Disadvantages

Server failure affects the whole network.
6t3e)Emed eNHODSOG O HERGO® D@ed.

Network performance degrades if many peers fail.

Peers B®escts epes®s D@ eHE @IVEG e0BEG
808 ».

Expensive to set up and maintain.
&5cBR0 5 B BSHOO B SWE.

Lower cost, no server required.
&f) BT, 6e3eIGmKE FOmS 65168,

Server bottlenecks if overloaded.
Q> 60 98RO arH® etideInm OB Bk
DD,

Varies based on peer resources.
0 5868 @D 5eHBD 6Ol 6d.

Requires skilled management.
%) DEOMWOIEE FODBCE.

Hard to manage security across peers.

Peers o6 e05ie1d mE®mmosnc SHAO
EPESEEYCH.

Servers are high-value attack targets.
6E3NIHEWES @G DIMDOBS (e 5O YT
68.

Harder to secure a decentralized network.
BOS®D HERGBD OB BO® go®es ©.

Centralized storage, susceptible to data loss.
B5®D POGBHG, D DTSHOOD @) &r.

Inconsistent data copies across peers.
Peers o6 6m®mies® e 808 eStdBG ®um.
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Networking devices
&HE EB1®

Network devices are hardware components
that facilitate the operation and connectivity of

computer networks.
ENE EB0® B8 SO®HD HE DR S§HEdDSBIG
€6 BRDBDDCEG 5ty OB CAN® 5000 68.

They enable devices to communicate, share
resources, and access information across
various network types

58 eHE OV® HO®H) BBBESeHK BHOO, 585
6Re) ®BOD 5t EIMNORNOT 60D 5edm BBO Fon
E830® e85 OB.

They form the backbone of modern network
infrastructure, supporting both wired and
wireless connectivity, and are essential for
establishing and maintaining effective network
communication and performance.

Fon 8o eHe cOoe dxmwed emng eNddn O
g0, Ao e o OB RS
6emO® 390 OD 0, DB eHE BBSHDeHEH
5% DG 006 SNBD BB 658 SOBE®
(O ) FOSO®S 68.

Network Interface Card (NIC)
eHemO enpdt@unens s (NIC)

Gigabit Ethernet NIC

PCl connection

Ethernet port

Also, known as a network adapter or network
interface controller, critical hardware
component that enables computers to connect

to a network.

eHE les00n 63 eHE FROEHS NG
6Qe, HESED, sO®HMDORQD HEGDO BRSE
5O 9t BOSNDOW atho® e300DDEE.
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Works at OSI Layers 1 and 2, transmitting and
receiving signals on the physical medium while
also using MAC addresses to send and receive

Ethernet frames.
eI @Asn Odetd o) Besesnn SH®
&5 QR ®B® g DO® EDo®, Sobend OE

o® 6% @) ®B® e MAC B8me 9H8m)

@685,0S| @ERBeE 1 59 2 OGBS FHI®w
ed

The NIC serves as the interface between the
computer and the physical network medium,
whether that be through wired connections like
Ethernet or wireless connections like Wi-Fi.

NIC esdmgnme 6% 698D eHre @HBG god
i GusnD 6 §w) o8, ds Ethernet &8
s mD PR ®Om 63 Wi-Fi 8
GGeeesy OB BB ®O®) FHsew 68.

Primary functions
3> Moo

Data Conversion

e sHOBDDG

The NIC converts digital data from the
computer into signals suitable for transmission
over the network medium. It also translates
incoming signals back into digital data that the
computer can process.

HEWO% gRi@HeND sd®med & B0
e HE @5 ®O®) B SOOO e
&30 DO DDV WOB. BB e5cBEENM E5oE)

sO®MDEO rin %S DBOF e VDO
s30OBDDE OB

Data Transfer

e B MNG®

It handles the actual sending and receiving of
data packets.

Do ed el ez 5t e DR WO,
NIC eHE 886D e e DOE D506 DE
e 6K OB

Addressing
BB8x0800

Each NIC has a unique MAC address, which is
essential for identifying the device on the
network and ensuring accurate packet delivery.

z® eHE FROEHHS DSsH®O® goes MAC
BB2GE g, DB HEREE Ee0®E BED) @HOD
0% BOTOE 5rwmd 6Re) ®idd® S HO®O
FO5O®S 68.



Traffic Control

DERED BIRDB

The NIC manages data flow to prevent
collisions and reduce network congestion,
employing various algorithms and protocols.

NIC 288 eremdo® 6® 6gnedicmie Do)
OB @B D@D ©® HE DR &h)
BB e 5DIG DESODIWOLG DOE.

Error Detection and Correction

6ci® mem @8O e SOOE BB

It checks data packets for errors and can
request retransmission or attempt to correct

errors based on the protocols in use.

D 6eis BeH e &5l sdHED® DO® oo
2O &8ss 93D 6®] ®DDed &S
6ne0ieIR B BeHw®d ecie HOVE BBHOO
EBEND DG BB,

Buffering

B DNEDDOLNE

To accommodate differences in data transfer
rates and processing speeds, the NIC
temporarily stores incoming or outgoing
packets in a buffer, enhancing transmission
efficiency.

e 5ONGr gxHDE ©® wed® 60med

D»LEDBORD guo DO we®), Begiesn
VERBOMD 9HG HoDBS, 5rBeND  6M3

B00 6®» 50 DB NIC @) DOa.

How an NIC works
NIC o §@edsoOn

1. When a device is turned on, the NIC initializes
and configures itself to communicate with the
network. This includes setting up the MAC
address and possibly requesting an IP address
from a DHCP server.

EeNomEES 86 @O &8 80, NIC &Hee &d®m
ousedemt SOOD oBnw 6 Domes WOR.

MAC B8»c 8808 t®» DHCP eeddcycmnss
IP 3806 9@ 88 6®r0 ares 68.

2. Data from the computer is encapsulated into
frames by the NIC. Each frame includes the data
payload, source and destination MAC

addresses, and error-checking information.
sD@#med e HE FROT@EHS s AKS
N @D e WO &w. 20 NHPYPDOB e
6®dB, Q@G e G®@MB MAC B8» &5 6c3e
B BHe® 6tmMOROT

FrEs 68.
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3. The NIC transmits these frames onto the
network medium, which could be a wired
connection (e.g., Ethernet) or a wireless
connection (e.g., Wi-Fi).

NIC 6®® @ eHE @05 60D t58eiednc WO,
D oo 6BRSmDGED (6&): Sobemnd)

63 &l 08D BRSO G (&):Wi-Fi) 8
BT,

4. The NIC listens for incoming frames. When a
frame addressed to its MAC address is detected,
the NIC captures the frame, checks for errors,
and if it's error-free, passes the data to the
computer's operating system.

D 6@ e NIC 05 6eB. &8 MAC B8Bckd
POSYIE @OD @ NHPOD EIdOG § O,
NIC 885 68D ®®encn 0, 6838 BE®) 50we)

™0, DB 68l OB 5B, ey SOOI
6®6mEd® EASHEO BOEB.

5. The operating system processes the data
received and passes it to the appropriate
application, allowing for network
communication like browsing the internet,
sending emails, or streaming media

6®6mE® 508G EIRE) B WD o DG
£ce 60e®0 «ddB, gSlobeHEed ecdestdd,

8BS @d® 65 @S gws OB HE
BBeDeHE 98 e,

Network

Computer X infrastructure

Computer Y

Ethernet
controller
e

v
Ethernet
controller

fro

. Ethernet NIC

Receive
Ethernet NIC



Types of NICs by Connection Medium
880D &se xd NIC dbv®

1.

Use

Wired NICs
&wzs@ NIC

physical cables to transmit data between

devices and the network.
CeNo® 3% HEG §D0 e deeenc SBO
BEH) 6HIRD Olers D) DOB.

Twisted Pair Ethernet NIC (RJ-45) — Uses
standard Ethernet cables (Cat5e, Cat6, etc.).
ae®d @ Sty NIC (RJ-45) — 8@
Bobexnd e (Catbe, Cato &) B
DOEB.

Fiber Optic NIC — Uses for high-speed,
long-distance communication.

g® 55 NIC - #0608 ®» goe3d
HBBDEHG 5E®) D WOEB.

Coaxial NIC (Legacy) — Mostly found in
older networks.

@ NIC (55c083) — 680 RDHEd cw®d
QTR STOH eHE DRG.

Wireless NICs
&z OB NIC

Use

radio waves instead of cables to connect

devices to a network.
HEGDO Ee0®m BRSNS SO HeH) 6
60500 RS BB 0o® $HBe) wOE.

ictfromabc.com

Wi-Fi NIC - Connects devices to wireless
local area networks (WLANSs).

Wi-Fi NIC — &®tesS 68 eSS e eHep 6O
E80® 8RS wOB.

Bluetooth NIC — Commonly used for short-
range communication in loT and personal
devices.

Bluetooth NIC — ex@»secne loT (Internet&
of Things) &® 22®B® cNe®dE 63 god
55B6DcHE EH) T DOE.

Cellular NIC (4G/5G) — Connects devices
through mobile network providers.

Cellular NIC (4G/5G) — &0®® go@d®m eHE
6e3D) BBEE®SE OB Ee0® BRVSE) DOE.

77

Types of NICs by Installation
BMesnc BO® grnd NIC Ob®

1.Internal NIC

Installed inside the computer through PCl
or PCle slots.

PCl e®3 PCle 886@0 ®dm) &sdD®#MDE DS
BMsne DOy eRB.

Commonly used in desktop computers and
servers.

£0@DBEES 6865 V@D €5 GE3NIHGDOR
D@D HB) 68.

External NIC

Connected externally through a USB port.

USB a@ns ®06m) 80D &8s D08
@RE.

Commonly used when a built-in NIC is
unavailable or damaged.

e®®B6EE SO®EmE G a8 NIC D
6mN®S B8O 663 DO & O &8 8O VYD
N 68.

Integrated NIC

Built directly into the motherboard.
83000 O® €3aOB Hesedn .
Network connectivity is provided without
additional hardware.

OO cato® 6INBHD eHE BBDeHE
€383C363.

Commonly found in modern desktops and
laptops.

ENBIDBEES DD AN 5w @re3edIs
sD@HDOE D0 @red.



Repeater
ORDG

A repeater is a network device used to extend
the range of a network by amplifying and

retransmitting signals.

OBRWDEHEE (3 o) Be3emOHE BB 52 DTdD
oBedeine [BOHO® OB HEGDm MG OB
BOBO D) OB HER CL0BEE.

It operates at the Physical Layer (Layer 1) of the
OSI model.

B OSI epwaBed 6995w 3006 (1 O 3006d)
Borsew 68.

Signal Amplification
o) Se3mdEnc

Analog Repeaters
58e® OB

Used to receive a weak or degraded analog
signal, amplify it, and retransmit it with greater

strength.

cbde 8 o) Dwad® § oD oD @
®eBB0, D OBDG BOOD (DE®iDBD) e
D) 8 PREDIOEBS D HOD DDIGHG
S5O D @OEB.

/V\/ IN OouT
o o

Repeater

The received signal is amplified before being

forwarded to the next section of the network.
QIRF 30D HEed Be® 6Ot 60D 6N
BBOO 630 OBDEG ®OH (REEEDH) @RAEB.
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Example:

COBOMBE 6@es:

In long-distance telephone networks, analog
repeaters are placed at intervals to amplify
weakened  voice signals and  extend
communication distance.

Er gb comO» HRDEE, chde § ®E €t
BBOHB O BE5Hedem b 5@ B SO
BEM) BGOD SODOGBS rd oS dVRD
BMNBsHB DO .

Advantages

o8

e Transmission distance is extended.
868 0 @G OE) 68.

e Signal strength is restored.
£500) BRVE@DIDB BTOD B DHBBOBO 555
emed.

Limitation

B80S

e Both the signal and noise are amplified.
30D 58 665330 B® 6O BVRM®EG 68.

e Signal quality may be degraded after
repeated amplification
DD DDDS OBVWE BHEOS &6y
500260 REINDODNOEG &f) Do ®TD.

e Original signal distortion is also amplified
and forwarded, causing signal quality to

deteriorate over long distances.

B3 oeEd & §) BwaSomduxie SVOHEG
8 98B®0O Bd®» DB, E® O 3zedE
500260 RENDONDG BOBOO 6D.

R Amplification

Original pulse Resulting pulse Amplified pulse

. Regeneration

Restorer pulse

Original pulse Resulting pulse



Regeneration
5VSHHE

Digital Repeaters
eoB0> DD

A digital repeater is used to receive a weakened
digital signal, regenerate the original binary
values (0s and 1s), and retransmit the
regenerated signal.

5050w OV DD WOREd cHdE & B0
250D @DIeE®, OB §AF OdG gmne 0 &5 1
20D coNeHn @O (B8VEENE ©0O), DO
LBBV@FIGE DOD @ o)D) HTOD DIBNDCE
BBO ese®Is.

Does not amplify noise
663870 BVRDG 6O

Example:
EEDOMBE 6@s:

Used in computer networks and fiber-optic
communication systems to support long-
distance data transmission.

En b et ©Bedemnd t®me BO® em

oV@IND HE O GG DB HOXSeDeH®
2080 D DOX QIeR.

Advantages

o8

e Signal strength is restored.
o) GIHGE DD GO DBDOGO &5
6w603.

¢ Original digital data is regenerated.
BR BBOQP e 2O BHWEB WOH) QIGR.

¢ Noise and distortion effects are reduced.
665500 50 Dewa BB OGBS e O DEesEd®
&0® 6w6d.

Limitation

80D

e Can only be used with digital signals.
BDEOG o) 5B® 5OHND IO DG BTD.

e Higher cost and complexity are involved
compared to analog repeaters.
o OBVD O® 3e3eD O 9we BOOTHE
€58 BoBDMDOE FBOL®D 68.

e Additional processing is required for signal
regeneration.

o) DD SHHG DO em eBed
308 OGS 68.
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How a Repeater Works
ORDED FrmdSOG

The repeater first receives the signal from the

network.
OBODB BBHO eHEGMGS 50D @) ®S.

This could be an electrical signal in a wired
network (like Ethernet) or a radio signal in a
wireless network.

6®B OO HEGD (Bobend &) Bl

&BoEOI 6] Hes OB eHEGBD 65863
30O B BTG

1. Once the signal is received, the repeater
amplifies it, boosting its power to counteract
any loss that occurred as it traveled through the
network medium.

£30@20 @R &gy, OV DG BelemdBcs DO,

&HE ®BG ®OE) ®OS wom B8O Bedn BDoz®
QDD DS @SB DB ek Dl WOR.

2. The repeater then regenerates the signal. This
involves re-shaping and re-timing the signal to
remove any noise or distortion that might have
been introduced during transmission.

DO OVOWEB o)D) HOD CBSIEDE WO,
06BN GO0 HEBE) 8 s BDoz®
BREED 6] BwaBne 9 SOO Eem) 50D
DOD B8 WROO 5% HOD OO DB
6060 grED 68.

3. After amplification and regeneration, the
repeater retransmits the signal onto the
network.

B30#e  ©® gabsoon SHe®x  ogd,

OBOWDEB eHEEG 6D o)D) DD 5BBed8ENc
DOB.

The retransmitted signal is nearly identical to
the original signal sent by the source, ensuring
clear and reliable communication over greater
distances.

DD B6GBENG DO @E 50D BWwOK Bds
60 @t A oD 66wl 00 @ D

gm0, i) O ®O®) el 5 DEBEIECIHD
£DBEDEHHEE 5D WOB.



Types of Repeaters
O SBv®

Wired Repeaters
(e /45512510T R eTA )

These are used in wired networks (like Ethernet)
to extend the reach of the network cabling.
They can connect multiple segments of a

network and help maintain signal strength.
6@ Aletsm® HE D (Bobend B&) &HE
6RE6E 5edmn Ex BBBD tBm) wOB. ®YSO
HEGD DHDD 60 HBRSD e i gD
£5008) BBG SO ®eHBO ce5md 8.

Wireless Repeaters
Sz OB VLD

Also known as range extenders, these devices
are used in wireless networks to amplify and
retransmit Wi-Fi signals, helping to eliminate
dead zones and improve coverage in larger
spaces.

e Dedmodm 6Ee ®TESED, 6®® ceno® Wi-

Fi o) 8Sdodgns SO0 o odD
©Beeenn BHOOD Gl 68D HE @ ®HDM
OB, B Bo DE 903 HBOO 5w DeNE
FODBHERE OB Dl Engn SOBD cestmd

Network Hub
eHEDOS DD

A legacy networking device.
500 HEDOS EL510B®EE.

Hubs operate in half-duplex mode
Hubs %@ &80 epamndens S§wmsidw 68

A network hub is a basic networking device
used to connect multiple computers or network
devices in a Local Area Network (LAN).

DD E SNBe gedw Henm LAN
D@D 61 HE CeNo® BBVRE BHOD ®HTeM
DOD QB eHEDOL Ee3D0B®EE.
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It operates at the Physical Layer (Layer 1) of the
OSI model and is considered a simple,
unmanaged device.

D OS| epwaBed 6998w 5006 (1 O e3ddecs)
o d» god 6 680R, DSODDONCEG
CINWEG LMD BRE LTRQED.

Acts as a multi-port repeater
D086 JPMOHOVDEE 6@ ) OB

Primary functions
B3> DWoos

Data Transmission
e’ 8368

A hub receives data from one device on the
network and transmits it to all other connected
devices, regardless of the intended recipient.

DS eHEGE DS EeNoMEHS e @RI ®E3e)
g0 658 @RS DO OIS DG FeDWS
Bred RS ce0®m 60D 86BN DOB.

This broadcasting method is called a flood,
where all devices on the network receive the
data, but only the intended recipient processes
it.

6@® BHme® »OG flood e ®EXed, OKE
HRedE BHE® Co® D @D 68,
638m ERS®) @ DG ewest.

Extension of Network Ports
e @ Ex 808

Hubs provide multiple network ports, allowing
several devices to be connected to the same
network segment.

DS, D) EHE G® 550D GO, DOBS EeNo®
B860 D@ eHE 60O BBRSR SO 9f)
@ e&.

This increases the number of devices that can
communicate through a single network

connection point.
60 OB HE OOV QWBBGEE  HO®)
HBBEOCHG WG WD Ce0® 305D Dl wOE.

Example:

EDOHMES 6@Es:

A Cisco 8-port hub can be used to connect
eight computers or other network devices in a

small office or laboratory.

BN IBEIEGBD M3 OENEDIEOED  SVDED
a0n 653 600D eHE Ee0® BRVSE) BOH® 5emI
8eSewI @ 8w MV D) DE BTW.



Examples of Hubs By Number of Ports
&® 050 RO @D BCH CDON

e 4-Port Hub

e 8-Port Hub

e 12-Port Hub
e 24-Port Hub
Features / @d®#n

Collision Domain
Collision ®e&®

All devices connected to a hub share the same
collision domain, meaning that if two devices try
to send data simultaneously, a collision occurs,

and the data must be resent.

DO BRSR BOE® Eeo® Dw® 600D Bes®
6Re) @8, DB ceNo® 6w DD e eddO
ETEND DEGES BOD e O GO 5D HOD
DB GoG.

To manage this situation, networks use Carrier
Sense Multiple Access with Collision Detection
(CSMA/CD).

600 HBBOG DEOM®OHEB SOO esem), eHE OGS
Carrier Sense Multiple Access with Collision
Detection (CSMA/CD) ch&m#ns tndo 0% @8.

No Intelligence
RAEDeS we

Hubs do not have the capability to differentiate

between different devices or manage traffic.

880 cNo® god 6dne ®HED) OIS0 e®3
®ODIBDOMNEB SOOI BBOO  HRO@O
BB HTD.

They do not store MAC addresses or make any
forwarding  decisions based on address
information.

F) MAC B8®» oR8) 6mOB 603 88w 6Ot
B 5B @8BEO Brde® BOHN EMH®S.

How a Network Hub Works
DG eSO

When a device on the network, such as a
computer, sends data to another device, it
transmits this data as electrical signals through the
network cable connected to the hub.

sD@EDED O HEEE Hd EeNMED GO
E0BEDO e Oy B, 600 e DB
BRSO HE DB ®O®) DEB o) 6@
eBegdssnn mOR.
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The hub receives the data signals at one of its
ports and immediately repeats the signal out to all
other ports on the hub. This process is known as
broadcasting.

DD OB O Port DBl e o) @R @

g0 O® Do O g8 ceomsy Bre® Ports
60D o)d 6mE ®OB. 600 DOEDZG

broadcasting e@ts ®zEs56D.

Each device connected to the hub receives the
broadcasted data and checks whether the data is
intended for it by examining the destination MAC

address in the data frame.
DDEO OSSR ©E® CNEHETO DIMBHE DS
e @) ®X® gd em QD RE ®BMED

MAC B8»c &duis) S0e®s e & sem) 6w
Defes ol esdwe) wOE.

Only the device with the matching MAC address
processes the data, all other devices discard it.
®@65» MAC B850 658D ¢500®06 S0 e
QRIBDS. e BrE® celo® Do 9OEE.

Types of Hubs
Do OB®

Active Hubs

These hubs have built-in electronics that
regenerate and amplify incoming signals, allowing
for longer distances between devices. They

require a power source to function.

6®® Red & QeEBeBD® WO
OBBVEENB DO® 3 D 30 DESMOHEB DO®
g0 DOGS Ce3d0® emd B8 g (HBO @f) e3@e3H.
T §or@m 00 e HHdns ed®s 6D.

Passive Hubs
These simply connect devices without any signal
processing. They do not amplify or regenerate

signals and are typically used in smaller setups.
6®8) Bg o) BB 6MOD  EeNo®
BP0 OB, T o) DBV 6m] BB
IO D0 eNBIDBEES WE) 5twwe® D@ NS
8.

NOTE:

Intelligent Hubs

These hubs include management features that
allow for monitoring and troubleshooting
network issues, functioning similarly to switches

but with some additional capabilities.

6®® Vel HE ®OO BBBHG BOOO 55
eei®m BOmOHIB BOBD 98) LD DESO®DIDOLH
Bem®io® ges 68, 35000 ©®®»d S
DO DS 5OWO FODO WDBIOS T,



Bridge
et3d

A bridge in computer networking is a device
that connects two local area networks (LANs) or
network segments, enabling them to

communicate with each other.
D@D eHEDOMES 6e3DDE BB HEEHBG eHE

(LANs) ecwid 8080 @0 Eoomosnns O®
gm0, F) dBemm ©dm ©Bedemn SHAO
BTBEO QTeR.

It operates at the data link layer (Layer 2) of the
OSI model and reads the source MAC address
of incoming data packets, forwarding them only
to their target destination instead of
broadcasting them to all connected segments.

B OS| epmaBed coio @RS 3006 (Layer
2) 85w O gmd std@esn® e &5l O

@& MAC 83826 B:d3, F0) 68550 Bog®
608 60 DMemne SO 6DxD0 YRS
QRBD® DOMBDEO 5OHMS T 6(NE DOB.

%)STA HOSTC Q
HUB1 HUB2

Q HOSTB BUSLD Q

COLLISION DOMAIN 1 COLLISION DOMAIN 2

BRIDGE

Filtering and forwarding data packets based on
their destination MAC address to reduce
network congestion and improve performance

is done by this

HE DERCH OB BB 5 VG BB OB
Eagn SO e D85er ®dmsim MAC 885
O 5cHBD e 5twd 65D ©® 6(NE BHO
c®ABS &8e OB

Port 1 Bridge I Port 2

LAN A Segment LAN B
Comp 1 Comp 5
Comp 2 Comp 6
Comp 3 Comp 7
Comp 4
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How bridges Works
et3ndn §oremdsSOn

Receives data packets from both connected

network segments
ORDBDD eHE 6O 6RO £ 56O @R
®8

Builds an internal table of MAC addresses to

track which devices are on which segment
OB  gomed nO® EBo® Bede GB®

BdDBenn BOHAOO MAC B8xD@ eossd XS
CIONALHONG]

Filtering data
e’ e6esd®

If a packet from segment A is meant for a device
on the same segment, the bridge stops it from
going further

A eondetd &l D® 6O Ee)o®mEE
BEE) gemed OSES B, 6t3nd Dn 9EHEO IO
DO OE.

Forwarding data

e 6cnE BHO

If a packet from segment A is meant for a device
on segment B, the bridge sends it to the correct
place on segment B.

A 0663 e5e00Ds B 610663 ¢e300m0e e3¢

gemed DO 2B, NE® do B emdetd B8
BNDEO OB

NOTE:

Bridges are used to improve network
performance, enhance security by breaking up
large LANs into smaller ones, and ensure
reliability by establishing backup paths across
the network.

HE SrmdSOG D8 Eren SO0, Bmig LANS
28D FTNO wdleds oD ) SOOO 5w
HRo  ®o® cotld e 880060
BB oS SO0 6tdn) DB 68



Network Switch
eHE 88506

A Network switch is a networking device that
connects multiple devices within a Local Area
Network (LAN) and intelligently forwards data
to the specific device that needs it.

ehE 300w wy Local Area Network (LAN) og
R Ee50® BBRDBR) OB HNEWOL ELDoBEHEE
O® god D6 gO®s SO CeNo®BD JEDDSO
e 6E WOR.

A switch acts as a multiport bridge because it
performs the same function as a bridge but has
many ports.

8800 multi-port 66300 e 8wy OB,
O D6 LD o) &®® WVGEEE 90 oD
2 OB Ports i@ 30d8% DedS.

Switches can have several ports counts
358 O 88D ports e0dHDS BRG B

e 4-port switch e 8-port switch

e 16-port switch e 24-port switch

e 48-port switch

Each switch port is a separate collision domain,
so devices connected to different ports do not

interfere with each other.

0z® 300 630 D® 600 ®Q® OO
DD BB 66530 OED 3BRDSBR) O &8 Ee5Io®
DBEDDO M) S5BEMDSGSS DoD.

Because collision domains are separated,
collisions do not occur between different ports,

improving network efficiency.

608 OB el DBEHES 6D 8 5O5® Dedsy,
DR 630 gmd e o8 &g 63168. 6®®
eHEeE DVEe®DD O Enén mO@.

What if switch ports are not enough?

000D g8 Ports g@éns O Hdemns @S
Beede?

Replace the small switch with a higher-port
switch (e.g., 8-port — 24-port).

) 3005 6OXDO 8 ports u@IEE &S
900 gede BB (comdgncs :ports 8
3006 6RO ports 24 385D).
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An additional switch can be connected to
increase the number of available ports.

@ ports @go» 8 D6 @S0 O SDDEE
SBRDSR) DG BTGB

Large networks use multiple switches in layers
(core — distribution — access) to handle many

devices efficiently.
OmIE HEG®, EBo® I ®IBNGD
DBERBOD BBODO sem) 3890 BBsHE 3O

D®merns ®HT OB (core — distribution —
access).

Many switches have special uplink ports to

connect multiple switches with high speed.
e@em] B3DDES ©Rd &B9D BBsED ol
68®EHS Dm0 RS BH® em) Dexdm

uplink ports =®8a.

Features
e

MAC Address Learning
MAC @38» 9em8®

The switch learns and stores the MAC addresses
of devices connected to its ports in a MAC
address table.

3000 8 ports 880 cenoede MAC B8»
MAC B38» Dxdm 96md 6®mD ®RE) DOL.

This allows the switch to efficiently route
packets to the correct destination without
broadcasting to all ports.

8ree® Ports 60 Doeme 6O SO
®OMBDE 6D 570 DIVEDBOD ®BS HHOO
6®c 38060 98) t3@et.

Mac-Address-Table

E1: 0000.1111.2222
E2: 0000.1111.5555
E3: 0000.1111.3333
E4:0000.1111.4444

|

0000.1111.5555

m\

0000.1111. 2222 "’ =2

J g

0000.1111.4444 0000.1111.3333

L
7
-] |




Packet Forwarding
&0 QEDED d®

The switch receives incoming data packets and
forwards them to the appropriate destination port
based on the MAC address. This targeted
forwarding reduces unnecessary traffic on the
network.

0060 @reR® e &owd @ieR® god &) MAC

B85 B 5D giey ®B®NSD port i 60D
6mE ®OB. OB YOO 6 BHO® eHEed
OGBS HEREH &) OB

Full-Duplex Communication
gO-EOBO ex38Bedecme

Switches support full-duplex communication,
allowing simultaneous data transmission and
reception on each port.

3000 HEn-EDTO HBHEODCHE BEM) 36 DD
gm0, O O Port @ DO ey ©Begiesnnd
&5 BE®EO0 9f) 5@e3d.

receive

send

send

receive

full-duplex

Broadcast, Multicast, Unicast Handling
Omeac D Dme® o Fn-Sornd or8cde

A switch can handle unicast and multicast traffic,
and it has always been capable of broadcasting. It
forwards unicast frames to a specific destination
device, multicast frames to a selected group of
devices, and broadcast frames to all devices within
the same VLAN or network segment.

85D O unicast €509 multicast [Folo)
®OM®ODGS HBODG ®S oo, broadcast
50e® ®eBED DEO 630 BO® =08. D unicast
frames B86® S5GOD ®ODBD EeN®ED 6ODE,
multicast frames 63®s £e10® BBHEE 6ODE,

e® broadcast frames ®® VLAN do 683 eH@
60 DE S BHE® EeNo® 6DDE 6(NE) DOE.

Security Features

oD De®Eso®

Switches can implement security measures such as
port security, which restricts access to specific
devices.

£508 OGBS BHOD CeNo® BEX) SO 5ed®mn

88 @O port security &8 epowen BrOOBS
SOSOD D BTw.
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How Network Switch Works
&HE S5O0 FormdOn

1. When a switch is first connected to the network,
it doesn't initially know which MAC addresses are
associated with which ports.

SDD0E GBSO HEGO RS § 8O, a®» MAC

B38» @ Port Do £80® 6ODSR B aodcsd Do
OBS emes.

When a device sends data, the switch records the
source MAC address and the port it came from in
its MAC address table.

ESomEE e 6dyn 80, 8880c 8 MAC B8»

Oxed oxm MAC B8xc &® dn =5cd@&) Port do
O WOE.

2. When the switch receives a data frame, it checks
the destination MAC address. If the address is
found in the MAC address table, the switch
forwards the data to the corresponding port.
80E0 e D@D @R B0, D ®®mBD MAC
BB®e B o8, B38mn MAC 88» dxed Sed
28, 838006 e geyg Port dm 60 6m® @OB.

3. If the destination MAC address is not in the
table, the switch will broadcast the frame to all
ports (except the one it was received on), similar
to how a hub operates.

®@» MAC B8®6 d®ned @8 8, 3880
MV G DOD OB ) DO (D IR,
O o) Brg Ports 60 6180 Smms wO8.

Once the destination device responds, the switch
updates its MAC address table with the new

information.
AOMNBD EeNo®B B0 e o, t3ODn OB

MAC B88®» d®d 58 emOdt 5O® IODBMNB®
DO,

4. If the switch receives a data frame intended for
a device that is on the same port as the sender, it
filters out the frame and does not forward it to
other ports.

OB 80 d® Ports o8 CeomEE BEs)
gemel O @E e MBS 3BD6 @RI ®Ses BB,
B OHPD 630 oD gmd DB 6dnS Ports edm
6(3E 6MWOE.

This reduces unnecessary network traffic.
606 FRO®S HE DERCH &f) mOB.

5. While unicast traffic is sent only to the specific
destination, switches also handle broadcast and
multicast traffic.

Unicast ®@mo@96 S0 ®BMSHE0 @&

6O® o, 380wrs Broadcast e Multi-Cast
®OIBDODG & ®EOTOE.



6. Broadcast communication reaches every device
in the network segment, whereas multicast
communication reaches only selected devices.

Broadcast @®s e eHEed &8 B8rE® Eedo®

6O ©d® &m0, Multicast e ®BI®BDGES
60y CRBex DB ey @NEBRD EHBEOD
eDO® EeNo® LHEE 60D SOLD.

Types of Network Switches
&HE 550 Bb®

Unmanaged Switch

DEODMDOME edg 3506

A simple plug-and-play device with no
configuration options. It is used in small networks
where traffic management and security are not
major concerns.

Beosies D@ 288 0@ plug-and-play

EeNoMEE. DB HE DEODIDOMEG &1 OBSIO
856 @O DD ) HE DE D) 68.

Managed Switch

DEODIDOMB g SSOOB

A switch that allows for configuration and
management, providing features like VLANS,
Quality of Service (QoS), link aggregation, and
network monitoring.

Bt BO® 6 DECOMDOLNG ) Q) 6CD
805, VLAN 6838168 @@mai®wmendcn QoS &€

Doy BOO o® He gD S Bewdo®m
€383C363.

NOTE:

Layer 3 Switch (Multilayer Switch)
00 3 838006 (DY A6 B380m)

Combines the functions of a switch (Layer 2) and
a router (Layer 3), enabling it to perform routing
functions in addition to switching.

B8000m (eBrH 2) ©&® Ooonm (6dn®  3)
BEMOm® TFmRER OB, D e BOHOO GODOD
OVO®D BBe® wWEnS B SBOOO ®HEIO @)
eedl.

This allows for more efficient handling of traffic
between different subnets.
880 coeHe a0 GBDM®ODG DEND IBERSOD
®BOO®O 603 9 e5@e3E.

Connects several networks together
&HE B8snE DBe®WO 5BRSR wO.
Router

OalelcynVes)

A router is a key network device that manages and

directs traffic between networks.
OOOBEE HE G0 ®BMBODE DSODDOLIEB
DO 638 60HEO® BINB® EHE ELN®EE.
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It forwards data packets between computer

networks
D5 sV®HND HE g0 D 50 66 DOSB

How Routers Work
O®meD Somdson

When a data packet arrives at a router, the router
examines the packet's header to identify its

destination IP address.
e e5600DE YROGGEDO e3cdeH O, KROOG OB

®® IP 8856 wem) @S0 estmded &Gbsnk
o305y DOGB.

Using a routing table, which contains information
about available paths, the router determines the

best next hop for the packet.

s08® e BRE 6MOGT glo® EVO®D
B5%6® DR B OB, OOOB eTdOD
Bem) 6Ed® Bg® cmed D BOMG DOB.

The router then forwards the packet to the next
device or router along the path, continuing this
process until the packet reaches its final

destination.
0RO 5830 35OND BE® Ee30®BO 683 M®E
®edeel 0OOBO 6 OB, eewdNd OB adenwm
BTG DD G@) O 6% 608 FIOBZo EHOO
DO6®D E.

NOTE:

Home routers combine multiple functions such
as default gateway, modem, switch, access
point, firewall, and DHCP server in a single
device.

Beded Do Do @oO® QOO ®@x Default
gateway, Modem, Switch, Access point, Firewall,

e DHCP server &8 @pmdd) bees O&es
D@ 30006 RGO TRED DO aee.

However, in industrial or enterprise networks,
these functions are implemented using
separate  dedicated devices for Dbetter
performance, security, and scalability.

6metS 6D, VB 687 e OeHDD
EHEGSE OB 6MNE VG 0D, OO
e300 sD@ENG SBHE® HBEIOD @R GTS® eEHm)
6®® WIBEEHES 60 6OHO 6 WOHD @ HDHS
Ce30® $)DDEES HHHBOD DOX Q6.

Routers are computers

Routers ¢ sdmgnm> 8.

Routers can be built from standard computer
parts but are mostly specialized purpose-built
computers. Early routers used software-based
forwarding, running on a CPU.



G80G e)@ms D@ 6D OBS ezZ8n ®wid
2B Ty eem] 50 DemdB® o@D &d

sdmem 60. 3 0806 CPU @ Smiddm O
®acmIo® B 5O § @BBEO 5rd® $HD) DO
@&

More sophisticated devices use application-
specific integrated circuits (ASICs) to increase
performance or add advanced filtering and

firewall functionality.
BB NDG O BOHBO 6®] cesed 6e30®mD 5w
0EbeI HmdOn O SBHOD DENS 50VEN

ceNo®  66eeB-Dem8m FTondd &desd  (ASICs)
O WOEB.

Features
CMIE] 3]

Routers allow devices to connect and share data

over the Internet or an intranet

606 BB oD  agobeHen 6m3
NG ®OH) 5D BRSNS SDOD t® 6Re)
®SO0 o) @) 68

They use the Internet Protocol (IP) to send IP
packets containing data and IP addresses of
sending and destination devices located on

separate local area networks
T 609 SNBG 5ec® HE DR SOS® Eo®

g0 OBDGH t® R IP @38B» e e
RS 560 B)D®IGE BHBO gbeNE Bu@®IDOBEH
DD OB

Routers maintain routing tables that list directions
for forwarding data to particular network

destinations

Dex8® HE GRMBD 60D D 6(NE OO e
emIned® @IBLHOD oD BBEED O QOO
58S sOBe®® BB

They can perform Network Address Translation
(NAT) to shield private IP addresses and improve
security

88e® IP 838» edwes) SO0 6w pdwsd )

8rgn SBRO ®YSO He BB 8O Vm®E NAT 8¢
DG BT
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NOTE:

What is Intranet ?

FEDENHEG 66X ndue 9

A private network used within an organization to
share information, resources, and services securely
among employees.

6®c 6L3DmBS gd 6mMONOT, 5Bt 5% 651D

PODBDO 6Re) DO BEH) EoDNWEHED 6]
EBEDBED DE 5OLN HD) OB BE®BD LHEGS

It uses the same technologies as the internet (like
web browsers and TCP/IP) but is accessible only to
authorized users inside the organization.

6® em) gVeNEEE DD D® MBBLNERO
(Web browsers e® TCP/IP &t8) ondo) 206

2B, 6060 $edm Do HIRGD HEDNDG E BN
RROED SOBEDBSO SO.

Types of Routers
ben Bb®

Core routers
Designed to operate in the Internet backbone, or
core.

Internet backbone & §wE@wm B0 Besey® @O
.

Distribution Router

Distribution routers control and manage traffic for
area networks within some ISP networks.

BONO gEIVEHNHE 6638) BBEEDBH® HE DG
5D5® D@BG HNEGBES D D®RMO®BONE LNAJEB
S5O 5 DEPnwosme B8® Distribution routers
BB 8 oy ERE.

Edge routers
Represent the border crossing between internal

and external networks .
FOBBDO ©8H NBO hHE agd MNHBB ®oeS BHO
Beissnn DOB.




Modem
6@®nBR®

A modem (modulator-demodulator) is a device
that enables communication between your
home network and your Internet Service
Provider (ISP).

e®8®wrs (Modulator-demodulator) e ®ed
506l Heo ©®» OReE gHIVHE 3N

5 ISP oo ©58edemn 686 OB
EN0BEE.

Without a modem, your devices wouldn't be

able to connect to the internet.
e®NBGEE MBSO, BORe®  EemdRD
FBLENEGO &BRSE) OO eSS O Grm.

The modem acts as a translator between the
digital signals used by your devices and the
analog signals used by traditional

communication lines.

6®BG DRDEE e300® HD WOHD BBOQ 300D
&0 08B ©5Bede» @H® D) DOD
8555658 o) o BVOVDDEE 6@ ) WOH.

Built-in Routers- Many modern modems come
with integrated routers, allowing them to
handle both the modem and routing functions

in one device. 6@)6®3 »8» 6@HNBES TmRDERD
0800 0®m DD gm0, DT ELNBED DG @D
&0 OIS ® DIVBES 6cm® ®BOSRD of)
3@e383.

How modem Works
@B SEmdEO6

Signal Modulation (Outbound Data)

Digital to Analog

Your computer, smartphone, or other devices
generate data in a digital format (Os and 15s).
D ©d®HMDB, SOV HBom® ODOBEB 683
GO C8I0® 30DBI0 EWABHEES D SWWEH
DOes 0 5% 1 6@eHB.

When you send data, such as a request for a
web page, the modem converts this digital data

into an analog signal.
O 6O BOOD e 900N il e d®
80, 6@BBG 600 BBOQF oo 5BH® oD
ROO 3BOVDHEB DOE.

This process is called modulation. The analog
signal is suited for transmission over telephone
lines, cable systems, or fiber optics.

6®® GwdBx (Modulation) egts ®iERGS.
HTRE@B o)) £OWO® BV®, 6BRQS HBEDS
6®) LB DD HO®) BeSesnn OO tEeH)

866 68.

Transmission
The analog signal is transmitted through the
communication line (telephone line, cable ling,

or fiber optic cable) to your ISP.
B6® ©od ©XBedem OV®E (OmOD
®e, 658 OBmn e® 0B ®S0

6RE®B) ®O®) D6 ISP 60 Bedsesnc 68.
Signal Demodulation (Inbound Data)

Analog to Digital
When data reaches your ISP, it's converted back
into a digital format.

e ®e® ISP 60 gm §) 80, dx »d» DEOQ
DIBEE DO sOOVD®G 68.

This process is called demodulation. The ISP
then routes this digital data through their
network and to the specific online destination
you requested.

6®® OB demodulation st ®w€s568. ISP
5830 608 DBOQ e VP HEDB WO®) €5
D 9 BGDD ©RE ®PMBDHG 60D 6CNE
DO8.

Demodulate
analog signals

Modulate
digital signals

Telephone
Modem Network

Modem

87
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Types of Modems
6®e)® OB®

1. Based on Transmission Medium
8e5edn NS O 5cH®O

A. Wired Modems

Use physical cables for communication.
3BEDeHE HBED) 698D 6RDQ D) WAO.

Type / Ob®c Description / 8606 &

Dial-Up Modem Uses telephone lines for
internet access.
FBOVENE 56DBEB BEH)
eoO® B® 8D

268,

DSL Modem Uses digital subscriber

telephone lines.
BBOF @®m cO™OB
B® N0 wOE.

Uses coaxial cable TV

networks.
BB RS OzesNBS
eHE 9O OB

Cable Modem

Fiber Optic
Modem
(ONT/ONU)

Uses fiber-optic cables
for very high-speed
internet.

8RB gStieNEn
BEE) GG DB GBS
)0 O8.

B. Wireless Modems

Type / 8b®e | Description / 88a6n

Connects to mobile
networks for internet access.
Often available as a USB
modem (dongle/data card)
that plugs directly into a
computer's USB port.
FBDVENE 36D®EB LBEH)
Bo®® eHE 6D HBRSR 65.
eem) 80 sdmsnmanm USB
6EDBEO €500 BB
®6® USB 6®8@wns
(dongle/data card) e@es @@»
®D T,

Cellular
Modem

Uses satellites for internet

connectivity. exsobeHe
SBRSBOMDG 5w DS
00 DOB.

Satellite
Modem

WIMAX
Modem

Uses WiMAX wireless
broadband technology.
WIMAX &eooes 68

eRIBRDZDE) BENE DM
OB,
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. Based on Installation Method

BN PO B 58O

. Internal Modem

Installed inside the computer.
D®SWDB DG B3N3DE WO ETD.

Connected directly to the motherboard.
®8) 5590600 RSO BBRVSR) WO &LD.

. External Modem

Separate device connected via USB or
Ethernet.

USB e®3 Ethernet ®0®) e&8RSD O &8
GOBDB ELNo®EE.

Easy to install and troubleshoot.

BN BBHOO 5 6e3m BO1DOHB SOOO
eSEYE.

Portable and flexible.
OS] M ) WD 50 HOSBY 6D.

. Based on Signal Type

o) H®e B seH®O

. Analog Modem

Converts digital data into analog signals
and back. (ASK/FSK/PSK/QAM)

oD e B® o) 6 SB® e
oD 3o) DDO 5DV WOE.
Commonly used in dial-up connections.
Dial-up &80550m) d@ DxED M) 6d.

. Broadband Modem

Use advanced modulation or optic
signaling for digital communication.
BBOF wBedemen em ot b

P8 67 cams t3oEIDOBIEG DD WAOB.

Ex: DSL, Cable, and Fiber modems.

. Based on Network Technology

&HE NBBHNG O SeHBD

e Dial-Up Modem

e |SDN Modem

e DSL Modem

e Cable Modem

e  Fiber Optic Modem

e Cellular (3G/4G/5G) Modem
e Satellite Modem



Firewall
B8O

A firewall is a network security system designed
to monitor, filter, and control incoming and
outgoing  network  traffic  based on
predetermined security rules.

BRSO 6r) B BB OB @ oD 55
O ©eH®D otBesm® 6 BODO B HE
®OMBDODG HODBENE BO®, 655 5 LNEIED
B8 sem S O &8 HE OB
5EBEE.

Firewalls can be hardware-based, software-

based, or a combination of both.
BBBO catho® O seHB 8, agio® SeHd §
6®3 6630 DD Bo Hew.%

Their main purpose is to establish a barrier
between a trusted internal network and
untrusted external networks, such as the
internet, to prevent unauthorized access and
threats.

D56® &t go@sn DxSess gudesd BBBE t®
DS D HEH) DEONEIHED WSO
HEGBD X GEDVNEG DS DB VS
DBG eHE gd MG & BOOB.

A firewall inspects and filters traffic between
private and public networks, allowing
authorized communication from private to
public networks and controlling or blocking
unauthorized access from public to private
networks to maintain security.

BBPOD OB OB ©® 68 &HE god
ORE® e ORMEKOH®G ©de) HOO 5w
6500® 8g OB, DBE PORBID SOBNEEHH IO
BE® OB Heed 8D 6 HHEG 60D
RDEHES B8568emnd @) ER) 6® gm0, 680E
eHEed 80 uEeldm® HEG 60D Bed® gHOEd
8568®ES NG BO® 613 FOBO BBO e WoON
@R3.

How Firewalls Work
B8esHom GermdsSOn

Packet Filtering

Firewalls inspect packets of data sent between
devices on the network. Each packet is analyzed
based on rules defined by the firewall.

BESHO eHE6A Ee310® G OH @ e &6
b OB, 0@ wdPEe BHSHO B3

EHODHG D0 8 B8 @ 5cnd®d DHeCBENEG
6263.
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If a packet matches the criteria (e.g., allowed IP
addresses, port numbers), it is allowed through;
otherwise, it is blocked.

5c000E BHEmemed ®wiees 8 ( Ex. allowed

IP addresses, port numbers), dc ®d®) gdesd
6CyH) QIeR Detd MBS 9B, DB OB WOH
oD,

Stateful Firewall
Monitors and tracks the state of active network

connections connection wise .

686 He RSO OB DDDOG
BBRDBOMDG 5BRSNEGES B BO HOSDOGES
BODBHE DO® god & 88de OV D) ®BE.

Stateless Firewall
Examines each packet independently without
maintaining information about previous

packets or connection states.

630 5P®OT § e el 683 BPRSBOMOE
OGS B88Re BB 6MOOT B DN
6E®D ©E® O dPD® DB
SN0 B 5O B O REB.

Proxy Services

CLIENT

Some firewalls can act as intermediaries

between a user and the internet.
©8®®0 BBsOr OO OBt  6®
FBOBENEG O FHOBERS 6@ S DS BWw.

Requests are made through the firewall, which
then requests the data from the internet on

behalf of the user.

BBesO wom) 9BRB B ®OH @™ g0, &5e3d
VBB 60HNEDS FRHVLNEEHBS 5 9@
&0.

This helps to mask the user's IP address and
can inspect and block malicious content.

60®0 sHBED@E® IP BBmn Deso BOBOO ¢ed
D® g0 580 gEIVEDES OB DO OO
DG BTW.



Deep Packet Inspection (DPI)

Deep Packet Inspection
[ \
IP TCF‘I Application Data

Traditional Packet Analysis

DPI examines the data part (payload) of the
packet in addition to the header.

DPl &b8nd g@m0d odied e 6O
(payload) s®&5e) DOE.

This allows for more thorough analysis, such as
identifying and blocking malware or enforcing
data privacy rules.

606 G880 ®cIo® HED OISO e OO
BB 63 e Owessm) 88 Dsew BB &
DN 830D BBeCe®cmd 9f) e5@est.

Purpose of Firewalls
B8 o86® o8

e Firewalls block unauthorized users or
programs from accessing your network or
system.
0OHedIE OBS GO0 HOBEDGES M3
BefesDws; e eHERGO 60 EASEO 5ed®m
B8 &G OB.

e They help monitor traffic to and from a

network and enforce policies about what is
allowed or disallowed.
095 HEEDO 6’ 98 B0 G®ODIG®ONG
BWdegne SOHOO w® gOd 8 o M3
F0OD 6MDE 68 BBIE 5B DD
OB 8 »od.

e Firewalls can block known threats, such as
viruses, worms, and other malware, from
entering or spreading within a network.
0ebedIE@ DD 66003, wWorms &®m DX
B8O ®agtdo® & VBB HEGBDO ard
Be®} 6m) 5cBDEOS FOBO DG ®IW.

e Organizations can restrict access to certain
websites, applications or services.
£30DNDOED ro® DD ald, 6ke® M3
683N 60D ednm 5B BO) WS HHG.

e Records network connections and security
events for auditing and troubleshooting.
Bo&HE 6% 6838 BNOHWOSEB BEH) EHE
DBV o midwsD B b O
D) ®SE.
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Access Point (AP)

An Access Point (AP) is a networking device that
allows wireless devices to connect to a wired
network using Wi-Fi or other wireless standards.
968® EWBseE AP 6 &ty 68D ceo® (Wi-
Fi) 63 60a8 ot 08 @88 wHDDens

AHeS®D HEEDO HBRND BOD o) @™
EHRDOEN ELN0®EE.

It enables them to communicate with each

other and access network resources.
30 BP0 DBew® O® ESedeme BBHOO
& HE 5058 60D §edvw B0 ®S 8.

It is connected to the switch or also can be
connected to the router. Most modern devices
come integrated.

D S3BDEO 61 GHOOBD BB BDE ®TEE.
eR6®] HT® Eesdo®m 68 TmMRED O Besed
&,

Key Features
g eSS

Wireless Connectivity
Ao 68 BRSO

The primary function of an access point is to
provide wireless connectivity to devices, such as
smartphones, laptops, tablets, and loT devices,
enabling them to join the network without
physical cables.

Eewos 65D BBRDSDD : 5edn EBsGD BB
VBB BSes 3@106mIs, @esedes, D@D, e

0T E)0®m &8 ceo®m DD oy OS5

SBRDBDMDS €52e5BO), WIS 6RAC 65NOTSHD
eHEEO BBRBR BB BRSO ®eBH:D @R EOH.

Network Bridging

&HE eSO

An access point connects wireless devices to a
wired network, often through an Ethernet cable.
This allows wireless devices to access the
broader network, including resources like
servers, printers, and internet connections.
edm EBBEED OB v OB E8o®,
eem] BD Bobemnd RRBE ®O®), AlMTs
65D HEODD 6BRED DoOH ERB. cPB®S
ee3NeIHm, BeHn GBSy 65t GRDLENE BRSO
DB 8 grdd 85OQd HEGDO gedn OO
B OB Ee500mDRO GOSMND @TeR.



Signal Transmission and Reception

o) 583eSenn o BE®rS®

The access point transmits wireless signals
(radio waves) that cover a specific area, known
as a "coverage area" or "wireless cell." Devices
within this area can connect to the network
through the access point.

568® @6 ddsm gecman” e® "wireless

cell" epts wexd®n e Sdedmnt endOSG
O Ao OB o) (6886w’ DGo®)
5036888005 DOEB.

It also receives signals from connected wireless
devices and forwards them to the wired

network or other wireless devices.

6®® BEEB®H BE &S ©30® H6D® L3NDE HOM)
eHEGO BB Bk ®Twm.

B PRSIV Ko 08D EeNomOBS 5ote)
eem® T CorSnm HEGDO 6®5 DS
ELezesS OB Ee30® 60D 6(NE DOB.

SSID Broadcasting

SSID doe®e

The access point broadcasts a Service Set
Identifier (SSID), which is the name of the
wireless network. Devices use this SSID to

identify and connect to the network.
568® BNWEB Lees OBD eHEE O D ee3e)

200@ ®»e®S® SSID Smmmne @oO8. ¢e0®
BED) OTHOD 6 HEGO PR D 68

SSID #08o wOa.

Security Management

oBD DEODDONE

Access points often support various security
protocols, such as WPA3 (Wi-Fi Protected
Access 3) or WPA2, to encrypt data transmitted
over the wireless network and prevent
unauthorized access.

Eleoss OB eHERG ®O®) BBEEBEING OB v
£06DONGE BOOO ® GOBO6HS 3edrm DO
D@0 ged®m 5M® ede®’ 50 WPA3 (Wi-
Fi eposen gedm 3) e WPA2 &% 581
POWBD 6£396036DIQ BEH) WK .
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How Access Point Works
Access Point §cmds006

1. The access point generates and transmits a
wireless signal over a certain frequency (usually
2.4 GHz or 5 GHz bands). This signal covers a
specific area, creating a wireless network within

that range.

356D® @BBBG 6B t30RBDHEE (E2@H®B6ES (2.4
GHz e®3 5 GHz »@ws) ®é®) s OB8D
0D DG O e OB, 6®®
00 Bwdm S06E®n O OHG OB, OO
BME3B DG GGy O&D eHEGE SBH@HG DOTB.

2. Wireless devices scan for available networks
by detecting SSIDs broadcasted by access
points. When a device selects an SSID, it sends

a connection request to the access point.
Lz OB8D Ce370® 3edm 3D BBS BIBHEG

@6® @ SSID ®em) ®rBed®s sD8® eHE Eem)

sdeiome ®OB. cooens  SSID Do
eI®s B0, dn 3ed®m SMNHEO ©BRS
98R0m ©BOB.

3. The access point authenticates the device
using security protocols like WPA3/WPA2, and
once authenticated, it allows the device to join
the network.

886® Moe (WPA3/WPA2) 88 endism
6eE0IeIR IDDEESE  CLN0®ME LB
OB, 6% GDBRDGE WG 8, DB ESNo®EO
&HERGO 6BRSR BB g eEesd.

4. When a connected device sends data (such as
a web request), the access point receives the
data wirelessly, converts it into a format suitable
for the wired network, and forwards it through
the Ethernet connection to the router or other
network devices.

oD  EeNeBEE e dmn DO (6D
93BOE Be8), &5685® @DBBB lesS OB et
@R B8, BB lEtEmD eHEGO eey PISKD
RO VOB OB, &  Sodbexnd
£BRBDOGE ®O®) OOOED 68 600 eHE
ENo® 60D 6T wOEB.

5.Conversely, when data is sent to the wireless
device from the network, the access point
receives the data via the wired connection,
converts it into wireless signals, and transmits it
to the appropriate device.

g o0, eHEBME Blrs OHD Ee50mEB 6D
e D O, B5® S0®E  SlETE®D
BRDBDMDG WO®) e @D @, Do Gty

68D o) VDD sBHOVDBEG O 5L E30BEO
68638800 DO,



Types of Access Points
ge8m BN OB®

1. By Integration
ToREQO exd

¢ Standalone (Independent) Access Point
S0D® 5edmw EE®sns

A dedicated device that only provides Wi-Fi

and connects to a router or switch using an

Ethernet cable, commonly used in offices,

schools, and campuses.

Wi-Fi &59£300® e5®@0 565052 €56 Epthesnd

6DRED ®NDDEEHRS OROOGDO 683 3DEMO

2P0 DD 6DDOO Ee0®mEE. 6B

EDBIDBEES MHEE, A 6B BBOBESE
5VBRHERDE 8D 68.

e Built-in (Integrated) Access Point
@058g 5ede EE®sG

An access point built into another device,

usually a wireless router, commonly used in

homes and small offices.

BOBDD ELN0®EE (£3)BIDBEES ity O8D

OOOGE) RE® Besed) s 5edm @DBBGE.

6®B EI@HDBEHES BOIES €5 WE) VDR

O 68.

2. By Installation
SMesHe gad

e Indoor Access Point

®@ae3d 5ebmw EBBBG
Designed for indoor environments such as
homes, offices, and schools.

5enes, BEIE ©® 68 Dt ®amedd &sdedES
Eem) 50D DO oTD.

e Outdoor Access Point

BO 5ebm EBBBG
Weatherproof and designed for outdoor areas
such as campuses, parks, and stadiums.
6EHREFID Destresnedd eI 62D 6@,
Bx0deme od®, £ 650 HEhomsn D&
DEO®S 3 e3Em) e5cEnd® O &om.
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3. By Frequency Band
03D DRBE gHd

e Single-Band Access Point

8 D@ 5edr BB
Supports only one frequency band, typically
2.4 GHz.

@860 2.4 GHz & 5 5050
DEIBODO OB WG D,

e Dual-Band Access Point

2030 m@o ebm EEB5®
Supports both 2.4 GHz and 5 GHz frequency
bands.
2.4 GHz &3 5 GHz 6% 30225 @15 6&m0®
0 Eda.

e Tri-Band Access Point

550 oo 5eb® enese
Supports three frequency bands, typically 2.4
GHz with two 5 GHz bands or 2.4 GHz, 5 GHz,
and 6 GHz in newer models.
50D DRI WO BWE EWOB. EIBIDBGHS
2.4 GHz &s®® 5 GHz @125 6cms 663, 2O
MERO@ 2.4 GHz, 5 GHz, s 6 GHz m@es o8
BEH) FRES 68.

4. By Power Source
Reess guwdao gxnd

¢ Standard Access Point
08000 gebm Esse
Powered using a separate power adapter.

60»® Power Adapter endmens deBn @@
®8.

e PoE (Power over Ethernet) Access Point
PoE (Power over Ethernet) g368® @sisse

Receives both power and data through a

single Ethernet cable and is widely used in

enterprise networks.
D Bobend 6REGE HO®) BeRBK X e
5 6O @R @) o 68K MHEOBD HE
2E DRED ©0D 6D.



Gateway
600 @®m

A gateway is a software or networking device that
connects networks, which allows devices on one
network to communicate with devices on a

different technology network.

6200 PmE By DBR DMDBHD HEGBS DBeHWO
SRR DO® ©® DS HEGD S EeNomOED
HEM eNEGEA S e50® BO® BeDemen SOHOO
9B B5RED LHRMOL ELNoMEBEED 66 BacDIoMEE

Most gateways are hardware devices, while

software gateways are rare.
eE®] 6600 Bo catlo® E&o® DD GO,
200 Bago® B 5cH® § F&n 6d.

How a Gateway Works
6e)00 OmD SFermdSOG

1. A device needs to sends data to a destination

outside its local network.

E00E0 OB SNBG eHeens BOm 88D
®OMBDED 60D DD 5cdBO d®s 68

2. The device forwards the data to its default

gateway.

DO o BB eI e BB’ 665058
ENde 60D 6(NY OB.

3. The gateway examines the destination

address.

ENoOn OGBS DO e @IDG (X OB
B85 de DOGB.

4. If necessary, it translates protocols or data

formats.

OGEMOG and, DG HE BH®DOP 613 e
a8 DBEDDO S3BOVDHE WOE.

5. The gateway forwards the data to the

appropriate external network.

9Byesty ENOG BEE DB e eedE NSO

EHERG 60D @EHEHO 6cNE WOE.
receives and

6. The network

processes the request.

®OMBD EHEG 60D 60O e QIeRD DO
D5 e 9888 BIOD ®odE.

destination

7. The response returns through the gateway to

the original device.

QTR GEENOG HLODS OB ®O®) B
EeNo®E 60O ®E) .
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Default Gateway
6088 6£)0Q O®

A default gateway is the network device (usually a
router or gateway) that forwards data from a local
network (LAN) to other networks, such as the
Internet, when the destination is outside the local
network.

6O8® 6200 M 6 Y WG O®
®ODMBDE, BNBG eHEeES B8O B8 & 80,
DB e SNMBe Heed 8O gHBEHEREH S
OB NBO eHE 60D EBHED 6N OB HEDOLN
Ee0B6E (E)@1056035 OOOGEE 653 gI0EE).

Characteristics of a Gateway
6800 P @B

Links networks that use different technologies,

architectures, or protocols.
BBR) oBBIEE, DOES 693 Br@OP ©HDD)
OB eHEGS DBEHDO BN DAE.

Can translate data between different

communication protocols when required.
gO®s GOBEMOEE BB 655386de» 6epnedicmie
g0 e sSHOVDDG DG HTBG.

May function at several OSI layers, including the
Application Layer.

6:e® 0006 &rpdd OS] 8306 88e3cnn®
Bor5em 8o 90,

Serves as the point through which traffic enters or

leaves a network.
EHEEDO 55D ®ODI®BNEG grd D 683 9%
B0D® ggihe NG 6@ 6e3DE WOR.

Can connect LANs, WANSs, the Internet, and other
types of networks.

LAN, WAN, eSobehn 6o 6005 Bz® O®nm
EHEGS DBeDWO BBRDSE) wE HTES.

Analyzes traffic and determines the appropriate

way to forward or translate data.

e HODMOBNG DHeBBHIG O, D 9EDEBO
68 BHBO 63 sHOVHHEG SHOO ©en® 9dG
BB OB.



Types of Gateways
8860 ®o BH®

Network Gateway

&HE 6800 d®

Connects different networks (most common).
BBDD) eHEGS DBeHDO BRS OB (DEHSE
6038 OB®eB). (IPv4 — IPv6)

Internet Gateway

gsobehe 60 O®m

Connects a LAN to the Internet.

BN HEGE FBDBNRG B5P® BBRDSH
268. (ISP/ Wi-Fi Router)

VolP Gateway

VolIP ec)dg @®

Converts voice calls between telephone and IP
networks.

£0mO® HE 6% IP eHE 40 @ grdxn®
DB O sHOVHE WOE

Difference Between Gateway and Router
6800 dm &®m 00066 god edwes.

Cloud Gateway

D@m® 6o e®

Connects on-premises systems with cloud
services.

PEODE DE gt SES DE® 65D O™
BV DOEB.

loT Gateway

loT 65)60 @®

Connects loT devices to networks or cloud
platforms.

loT ee0®, eHees 6®3 cloud platforms es@®
&850 @68, (Zig bee)

Email Gateway

Bexzsd ooess@ 6600 @m

Filters and routes email traffic.

By oe5t@ ®ODIGBNEG 65D 5t ®OS B®
Bogns BBO e OB

e Although a router and a gateway are different devices, a router often acts as a gateway in home

and office networks.

OBOOGE &® 66)00 DM %) DBEDWO DN CeNo® ewE 5B, B & WIVEBEG HERGBSS
0OOEE e@e®] 8D 66)00 B®E 6@ B DOG.

e All routers are gateways, but they can also route between internal networks
8BrE® 0506 66)00 ®o B® ®ES, FND amsBD0 eHE GO 55 MVH®D OO ¢ B DS HHG.

e All gateways are not routers. It's a device or software that when protocol translation or format

conversion is involved

8BrE® 62000 ®o VDO 6a68. DG 6eNeiemie SHOVLOH®EG 68 D WS SVOVDMEG FrRES OB
FOENDEE 8D O® Ee30®EE 6493 BB

Gateway

Router

Connects different networks and may translate

protocols.
BB eHEGS DBe®WO BBRSR mb® gmd
@O sDOBHDDG mE HTEG.

Connects networks that usually use the same

protocol (IP).
DO BE@OBEE DD DO eHRBS DBeH®O
BRDSD DOGB.

May include routing, NAT, firewall, VPN, and
proxy functions.

Routing, NAT, firewall, VPN &3t proxy sd®cces
e Do OTDE.

Primarily forwards packets between networks.
OB DBEES HEGS &0 e e5ewdh @ED®O
6NE 5B &g OB.

Can operate at multiple OSI layers.
0S| 8006 B8s0m® e Bk ®ie.

Primarily operates at the Network Layer (Layer 3).
BBD® D®EES HE 3O06E O 8.
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Network Topologies
eHE S0 8exd

Network topology refers to the arrangement of
different elements like nodes, links, and devices in
a computer network.

&HE B8O Bexd 6y DD eHEGD &8s nodes,
links e Ees10® B8 BBR) G@o® e3cEBOE.

It defines how these components are connected

and interact with each other.
6®® 500D DBem BRVSR & HBVHE) DOD
MO DBS SHOD®EB DOE.

1.Point to Point Topology / 6@ 80emn
(Simple Topology)

—/=

Device 2

Device 1

The simplest type of network topology in which
two devices are directly connected to each
other through a dedicated communication link.
Each device's network interface connects
directly to the other device, with no
intermediate networking devices.

EeN0® BEWD, LM RBEDCD RDTERE M)
DBe®HDO 5ac30d BRDSR) O 50@® eHE BSORD
O®E 606H. OB g gO®E HEDOSN
CNoBEHS 630D, DN DD EeNo®e HE

FDOTRHID  FEDD CLNOME 6D &5aide
©PRER 8.

The connection can be established using either
wired media (such as Ethernet, fiber-optic, or serial
cables) or wireless technologies (such as
Bluetooth, Wi-Fi Direct, or microwave links).

c®® eBRSOMOB lwes &> @Rs (Ethernet,
OB B30 6 BOGA RS &) 63 l®wos

68 oneencsy (Bluetooth, Wi-Fi Direct) e®3
OBeIedd ©RE O8) IDDEHES BNBHE DS
BT,

To Establish a Simple Topology
80@ SOeen SMsmnc SHBD

e 2 Devices / eso® 25

e 2 NICs (one for each device) /9@ egodc@menss
86 288 (6320 £000EmO® D RDe&E)

e 1 Dedicated Communication Link (wired or

wireless)

1 es538ede® BREDD (l®te 68D M5 Glers
O8™)
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Examples / cep®dso:
e A computer directly connected to a network

printer.

e Besn GBYEDO ©afPd BB O &S
SOEEDHEE.

e Two computers connected using an Ethernet
cable.

DHE®D 6REGE NBDEHES BBV WO s
sD®ED 6EWE.

o A Bluetooth connection between a laptop and a
smartphone.

@3S SD®IDED 5 SO Som®
EODOBDEE 0 &ts DR BRDBRDIDGBE.

Advantages of Point-to-Point Topology
86 80@ Beeds il

Has a simple structure because only two devices

are connected.
cOB aTiery CeNo® GLWD SO Rids, 6@
500 6550t® ®BBD @) eSMEIE.

Requires only one direct communication link,

making installation easy.
Co® 6ewm oo gdms OB O esagy
LPRDBMOEE 3OLD.

Uses minimal hardware and cabling, resulting in

a low setup cost.
00 catho® ® 6Q PGS gd®s DM
DS 6®c Bred® af)n.

Provides fast communication since data travels

directly between devices.
ORIEB DG Co® 6D BSOS ars Deds
e ©D®OD 685mOS 68.

Offers better security because the dedicated

link is not shared with other devices.

6O BEE CeN0mEE 60 RED HeR ®IDD
eMWO® Dy, e BOO HODO#n Se®
Qtxof) ).

Eliminates data collisions as only two devices

use the communication channel.
HBBDEHHE WOBGS CNo® 6L SOD
DS, e DBem® ®rded O3NS 6BTD.

Makes fault detection easier due to the

presence of a single communication path.
805568 D RSOGO VDS,
@0 9 YWOBS HEDIBD WTD.



Ensures reliable communication through a
dedicated connection between devices.

80O 60 §) 5RE®ES BB MG 5t Fepemd
BEDeHHED S OB.

Disadvantages of Point-to-Point Topology
80@ 50@ Beneds g

Supports communication between only two
devices, limiting network size.

CeNo® GEME GO BOHD BRBDCWEO E5IG
e50® Deds eHEed 5@%c B8) 68.

Cannot be scaled as additional devices require
separate connections.

#8638 CNo® M) 6ONE BRSO gd®ms D
DB SB@ENG DE GIIWTD

Is not suitable for large networks due to its limited
connectivity.

505 88 ©ERBIMOE 656D DR &HE
CH) 6L 6368.

Restricts resource sharing to only the two

connected devices.
&858 eRHIS® BERBID Eelo® 6D SOHI
8@ oa.

Stops communication the

communication link fails.
oxSede® ©RiEn de DS BBeDeHEG
28D ENenES® HB0 685.

completely if

2. Bus Topology
e SOpme

Bus Topology is a network type in which every
computer and network device is connected to a

single cable.

R B30 Demd 6y ©z® BHEIMDEDO 5 LHE
E0BEEO DB 6BREGBDO BBRRE DO &ard eHE
RlelolnIR

Terminator
Terminator

Backbone cable J -

[

(Coaxial cables) ] L]
l Il l-
Node 3 Node 4

Bus topologies commonly use coaxial cables.
RS BOEDED ENEIWBEES 5@I0B LHte B
DO8.
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Since all devices use the same communication

channel, they belong to a single collision domain.
Bo® coo®m Do sSedem MB@D wdD
20 DS, T o8 @B DO &Gs 8.

As a result, if two devices transmit data
simultaneously, a collision may occur, affecting

network performance.

OB uBOEGD 6L, CNo® ec dWDO D
8658006 WEEHND, 5D DBe®D® B0 &g B
B8 g0, DB eHEEE §ImDBOEO D@eN.

Terminators are installed at both ends of the
backbone cable to absorb signals and prevent
signal reflection, which could disrupt network
communication.

HE oBBeDeHEd W) S DG HS otr)

BNOVDDGE Dogrd® €6 t5oe) §OmIBHEG DO
@O BeH) Y 6BREEE 6eemEDODR a®XeSd

(terminators) &8 @06 eoo.

To Establish a Bus Topology
83 BSOemrs B8Memnc SHOD

e n Devices / £e550® N 5@#ncses

e n NICs (one for each device) / eh@ egdc@m@nss
&% N BIMEE (8320 Ee30®BDO® D De®S)

e 1 Backbone Cable /1 gth» es@@cnes

e n, T-Connectors (T-Junctions)
T-50 n g@®¥es

e n Drop Lines / &®zed n e5@180cses

e 2 Terminators (one at each end of the backbone

cable) / 30 255 (50» 6ERE6E 6c6EDOO®
D> Do)

Minimum Number of Computer/ §9® sbmsm
©o@m®: 3 or more / 3 e® OO
Maximum Number of Computers/ c&s8®
obomm ©o@0: Depends on the network

standard and cable type. / eHe B8c &5 6RS
BB B de) sO8.

CSMA/CD

To reduce the impact of collisions, networks use
Carrier Sense Multiple Access with Collision
Detection (CSMA/CD).

e ®r0BdE REuE® gdd SO em, tHe BB
Carrier Sense Multiple Access with Collision
Detection (CSMA/CD) caigens o8 mos @RE.

Examples cey®den
e A small office network / @8 B@@ eHEEE.



Connecting Devices Using a BNC T-Connector

BNC T-68080o0n odoens conom 850
8560

BNC connector Terminator
—
T connector l
BNC connector
Network
card

The main coaxial cable acts as the backbone and

connects all devices in the network.
g® OB WREG D MHE  ClHD

(backbone) e@ts §w) @O® gmd eHred &8 Bre®
EeNo® DBEHDO BRSR) OLB.

A BNC T-connector is inserted into the backbone

cable at each device connection point.
&z® £e0® BRSD QBBSHBDED BB RGO

BNC T-e58080wm0s e o8 @ted.

The two horizontal ports of the T-connector
connect to the backbone cable, allowing data to
travel along the bus.

T-80050med a8 8068 omeds e OB
BRRBD 6B D» b, DAGS D HERG
6@ ®®s SOOO 9f) 5.

The vertical port connects to the device's Network
Interface Card (NIC), enabling the device to send
and receive data.

8 B80S 6608 Cen0med )@ FROTENES 5O
HBRSD D® oo, DABS ¢eNo®ED ex Bd®O
3% @) ®TEOO ®THND QTeRE.

Advantages of Bus Topology
3 B30@ Bexeds i3

Has a low installation cost because it requires

fewer networking components and less cabling.
DB HEDOS 00D ©® h) RS @G
gOms O Reds 3 BB ef)e.

Has a simple structure, making

understand, install, and configure.
80 e ©O8» BS 6xd® ©i&e0,
BMNeswi BOOO 5t Dt HHOO eseescs.

it easy to

Does not require a central networking device such

as a hub or switch for communication.
oxSedemne ©em ®D 6o B398 % 0s®
RO Ce0®HES FOGS 68168,
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Is suitable for temporary networks because it can

be set up and removed quickly.
9 9B B0 5% 9D SOBD ®td Dedey
NOMNBD eHE BEM) B 6.

Allows new devices to be connected easily by

attaching them directly to the backbone cable.
Ce0® 338908 36 6EREGBO BBV SH® BEGS
20 Ee30® 5HEeds DI SHAO @) e5Ee3d.

Other devices can continue communicating if one

device fails.
D ceNomBD G e, ™D E0mDRD EHD®
HDBEDEMNEB DG BTD.

Disadvantages of Bus Topology
83 80@ Beeds gt

If the main cable is damaged, communication

stops for all devices.
B 6BREHBO N8 e, BHBE® Ee0mdE
&8s DO 68

Experiences reduced performance as network
traffic increases because all devices share the
same communication channel.

BoE® co0o® DO BB MBE ®H6d
D ®O® RS, ehHhe DeRen el B BO
FndSDe &f) 8.

Makes fault isolation difficult because identifying

the source of a problem can be challenging.
®0EDD &8 & AW HEBTRO FBeI®IDOWD
B u DD, 6838 OO HEIWID® epeseey
WOB.

Has a limited cable length, restricting the
maximum distance over which devices can

communicate.
B8 o3 o SO8® VD, EeN0®ORO
SBBDEHE WG TS ¢5d® o 8@ 68.

Supports only a limited number of devices before

network performance begins to degrade.
e9HE6E BrImdOG de BdBD 6850 3MIB N
QRS BB Ee3)0® 50DBODO 5OLD.

Provides lower security because data transmitted
on the shared cable can potentially be accessed
by other devices.

6eE 6BREEB ®O®) Bedssnn O® e RD
OB cNo® BBS edmw He® ®B©D SOSD
RS ef) OO 38563,

Makes troubleshooting more difficult as the

network grows larger and more complex.
eHEG BmNE 5% t350S0E B 80 6c3s BOrmO#nc
DENS epesewey OB,



Is not suitable for large networks because
performance and reliability decrease as the
number of devices increases.

EeN0® 50RO O O O HrimdSOG €®
BBOBBEOG gf) O» DS Bene eHE BEH)
23663 ©260.

3. Ring Topology
0086 BS0eD™e

In a Ring Topology, it forms a ring connecting
devices with exactly two neighboring devices.
OB 830@ Bemd nE, D6 HOEO® Qi
Ee0® e BO® EeNo® ©BRSD Oedem
ene3.

=

Each device acts as a repeater by receiving data
from one device and forwarding it to the next

device in the ring.

B EeN0®BEES e eer® Do Deded s
86® CNoen 60D 6mF SO BB Ed
E230®EDO &HMDLemED (repeater) 6@t S
OB,

All devices in the ring belong to a single

collision domain.
DeReR &8 BoE® Ceo® 8 ®Q® De®™O
&gns 6.

The data flows in one direction, it is
unidirectional, but it can be made bidirectional
by having 2 connections between each Network
Node, it is called Dual Ring Topology.

e® 5 Eedmd ®@ 68, D Fo Emn® 68,
28 O D eHe Nodes god ©BRSED 26

BDe®s D BB DD 58 G WG, DG
28en 0BG SO 6@ HIESRGD.

ictfromabc.com

98

Double Ring Topology
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To Establish a Ring Topology
DeE S0men SMenn 8OO

e n Devices / ¢eso® N g@#nces

e n NICs (with each having two ports) / eH@
FO@RENS 5 N HIIMGED (6520 EeNo®EDO
6B 6ew VB sOB®D)

e n Communication Links connecting each

device to its neighboring devices
D DD CeNomen DB R HTS CtNo® 60D
BB DOD eESedesm BsRE N @G

To Establish a Dual Ring Topology
£5850 Heg SoePen SMene SBOO

A secondary ring is added alongside the
primary ring, and each device is connected to
two neighboring devices through both rings.
The secondary ring provides an alternative
communication path if the primary ring fails.
90T DEBRDO ad®®0D ED8BD DeRe® O
65 @R® gmd, 65E® EeNoME® DeE 6cw®
BO®) GBR g CNo® WO BBVRR 68.
908 Detre de didsnemss, COBB® Oede
OGBS Bodes e58e8e®m @M@ 358568



Legacy implementation of ring topology
OeE B0emed 50 Foxen BHS

A Multistation Access Unit (MAU) with n ports
is used to connect n devices through n cables.
Although the devices are physically connected
in a star topology, the MAU internally forms a
logical ring and enables token passing
communication between the devices.

6medB N 5EHEE 8D RH-5BBENSD 5ed®w

Toowos , 6508 N 5@eE ®H0®) Eedo® N
5@EnEE BRSNS SO B OB. 6@
EeN0® 6IBmD DO 0emrmd &R &
5Q#ve, MAU Eo006 o530 0S8
DeBe® e gd ¢50® gmd 603m® B IO
ou8edemn &g SBOO o) e5Eesd.

Examples / ¢e)ooen
¢ IBM Token Ring networks

e Metropolitan Area Networks (MANs)
e Fiber Distributed Data Interface (FDDI)
networks

Operations of Ring Topology
D08r B30pmens c®emnd®

A special packet called a token continuously
circulates around the ring.

eDJmmen  (token) »BE ®iERedn Dexs
000 OeSE DO) DHIRD 30e30#NB 6.

A device must possess the token before it can

transmit data.
ENo®EDO ey Bedesnn SBOD esd DO
Ee0mEB 50 6D3m®G BDG GOG.

Once the token is obtained, the device

transmits its data to the intended destination.
eDJm®E @R X &3, CeN®E BB OB e
SOEC HOMBDG 60D 5BeEBHIG WOB.
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Only one device can hold the token at a time,

preventing data collisions.

e DB @O0 Do tem), O DGO
6D3DHEB OCD) D) ®D WD DD ELI0B®EWO
SOH.

When no device has data to send, the token

continues circulating around the ring.
B58g ceNo®EDO GrdRD e @S DO,
eOi®e EnDO DERE OO e5ots0#G 68.

Token Release Techniques
eDlo» §o) ®cded® BSBo V@

Early Token Release (ETR) — The token is released
immediately after data transmission begins,
improving network efficiency.

2D 603m® Be) ®d® — e BeeEnn OB

8 O® eDiomec @ ®dy ER® gmo, BB
e9HE6E DIVHETBOMOG i) Enen 6D.

Delayed Token Release (DTR) - The token is
released only after the transmitted data returns to
the sender or acknowledgment is received.

G®E® Do B ®d® — 6Didmn @) ®wdX
QRBeS 868Nt DO L D %D DOBH)
6D erBFHeds 6»3 ERYY DD B30 BHOS
QIRDe®s 5630 SOH.

Advantages of Ring Topology
008G B3Opmen® e

Provides equal access to the network because
every device receives the token in turn.

2z® ENo®EDOB® FRBEEOBSE 605DHE QIGRD
DS, eHEG DD BEID EDHKES R 6.

Delivers predictable network performance due
to controlled data transmission.

BIEBE DO @ B HBHBHNG GG,
DR ZedIONG DG Wi HE BEIDIDBOGD
@R 6.

Maintains good performance even under heavy
network traffic.

g HE DEReE ©OS» O o
DS DEE D) ®E.

6MNE,

Does not require a central networking device
for communication.

HBBDeHH BEeH) BSO HEDOL Ee50BHED
RICLEC N IR

Makes fault location easier than in a bus
topology because data follows a defined path.
e BEDD MenD Dedetd @S oD Ddsy,
RS B30emrmO &) 5563608 6cie sOSD 3w
DEDIDD BDTD.



Utilizes network bandwidth efficiently by
allowing only one device to transmit at a time.
D DOwD ey ©dePssnn BHAOD @b @
62562 DD ¢0®EIO 5B DS, eHE RIS
560 MVHERBOD B DOB.

Supports longer communication distances as
each device regenerates and forwards signals.
e5z® ELN0BOERE o) B DB DO
QBHBO 68 WO RdS, Er RBedem oW
EEH) NG EMOB.

Disadvantages of Ring Topology
D08 B30gmen® gt

Can experience network disruption if a device
fails or a communication link breaks.

28 O DomecmE D CeNomEE 4S80
OPens  6® oxBede® EED D
B0 Hred de DddE B Bk ®owm.

May require temporary network interruption

when adding or removing devices.

ceo®m Dy HDeBE em) 95 SBHeBE
MODBO HEEE BImdBOG O BHOO &,
B ®ow.

Is more complex to install and configure than a

bus topology.
Re3 BO0emEmO DED SMeswe 5w o SO®
e300 En 68.

Can make troubleshooting difficult in large ring
networks.

Bme D@ HEDE 68 SO gemey B
BT,

Involves higher installation costs than a bus

topology.
3 BOEmEmO BE) B e5Mese 8Bk erd@®O
8e, 6D.

May experience increased transmission delays

as the number of devices grows.
E0® oD B8 Do TO e ©Bsieen
5®ens O B ®em.
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4. Star Topology
20T SO

In Star Topology, all devices are connected to a
central networking device such as a hub or

switch.
20t B0 Bereds BrE® co® BB e®3 358
DS BRSO eHEWOEN Ceo®HBO BBRDSD O &o.

’

Hub/Switch

Typically implemented using RJ-45 connectors
and twisted-pair cables connected to a hub or
switch.

E@DBEEE 606G FEIDOD OH ERSES ®HV
e®] S58 Domd w0 ®O®» @ RJ-45
BRSO 5% Fr®OTE OE GBRQ IDDGHE.

Although coaxial cables can be used, RJ-45
based Ethernet cabling is the most common

implementation.
6® em) XSS 6T DD e ¥ §de,

DINS® g HPEIdOm OO O5ess RJ-45 @
BeH® § dobend 6Q ®IDDEE.

To Establish a Star Topology
26t 0™t BSMsHnE BHOO

e n Devices / ¢e550® n @&

e n NICs (one for each device) / ehe 08w #ns
B3 N HEHMED (8328 Ee30mEDO® D Do)

e 1 Hub or Switch with at least n Ports ¢®®
D®EHES 6mEDS N HIGD 8D 1 ®D %3
888 Ee0®mED

e n Communication Cables

HuBede® 6 N &GS

Examples / ¢ey®d#n

e Home networks connected through a Wi-Fi
router./ Wi-Fi 68006csS ®0®) &8s @06
o8 Bede3dE sOB® HE

o Office networks using Ethernet switches.
Dobend 358 D O® DMEIRBG HE



Advantages of Star Topology
206t 80@ Beeds OHEd

Simplifies installation and network management

through a central networking device.
5O HEDOH ESIoBED DD SHO B
BMNBHEB 58 NE DESOMIDOLEG 5O DOB.

Allows new devices to be added without affecting

existing network connections.
2055 eHE BBBNDDRD DI 6O B Ee3)0®
Do BBOO @) 3.

Makes fault detection and troubleshooting easier

because each device has a dedicated connection.
828 C00EmO8 6038 ©PRBNDDGED sOEBD
D, el HEIETEO 519 6858 HNHDOLNED e5eq
DO8.

Prevents the failure of one device from affecting

communication between other devices.
D E0mnD 8o e®s gemwd EN0® o
8BeDn eu8edemnnd REezd® grBdd DedE.

Supports easy network expansion by connecting

additional devices to the central device.
BD5O ¢300®E0 FODO EeNo® LBRSD HVO OGS
59860 eHEG OB BHBO @I eOB.

Supports a large number of devices when

sufficient ports are available.
5O OB 6wedDE O8® O DI EeNo®
50RO eI e,

Disadvantages of Star Topology
206t 880@ Bepeds gond

Requires a central networking device such as a
hub or switch for operation.

BoondSdn ses ®D 6®] &858 8 Os®
EHEDOF EN0MEE FO®S 68.

Causes the entire network to become unavailable

if the central device fails.
®D5O® ceNomB #8G PN O HHEGB® DD
BOBO 6Bt HBDOEO 55 68.

Results in higher installation costs than bus

topology due to additional hardware and cabling.
#56b> catho® ©H eRF wIODDE B @
BO0emnd &) 8 3 BB g 8.

Depends heavily on the performance and

reliability of the central device.
BRSO £0m6E FOMBBOG 3 DEBOLBHEOG
O 6REHES OE) 5O8.

Requires a continuous power supply for the

central networking device.
SO SHEDOE EBI0M®EG  EEW)
000D gdms 68

e Bel
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5. Mesh Topology
EOB/ 1R300 HE BORDG

In a mesh topology, every device is connected

to every other device via a particular channel.
coBe®n HE SOewe G, ©E® ENo®EO

Dex8® MBI  ®O®) gD &5z
Ee0®EO® 658N 68.
E l i\

Fully connected Mesh

Suppose, the N number of devices are
connected with each other in a mesh topology,
the total number of ports that are required by
each device is N-1.

com® N o580 cr@e®n ehHe S0emn 2E
DBen® ORSD B ool BoE, D O

E20®mB0 gd®S D O 668 ®#n® N-1 68.

Suppose, N number of devices are connected
with each other in a mesh topology, then the
total number of dedicated links required (L) to
connect them is,

com® N 6502505 cr@e®n ¢HE BOeme DG
DBen ©BIS0 B aqod 8o, D50 Fon

BB SOOO gdms 5DE wm (L),

To Establish a Mesh Topology
erBedn Soemns SMenn SHOO

e n Devices / £e550® N g3@)€nces

e 1 NIC with (n = 1) Ports for each device
€520 Ee0®mEE BeX® 6medS n(n - 1)
B@MED 8D 1 eHE FROENES s

e n(n — 1)/2 Communication Links
&8B68e® D€ n(n — 1)/2 ®émees



Examples / ¢ey®d#n
¢ Internet / gxSobeHan

¢ Military communication networks /
BBOL/®Be) 33Bede» eHE
e Data center networks / esSo @RQse30® eHE

e Wireless mesh networks / &tz 68> 6@
&HE

Advantages of Mesh Topology
@600 HE BOewens OB

Provides high reliability through multiple
communication paths between devices.

CeNo® b DR ©5Bedew @V® TOSO
65060 9nE DBDHBEHEDOGE @) 6.

Maintains network operation even when one or
more communication links fail.

5868e®m € D 683 BBesn De, DtO)@nsS
eHE6E BEHDVBOG RO DT ®.

Offers multiple paths for data transmission,
improving communication flexibility.

eo ©BegBEnc He®) AH® BBk @R 6D
D, wsseden HBOsBBIDG Bid) E@en wOE.

Eliminates single points of failure in a full mesh
network.

b®n 608 Heow o8 Jeddd oues
28#nes® Hi8 WO cO.

Provides high security because dedicated links
are used between devices.

E0® gm0 woesh) RE DD DD RDeds 9mE
OO €5e563C3.

Makes fault isolation easier due to direct

device-to-device connections.
Eeo® o tags BBRSD) SO8B® D, e
6OBWO BEI®TDO 59y WO,

Supports simultaneous data transmission

across multiple links.

0B ©RE ®»O® DO o BB
BBOO e300 e,

Is suitable for mission-critical applications that

require continuous communication.
FRHIR) 5556DemEE BB DD 9 e 5%
BOFNSOD DIVBEES Em) a6y 68.
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Disadvantages of Mesh Topology
ezB000 HE BOewent 08

Involves high installation costs due to the large

number of links required.
gO®s OD® RIE DHIE 30D GBNEOS 9B
e BHDroE crd®O & 68.

Requires extensive cabling to establish direct
connections between devices.

ENo® g0 ag BRSO s SB® em
O3 6@t 6T DB® (extensive cabling) edsx
6d.

Increases network management complexity as

the number of devices grows.
Ce0® 3050 B8 D TO eHE DEODIWDONGS
SoSVIMSBOE OB 68.

Makes maintenance more difficult due to the

large number of connections.
8RS0 BENE oDBDD BOSD DS DD
DOE OIS sy 68.

Requires multiple network interfaces or ports

on each device.
2@ CNo®ED® RDHDR HE GROENS 653
6meD8 BDO gdms 68.

Requires more physical space for cabling and

networking equipment.
eRDA &8 HEWO CS5OSN E®) Did) 6tIBD
9t FO®s 68.

Takes longer to deploy because every

connection must be established and tested.
520 3BRSDDEHE BSMNBHB O DS DG
G B, HEG BHG 6@ 66edRD Ol
DIRGD OGS,

NOTE:
In a full mesh topology, every device is directly

connected to every other device in the network.
obgn  ci@es SO |, MHEed oatd  ez®
E®EIDO gems BHE® Eeo® 60D afdd
HBRER & sO8.

In a partial mesh topology, only selected
devices have direct connections to multiple

devices.
gbd) cBe Sopmnm »®, tay BB
85D5S56S eI EeNo® BB o SO,



Mesh Topology Using Routers
08006 ®BenS crEedc BSOeme

Each router is directly connected to one or more
other routers through dedicated

communication links.

0z® O0HOOGES® 60558 ©3Bedc® € ®HO®)
6B OO0 Do 68 HBBrD DD 33O
BBRS0) B sO8.

Switches are generally not used in mesh
topologies because they behave as a single
interconnected network and cannot provide the
path redundancy and automatic rerouting

required in a mesh network.

208 B S§n O RIBGS B DY
SRR HEGES 6@ QB ©® crBe®n
HEGDO gdms D @H® ESOBHMOG 6O
B0EoBED 6O e ®tdedd e tde®
DB ) B0 FHD exmes @D,
e®DBEES crde®n B0 BeX) 855D D
exemed.

Routers can identify alternative paths and
continue communication even when a link

failure occurs.
G806 BBE B VB HEMIOD B oD,
o5y oRiErs de Oemns §Be
FRHRD ©5BeBeme SO 6mH HRD FO
®TDED D).
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6. Hybrid Topologies
6c8m® Soew

Star Topology

Bus Topology

Hybrid Topology is a network topology that
combines two or more different network
topologies into a single network.

6c@®® 30 Temd vy DBEeDDO 6DWES HE
B80@ Besds ecmn 61 BBesnD DO HEGE
6@ TRED DO® HE BSO@ BedS.

It is designed to take advantage of the
strengths of different topologies while reducing
their limitations.

DD B3O@ BesDSS o B3/ g3 d®
DO ©8BS, T et GBS 3 HE
563SDE0 ®D Bl DD SOE 6dG t5rEEd® WO
T,

Different sections of the network can use
different topologies (such as Star, Bus, Ring, or
Tree) based on their requirements.

eHE6E #O®BD) @D s5eH®D O BBR) O3

eseH 880 0@ Bemds (dt, DS, HSS 63
Darde OrB) DD DS HBE.

The connected topologies work together as one
integrated network.

6®6Ee BBV WO @E B30 Demds BrER
D@ ToRED eHEGD 6@ DD Dd H
OB,

Hybrid topology provides high flexibility,
scalability, and reliability, making it suitable for
complex network environments.

6c@m® 30 Desd BN 9ne BB VO,
BEBG 5e0800 BHe® WeBEIOD €5

BB HEHOGEE @) 625 DodeS, D e30S%n
e9HE 30e0ES e 6REMDS e 6.

It is commonly used in large organizations,
universities, hospitals, data centers, and
enterprise networks where different
departments have different networking needs.
B0 6ceHDEBRDO@D DO 6OHE3
eNEDON GOSN 5OED DENE €50DID,
BHOBEE, 60393, e BRBEEN® €5
OsDENG HEEES 606 RHEd® DD 68.



Types of Hybrid Topologies 2
cobm® o B Star-Mesh Topology

Star-Bus Topology

Multiple star networks connected through a
common bus backbone.

6298 R D BBDeH 6B HO®)
DO BRDSR O® @ DOT eHE BDBSED
DOROE.

Star-Ring Topology

Several star networks connected in a ring for
better reliability and management.

D) 6tNE, DEBEIDIDENOGE €569
DEODDOBNE e DOBG epIOBD DBeHD
PR ®O® @ DT HER BEBEHE.

Star-Mesh Topology

Star networks interconnected using mesh links
to provide high redundancy and fault tolerance.
NG BV 5 6cis 9DB6® WrBENIOW
@R B® e®) crRedn BRTE ®IDDHEHS
DBE®DO BRBR oD @ DOt HE 6D.

Bus-Ring Topology

Combines a bus backbone with a ring structure
to connect different network segments.

580 eHE 6Ot DB 3BRSH OO e
3 3 EBWREEGE 5 DOBG KWK DO
Doy @O BHEIG OB LS.

Tree-Star Topology
Multiple star networks connected in a
hierarchical tree structure using core and

distribution switches.

B 5% 6RHDEE BDGS D) OB,
ANOB Dade DxwnmO DBemO BBV DOD
@& 0T eHER BEeSnS.

Tree-Mesh Topology
A tree topology enhanced with mesh
connections between key switches for

redundancy.

FBOBODD Bem) 5ihw BSBDGS b crBes®n
BRE DS OB OEOOS Endn wO® @E
Dard® eHE D5HGES.

Snowflake Topology
An extended star (hierarchical) topology where
secondary devices connect to additional

devices, forming a snowflake-like structure.
EOBB® ceNom OB FSLD CNo® BO®
SRR OB, BB BrEOD MG @) SO8
OB 3, EuEn OB @ DOT eHE DFHGEE.
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Advantages of Hybrid Topology
6c®m® S0@ Bemed i3

Different topologies can be combined to meet

specific network requirements.
B6DD HE FDGBD) 55NJO eH) DBEHDO
605 30@ Besdss DD TFMRDER DE BTHE.

New devices or network segments can be

added easily.
2B Ee300® 683 eHE 6O 9 B5HEEDS Dr)
DG WIDG.

Different topologies can be optimized for

different tasks.
B850 IBEES sem) D90 80 Beds cesd®
OEEBDDD QoD 6t5 5wt BTEBG.

Disadvantages of Hybrid Topology
6c@m® SO Bemed gHs

Requires more networking devices and cabling.
6® e D0 HEDOS ENo® 5% 62D
FO®S 68.

Planning and configuring the network is more
difficult.

eNHEG TEED SO 5w DommD BO® DN
ey 68.

Managing multiple topologies requires skilled
administrators.

DO 6dme3 SO0@ BeHds HBesneS
DEPM®OIG BDHO se®) s/ seeote eHe
88eE@OGTS gd®ms 68.

Different topologies need different

networking equipment.
880 0@ Bexds e dBenmd 6dHeS §)
EHEDOS O OGS BB WG,

may

Diagnosing issues across multiple topologies
may take more time.

80D B3O@ Bexds B8ens Dedetd sdE®
®c0@ BOTOED ®HE®) @SB Ol DIEHBE OB
B ®edes.

Poor integration between topologies can

reduce efficiency.
B0@ Besds gmd sO8» chde SmREDND
65D HEEE WIVENBODD af) Bk ®eCs.
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7. Tree Topology
6o eemded ¢HE BORG

Tree Topology is a network topology that

combines the Star and Bus topologies.
Dade 30028 30@ Besd oy oot 65 DS 80
D08 66 DD O® HE BSORMEE.

Devices are organized into parent and child
branches, similar to the branches of a tree.
et g 8 8, 88 ® cdt @MDEO (parent

and child branches) ex® 6®8 ¢eno® 30DIWE
20 go.

Data travels through the hierarchy, moving

from the root to branches or vice versa.

e ®08 @O 6®B HMHOBG ®o®) O
g0, DBE i G B8O G 60D 615 RO
80 2O e 60D GO DOA.

It is commonly used in large organizations,
campuses, schools, and enterprise networks
where scalability and structured management

are required.

880 Do BOBO s ®BED 65E DEH®D
OO  gdms OB D@ e300,
DBOBeE@ 0w, @ ©6E OB NGBS
6®0 623560 DD 6.

Structure of tree topology
Goes epanded eHe SOeDrD D5®HE

A central root node (backbone or main hub)
connects to secondary nodes.

B5® Br 6MINGD (6EMOTE 63 5thHm
Hub ®») é988wm exif) DD 856 68.

Each secondary node can further connect to

additional child nodes, forming branches.
20 EO8BD NG0B St S8 623
RO DOEOOS BRSE 60T &R L&)
DG WO,

Data flows through defined hierarchical paths

from root to leaf nodes.
e Qe emited B0 oy 6mid) e HEdm
QOB BV® ®wd®N ®@ BE.

There are two primary types of tree topology,
distinguished by how the branches/segments
are physically implemented.

&R/ DHIE) 69980 BSNBD O TS PGB
a5d O8O BEII®D BT g O
o eHE SOm dV® e arD.

1. Bus-Based Tree Topology
el O 5B § o epIded HE BSORmG

2. Star-Based Tree Topology
D0c @ 5B 8 Gord PO eHE BORDEG



Bus-Based Tree Topology / @& epmds @
sea® § dord SOme
(Backbone Tree Topology)

Terminator

-
Star ! =
................................... Switch 1
E;] : — **@ Node
Node | §
i S | switch3
. i [ S ——
=
,"( 2 ; Switch 2 B Network |
I f e e
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 5 i \
2 H \ Node
] H \
o H
2 . i
D =8
- i DHCP
Server PS R

Terminator Star

A hierarchical network structure in which
multiple star networks are connected to a single
backbone cable (bus).

RudR DOt HE DB e mREH™O (bus)
BPRDBR DO S QOB HE DFOGES

Each branch consists of a hub or switch with
connected end devices, while all branches
communicate through the shared backbone

cable.

228 EGDOTO HODSDD FOEND CeNo® HBD
®R DBS 655 350 DS PSDD O &m0,
Boe® @) ®HH8 oh® R ®OM)
BBBeDeHmB OB,

Structure / 83006
A single backbone cable serves as the main

communication path.
5 g 6REGE Biw ouseden BV®EB
6EE §nd ®OEB.

Hubs or switches are connected to the

backbone at different points.
®D e®] 508 BB SNHORE 5w 6BRREO
SODRE) O T,

Each hub/switch forms a star topology with its
connected end devices.
&z® Hub dw&/Switch do® @530 8RS0

@6 e FOEND® Ee300® B® DOTBB EORWBD
Eb@ngnc mOE.

The backbone

forming the tree.
5 oREr OGS BoE® R OBemO
SBRBE OB G OB ee.

interconnects all branches,
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How it works / §cadaide

Each device sends data to its local hub or
switch.

&z® EeN0mHEHE DB NecHBe Hub dm 6dm
™3 Switch & 60 55 ©OE.

The hub/switch forwards the data onto the
backbone cable.

Hub /Switch @@ ®® ei> 5t 6mREn 60D
6T mOE.

The data travels along the backbone until it

reaches the destination branch.
e OB HMHAND 60D G®) O 6 GIH®
eRRB E6® ®BS AB.

The destination hub/switch then forwards the
data to the intended device.

goRdt® ®d®:m5 Hub/Switch dm @GS gere
EN0®EB 6D e 6(NE) DOH @RDE.

Since all branches share the same backbone,
communication between branches depends on
the availability and performance of the

backbone cable.

Broe® Ry D® g DRRG YR
BOHOHG WO® VDS, MR gd BBBEDeHE
Sl SR RCH) [SRlo) E56EE5NOG

(availability) &3 DWEENBDG B d&) 8O8.
Characteristics / @s#n

Cabling / em®d 6x&®

Uses a single backbone cable (typically coaxial
cable) with branch connections using hubs or
switches. Requires less cabling than a star-

based tree.
8 HH» BREGE (e@IDBEHRs 6wieTtdnd
6DR) ND OB GO GIR) BRVBOD) E3EH)

Hub e®3 Switch 8o ®068. odt epmde @D
oe®d® 8 G BS0ememd O8) af) =
@6 FO®S 68.

Collision domain / @98 ®e®

The backbone is a shared communication
medium. If hubs are used, collisions can occur
on the shared bus. Using switches reduces
collisions within branches but the backbone
remains a shared path.

5D oBREG ©H el ©d®ogs O»
&5eden @s6ES. Hub )8 osiess »8®,
08 R oREs @ e ®@iQ® (collisions)
e B wew. Switch 9085 8%e®s ) S

OB D® O P PYH® BRREG B
DB 6EE® SO8.



Central device / ®03® £e0®@

No single central switch for the entire network.
Instead, multiple hubs or switches connect
individual branches to the backbone.

O HEe 6eH® d® ®s® Switch o

e@m. ¥ 60dxdO, Hub e®3 Switch 8&esces
OB D DS D) D 6RREBD GBS
D068,

Scalability / esd@gnse®

Moderate. New branches can be added by
connecting another hub or switch to the
backbone, but excessive expansion can reduce
network performance.

®sE30G. Hth» 6REGO O Hub dmoi em3
Switch &z e3sBR50) BBe®eS D @R D) DS

oD DD, D 6QE D3 OO HEeES
DVEENDDE &h) BB ®Tw.

Fault tolerance / ecis @086® ®SBcd

Lower than a star-based tree. A failure of a
branch hub affects only that branch, but
damage to the backbone cable can disrupt
communication for the entire network.

207 OB O 5eHB 8 Gor SOEDHEDO DN
g6, ®Dm Hub dos dedide Deersies DO
GNOD @IS e, Gy 6DRRED BedH®

BB O HEedE® HSedeme agthe Do
L.

Advantages / e08

e Uses less cabling, reducing cost.
gf) oR3d @nE D) DD DS
888z &f) 8.

e Easy to expand by adding new branches.
20 M) Dy BOe®S o5wegedsS O
DG BD.

e Lower hardware cost.
cato® BB efes.

e Suitable for small
networks.

DED ) BDBO MG HE BEH Bee 65.

to medium-sized

Disadvantages / g&»8

e Backbone failure can bring down the entire
network.
5 REe DedddBs O HHEGB®
#8506 86 ®ow.

e Performance decreases as more devices
are added.
GeNo® D0 dwm O» 5O IVEGEENDG
&f) 8.

e Harder to troubleshoot backbone faults.
GIMEDOD6E 6eis 6e3D® DENS ereswey.
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Star-Based Tree Topology
(Hierarchical Switched Tree)

E——= Internet/ Router
(Gateway)

== Main Switch

Switch 3

Switch 1 Switch 2
LD N

Star Star

A hierarchical structure where each branch

operates as a star topology.
D O BIRND OB L3OEWEE 6@ ) WO®
QOB OFHEE.

Each node connects to a central switch/hub,
and these hubs/switches are themselves
connected hierarchically to form the tree.

520 6306 ®0s® Switch dwd /5809 DO

&8RS0 B gmd, 6®® Hub/Switch & o D5
©z8® e QODZHDD DBeHWO ©BVSRD &
e,

Structure / &350
Root hub/switch
hubs/switches.

®@ (Root) Hub/Switch ®= 8&88m Hub/Switch
6D B8RS0 8.

connects to secondary

Each secondary hub/switch has its own set of
connected end devices (star configuration).

e0z® 088 Hub/Switch d2w0® SO
edED 8 gOeN® C0® HBPMGED HBDBED DO
& (0@ BDBIEE®).

No shared bus cable; each device has a
dedicated (point-to-point) connection to its
hub.

O RS DEHE 6aN®D; 6328 CNo®EDOD

o® Hub d» 60 w®wsg (point-to-point)
BRSDMOGES &§e.

How it works / §coandsidn
Each device connects independently to its local

hub/switch via a dedicated link.
0z® CNEHED® resd) BAEDD ®O®) DO

e€@e Hub /Switch d20 39,358 850 68.

Data from a device goes to its local hub, which
forwards it up/down the hierarchy as needed
based on the destination.

Ee00EHS DD e OB ¢HedBn Hub dm 6O

6o g0, DG HODMSHE OB ScHBD DS SOE
QOB Bedetd 9wEed 63 sHED 6(NE WOR.



Switches can filter and forward frames
intelligently (if using switches rather than hubs),
reducing unnecessary traffic.

Switch @®s esd 6 REIOS eEts OO
(filter) &2 6@ SHOO BTHE®D &t ds (Hub
6®xd0 Switch ®8m) @oSes 58), Godms
e ®@mm®xc (traffic) g8 ®od.

Characteristics / @50

Cabling / 6@ ec8®

Uses twisted pair (Ethernet) typically, more
cable required

£0@H95608 Fr®drg mE 6@ (twisted pair

/ Ethernet) o8 @68, 08 6=d @IS
FO®S 68

Collision domain / @z9® &&®
Each switch port creates a separate collision

domain, so collisions are minimized or
eliminated. This improves network
performance.

&z® Switch emed&HMHE® 60mH® @O Oesdn
D DS ey ®r)d e BOO 61 Hed HBLHO
e @08, 6®8s HEN MVrENDBHE Bl gy
6.

Central device / ®203® ceno®@

Every branch requires a hub or switch, with a
root switch at the top of the hierarchy to
connect all lower-level devices.

z® MODO® Hub oS e®] Switch does
gOGs D® gmd, oung B006® BoE® E&5)0®
SRR SO em) NODOBed 9ngs® @@ (root)
Switch S eO8.

Scalability / sd@gnse®
Highly scalable. New devices or entire branches
can be added easily without affecting the

existing network.

g V@BIBSMOGEES DG, SOB® HEGO
DEeEdD 62O ERD CeNo® 653 3D GO
BGOSR DD WG WTWD.

Fault tolerance / ecis 90868 ®rScd

A failure of a device or cable affects only that
specific connection. However, if a hub or switch
fails, all devices connected to it lose network
access.

EB0oBmED 60 R 8ed® deddon
RoeNHes DO BeED HODBDMOGO HSOH.
66l 6dms, Hub dm& 63 Switch dwes g8
e, D0 PRS0 BHE® Ee0®dRDO &HE
568®r #588 68.
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Advantages / &8
e Easy to expand by adding new devices or

branches.
DO EeNo® 693 RN Do BVE®S 3D
BBO esewescs.

e Good fault isolation.
6e3® KewmE) 8OO emwic ®DDBD 5OS.

e Easy to troubleshoot.
6c3®8 66300 5.

e High performance with switches.

Switch )8 8%6® 9 ®IVEENDIDEES
QTeR.

Disadvantages / ¢&»8

e Requires more cabling.
8 65F 5®HIED d®S 6.

e Higher hardware cost.
catho® BB 9BEes.

e Failure of a hub/switch disconnects its
entire branch.
Hub/Switch ®m» Dedcdosss 8 eddo
ENO® HEEHBS DB 68.

NOTE:
Bus-Based Tree Topology is no longer in use in
modern networks.

DD HEDONEHBE Rl PIdn B sexnd® §
6 B30EDE DOEOOD DD 626D.

Reasons / e5o)

Relied on coaxial cable, now replaced by
twisted-pair and fiber-optic.

63 EBHR 6RE @D O) &td8 amod, &y
Fn 0500 @b QOE ©6® So®
REDRQ Pedm B arm.

Shared bus segments caused collisions and

bandwidth bottlenecks.
®0eQ ©dBOMB § VS DI 6BRedDS e
®c0® 3% DS BEE GO s B.

Single backbone failure could disrupt the entire
network.

o8 i 6xRXEGD dedlSs O HEO®
850 5e® gdcH»®w eSedDED.



Internet Service Providers (ISP)
EBBHE 663D B33BHHS

Internet Service Providers (ISPs) are companies
that provide individuals and organizations with
access to the Internet.

FRBENE 63 tsescsms’ (ISPS) ey 5®mEncsd
&8 50DNDORD GBOVENEBO DM 350D
SH® 68.

They offer wvarious types of internet
connections, each with its own technologies

and characteristics.

08 ODD DO #HVNE BB @)
6cB, T 28 DwwO® D)0 60558 DIDBIESS 36
DB &,

Types of ISPs
gxobeHe 663D senSHns Ob®

Dial-Up ISP

Transmission Type: Analog telephone line
©BegBen OV®E: FrHERIE cOmAD AV®
Maximum Speed: 56 Kbps

ced® ed®n: 56 Kbps

ISDN (Integrated Services Digital Network)

Transmission Type: Digital telephone line
©8e8en dV®E: VBOR o@D BV®

Maximum Speed: 128 Kbps
£e50® edmes: 128 Kbps

DSL (Digital Subscriber Line)

Transmission Type: Copper telephone wires
Beeen OV®E: B cO®O® Sl&cs

Maximum Speed: 300 Mbps (VDSL2)
ce0® 6d®a: 300 Mbps (VDSL2)

Cable ISP

Transmission Type: Coaxial cable
©Beieen OV®E: BODS 6T
Maximum Speed: 10 Gbps
ce3d® ed®x: 10 Gbps

Fiber Optic ISP (FTTH/ FTTP)
Transmission Type: Optical fiber cable
©8ejeen OV®E: LIDIG DB GRS
Maximum Speed: 100+ Gbps

ce30® edma: 100+ Gbps

Satellite ISP

Transmission Type: Radio waves via satellites
&Be®en dV®E: BB HO® 6HEEE] HOo®

Maximum Speed: 1 Gbps
cd® edme: 1 Gbps
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Fixed Wireless ISP (WISP)

Transmission Type: Microwave/Radio signals
e&8esen OV®E: Wy DOo®/6BEEE] tote)

Maximum Speed: 1-10 Gbps
ced® edmc: 1-10 Gbps

Mobile Broadband ISP (3G/4G/5G)

Transmission Type: Cellular radio network
e80e8en OV®E: 6L[EEY CHEIGES HEG

Maximum Speed: 20+ Gbps (5G theoretical)

cod® edme: 20+ Gbps (5G seedthsiSm
EB0®)

Connecting to ISP
ISP 60> 8550 5@

1. Modems

A modem converts digital data from your
computer into analog signals for transmission
over phone lines, cable, or fiber optic cables,
and vice versa.

@G OB BRe® SOGHWEDRS @IGDWD
DBOB e, g6wd® OV®, 6BRQE 6®] HI®
DD ®OD) B6HEBENG WG BT SO GrHe@IE
500 DD sHOVDMEH WOD Do, D 3BERI®
OB 6 & (eee@® toe) 5O BBOQJ v
RO s VIHE SO &) &g WOB.

For instance, in a cable internet setup, the cable
modem translates the signal from the ISP's
network into a format your computer or router

can understand.

COBOHBD 6@, GBRQ FPDVENQ TEBDE
ST 6@MBn OB gdobehHe 63
BEHRDGE  NEEES  D® o), O
©0®EDE0 69 OQOOED 0® ©®D ®is
PHDaBEDO sHOVDGE DOH ERVE.

2. Connection Type
5850 BV®CE

Option 1: Dial-Up Internet

Dial-up is a method of connecting to the
Internet using a telephone line and a modem to
communicate with an ISP

Dial-up oy eobeHe 638 esnsenm BO®
eusedemn 8OO em oD lHiDD €5
6®NBED DD DOBS GROVENEBD BBRSR
D» P®eders.



How Dial-Up Internet Works

The user starts the internet connection using a

computer and a dial-up modem.

SHBEDE) SO®EWEE &5 DGES-6e3 6@RBGE
NODEES  FBDVNR  HOVBODG  pdB®
OB,

The modem dials the Internet Service Provider's

(ISP) phone number through a telephone line.
6®BB BBS OO Siwtm Dedetd guteNE
630 33086’ cOMOD Goe FODE RREB.

The ISP's modem answers the call and
establishes a connection with the user's
modem.

ISP epcm®ed &t 6@Rn O@S D8 ar®mn®d
550 DD gmd, sOBEDEIGE 6@IRNDG HBO®
RS DMOGBT @DDE) ®E.

The modem converts digital computer data into
analog signals for transmission over the

telephone network.

comO® HEo ®Bdetl Bedeenc SBH® eem,
o®Bn BOBS odemed ars DBOF oo
FDEB o) DD sOOVD®EG WOB.

The analog signals travel through the public

telephone network to the ISP.
DO FTHWE@IE o) 6e3)E SOWOD eHEREG ®HOM)

ISP 6®® ®®s 268.

The ISP receives the data and forwards the
request to the appropriate internet server.

ISP 60 6®® e @rel®» gm0, R d® 9dt®
G FEOVENE GENSIHWEG 6DD 6NE WOR.

The destination server processes the request

and prepares the required response.
@B 6t3NEme BB 9dR® wes) OGS
5ENOG 6028 DOB.

The server sends the response back through the
ISP and telephone network.

eednernme B8 gy &0 ISP 5% gdmd®
EHERG ®O®) dD DOEH ERE.

The modem converts the received analog

signals back into digital data.

6®NBB OGBS HOKO QIR HTDEDE E30CE)
DO SODIDED 6550t® ®B ®is BBOJ
e ROD sHOVDHEB WOB.
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The computer receives the data and displays
the requested webpage, email, or other online

content.

D®$MDEO DO ey EIeR® Do, OB
93@ 80 6B 80D, BB LNDG 6®] 6DMS
RE FEDVODEE BOG @D ePH®HEG 68.

Limitations of Dial-Up
Dial-Up onsSséned a8 80

The telephone line remains occupied while

connected.

SFEIVNEHBO HBBXBR & BO®» DT gODO®
L9z 6B DIVEHBWO BNEIDD GABTE GEED
OB B 308.

You cannot normally use the phone and

Internet simultaneously on the same line.
@BBEESE AVO Dw® oD SlHtnns Dedets
D@ GOEBNMDDE cODODEG 65 FHDVENAD B®
6em® DD DG GIIWTD.

Option 2: Mobile internet

Mobile internet is a wireless technology that
allows users to access the internet using mobile
devices such as smartphones and tablets.

Mobile internet g &@H0emis w@® ORed
8 Ho®® EeNo®m DS  SHBEDESO

FBOVHEBO BBBOD o) ©EH® Lo O5HD
DB

How Mobile Internet Works

The user opens a website, app, or online service

on a mobile device.
SOBEWE) Som® EeNo®EE BBS 6D GRBDG,
&ees DS 603 € 3N DDa OB.

The mobile device sends the request as radio

signals through its antenna.
Bo®® EeNo®E DB LD ®O®) 608 9RO
6bBe] o) 6@ BODO 6NE WOE.

The nearest cell tower receives the signals from
the mobile device.

GO g8 655568c® o) O BB HSom®
E30®B0ES B §) t506) GHHME DOBE RE.

The cell tower forwards the request to the

mobile operator’s core network.

o) O OB DO 9BB® Ho®® goOWOD
Sowmdoes &gihe BRSO hHes DD 9EDSH
D68,



The network verifies the user's SIM/eSIM and
data service permissions.

HEG OBR O&BEmEEE SIM/ eSIM oD ©®
e 6t oDy BBe® gdesdn HBOOEeLB
b DO S OB,

The mobile operator routes the request to the

appropriate server on the internet.

Bo®® gowO» Fomwds BB 00 odB@®
gabeHEG ®t36td geHE DG 60D 6NE WOH)
@REB.

The destination server processes the request

and prepares the required data.
®OMBD BOOB BBS 9BBO 3ees) FO®S £
8058 wOa.

The server sends the response back through the

internet to the mobile operator.
abDOE BB ge)e SI0G GgROVENHERE ®HO®)
2O Bo®® OO® HHWbt 60D DX @DB.

The mobile operator forwards the response to
the serving cell tower, which transmits it to the

mobile device.

Bo®® OwO® Hmwds DB DB ¥BNOG GedS
6630 325052 €500 O 6D 6(NE WOB &0,
208 OGBS B HOD Bo®O® EN®E 6D
B8Nt DOE3.

The mobile device receives the data and
displays the requested content, such as a
webpage, video, or message.

Bo®® ENEED DO B @eR®  gmo,

s0Beme 9@ 80 6O 80D, dBewnid e®3
58086 BOG @D cHHHG 68.

Advantages of Mobile Internet

Mobile internet keeps you connected no matter
where you are. As long as there's network
coverage, information and communication are

always within reach.

R e B0GE AR HERSBD) WO DOD
6®RBQE 9xOVenD comd 68. ehHe e OHG
5O8® oS ©Q, 6MONOT 6® BRSeDEHE
&c@80® ®R0O g® Bk ®e ©00®D SsO8.

Mobile internet can be shared with other
devices through a hotspot, turning your phone

into a portable Wi-Fi router for instant
connectivity anywhere.
Me® cOmOBDE BDE® o DD

EORDBMOGE BEH) g6 6m® ) e Wi-Fi
O0OEE XD o OB, emnNltieend D
®O®) BSo®® GERDVHRE GDWS EeNo® BO®
6RE) B BTHS.
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Option 3: Fiber Optics internet

Fiber optic internet is a high-speed
communication technology that uses light
signals transmitted through optical fibers to
provide fast, reliable, and efficient internet

connectivity.

0B 080 oSobehHen  6E 6Dmds,
DB 5% WIVHIBO 3N RTEEIDD
QD) EB® &Eem) B OB HOM) B5B65BHIE O
BRI 50r) NI DO §RedDE eBedem
DIDBHGEE.

How Fiber Optic Internet Works

The user opens a website, app, or online service.
OBEDE 6O gldnt, &4l Do 6®] €
63D BDa wOEB.

The request travels from the device through the

router to the Optical Network Terminal
6®® 9BR® ¢No®ed B GROOG ®dw) Be3DwA
6®00BE OBBHEG 60D GBS WOE.

The ONT converts electrical signals into light
signals.

ONT ®@x Dexss esore) &eEim™ o) DO
s30OBDDE DO,

The light signals travel through fiber optic

cables at high speed.
eEID o) MBRY D30 6T ®O®) @)
9mE 65®GEES @O AB.

The ISP receives and routes the request to the

destination server.

FBOVHE 63 enSD) DD 608 9FBO®
Qe gm0, BN Do geIE GBS HOOG
6D 6cNE WOE.

The server processes the request and prepares

the required data.
eHDOn OB 9FR® we) DS ey BeNd®
DOB.

The server sends the response back through the
ISP's network.

eBDOE BE3s geg oBG ®tdms ISP eheo
wO®) DOH ERE.

The response travels as light signals through
the fiber optic cables.

OBNOG PERNM® o) 6@ MR ®e30m
6RR ®HO®) DD ®OS OEB.



The ONT converts the light signals back into
electrical signals.

ONT oG D® e@im™ o) DO Bexs
£30(2) DO sHOVDHHG DOE.

The device receives the data and displays the

requested content.

ENomED DO e @red® gm0, SOBQDE)
3@ 80 6O 80D 66 gLeEDG BOG Om
ebhmmne 6.

Option 3: Satellite Internet
How Satellite Internet Works

The user opens a website, app, or online service.
DB 6D D, auel Do 683 e
663070 BB DAOB.

The request travels from the device through the

router to the satellite modem and dish.
c®® 9BR® Eeomec 80 GHOOG & t5t0RBO
6@RBB HO®) BDeE 63 e@mBDBSed DO
&8 e5c0EBO arr0md 60D GBS WO.

The satellite dish sends the request as radio

signals to a satellite in orbit.
&c0EBO gr0mmd BB D0 9CR® ebie]
o) 6QE GHIDMGEE DDB®D WO S
360@B0 D 60D 6(NE DOB.

The satellite receives the signal and forwards it

to a ground station (gateway).

3c0RB0 DO DO oD @Eed® gmo, DG
©88ed B8O g Ho©D BLEINGS 60D
®OD) 3OB.

The ground station routes the request to the

destination server on the internet.

0O BAVsENDE OGS DO 9dR® GSHVEHEEG
Dedetd gere ®OED BHOOG 60D 6NE WOHR
@REB.

The server processes the request and prepares

the required response.
abDOE OB o9dR® W) gO®S GSOG
8008 DOa.

The server sends the response back to the

ground station.
sbdon BBS goe OBDI0G HODD  HED
BAsEN®E 60D DX EDEB.

The ground station transmits the response to
the satellite.
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RNOD BOSENDG BB DO HENOG HODD
SDM®EE 8 e5c0EBO D 60D 3B658ENG
OB,

The satellite relays the response back to the
user's satellite dish.

e0B0 Do OBy DO o8O  o)d
OBEmme® t0EBO grR0mMmd DD HO)
DOy @RE.

The modem converts the signals into data, and
the device displays the requested content.
@B BB DO o) HOD ey DO
SOOBDDE WOD GO, E0®B BBS SOB@WE)
9@ 80 gSIV®®EB BOG O eH®HEB DOEB.

Advantages of Satellite Internet

Satellite internet reaches places where cables
and cell towers cannot. Even in rural or isolated
locations, users can stay connected without

relying on ground-based infrastructure.

6T ©® 66BHEEYL O € BB ™MD
BN® DO DSZD) gEIVHERG @ 68. EMBG
6% B HcHDR BB, )IG B HBeH® §
0o owed O @ iBe8s  eondd
sHBEDEBRO BRSR & 83k ®TESs.

Satellite internet is less affected by local
disruptions like damaged cables or power
outages. As long as the dish has a clear view of
the sky, the connection remains stable.

8 B o] ®) BB Dedd® e 6E®G
NMOPBems; DT GROLHEGO S O»
REez® gdBG. DSZ OGO amwes rwtEdO
BBEHDH W DO, BRDSDDIOE 3NDOD 5.

Since it operates from space, satellite internet is
available across entire countries and continents.
It is one of the few options that can provide
truly global coverage.

Do gosdmmed 80 §oxew O» Rids,
D5 gBobeNEs O GO &5t Bmcdes h®
Q) ®» HBG. BIRDB® 6@MIPHL HOOHGD
505 ® BB Dndscre®ms D Db
e®xa.

Setting up satellite internet requires no digging
or laying of cables. A dish and a receiver are all
that's needed, making installation fast and
straightforward.

D5E) gEOVHEE ©rB® BeH) 66D
DO 60 6T DD DS eoNed. 8
BEem) gO®s DBes D) eIne 658 GBS
508 O® DS, Do SMewe OO 6D®dS
6O 0@ 8.



DSL (Digital Subscriber Line)

DSL uses frequency division multiplexing to
separate voice and data signals.

®E) 5% £ 5oE) 603 SO® esemd DSL S
OB 3051 6DEEE DKBODOIGE.

This allows you to use the phone line for

internet and voice calls simultaneously.
6B RO DO aSdVNE 5 HE) FrONDD
Bem OO BMV®EK DD BHBO @) 3.

The performance of DSL is affected by the
distance between your home and the ISP’s
central office.

DSL 8 §wmmndsidnd Rex 5 e® ISP 6@
BS® WVEIREG G0 &t O 5®HENEB REEIE.

DSL typically requires a DSL modem and may
use filters (microfilters or splitters) to prevent
interference between voice and data signals.
DSL onSesgncs ees) e)@105608 DSL 6@88ne
gOms OB gmd, BE 651 B o) gd DD
S50 BDgrmd® tem 6s0®ms  (Microfilters
e®3 Splitters) 8o g ®tSG.

The modem connects to the telephone line, and
the filter is used to ensure clear voice

communication while using the internet.
6®IBB £OmO®» E®EO BB d» o,
FBBENEG ND OB OO StHTERD ®E
BEBeDeHG S BO® Bewm) 6e30H® DM
OB,

Without Phone Service

DSL Port

[Tz =] i
DSL Cable

With Phone Service

DSL Port

s So==] ¥

DSL Splitter
DSL Cable

ictfromabc.com

113

Advantages of DSL

Independent Services

DSL allows you to maintain telephone service
even if the internet connection has issues.
Unlike cable services, problems with DSL do not

typically affect your phone line.
gBOVHE HBERBIDDEE ®@iO® & §de

comO® 66300 505 ®S®0 DSL ®0 e

&8, 6RR 638 60x 68, DSL 60w &t8
@00 ©HsenS DVe® comd® EV®EO
RDELNBES DT,

Security

Each DSL connection is separate from others,
providing better security. This isolation reduces
vulnerability compared to cable modems,
where multiple users share the same network
and might be exposed to security risks.

&z® DSL es0080mDE® ge®s TFemsS 6D,
D) 6mNE PHOD®IDD 53k, 600 KewE) BOH®
6T 6@ ®) tesed B0 adeIn® of) OB,
DBE Ry SOBEDBS Dw® HEG 6RE) ®HM
g0 b gdon® DD BMDOHME Bo
BT,

Integration

DSL easily integrates with various technologies
like ATM (Asynchronous Transfer Mode), Nx64,
and WAN (Wide Area Network), which can
simplify network management and enhance
telecommuting options.

DSL &mgedsl ATM (Asynchronous Transfer

Mode), Nx64 e WAN (Wide Area Network)
D8 5D NDsHns O®m TFmRED O» god
DOBS eHE DEBMDOSNEG O BHBD m BB
e5068®m D@ DdEngn wE Bw.

ADSL (Asymmetric DSL)

ADSL is asymmetric, meaning that it offers
higher speeds for downloading (receiving data)
and lower speeds for uploading (sending data).

ADSL 6088w 68, D58 dx oo 3O (oo
@R @eB®) tse®) D) 6OMGE &5 CHvD OO
©Bem) (e 6rdd) &f) 6dmcn eR) 6ea.

This suits typical internet usage where users

often download more than they upload.
e@e®’ 80 £fom DOHND BE) o DO®
ED®IWS pSIVENE NDDEO 6OG BrEGES.



Advantages of ADSL

Cheaper Rates

ADSL often provides cost-effective internet
service with high speeds and typically includes
a static IP address. ISPs offer straightforward
ADSL connections that are budget-friendly.
ADSL @163 80 gdwm 68mnies af) Dne® e&m
FSVNE 6N 35EH GO ENRIDBEHES
335> IP BBues gpes 8. ISPs @&
&odre-8om® sagg ADSL 68550m) @) 6cf.

Fully Configurable

WAN engineers can manage and adjust ADSL
VPN tunnels flexibly, making it easier to address
network issues or configuration changes as
needed.

WAN @o8655¢cds50 ADSL VPN @v® @588
DEOMDOFNG BOBO 6% eSO  HTEG,
DB eHE @00 D@D e®) gdes B
Beories 6OHES BBHOO eseey 68.

High-Speed Access

ADSL offers significantly faster speeds for
downloading and streaming compared to older
narrowband technologies like ISDN and dial-up
modems.

ISDN &% 8nd-gs 6@0nS O ecdel &0

Rzsit) MWBIBS0 enesxisd ADSL xon SB®
5 BOIWEB BE®) t5TEBE G 6D®DS ed®mEE
@ 6ca.

3. Creating a home LAN
50663 LAN (8080 Heos) SH@rne SO

A Network that connects devices within your
home so they can communicate with each other
and access the internet through the same

router.

Qe 505 e gt ctom DBenm ©O®
5560cmn SHOD ©® DO OYOOGE ®O®)
gBLNEGEOD Hedm BBD S B» &BE FEn
DBeO BV DO® eHERGBE.

Public IP Address

eeng IP @8»

This is a globally unique IP address that can be
accessed over the internet, much like a postal
address. It identifies your home network to the
outside world.

6®E Destd BBDGE 603 gROVENEEG HO®)
5e8®m Br o emdn dmens gm®s P
BBEE. O D@ BDetl eHERHL BO 6@IDEO
®ED 6.
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Private IP Address

et IP @8®»

These are used within your home network to
identify each device (computers, smartphones,
tablets) connected to your router. These private

addresses are not accessible from the internet.
Bl ROOBD &FRED B DT ELNo®E
(sB®#, SOO 6mis, OdED) ®Em) GO
B8Ol HERG DE 688 DD 66ed. 600 HEGBD
BB DED XSVeHNEEHS 36d® BB 6IIWTW.

Your router is assigned a public IP address by
your ISP, which allows it to communicate with
the internet.

DRe® ISP B8 @6 0OO@O eesg, P @8mane
e & gy, Do gSVNERB BO® BBSeDe®E
BHBO 98 e3ed.

The router then assigns private IP addresses to
the devices within your home network using the
DHCP.

DO 606 DHCP #)dmecns ®Rex Sdets

HEG DG g8 coo® 60D Eeldm IP 88
DOEG.

This setup helps isolate your devices from direct
exposure to the internet, providing an added
layer of security while enabling internal
communication within the home.

6®® &owty® AVEB EeNo® GEDVENEEBO 35aesd
BHOOEG Be®s Diermo®d csmnd D® oo,
B0 G GOsSD0 HBBDeHB ©HG DO®
S0 OO b8 BSOGIE €5e5ka.

4. Network Address Translation (NAT)
&HE B8 sHOB»HB

NAT is a method used to translate private IP
addresses used within a local network into a
public IP address for communication over the
internet.

NAT on S086 HeoE o€ ®T) DO
8eBm IP B38» gx3obeHEn ®O®m) BBeDeHE

sem 608 P 838mrs @90 &sddbmmes SHOO
0D DOD POGE.

This allows multiple devices in a private network
(such as a home or corporate LAN) to share a
single public IP address provided by the ISP.
6006 5EHRD HEGD (B 6®3 eprHSm LAN
De8) RO £e300mORD ISP B8eS esesm @ o8
ee3g, |IP BB 6@e) ®iS®0 of) e esd.



How NAT Works
NAT 8o 26 epoa

Devices inside the LAN are assigned private IP
addresses which are not accessible over the
internet.

LAN ¢ a8 ce0mdd gdotenend 5ed®
B 6% eenm IP 3B®» 500K @red.

A device in a private network (e.g. 10.0.0.1)

sends a request to access the internet.
EOBD HHEGD® 8 EeN®GE  (EEHOSGEE

6@ - IP @8oc: 10.0.0.1) gxiobehend 83800
93RB®m »BOB.

The router (with NAT enabled) replaces the
private IP with its public IP address (e.g.
150.150.0.1).

NAT &8cn @0 & 08006, D8 EeNo®edd
858o@® IP 838®6 995 @0, 8 6dmdD 6OOEO

gns emg IP 88mc (ee): 150.150.0.1) @O
FES DOB.

The router keeps a NAT table to remember

which internal device made the request.
sSHOD 80 wd» ceNomee 608 9BR® &g
D6 D B D BB® EH) VYOO BB

NAT @05 sD5nem® G @E.

Once the request reaches the destination
server, the server sends a response back to the

router's public IP.
9BR® ®OMBD GLINIHBWE 60D SO &) 58,

etdde)nme 08006l g IP 60 u&BGGEE
da.

When the response comes back from the
internet (e.g. 200.100.10.1), the router checks
the NAT table.

FEIVNEEHBS e 60 oghded ™
(cemdsnes ees - IP @8wmc: 200.100.10.1)
00O 6dD eesey e3cBEN B0, 0QOGe s NAT
D®RD de) @O VEB.

It then forwards the response to the correct
private IP inside the network.

exsesty OO0 BEs DO e HEG DG s
B8O 3¢®R™ IP 3Bw6 (93B3 ®E SD®EIWEB)
6D® 6(0E DOH ERE.

Host Router + NAT Server
Private
Network \
10.0.0.1 150.150.0.1 200.100.10.1
Source |P Destination IP Source |IP Destination IP
10.0.0.1 200.100.10.1 150.150.0.1 | 200.100.10.1
i‘“""“"""“""‘““‘"""“"“":::Z:_E_h_gnges according.:‘_‘_‘_'_i ____________________
. Y. to NAT R
Source IP Destination IP Source IP Destination IP
200.100.10.1 10.0.0.1 200.100.10.1 | 150.150.0.1
115

ictfromabc.com



Advantages of NAT
NAT 8 08

IP Address Conservation

IP 38» sH50b»®G

NAT helps conserve public IP addresses, as one
public IP can be used by many devices inside
the private network.

NAT eeng IP @38 3005@gnn SHOO o590

OB, Be B 658 IP BBES E®B eHERG
DG GANGH] ©L00® HEM) DD WE BTW.

Added Security

86V epdSeEd

By hiding the private IP addresses of internal
devices, NAT prevents direct access from
outside, adding a layer of protection against
certain types of attacks.

OO ceN0®OR Eoldm IP 838» oo
D@5, NAT OBS arone® genddEd Dedsd

OB AOGE DS OB DB &g D esagy
5689®mn DSOB.

Reduces Cost

80800x gf) 208

Organizations do not need a public IP address
for every device.

£0DHOERD DES ) ©5E® EeNo®EE BES®
675 |IP B38xrs 530 gdmws 6med.

Supports Private Networks

659EHBD HE BEM BHG cBOB

Devices can use private IP addresses internally
while still accessing the Internet.

Ee00mDRDO esDOD 6e39&¢®B® IP B8 )3

OB e, BOD gSeHEnd BDBe®
BTBED 3D8E.

Simplifies Network Management

HER DEOIDOMB 650@ OB

Internal IP addressing can be changed without
affecting external connectivity.

BG  ©BeDe»ED 6®] ©BREEDD B

RDEoEOS 60, &HEed agusRmd IP 38®
6D»e3 BHOO ®HEIO ere.

NAT vs. Proxy vs. VPN

Proxy Servers
Beciu® etSHrenm

A proxy server acts as an intermediary between
client devices (such as computers, smartphones,

or other network devices) and the internet.
Bewisw  etfnoynman  6t3heid  EeNo®
(sD®#, ST 60l 6] 60N HE EeNo®
e8B) ) FSHVHERG g0 FHOBECHR 6@
S DOE.

The main purpose of a proxy is to handle
requests on behalf of the client and forward
them to the appropriate destination on the

internet.

Bewise etdhe)nmecn &gthe o8 Bxies
eN@BE 60xNeds 9dR® ®edi® Fon
FBOVNEEE ety GRMBDEO 6(NE HBHOH.

This can be situated inside & outside of a LAN
605 BNBE HeLHm HEGE LS 6®) B8O
8898 ®m.

It acts as an application layer intermediary.
D5 66ed B5006E gmdBEeGE 6@ S DOH.

The proxy terminates the client connection,
interprets the request, then opens a new
connection to the destination on the client's
behalf.

Proxy @@ et3on@® 3800s50mm00n gdees ™0,
9BR® 6550t® 6m®, &S50 LB 6OREDS
GOMBTDE 60D MO HIVSDDGE  POB®
DOB.

Proxies can cache frequently requested content,
reducing bandwidth usage and improving
response times.

Proxies @3 856 9B@) 80® a3obomns s
20 o) B oS god, DOBS DEES SeE
DD &8f) O BENO errdDed IR D) Enen
DOEB.

Feature NAT Proxy VPN

OSl Layer L3 L7 L3/L2

Connection Termination | No Yes No

Protocol Awareness None Full None

Encryption No Optional Yes

Scope All traffic Per-application All traffic

Primary Use IP conservation Filtering/caching Privacy/remote access
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Internal Proxy Server
350 Benisw et3eIwen

An internal proxy server is a proxy located
inside an organization's LAN that provides
proxy services to internal users or internal
applications.

BRDO Heciesm GE3ENESIBINCEE (el
2006 LAN (66 Hrn) Dol e B8
g, 8 80» oS0 SHBEEBRO 6®3

FOBBDO 6K BEH) 6L 63D €3e3B®
GE3NEEWEE.

Main functions / gth® abors

Controls users' access to Internet resources.
gBLeHE 6B 60D SOBEDBRO  grs
560®B NEDB BOO.

Authenticates users before allowing access.
5edm TRD o) BP0 6550 SOHREDBEE
FRDDEMOG HYOT HOB.

Filters websites and content.
cOR D et ESV®®ES Filter S0®.

Monitors and logs user activity.
08D Smond® SdSesnn BOO w
8058 @0 D) BTEO.

Caches frequently accessed web pages to

reduce bandwidth usage.

DE BEE DG OB VO ocH BO
8Oetsn 600 80 DMPD GREN O (Cache
D0) D) @BO.

Hides internal client IP addresses from external
servers.

NBG HOY ORBS gmwsSmd sdBemBses (IP)
RBB» 5.

Examples: School, office, or university proxy
server.

Internal vs. External Proxy

External Proxy Server
DBO Beritw etsenmens

An external proxy server is a proxy server
located outside an organization's LAN, usually
on the Internet or operated by a third-party

service provider.

BO Beriesw 6L3NSIBmHD B8 EIRIDBEHES
SFBIVNEEHH BBO 6] 69D® HV®IE 6e3e)
BenSeny I8 Hoxem @08 d®,

e00®em LAN (6B eHpe) dDewmes SOD
BB S 6t 6e3IeIGEE.

Main functions / gth® ®es

Hides the client's public IP address from
external websites.

BO DR gld OB etir@Bmie® eeng |IP
BB B®mAOEB.

Allows access to region-restricted or blocked

online content (where permitted).

DOBED 88 ®O® @ X FOBO WO® EE
FBIVNE FBODEDGESE DD Hyede D of)
e@ed (e & g SHunde?).

Routes internet traffic through servers in

different geographic locations.
580 ©eaidn 88080 a8 6bdd ®o®)
FBOVENE HODMBODG 6NE WOEB.

Distributes outgoing requests across multiple
public IP addresses to reduce the chance of rate
limiting.

6d®m B DV Bcde® ©BMBD i) OB
e, 8050 » 9CR® eg IP 38 BBesnes
g0 6RC) BOH ERE.

Examples: Cloud proxy services, public proxy
servers, VPN provider proxy gateways.

External Proxy
0B Bemled® 63e)nma

Feature Internal Proxy

QBBMB B0 Benise ee3DeNrna
Location Inside the LAN

[ fea'ole) LAN (6€B0 eHe0) &

Outside the LAN / cloud
LAN dewes 80m (Cloud)

Primary Use
5t® dD6
5@

Content filtering, caching, monitoring
FDOODE O D) GO, BdDesnn | restrictions

Anonymity, bypassing

EVenBwwendc, Seds O™
[delC)

Who Controls It Organization
8RB IR0

Third-party provider
6205 NV®OG 3reEdBmds

Individual or remote users

Typical Users Employees within a network
DB EHEGD D BO® 6t3DmBS
[o10!CIRlmIR L)

28 gé®e 6m3 g3
BB
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How a Proxy Server Works
Becid® e851nmes § wO® PO

A client sends a request (such as a web page
request) to the proxy server instead of directly
to the internet.

el@Becnm Pl FBIVHHEEO 60

Bewisw ethenmed 98d®mn (60 89
93RBON Oe&B) OE.

The proxy server processes the request, sends it
to the destination server, and receives the
response.

Hewnlsn eL3enmn 988@ §wiDdD o) A
@B Ee3NIHEWHEO B3 HEBOG @) ®.

The response is then forwarded back to the

client.
DO »BNOB BEBE 60D ety 6Oy
Q@QTeR.

This indirect connection allows the proxy to
handle various functions, including security,
content filtering, logging, and caching.

c®® Yy HIVBDDG HBewisHnd oD,

FBLOD 6:3500, 6@ SO 5 BB OO ard®
DD IBBES ®HTBODRO @b) e@esd.

More functions of a Proxy Server
Becis® et3e)nmam wtcrs

Helps multiple devices share internet access
while managing IP addresses efficiently.

P B8»® obHes®d ed®mmOgne ©DO®
SO0, ENo® BBesGO D@ gEOBEHE
©REGE® 6Re)®we) ®iB®O (Share @6 ®SBD)
&esmd e8.

Limits or prioritizes network traffic to improve

performance.

eHEeE @3 HrImdBOEK t5® 68®me D8 Enen
SO em), FEObENE D GODMEODG B®)
BB 63 5D @ E® &g WORB.

Distributes requests among multiple servers to
prevent overload.

SBr® obdL Do O gl HEREEED M)
Bwwns (Overload) ¢rS8® Orgrd® eem,
SHBEDEHEDS @ed® 9BRBD HAY B&HeSHS
g0 600 6Re) ®WdHH) EDE.

Compresses web content to reduce bandwidth

usage.
gVeNE e DG gO® OGO BEH),
6B DO &S v W) WO 6e5DE.
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Inspects traffic for malicious content before it

reaches users.

FBVeHE e SODBEME) 60D G® BB 6850,
el B0 66005 6% gBB0 ®agmio®
g8o® £t sdwd® O REB.

Modern networking devices often combine
multiple network functions, allowing routers
and firewalls to perform proxy server

operations in addition to their primary roles.
DD HEDOL CtNo® 6e®] O HEDOSM
DVEES oD DO FRED DO g, 68

Bes) routers e® firewalls ded el &the
DVBEMOBSRO FRDOD 6eNSE HAY HOPZS &
8, BHBO ®BHEID QI L.

How Firewalls, Routers, and Proxies Differ

Firewalls inspect packets and filter or forward
them based on predefined rules, controlling
traffic flow and blocking unauthorized access.

Firewalls 2@8c) SWODme 0®» @ &8 @
5@ ol sdE @O F&) esd® em3
@B0k0 wtd® &g OB, DOBS vy ®BIGBN
5®G HEDG O goded §edmne GgdBO
DOB.

Routers are responsible for directing traffic
between networks. Routers perform Network
Address Translation (NAT) (mapping private IP
addresses to public ones) rather than proxying.
0800 eHE Db D HRMHOBREG 6®EHHBIRO
DEBD @G, VD0 BBS 6Lt SOH® RO
R BB8» sOBm®m (NAT) (386> IP 38»
eeng T OO o5 HBO) g wOa.

Proxies terminate the client connection,
interpret the request, and open a new
connection to the destination on the client's
behalf, acting as an active intermediary rather
than simply passing traffic through.
OBED@E® BBRBADDG &#dess 0O, 9RO
BB O, DB 60BN HBMSDEG
60D D HIVSDDDGE eMD®B. DGR
e ®OMHANEG BBO @ENKO (D)W 6ORDD
6506 ed®r8en 6@ TG OE.



Types of Networks

&HE Bv®
Type Coverage / ep®bgnm
PAN ~10 m

Around a single person
D sewEenm O
(e.g. Bluetooth, USB)

LAN ~100 m

A home, office, or single building

B3, V@GS 653 O
e@mADTBSOD

CAN ~1 km

A university or corporate campus

DBODENRGBED 653 PHEDHSD
fSlelC o)

~10-50 km
A city or town / ®®6w

MAN

Global

Across countries (e.g. the Internet)
00D WO (E8). ESDVEHEE)

WAN

Personal Area Network (PAN)

639&mBw et eHE

A PAN is the smallest type of network, primarily
used for connecting personal devices like
smartphones, tablets, laptops, and wearable
devices within a very short range.

PAN g =0® &Heo DVes O oo, YD
Dmens SO0 emied, Oed, @uededs, &®
&TGEB WeD Eedo® S IEEB® CNo® N
6D MBS NG HORNL BO® tseH) BND)
DO8.

Owned by one person.
D 838®EeEMO 8K 6.

Local Area Network (LAN)
SNV esectd HE

A LAN is used to connect devices in a small
geographic area, like a home, office, or building.
5853, IBEIRGE 663 6mADTBREE DS D
BEEIBB PEEHHED CeNo® BBVSR BHBO LAN
0O AOE.

Owned by one person or one organization.
D 5€®EEERD 63 D 3oDNDGEDO §Es 68.
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Campus Area Network (CAN)
PHEBD eeseets HE

A CAN is similar to a LAN but typically covers a
larger area like a school, university campus, or a
business campus. It connects multiple buildings
and departments.

CAN ®25 LAN Dm0 6@ 9 @156
65D, DD Demep BHnE 665 O%eNdD
OFISHED Ot BeNE HELHHE POOSG wOB.
Do Dy emBDDIBP 65® 6c5VDeBSD BBODSR
DOEB.

Owned by one organization.
D £30DNDCEIO e 68.

Metropolitan Area Network (MAN)
®®) ®®6 esect HE

A MAN covers a larger geographic area than a
LAN but is smaller than a Wide Area Network
(WAN).

MAN ®25 LAN om0 98 Bomne ®5e®3Bn
3562®mHE POOMBG ®O® DD &5OF esec
eHEGmO (WAN) O&) &) 68.

It spans across a city and is typically used by
government or large organizations to

interconnect multiple LANs within a city.
Do DOOGED ®O®) DB Ed ENBIDBEES

o83 693 BEE 50d® BBS ®®okE 5 LAN
BB DBemm BN BOHAO DD WOE.

Many MANSs involve a network service provider.

e@e®] MAN eHE e HE 6638) 53D
SPRBR 8.

MANs may be owned by multiple organizations

that are connected together.
F D0 PVE0 O S VDD 30DND
B8SEmO grsd B &G,

Wide Area Network (WAN)
80C gel® HER

A WAN covers a broad geographic area, such as
an entire country or even globally. It
interconnects multiple LANs, MANs, and other
smaller networks.

WAN 88& 8 00n 60 6®idn Dmens &8
5038 Me®IBB edmne POOLNB DOB. D Dy
LANs, MANSs, &® gemms @) ¢He dBe®®O
BRSO wOE.

The internet is the largest example of a WAN.
guobeHen WAN ses) 8emieo® ¢e)mosnc.



Can cover large geographic distances, from
multiple cities to across countries and

continents.
DR »®OBOE B0 VODQ 65t BwIddes cwd) B&E
BEEIBB O HDOIE DE BT,

Often involves several network service

providers.
ee®’ 8O HE 63D BBrRHS BB 6ceMN
PR 8.

Owned by multiple organizations.
D)D) 308D B&SEO ans 8.

Wired & Wireless Implementation Across

Network Types
&He OB® wew o OB 6o loes 08
Sosien S8

Networks are not restricted to a single
transmission medium, whether it is a LAN, MAN,
or WAN, each can be implemented using wired,
wireless, or a hybrid of both methods,

depending on the needs of the environment.
HE, DN ©dedesn @GO O B

e68. s LAN, MAN e®3 WAN §8¢, sdesdedd
FO®BD) O 5eHBO Kl 8D, Olersy O&m
6] 600 PO o6coBd NS DO
NDDEES FEITOD DG BT,

A PAN can be wired through a direct USB or
lightning cable connection between personal
devices, or wireless via Bluetooth, infrared, or
Airdrop, commonly seen in connecting phones,
laptops, smartwatches, and earbuds.

PAN o5, s58®@® ceto® oo esagy USB em)
lightning e3R8 e8RSO ®»0®) letes

o880 e®5 Bluetooth, infrared e®3 Airdrop
®O®) LS OHDO FEITOD DG BB, 686G
@8RS cO@AD, @36, SO o6ty

& earbuds &8RS0 SOEBE BB HTHE.

A LAN can run over Ethernet cables or operate
entirely over Wi-Fi as a WLAN, with most
modern setups combining both.

LAN 5 Sobemd 6] ®O®) hdme Bc
oD god, oroemss WLAN Do et

©8gbenecss® Wi-Fi e §oici@m Bc ®l0.
eRem] »B» roe® oE 00 PO ccwd®
FREND O8.
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A MAN can be built using fiber optic cables
connecting buildings across a city, or wirelessly
using microwave links and WiMAX towers
between locations.

MAN &5, 06 & s emButGd
HORSD @o®» B DB 6RXS ®HDDEHS

e BM® god BBexIedd &R s WIMAX
208 NODenS o O8O e@mBMTEEG
BWTEBCE.

A WAN can be established through physical
infrastructure like undersea fiber optic cables
and leased lines, or wirelessly via satellite links
and cellular networks such as 4G/5G.

WAN do3, @me, s 90 Eedsm Bt @30
6B ©® e ®F @® 8 68D IDE
S5HEB ®O®) 653 DG eRE et 4G/5G O
et58EERY HER ®O® lmts OB N8B BE
BT,

In essence, the terms LAN, MAN, and WAN
define the scope of a network, not its medium.
The choice between wired and wireless is purely
an implementation decision driven by factors
like cost, mobility, reliability, and coverage.

O™ dmwens ®x @@, LAN, MAN &® WAN o»
e OGBS B0 credRes eHEGD dBn 306 B
D8 EABB 668, Glers 8D e® Gles O&D
20 faZoNe) O, 880z, €300@D,
DBOBEBEDOG 5 pdOMG 8 D O
BeH® § BOHEE SO,

Virtual Private Network (VPN)

A Virtual Private Network (VPN) is a technology
that creates a secure and encrypted connection
over a public or less secure network, such as the
internet.

GOS8 GEORD® HE 6B gSVENEEG DB eg
6] &f) POBD HEGD ®OE) POVBD €5

306D  BRSMDE  HH©IG  DOD
DITTSBBCGE.

It allows users to send and receive data as if
their devices were directly connected to a
private network, ensuring data privacy and
security.

Do SOBEEBSO OBeE Eo®  HEOZD
RGO €afdd HBRER B s epmOEd e

GeBPD m @R @D o) ©Esd, e
639EDRDBOG 8589 OB 35S DOB.



Components of a VPN
VPN €060

VPN Client

The software or application on the user’s device
that connects to the VPN server. It encrypts data
before sending it over the internet.

VPN) et3®e)cmnd @0 O sd&@meIes
CeN0®6ed &S ®agto®n 6% 6ke® 5. dx
gDVNEG ®OH e D 0 T
WG WOB.

VPN Server

A remote server that receives the encrypted
data from the client, decrypts it, and forwards it
to the desired destination (Ex. a company's

internal network or a website).

GENDBEIGDES GONE DG D @D B
20630 etiNeInmKrE, DBBS DB iy DM
20 gednBr ®BMBHG 6D 6(NG OB (8.
SEOOD B0 LHEGD 66 60D GhBE).

Tunnel

The secure, encrypted pathway through which
data travels between the client and server. This
"tunneling” ensures privacy and security over

public networks.

eESN@BE) ©E GESNEW®E) gHd D B
20 POTBD, 6B EMV®HEE. 6®® EV®EG
6238 HE ®O® HEOBDTOG ©® oSO
305D OE.

How VPN Works
VPN S @6® genda

Initiating a VPN Connection

A user (client) starts a VPN connection through
a VPN client, which could be an app or built-in
software.

0B emenm (ee3deBenm) VPN etddro®ecns
®60) VPN &850mm0ns eod®® 08, D6
66e®m 63 built-in ®agmio®mens Bk ®e@s.

Encryption of Data

The VPN client encrypts the user’'s data before
it leaves the device. This encrypted data is now
unreadable to any unauthorized party.

VPN e8he@c) 883 oHBemeIes &5
Ce0m6e0S BODBO 6030 DG DOB. 60D
CMNBOD D &t BB g0 eH®OGEDO
BoDE 6200.

Routing Through the VPN Server

The encrypted data is sent over the internet to
the VPN server. This server acts as an
intermediary, forwarding the user’s requests to
the intended destination (Ex. a website).

CDONE WG D gRobeHes ®»O6 VPN
E3NEIEWmEG 60D OE) EIeR. 6®® GE3ISIHIE
s0BEDEe® 9GR8 a8 ®RBDHGO (8.
6OR #OIdeE) 68 DOBE EDOBECHBD 6
o @0O8.

Data Forwarding

The VPN server decrypts the data and sends the
request to the destination. When the
destination responds, the VPN server encrypts
the response and sends it back to the client.

VPN etideicme oo Jenomn 0
GOMBDED 9CB® ©DB. CEOMSDE B

uvBNo ewdm 80, VPN esnersmen a&10G
CWOHNGB WO L@V 6O epnesey BOB.

Final Decryption at Client Side

The client receives the encrypted data from the
VPN server, decrypts it, and presents it to the
user as normal.

eE3N@BC) B5&3e3 VPN GE3NEIEDEES
CIMNBOD® vy R ®F, Do De®e @O
£0@®5 eHIOEEHES SOEBEDEO 98Hes OE.

VPN server
IP: 456

Hacker’s can’t

Your Computer
our Compute steal your data

IP:123

Website operators
see VPN Server’s IP,
not yours

Secure Tunnel

Provider (ISP)
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How VPNs hide our IP address
VPNs @8% goed IP 83896 @O epmdes

VPN server acts as a proxy to hide users IP
address.

sdBemmes IP 38xc ©tmd® e VPN
GE3NEWE BLEBE (Proxy) 6@ §m) ®OB.

For example, if you connect to a VPN server
located in New York, your device will appear to
have an IP address based in New York, even if

you are physically located elsewhere.
CEWOHMBD 6@, B BD 6niw & B8 &S

VPN e8e)nmnmd &8st 556 »8, @R
eMIBDE 6D SM®em 806D, ®Rer

E0mE0 58 ecie & IP 38»ns a8 @O
6e36%3.

Throughout this process, websites and online
services only see the VPN server's IP address

and location, not your actual IP address.
6®® OB 85H®, 6O D ® € 6e3e)

eB3es VPN ee3tnersmed IP 88®c et eSO
Bes e 5tz IP BBwn 6med.

Example

Let's say you are in London, and you connect to
a VPN server in New York.

R e & 80» O 58 enitw & VPN
6e3E)EmEDO BRSE D RO BoE).

Your real IP address (in London) 82.45.123.67.

VPN server's |IP address (in New York)
192.168.1.2.

Once connected to the VPN,

Before VPN
Websites see your real IP (82.45.123.67), and
they know you are in London.

R gl OBs ®e® Rz IP BB™»c
(82.45.123.67) cB5® g0, OB @b & 80 O
QRISKSE

After VPN
Websites see the VPN server's IP (192.168.1.2),
and they think you are in New York.

6 a8 VPN etecmed P B8®c
(192.168.1.2) eB» g0, A B AR SO
6EE 80 DDE.
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Feature VPN Proxy

Operating Entire device Usually, specific

Level or selected applications or

d applications. browsers.

®00® 65063 £NBIDBEES
ENo®E® 653 | BEd 6ke®
6ION®S %3 RBeEd
6xne®

Encrypts Yes / @8 Usually No

Traffic ENBIDBEEHES BT

®ODIBBDR

506DDBG

H500

Privacy High / @& | Low to Moderate

o800 &8) 80 @0

Hides IP Yes / ®8 Yes / @8

Address

IP 38®c

OO

Protects on Yes / @8 No / &

Public Wi-Fi

ee)g (ees-

&63) &HEOE

o SLHO

Speed Slightly Usually faster.

eBmc slower. £3@IDBGCIS
30 6d®dOS 68
5@ 68

Security High / @®»e Low / &8)8

OO

Setup Requires VPN | Browser or

885050 software or application proxy
built-in OS settings.
support. RRedeE 63
VPN ®acmom | 00508 65t
63 eBemE® | BED
52086 s
50 FO®S
6d

Cost Often paid Often free (paid

Sleldid] (free options options also
available). available).
e@e®’ 8O e@em’ 8O
e®md® g 6T (6O
wiole o€ @G
(6B 30308 &
QTR o)
e30e30%n ¢
fa4e)]
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Networking Commands
eHRDOSM Bh®d

Networking commands are instructions used in
a command-line interface to check, manage,
and troubleshoot network connections.
EHEDOS BB Gf) HER HBBVBDD) dS) BHO,
DEOMDOEG BOO ©® 688 SONDOHG BO®
o) dw bR FRdt@uenmm D DOD
cesece 68.

They help users find network details, test

whether devices are connected, identify
connection problems, and view information
such as IP addresses, routes, and active

connections.

o OGS sOHBEDBS0 He Do 660,
Eo® 6PN B grdcid ode BB,
BRSO ®tOQ HED SO0 t® B JB®,

®b® (routes) &®» 680 oSO 8
EIMORNOT VeBBO ce5tmd 68.

1) ipconfig

This command displays the IP address, subnet
mask, and default gateway for all network
adapters on your computer. Useful for

troubleshooting network issues.

6®® B OBS Red sdD®&med a8 Brg®
eHE e300 esem IP 838w, cesehHe @ess esm
65088 ENOB 665808B. HE OO BODOLNE
EBEM) LOIDDS 8.

Platforms

ipconfig - Windows

ifconfig - macOs, Linux (BSD systems)
ip addr - Linux (Modern)

Information it shows
DB crwomD el emOROT

IPv4 Address
The unique address identifying this device on
the local network

eEBB HEB DG OB ELNOME BED) OBM)
gODS BBHEG

Subnet Mask
Defines which part of the IP address is the
network vs the device

IP B8o6ed @»®» 60 HEED & 6® nE®
6O C2300®EB0 & (B SBHODDG OB
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Default Gateway
The IP address of the router. (the doorway to
the internet)

00ded IP BB»n. (g5abeHepnd BDet®m
62)00D)
Purpose / g68¢#n

It quickly confirms whether a computer is
connected to a network and shows its currently

assigned IP address.
Do DEHDEE HEREDO GBS 8 grsicttd
OB QG WO® GO etd B8O D) s

IP B8®cn 6e55508.

Example (Windows)

> ipconfig
Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix : localdomain
IPv4 Address. . . . . . . . . . . : 192.168.1.105
Subnet Mask . . . . . . . . . .. : 255.255.255.0
Default Gateway : 192.168.1.1

Useful Variations / g6@3eods getiens

ipconfig /release
Drops the current IP address assigned by the
router

08DGB BB D) e D@ IP BB®n 9ds
208

ipconfig /renew
Requests a new IP address from the router
080%eE: ®O IP B38mnns 9l BB

ipconfig /flushdns
Clears the saved list of website addresses (fixes

some browsing issues)
805 e 6O atd BB»® EiBEnd ) cdB
(83@90 B BVe® ®OE HNOWONG DOB)

ipconfig /all (detailed ipconfig)

The extended/detailed version of ipconfig. It
shows everything the basic command shows,
plus much more about every network adapter
on the device.

ipconfig & &Wes/Be3ons5®m aguthes. o oo
Bnoe OGS 65550 BrEE 6% CLNo®6E Fes

©0z® HE GROVODED G0 DO GRNE®]
6mMORNOT 633D,



Additional information it shows
D6 6550® ¢Stk 6mOGT

Host Name

The name of this computer on the network
NHERG DG 608 sVEHHNDEE H®

Physical Address (MAC)
A unique hardware ID burned into the network

adapter
R gaPbonme EO BS80D0 eSS O &ts
FDDB Catho® BIEHBBDE

DHCP Enabled

Yes = |P was assigned automatically
IP B88®c e300oSnd O &rm;
No = |P was set manually
IP B88®n ®e3Snd t5wes) &
DHCP Server

The device (usually the router) that assigned the

IP BB oM &5 Eeome  (e@Hs6ckss
6804®)

IPDNS Servers
Servers that translate website names into IP
addresses

cOR g8 P IP BB» DO &sVOVBDZBEG OB
6e3EIBEDHRS

Lease Obtained
When the current IP address was assigned
D50 IP B3Bmn 0% e85 Emne 5 6@

Lease Expires
When the router will reassign a new IP address

G8DGB BB 98 IP @8mrs ®dD 068 @R®
Bme 5 68@0

Example (Windows)

> ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . : DESKTOP-AB12CD
Primary Dns Suffix . . . . :

Node Type . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . : No

WINS Proxy Enabled. . . . . : No

Wireless LAN adapter Wi-Fi:

Description . . . . : Intel(R) Wi-Fi 6 AX201
Physical Address. . : A4-C3-F0-85-2D-11

DHCP Enabled. . . . : Yes

IPv4 Address. . . . : 192.168.1.105(Preferred)
Subnet Mask . . . . : 255.255.255.0

Lease Obtained. . . 2026 8:00:00 AM

: July 1,
Lease Expires . . . : July 2, 2026 8:00:00 AM

Default Gateway . . : 192.168.1.1

DHCP Server . . . . : 192.168.1.1

DNS Servers . . . . : 8.8.8.8
8.8.4.4
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2) ping (All Platforms)

Ping is a command used to test whether a
connection exists between your computer and
another device, website, or server on a network
or the internet.

Ping o ®6® odosime o HeoD 653
FBOVNEEHEH &S DD  CLNo®EE, DD

BBDEE 693 6e3NeIHwEE a0 BBRSDIDGE
08t esde) BOBO B WO® BENDEE.

Purpose / 680

Check basic connectivity to a destination
6e3NEmED0 48 G BBRBOMOE 3D
8BS

Measure how long it takes for data to travel
there and back

e OB 6@l MO 5cBLHBO 6O DIRBD
®D68de D B Did®

Identify if a connection problem is general (no
internet at all) or specific (one site not
responding)

RS ®ORDE 68 e (SR
BBetis® o) 6] BxdDn D (O O

s @ BDIO eCWOB) D BEH)
O145S)]

How it works / 8§ @6® epmnda

Your computer sends 4 small test messages
(called echo requests) to the destination. If the
destination is reachable, it sends a reply back.
Ping records whether each reply was received
and how long it took.

Bed sV®HMDE OGBS DG ¢ BIWG 6DD

) odegn HDE) 4a5 (echo requests e@es
®WoEBed) BOB. D® MDD Em Bk HS 9B,

Do 2D Bnow d98. Ping @G O O
8800 owResle oX® ©® & oew) 6msdsn
DIRGE ® ke kel D WAB.

Example (Successful ping)
> ping google.com

PING google.com (142.250.80.46): 56 data bytes
64 bytes from 142.250.80.46: icmp_seq=0 ttl=116
time=12.4 ms

64 bytes from 142.250.80.46:
time=11.9 ms

64 bytes from 142.250.80.46:
time=12.1 ms

icmp_seq=1 ttl=116

icmp_seq=2 ttl=116

--- google.com ping statistics ---
3 packets transmitted, 3 received, 0% packet loss
round-trip min/avg/max = 11.9/12.1/12.4 ms

Example (Failed ping)

> ping google.com

Pinging google.com with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 142.250.185.46:
Packets: Sent = 4, Received = 9, Lost = 4



3) tracert

Traces the path packets take from your machine
to a destination, showing each router (hop)

along the way and the latency at each hop.
R’ BFRHeE B8O GOMBHEE W) &twd
@0 DO® BVHE EHVED D0, EDOd® &S

D O QOO (hop) &3 DB D B SNDede
80 ueB®wc (latency) essidd.

Useful for diagnosing where a connection slows

down or fails.
SR BSeEmB OFexy 6®] DedHredsesy
BIINTHETD WED) OTHOO 563D 68.

Platforms

tracert - Windows
traceroute - macQOS, Linux
Purpose / g68¢n

e See every point (called a "hop") that data

passes through on its way to a destination
e @G @ BSNHDE DO B HOBRE
36300 0D 328 EBBsKE® (hop s e@es
®oEed) crmRE “WS®

e Identify exactly where in that path a

problem or delay is happening

D® el e 6®» oerns
8BeO565 O SNHEDETR OGO HEH
@@

How it works / 8§ @d® epanda

Data traveling across the internet passes
through multiple intermediate routers before

reaching its destination.

FBBENEG ®OH ®OS WOD e DS EWIDG
@G SOHEO tBHMBO 6650 FOBE OOO
B8sEE e 6.

tracert sends test messages with progressively
increasing limits, causing each router along the
path to respond one at a time. Each response is
one "hop" in the list.

tracert @B} gxnEWd@nd O d» BEOR 68D
sdsgn gD DD g0, OGS AV®K Eer
&S OB DD CHOOE DSBS D &G cidB. O

D 5806 @rBelned ard D hop dwe 6d.
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Example (Windows)
> tracert google.com

Tracing route to google.com [142.250.80.46] over a
maximum of 3@ hops:

1 1 ms 1 ms 1 ms 192.168.1.1

2 10 ms 9 ms 10 ms 10.0.0.1

3 * * * 72.14.215.165
4 12 ms 12 ms 13 ms 142.250.80.46

Trace complete.

A * * * in the output means a hop didn't
respond, often due to firewalls, not necessarily

a problem.
gBomed * * * et crded gemed Do

aee ©00n (hop) &80 ety DOEB. 6®c

e@e®’ 80 firewalls elpedsl Beds gm0, D
FSBOMEEERO ®rOEDD 6:68.

Useful Variations / g6@3eeds getiens

tracert -d google.com
Skips converting IP addresses to names (runs
faster)

IP 38® om0 @00 sH0b®e HHO AmHdDB
(6D®6rS Fm®w 68)

tracert -h 15 google.com
Limits trace to a maximum of 15 hops
esB5egn B®E c3d® hops 15 @0 88 OB

When it is used / @8 @05 @@® O

e When ping confirms a problem but doesn't
show where it is

ping @Bs ®t0EDD 48 DO WGt WO
DS D GIHCHH 6550565 $es SO

e When a site loads slowly and you want to
know which part of the route is causing the

delay

6OR gBBGEE 658 §uew D BO ®
D® Omed oerd 8RO 6O
DOVeB ARO o @S0 dms & DO

e To determine whether a problem is on
your end or your ISP's end

®0ED sO8%es el Hbmdecnsic
faldelcIone)] el FBOVENHE ee3)
eesnse®  (ISP)  ebwdecnse  caie
BoO#n SO



4) nslookup

Queries DNS servers to resolve domain names
to IP addresses (and vice versa). Useful for
diagnosing DNS issues.

Bes® 0® IP B38B» DO (65 OB gem®d StO)
®c0d® e DNS etiercmosiens DO
@6B. DNS ©20@ ®E®) @00 g563esmnds’ 68.

Platforms
nslookup - Windows, macOS, Linux
dig - macOS, Linux

dig provides more detailed output than
nslookup in macOS and Linux.

macOS & Linux &8 dig ®@s nslookup ®@D
D) D8O BIB®EE @R 6.

Example

$ nslookup github.com

8.8.8.8
8.8.8.8#53

Server:
Address:

Non-authoritative answer:
Name: github.com
Address: 140.82.121.4

5) netstat (All Platforms)

Displays active network connections, listening
ports, routing tables, and network interface
statistics. Great for seeing what services are
listening and what connections are currently
open.

Bod eHe HBORRD), Swmd Dedd, O8I
O® 5% HE FROTENES 50RBIGBRD 6e53DE.
DO® 6B3NDS D ©OSSese w® O

BDand e BRBND) 6@H9NETB VeBBO @)
GHICEH.

Example

> netstat

Active Internet connections (servers and established)
Proto Local Address Foreign Address State

tep 0.0.0.0:22 0.0.0.0:* LISTEN

tep 192.168.1.105:52341 140.82.121.4:443 ESTABLISHED
tep 192.168.1.105:52355 142.250.80.46:443 ESTABLISHED
udp 0.0.0.0:53 0.0.0.0:*
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6) arp (All Platforms)

Useful for finding the MAC address of a device
on your local network, or for troubleshooting IP
conflicts.

6EBB Heed &t comnm MAC B8®oc

etd®0 e IP oxQ® SBOwodgme SHAO
B6EISHOS 68.

Displays and modifies the ARP (Address
Resolution Protocol) cache, which maps IP
addresses to MAC addresses on the local
network.

eZ®ne Her ne IP 838» MAC B38» 60®
8806w O6» ARP (Address Resolution

Protocol) @ (cache) ces3d® god Do 6dmel
SBOBO 98 e3@e3d.

Example
> arp
Interface: 192.168.1.105
Internet Address Physical Address Type
192.168.1.1 d4-6e-0e-ab-12-34  dynamic
192.168.1.110 a8-51-ab-cd-ef-00  dynamic

7) curl (All Platforms)

Transfers data from or to a server using various
protocols (HTTP, HTTPS, FTP, etc.). Widely used
to test APIs, download files, and inspect HTTP
responses.

DD egpnediemd@ (HTTP, HTTPS, FTP, en&c)
DR  6SMeEmnE  (server) dm 6®)
cOBS e 5DEG: OB. APl &sdnies SDAO,

6mE oD VOO e HTTP 880 odsien
S5O0 DRED DD 65.

Example

$ curl -I https://example.com

HTTP/2 200

content-type: text/html; charset=UTF-8
content-length: 1256

server: ECS (nyb/1D07)

last-modified: Thu, 17 Oct 2019 ©7:18:26 GMT



Networking Ports / &hemdén 6>6edED

A port is a 16-bit logical number used by the
transport layer (TCP or UDP) to identify the
specific application or service that should send

or receive network data on a device.
GEOFIHBE (BF) CL0MED B eHE ey ©Brdn
G 68 WG G SO 66e® 6% 65D

BED) OTEO e®) 91w 3006 (TCP 63 UDP)
B3 N0 wOE @D DY 16 2 DWEw odisS.

Why are ports needed
cedd gdms D6 o

IP address / IP 88»¢

Identifies which device should receive data
e @G GBS WO Eeo®EOE (35D BEM)
®8

Port number / 66®£ eotds
Identifies which application on that device

should handle the data
D® EeNomed 4 OB 6re® OB o
®BODG GRE (5D BEH) O

Without ports, the operating system would not
know whether incoming data is meant for the
web browser, email application, game, or
another program.

Ports en®c&8, e5cBegn® 5o e5tdemnxies 60D

RDed®, Bensd owessd (email) ece®, O 663
6D BB  BEHNE OED 60eHE®
BEBEO €D O 6IDED.

Simple analogy / &6 co®dencs

Think of a company building,
BOIOB 6@RDTBSOD @D BHBD,

IP address = the building's street address
IP 838»6 = emdarBced 58 B3Bme

Port number = a specific office or room inside
the building

CWEDE Howid = 6MBAR SIRCD oS
50D IVBEEGBE 663 MOOBS

Application = the person working in that office
66e® = DB VEEEE D) WO BE®EE)

The postal service delivers mail to the correct
building (IP address), then routes it to the
correct office (port), where the intended
recipient (application) receives it.

2ee@ 66300 D8 B8 8DdE emBut®E@0 (IP
CB®»x) eRe) ®»D® god, ©5e3d On HBOE

DVEIRG (6eDHFE) 60D 6T WO, DEE gere
CRB (66e®) D ER) BF.
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Port number ranges / 62698 got> 561636385

Ports are 16-bit numbers / 66d¢3 D9 16w ot
9]

(2"® = 65,536 possible values, from 0 to 65535)
(2% = 65,536 8 & gmsss, 0 80O 65535 o))

0 - 1023 (Well-known ports)
Reserved for standard internet services (HTTP,

FTP, SSH...)
&0 FBVHE 63NDS e DS WO &gt

(HTTP, FTP, SSH..)

1024 - 49151 (Registered ports)
Assigned to specific applications by IANA
IANA 88% 80 6me® 60D D) &um
(e.g. MySQL: 3306)

49152 - 65535 (Dynamic / Ephemeral ports)
Temporary ports assigned by the OS to clients

during a session
HODMEBED GO0 6@emE® ©oESn DS
et3DN@BS 60D 5D0H) ER® DHOMBD 66O

Common port numbers / 6e)g 66088 o>

Port Service | Protocol Purpose

20, 21 FTP TCP File transfer

22 SSH TCP Secure remote
login

23 Telnet TCP Unsecured
remote login

25 SMTP TCP Sending email

53 DNS TCP/UDP Domain name
resolution

67, 68 DHCP ubP IP address
assignment

80 HTTP TCP Web traffic

110 POP3 TCP Download
email (single
device)

143 IMAP TCP Sync email
across
multiple
devices

443 HTTPS TCP Web traffic

3306 MysQL | TCP Database
connections




How it works (visiting a website)
D6 B 26D oG (60D gnmd B5850)

1. Your browser sends a request to the
website's IP address

ORe® RBDLOG 6O gtded IP BBxn 60D
90 OB

2. The requestis directed to port 443 (HTTPS)

93R® 443 ewed#ics (HTTPS) 6d» ewmg
clacle)

3. The web server receives the request on
port 443
6O etde)nme B 443 6edEn ®O®)
933® @ ®8

4. The server processes it and sends the

response back to your browser
elneInmen DG W) OBN0G  ®TOD
ORe® REOG 60D OB

Physical vs Network ports
IS 6% HE 6D FO OB

A network port is not a physical connector like
a USB port or Ethernet port.

Network port o® USB &%) Sobend &
eI B5BRDSDDEE 6I6S.

Physical port / 698D 66Ol
A hardware socket where you plug in a cable

(USB, Ethernet, HDMI)
OB 6BREGE BBRSR O catlo® 6O DDt

(USB, Ethernet, HDMI)

Network port / &)@ emed#l
A logical number used by TCP/UDP software to
route data to the correct application, it has no

physical form
e B0 6ne® 60D 6mE SO® em

TCP/UDP ®agcmion B8 0o @05 @d®
OB o, 6060 6B  3O0zSBE
N4

Port states / 6260€0 DB

A port on a device can be in one of three states
ENoMEE B oS 6WEDHMHE BB DO
DOBS D eSTOBG oD

1. Open (actively listening)
2. Closed (reachable but no service)
3. Filtered (blocked by a firewall)

Port forwarding
Routers use this to forward traffic arriving on a
specific port to a specific device on the local

network.

GO B3 68HBG eHEEEA &t B®OD E)0®mBE
6DD), BEDD 6meDHHBES HO®) SrBEEND £
@ODMEODG 6CNE BO® CH) 686 ) DO,
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By forwarding ports 80 or 443 on your router to
your local PC, you can host a website directly
from your own computer, making it accessible
to anyone on the internet.

Re® 0DGeE 6530 80 6’ 443 AR G6EHE
sd®enmed forward 8858 @@, RO e5aeO@

DReE® D@ 80 6D gidns host ¢
el g0, DABS gsiobehHeed BIn BDoE®
e6cm0 DEO BDEG il 68.

Socket (IP address + port number)

A socket is the combination of an IP address
and a port number. It uniquely identifies a
single connection endpoint. A full connection
uses two sockets one at each end.

60 DS ) IP BBD0D 65 6EDE o
DoRDB. Do 8 OB gD EBBBOED
FODB 6L HED) ®F. 8L BBRVSBDDIDGE
e D O 6weded 60 D VB 68530
e DD WOB.

When your computer connects to Google's web
server over HTTPS, two sockets are created to
form the connection.

66 sdmEme HTTPS ®d® Google 8 0@
63NN BO® SBRDSD O® 80,
SORDBDMDG 6@BDHO® BEeH) 650 6EDD
St@nrgne 8.

Google's side always uses port 443 (well-known
HTTPS port).

Google 8 oW®OE c@D00 443 DL
08 OEB.

Your computer ->192.168.1.1:51234
Google's server -> 142.250.190.46:443

The full connection is identified by the pair of

sockets.
©B0ben  ©BRSDDDG  ®HEM)
6000 s BGS.

®8 RIS

Port space per protocol
Bo@nd8nm0 ge8 emedNe 9 eIHHE

Both TCP and UDP maintain their
independent port spaces.

TCP e&® UDP ©®» 6co® o0566® 383w
66O @8 HEIES DS BS.

own

TCP port 80 and UDP port 80 are separate
endpoints.

TCP ee®#B 80 estn UDP ewmed# 80 wyy 6dmes
VD QDBBES DS,



Protocols
5 NIG)

A protocol is a set of rules and standards that
define how data is transmitted, received, and
interpreted between different devices in a

network.

Bo@DOZED 6y HEGD DD EeNo® gmd e
8638800, HHWE 58 FHODOMEG DO EIIOG
BHODDn oH O 55 B8 B8HGS.

Ensures that communication between devices is

reliable, secure, and efficient.
CeNo® b eusedemns D&deSn, eOBD
509 DDGEDBE D DOKS S DOB.

Protocols determine the format, timing,
sequencing, and error-checking methods used

for data transmission.

Bo@OB 0B ety ©Oeie®nc: Sem) B
D0® PwaSn, 60@D, GXNPOMG ©® 6l
%) BDe® H® SOEo WOH.

HTTP (Hypertext Transfer Protocol)

CLIENT

O
. l H'~T*rp Respo™ . SERVER

..............................

web content
(HTML pages, images,
videos, text, forms,
and other web files)

.

Used to transfer webpages on the internet.
gBbeNEEd BE 6O 80 ud@nds B0 £)HDm)
DOB.

Use port 80.
80 emedSK B OB.

The foundation of data communication for the
World Wide Web.

e@i> DBY Br®® BEeE) ey HERBedeH6]
SeHdEB.

Operates in a client-server model.
ce3n@B-6e3eIHD HWIBED DG H) DO

Works by sending requests from a client
(usually a web browser) to a web server, which
responds by sending the requested content
B @Oes 6B3HEIBenEne®s  (E®DBGHSS
6O RPBOKE) 601 eLMewrDd 93B®
6@ m DOBS 9D @ FERODODG
6De®S SN0 eBOBE®.
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A stateless protocol, meaning each request is
treated independently without remembering
previous requests.

Stateless Bc@OBHEE, DO, 630 8B DO® @E
CR® BERc oo D) 6MERDS, €z

9CRBOD 6ce® SSNI® 8 e’ 9CCOD 6@
Ry @E.

HTTP does not encrypt data, so transmitted
information can be intercepted by attackers.
HTTP @& e ®e3oemmme 6:9wmos edes,

BOBOT OB 6Ot FHOR®E 3BV
5OBS g0 55068 D@ SO,

Supports persistent connections (Keep-Alive),
allowing multiple requests to use the same TCP
connection and improving performance.

BOSDO 5BV SEH) 506 cHOB: 68 Hen
D® TCP &8s50mmBn ®dm) 9dt® S&esns

8e BBOO o) eoEe® god, OGS HEen
@5 §wmdDOe DdEnsn 68.

Follows a simple request-response model. A
client makes a request, and the server returns a

response.

80 98B8-BN0 WK GH®RNG WOHB.
eB3EBent odB® OB, 6e3ENeIEmeG
B0 @) 6e8.

Common HTTP methods

GET Requests data from the server.
eE3NEIEWEnS e 98EB.
Sends data to the server (Ex. form

submission).

3w 60D e d& (ee):
63300 @8desS V).

Updates existing server data.
eE3NEHEWEE e IOMZ®
O,

Removes data from the server.
GE3NSIBEWEHS e 9O wOEB.

POST

PUT

DELETE

Requests and responses consist of two parts
o93RB® &5 58O 6O eSS PSID 68

1. Headers

Contain metadata, such as the type of request,
encoding type, and information about the
client.

9dR® BV®EB, eSO BV®EG 5 GES@EE)
88e 6Ot D8 eN0-55 glo® 6.

2. Body
Contains the actual data being transmitted (like

the webpage content).
5865800 DD 55 e gho® 68 (601 8ed
FEDOODE O8).



HTTP Status Codes
Servers respond to requests with status codes that
indicate the outcome.

5506 65558 Wo® T B OB
9BBB®ORD 6t3NeNmne B0 e

200 OK

Request was successful.
93B® & Bes.

Requested resource

couldn't be found.
9RRE 385D EEIEIOD
e 8.

404 Not Found

A server-side issue
occurred.

6E3NEED FRDGME
®0EDD &8 8.

500 Internal
Server Error

HTTPS (HTTP Secure)

An extension of the standard HTTP protocol that
uses encryption

QB3NGB
5@OR[eE® ERdDS.

20  ®»s  HTTP

HTTPS operates on TCP port 443.
HTTPS &) wdsiesd TCP 443 6me®5c GmIG.

Uses SSL (Secure Sockets Layer) or TLS (Transport
Layer Security) to encrypt data during

transmission.
e 5)P& e O B0 F) @Bmem®G SO 3eH)
SSL @3 TLS omedesgncs enSo) mOEB.

Provides confidentiality by preventing

unauthorized access to transmitted data.
000 O e 60D goDBoens edew O
DEOBS O®esseOED €853,

Provides integrity by ensuring that data is not

altered during transmission.
e B0 OB giRd J) 6O 6ed® DD
505 OB RIS e3e3E.

Provides authentication by verifying the identity of

websites through digital certificates.
goBD ©HSm OGBS O gABD@ gHHOBDDG
2DHOT O €3BTV 385633,

Widely used for secure login systems, online
banking applications and e-commerce websites to
protect financial transactions.

PODBD 6@IBS 3ENE, VOB Drow WOHD 39

Bed oxeey i) HVO em) Dexsd g 6D
8D em DHED Do) 68.

Protects sensitive information such as usernames,

passwords, and credit card details.
sVBED B, dese & 6dd @) BSd S
50688 6mORGT o) DOB.
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FTP (File Transfer Protocol)

A standard network protocol used for transferring

files between a client and a server.

et3@Benm ©® 6LBDen GO 6MmIN
BO®GT DO @GSO 5EH) D) WO BB HE
E@OR[eE.

Operates using the TCP protocol and uses TCP
port 21 and 20.

TCP 80@080 dess §wm) o gm0 TCP 21 &w
20 66D 8o OE.

Allow users to upload files to a remote server,
manage files and directories and download files

from a remote server.

Eoe3d efenmennd 6mNy CAGD SBBOD, 6mI
& 6RO DEODWOLNB HDOD 5w DeHS
6ENE D BHBOD SVBEDBBO @) 3@EHB.

Uses a client-server architecture and supports
both authenticated (username / password) and
anonymous access.

Client-Server 5®6s )8 O &0, SOBQD
DB/ Goese, 6BHD 685 OBDD yeder DBO M
emoa.

FTP transfers data in plain text by default and does
not provide built-in encryption.

FTP ®@s e e)®®s 666/ emidc 6@t 5)D®O:
®6® 8 O built-in @SBHeH® SENSEE Hoo.

Because of the lack of encryption, FTP is
vulnerable to packet sniffing and unauthorized

interception.

6® 83, e 6300 SO e OE06nES D
FOO®E @R ®SB®ORD emeds Se® GdeHH®
e,

FTPS (using SSL/TLS) and SFTP (using SSH) are
secure alternatives that provide encrypted
communication and better security than FTP.
FTPS (SSL/TLS 28> w®@o®5) e SFTP (SSH
D) DOBS) (5 B3BBG WE 3B
&t FTP &@0 O8) 6e, e 5856 enomss
B 68.



SMTP (Simple Mail Transfer Protocol)

2
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An application layer protocol used for sending
emails between clients and mail servers as well as

between mail servers.

ctEDN@BS 30 DeKS D@ GLBNBWHRS DO
6®BO, 6t3NHmHS DB o Bexs [B®
©cd® e oD  @O®  6ng®  800ed
Bo@HDREE.

Operates on TCP port 25, 587 or 465.
TCP 25, 587 &3 465 6605 05 ) OB,

Responsible only for sending emails, while email

retrieval is performed by IMAP or POP3.
Bexs @8» cde sem) DeSns @R, degs B8
@ ®3® IMAP 63 POP3 @85 8¢ w03.

Follows a push model in which emails are
transferred from the sender's mail server to the
recipient's mail server.

6®ci Push model exod®®se @68, D58 DS
Bers ©8» etihe)cmed 80 oRSoes Dexs
B8B» et3nernmn 60 BB Oy REG.

Supports user authentication through SMTP AUTH
and secure communication through SSL/TLS
encryption.

SMTP AUTH ®0®) 08D goasonde o080t

5805, SSL/TLS @odoesiomncs ®0®) eomso
EBEBEMEOS L5wK SO.

Widely used by email services such as Gmail,
Outlook, and Yahoo Mail for outgoing email
delivery.

Gmail, Outlook, &® Yahoo Mail &8 Bexess B38»
63D BB NHOD Bexs BB® e &em
R5)ED O 68.

IMAP (Internet Message Access Protocol)

An application layer protocol used to access,
manage, and synchronize emails stored on a mail

server.
BexnsS Doest@ eL3NSGEEm GRE) WO &t dexss
BB» 60> edrm D, DEO®IWOIGB BHOO €5
0L SBOO ®HTn @O® 66ed 06
Bo@HDREE.

Operates on TCP port 143 or port 993(Secure).
TCP 143 663 993(epdwiBin) 6wed8 ®dmn §) woa.
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Stores emails on the mail server, allowing users to

access the same mailbox from multiple devices.
e BB oeNdR), Doy BB® 6t3e)ntmed®
BABD D) S DdS, OBEDEIO D® ey
BB® BHMO com BBEHS SOB®e BHEO
BWEDEID Q6.

Synchronizes email status, folders, and messages

across all connected devices in real time.

Bog® 6D ceo® god s 3B» O
DBBOG, 6MITRO 5w HBNTE) 68DD HBFHHD
DOGB.

Supports  server-side folder ~management,
message flags, and partial email downloads,

improving efficiency and mailbox organization.
GE3NDHEWE  StHEDS MO DSPIWOSNE,
oD cengy SO0 ©w dexs BBOR 6O
DBEES S5O ®D DO DiBe® HHEID @)
e DS 606 9 WVEDB® 8.

POP3 (Post Office Protocol) - Legacy

An application layer protocol used to retrieve
emails from a mail server and download them to a

local device.

Bexs BB» ede)cmens Bexs BB® eRDem®
T @866 Ce0®mE0 MBD DO BTBHOO DM
20D BH@WREH.

Operates on TCP port 110 or 995(Secure).

TCP 110 e 995(nossBe) 6meds ®om) &)
OB,

POP3 downloads emails from the mail server to
the user's device and, by default, removes them
from the server after retrieval.

POP3 @& e B8 sdBmEIeE ¢e3)0®mi0
oD OGS 563, e@BEES T 6e3NENEIEEeS
B Py ERE.

Does not synchronize email status, folders, or
messages across multiple devices, making it
more suitable for single-device access.

CeNo® BBsGEE g0 D BB® DHBOED 663
6MIGR0 ©OPRLD 6XWOD Qid, 60n OB
CNoBEEE @M By BB® sVBE®DB DO
&0 DENS ey 68.

Requires less server storage space because emails
are typically transferred from the server to the
client device.

Bersd B8 800 SVBRDEIE EeNBED &)t

D® DS, esSHe)nmnc G Do 9B DS
©568.

Provides faster email access on low-bandwidth
networks since messages are downloaded and
managed locally.

oD 6CHHBD BD DO DECDMDOMEB DO

DS, SbeNE 6OD®E f) BEOBESBE 58 By
BB® 60 68men® 5edm Sed ®iREID @IeR.



DNS (Domain Name System/Server)
Oe® a® €8x/ et NeInE™E

A hierarchical and decentralized naming system
that translates human-readable domain names

into IP addresses.
BRSO 598360 DD D) BB B OB 2O

sD®HDORD 60® ®» S IP BB®ESROO
sOV®EG oD, JOOBeD & OBIOD
OO BSEQDGE.

NOTE:
A domain name is a human-readable address used

to identify a location on the internet.
OB ;OGS X EIDVNEEE BNIDED  BHED)
@B D) OB BHERO BnDB T BBDGEE.

It corresponds to a specific IP address.
Do 86D IP 83890m0 gadzes 68

Domain Names
Oes® e®

A domain name is one part of a URL.
Bes® @ &) URL Doty O etmOeses 68.

Parts of a URL
URL dm 60

domain name

https://www.ictfromabc.com /video/python.mp4

o
protocol subdomain label TLD  resource path (file)

L |

w

What is a URL
A URL (Uniform Resource Locator) is the address
used to locate a resource on the Internet.

URL ®o@8 ©f gSobehHeen® ©od8m oo
683 BTBDO Em) DD OB JFBHGE.

Top-Level Domain (TLD)

The rightmost part of a domain name, following
the last dot, and it signifies the domain’s type or
geographical origin.

D638 BB DN 5O 5630 s cENDe B8O

e D gmo, DOGBR BedB BV®mE ©®3
0E®IVEB 5BHDB 65550 WO,

Example / 66®0gn

In example.com, .com is the Top-Level Domain
(TLD).

example.com & .com eg® ®006® De® 8.
In example.org, .org is the Top-Level Domain
(TLD).

example.org 8 .org 368 ®306® &e® 8.
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Second-Level Domain (SLD)

The part of the domain name directly to the left
of the TLD.

Des® e®e TLDO e5agfd® epcs D8 emOest.

It typically represents the specific name or
brand of the organization or entity.

DB N@DBEES  t3oDDEE 68  EEDHEE
B&OD B 6m) 6OGE MOG Hewries®ns AB.

Example / co)®6gn
In example.com, example is the second-level
domain.

example.com &, example ecd» ®T0e® Bes®
@d.

Subdomains / ¢50s®

Any domain that exists below another domain,
regardless of how many levels it contains. (not

a numbered level)
6Ons D@D s5HgS BBO® Bw® Desdw ces-
D@ 6@y ®ER6D.

So, an SLD is a subdomain of the TLD, and www
is a subdomain of the SLD.

DS, SLD D e TLD Dewved ¢e5-Des® D
g0, 'www' 3 SLD Den& ¢os-Ded8.

Example / co)®6gn
www.example.com , mail.example.com,
cs.example.com, student.cs.example.com

All of these are subdomains of example.com,
even though they are at different numbered

levels.
B 580 goBy @0080@ otdngne, 68 BrEe
example.com & £e5-0e3® @8."

Hostname
SDDOD MO

The part of the domain name that identifies a
specific host or service within a domain.

D0 G BEOD NODEE 60 63D ®E
@) Oes® em®ecd emnOest.

It is often used
subdomain.

D e6@em] 80 ¢ O6® ©d®m KBGO 6@
)3 68.

interchangeably  with

Example / c¢e®dgn
mail.example.com — mail identifies the mail
server within the example.com domain.

mail ®&eS example.com O6® nE &8 et
ee3NEIHBWEH HED) BOS.



Domain Name Hierarchy
68 ® YNHOB®

The structure used by DNS to organize domain
names. It is arranged in a tree-like hierarchy,
with the most general level at the top and more
specific levels below.

DNS @& B8 @ 3505t SO® esem)
8D OB ORWBB. 6B B HIEB BB
QOB 6@ 3w s o, D8 DENS®
6e50g, @C0® 9mBS® ¢, HENEE SedD B30
55T & 8KHOE.

mail.cs.example.com

Level Name
Root

Top-Level Domain (TLD) com
Second-Level Domain (SLD) Example
Third-Level Domain cs
Fourth-Level Domain mail

DNS Resolution Process
DNS Bese® §mdc

When you enter a domain name into a web
browser, the DNS (Domain Name System)

resolution process begins.
0D 6O RPBOEDO Des® MMBGE HCS DS

80, DNS Bese® Smdn eddn 8.

Cache is an important part of the DNS
resolution process. Before contacting DNS
servers, the system first checks whether the
required IP address has already been stored
locally.

o B & DNS Bee® §cidded diems

enOeS. DNS  e8ernmns &m0
B0 630, 3¢BG /SO &V DONEE

gD IP B38®c¢ 0 SMNHBHD ®RDE) O
Bede, .

The browser first checks its own DNS cache for
the website's IP address.

RO BRSO DR #f)ded IP BB®6 e D&
&S @Bt DNS ndw @56 esdwe) @AG.
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If the browser cache does not contain the IP
address, the operating system (OS) checks its
DNS cache, allowing other applications and
browsers on the computer to use previously
resolved addresses.

RSB o Powentd goig IP B8B»6 6aM@td

28, 6@emE® &&08n 8 DNS &ow oo
o) OB, DOGBS sV®IWed Ft8S FeDRS
6ked® 6w RRLOOERD B0 630 Jesed L BB®
8 BOOO De3ND @TeE.

If the IP address is still not found, the query is
sent to the local DNS resolver, which is usually
provided by the Internet Service Provider (ISP).
IP B8»6 005 6MeD 65MHS 58, DO

B0® 6Bx DNS 2eeigdb 60 0dy @ued.
6®B HDIBDBEHES SKE QRN HERIVNE
et3) esescsie) DS,

If the resolver has the IP address stored in its
cache, it immediately returns the result to the
computer.

Bets3cOL Dem® Mo Bowed d® IP B8®c
®ORVEN WO grd, Do O® DO HBORG
D®ENHDEB 6D HOD @R 6£H.

If the resolver does not have the IP address, it
queries other DNS servers (Root, TLD, and
Authoritative DNS servers) until the correct IP
address is located.

Bl D ed DO IP @8xne 6@ &,
BG8 IP BB 6853 B 6w DG FIID
i  etdhecwmee®s  (Root, TLD, &&®
Authoritative DNS servers) 8@88 &g @08.

As the DNS response is returned, the DNS
resolver caches the DNS record according to its
Time to Live (TTL) value, allowing future
requests for the same domain to be answered
more quickly without repeating the entire
lookup process.

(DNS 5881060 9dm e 80, DNS deesiddb
D B8 aesS “Time to Live” (TTL) ®nd axd d®

DNS %508 et @wec o) 6. @S d®
De® @ 9BdedE @reRk® 9Rt®DrD
&8tgn 66308 SFOBH ®edD e 6O OENS
9SS BBOT @) E®O gOEMND @redH.

The resolved IP address is then returned to the
computer, allowing the browser to connect to
the requested website.

o535ty 6B IP @38®e sdongnme 60D @)
6w gmd, DB 9d@ 80 60 afdn ©O®
8RBQ RO REEOEO BTN 6.



Finally, the resolved IP address is cached by the
browser and the operating system (according to
its TTL), enabling faster access to the same website
in future requests.

aDe®eBe, 6t (Boe» @) IP 838®c¢

RBeO® 8329 6PEHEE LS @GS (B8 TTL gmnd
gnd) O DD O god, VGBS @8d
98RO EE DO 6OR ABEO® g 68®menS BB
BTEIEID @TeB.

Top Level Domain
DNS Server
“com”

‘www.example.com
5. Ask DYN Server

Root DNS Server
4. DNS Query

Authoritative DYN
DNS Server
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Distributed Structure of DNS servers
etnonn De 6 ®O® @c dFw®

DNS is organized in levels
DNS @008 8@ 308t & &

Root, Top-Level Domains (TLDs), Second-Level
Domains, and Subdomains.

This hierarchy helps distribute the workload across

different servers.
6®® QMOB BB etddeynm ®0®) i) DO 6L
®BRO ¢e5emd 6d.

Root Servers

At the top of the DNS hierarchy are Root Servers.
These servers store information about where to
find the TLD servers (like .com, .org, .net).

DNS QodRed 9»gx® e Root Servers c.
6®® eine)nmwens TLD eedhe)cmens’ (.com, .org,

.net O8) 60w ®D @R SNHDE BERE 6HOROT
®RVE) OEB.

There are 13 root server clusters around the world.
@D &30 root ee3HeNmm 65O 13 & e
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TLD Servers

These servers hold information about specific top-
level domains, such as .com, .org, or country codes
like .uk.

6®® etlne)nmes .com, .org 9 SexBo 9®E

®006® Des® 693 .Uk BB 0O e BERE 6tMOOT
eoa.

They direct queries to the appropriate second-

level domain servers.
T eeey ecdn 0068 OB etdhenmns 60D
BDO® 60E) WOB.

Authoritative Name Servers

Each domain (Ex. example.com) has authoritative
name servers that hold the exact IP address of the
website or service.

3@ De®0® (Ex. example.com) edR 886 63

6568 Do IP 38»c o) &8 DeHED O
eE3NENED &oeD.

These servers provide the final answer to a DNS

query.
6®® etie)nmns DNS 885@m0 &desim 8B8mo
€385C3¢E3.

@3
&

oo

second level domain (SLD)
authoritative name server

/-

root DNS server
top level domain
(TLD) DNS server

Local (recursive) DNS
server

Client



DHCP (Dynamic Host Configuration

Protocol)
®8> o Bose BoeEORG

DHCP is a network protocol used to
automatically assign IP addresses and other
network configuration settings to devices on a
network.

DHCP o theom coo® 60 P 38» o®
oD HE DB 3ewe® BSDHEoHHBD tdBB®O
08 WOD eHE BOEHDBHE.

This eliminates the need for manual IP address
configuration for each device.

600 D DD CeNo®EB e ®ESK 6@t IP B3B®
Bensies BOHe® dmsendn 9O wOE.

When a device (like a computer or smartphone)
connects to a network, it needs an IP address to

communicate.
C0®BE (3D®SDEE 653 SABO Hom®
EODDBED O8) HERGEDO BB dx O,

D60 exsedemn B0 IP B38®»ns gdmns 68.

The device sends out a request called a DHCP
Discover message to find DHCP servers on the
network (Broadcast).

&e0®6 K6l DHCP et3dheinmes 665
®S®0 DHCP Discover message 6@t 9838
»®&:(Broadcast).

DHCP servers respond with a DHCP Offer
message, which includes an available IP address
and configuration details (like subnet mask,
gateway, and DNS servers).

DHCP e&3®ercsmess DHCP Offer esgddemess

BO®m &8O ewdB, DD e oo & IP
BB»rE on Dome HVe® IO (CeeHE

pDOHG, 6200 ®» DNS edhersm i)
FrEs 69,

The device selects an offer and sends a DHCP
Request message to the server, indicating that
it wants to use the offered IP address.

B0 IP 3Boe ©HTon SHBOO des O
OB ceNomn D 6D  6eENeIBmEO
DHCP 93@® es#388)cs odE.

Large organizations may have dedicated DHCP
servers inside the local network.

D@ 0DH® 68 ED® B SMBG HEMG
26, T oeond® 6058 6dexd DHCP
ee3NeIBwnS BB ®wois.
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Within a local network, the router acts as a
DHCP server and assigns private IP addresses
(LAN IP addresses) to connected devices.

6dBr Hoow et beemec  DHCP
GEENEIHEWEER 6@ §) OB BB & s
E0® BEH) &5EeRm IP 838» @) ecl.

The Internet Service Provider (ISP) uses
dedicated DHCP servers to efficiently assign
public IP addresses (WAN IP addresses) to its

customers.
gBobeHE 63  osese) OB 00 o0

eNdeiBwmns 60 emg IP 838 (WAN IP
addresses) DHoERs@D 2 &® wewm T

605600 6058 DHCP etfthernmns ©8o
OB,

The DHCP server sends a DHCP Acknowledgment
message to the device, confirming that the IP
address and configuration settings are assigned.
IP @80 529 Bensies e3cees® 500 e DD O
2088 DHCP edfcrome B8 cenomn 0D
DHCP 828®»t56® e5&388)ns .

The device now uses the assigned IP address to

communicate on the network.
EN0BE &5 eHEA 35868cmn BHBO 5D &S

IP B8 08 mAEEB.

The IP address is assigned for a specific period
(lease time).
IP 838»6 860D @ B@DD esem) 00 &uD.

The device may need to renew the lease before it
expires.

0BG Q@ 9@y DBO 650 DAL HRG &Y
OO D5 Bs HTEDC.

i PC (DHCP Client) DHCP Server i

o DHCPDISCOVER (Broadcast)
Could anyone give me an IP?

DHCPOFFER (Unicast or Broadcast) o
Yes, do you want to use this IP: 192.168.1.100?

o DHCPREQUEST (Broadcast) &
Yes, | really want to use this IP. Are you sure | can use it?

DHCPACK (Unicast or Broadcast) o
Yes, you can!




Address Resolution Protocol (ARP)
B8» Betdcw S0@HOZ

ARP is a network protocol used to map a device's
IP address to its physical MAC (Media Access
Control) address on a local network.

ARP &) cesromem IP 8806 8086 shanm 8

95 MAC @05 gedm &ED) BB®eO
BBEOHmD SO0 D) O® eHE BE@OJES.

How ARP Works
ARP §m o6® epmode

First we should know the ip address of the

destination.
5eBeOS® s ®BMBHEE (B88) BBHG CrHOD
Q6.

When a device wants to send data to another
device on the same local network, it needs to
know the recipient's MAC address, but it only

knows the IP address.
E00@E0O D@ SNBE eHEEE 6D Ee390®EWO

e P00 gdes § B0, dnO @®mee MAC
BB®6 et ®SB0 DS 68, DY EHHHWE) S

IP B8®»c es@&9.

The device sends out an ARP Request message to
all devices on the local network. This message
includes the IP address for which the MAC address
is being sought.

E0®E BSNBB Heed Bre® ceo® 60 ARP
93R® e5&IBRGEE OB, 6®® es#dRel MAC B8®cn
©eED Ee0®B0 e IP B38®e grpes 68.

The device with the matching IP address replies
with an ARP Reply message, providing its MAC
address.

oges® IP 88xc6 68 ceoms ©8 MAC 88xc

@@ 685 ARP B8mdr s#8Rns &0 8gmdt
ec.

The requesting device receives the ARP Reply and
updates its ARP cache (a table storing IP-to-MAC
address mappings) with this new information.

93 8B0® £e20mE0 ARP BEm0 @ed» &od 6®®

2D 6O 6@® 8 ARP 8= IP-to-MAC
BB B8 SO RE) DO®» OHRON)
OB DOB.

With the MAC address now known, the device can
send data packets to the recipient device using the
MAC address.

e e MAC BBxs 080, cenomnd MAC
B85 $HBDenS c O EIODEIBE EeoBEO
3280 BT,
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Switch

PC1 PC2
IP: 192.168.1.10 IP: 192.168.1.20

MAC: ARARARARARAR ARP Request (Broadcast) MAC: BB:BB:BB:BB:BB:8B

4 Who has 192.168.1.207 .

; Tell 192.168.1.10 !

i e ARP Reply (Unicast) :

________ 192.168.1.200sat |,

BB:BB:BB:BB:BB:BB
Result: IP to MAC Mapping (Stored in ARP Table)
______ [ IPAddress | MACAddress | .
[ 192.168.1.20 | BB:BB:BB:BB:BB:BB |

ARP is only for local communication. A

computer never tries to learn MAC address of a
device on another network because MAC has
local significance only.

ARP 5983655 63080 63556850 e5&H) SO3.
5V®DED BBDODS 6O HEGD  gts
c0®E MAC 38906 665900 ¢55e5® 62O,
@55 MAC B8B®en demd dxes DB 68
R E S5O VdS.

Random Access Protocols
g8 56be SO

1. ALOHA protocol

The ALOHA protocol was developed in the early
1970s by Norman Abramson and his team at
the University of Hawaii.

ALOHA 80c@d8ce 1970 eed @d ®H®ed®
®NB B0 BesEec 6030 rR®es 65 DNe®
DHENBE B e350VD®DEB O QE.

It was originally designed as a simple way to
allow computers spread across the Hawaiian
Islands to communicate with each other using
radio waves (Wireless communication).

D YBS SV@gNs O e HNB g g
otBd g8 s0emmdD 6d88en]  ®OGo®
NDDEES DBemm) HO® 5BedDemHec BSOSO
98 ©EE® 6o BAGE 6t ¢ (K®wi 68D
&BBDEHE®).

So, ALOHA is a simple communication protocol
used in network systems to manage access to a
shared communication channel, ensuring that
multiple devices can send data without causing
constant collisions.

DD, ALOHA o2y 59080t Oes 55868cs
NRJODO 3680®mEB DEBMWOMNE BOB e
HE 608D T O® ©6oE BBeDe®
BEEBZEH, DB BoOSHO ®)® &8 ee0d
DD Ee0®DRD e ©tdn B DO S
DOE.



How ALOHA Works
o 26 o

if the
before

In ALOHA, devices do not check
communication channel is clear
transmitting.

ALOHA 8, cesr0® @6 es@egiegns SO0 6o

eDBedem  MBD  oteEBerd esdwe)
G®MWOEB.

Uncoordinated Access

In ALOHA, devices can send data whenever they
have information to transmit. There's no
centralized control to manage when each
device should send data.

ALOHA 8, Bstdeses HBHBO Ee0omdEO
eMODOT S Dwz® GOSMDD e BtdG ®Tw.
D O CNome ez oide @gmn 80
DEOMDOIE BOHOO BBDD eQDEE 6OTD.

Collisions

Because  devices send data  without
coordination, two or more devices might send
data simultaneously, causing a collision. When
this happens, the data gets garbled and needs

to be resent.

ES0® HBRBHDOMBEES 60D e O
863, £20® 6 653 OE) ®HHE DWDO e
6286 S god, DOBS @D g OB, 680
8¢ 8 B0, et Ol O god O DO
8¢, 6d.

Acknowledgment

The sender waits for an acknowledgment from
the receiver that the data was received
successfully. If no acknowledgment is received,
it assumes a collision occurred and resends the

data after a random waiting time.

GOS®) e eNBODD QIRJE RDD ERBBIGESS
B8wrS0n D@eneHneds 80. 88xrSew
6MEIRES 28, D ®)®D 8 &) BD cesmRe5™B
20 g0 guE OlE 8068 mEHBS e583d e
2O BOGB.

Randomized Retransmission
After a collision, devices wait for a random time
before retransmitting. This reduces the chance

of repeated collisions.

®tOBS o583, CeNo® DD Beesnn SHOO
650 E) 65N RE) BOB. 6®G MDD HOD
@068 38NBD ) DOEB.
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In Pure ALOHA

Data can be transmitted to any device at any

time.
D9z® om0 B9E® gHdNOnE o
868G DR BTD.

Since devices send data at random times, there
is a high possibility that two or more devices
may transmit at the same time, leading to

collisions.

Ee0® GHE) 65OBHE e D Deds, DwdO
CBl0o® 6Cmm 6m) O ®mHD Beieenc
5060 gug BB O8® gmd D ®O)®

DO of) 6ch.

This random wait time helps reduce the
likelihood of repeated collisions.
c®® guE &€ 8068 MEK HOD HOD GO
800 gf) BOBO cesend 68.

Time

Time
--

Time

Frame 3.2
————————————
Time

S

Frame 4.2

R R —— .
e ___|Frame22
Collision
duration

Frame 1.2

2
Frame 4.1
Collision
duration

a

-
@V
E
e

w

<

| [P ——

Station 1 L:!
am——
a
P,

Station 3 L[_.g.
s
—

Station 2
Station 4

Pure ALOHA has a relatively low efficiency because
of frequent collisions.

B0 ®red® &0 Pure ALOHA O 635580 of)
IBEDBOOEE eoe.



Slotted ALOHA

Slotted ALOHA improves efficiency by dividing
time into discrete slots.

Slotted ALOHA ®8% oepc 88 slots ®@d
6REOS VDO ) Engn DOB.

Devices can only send data at the beginning of a
time slot.

ENo@ORD e B ®wuwen DE  SBNEED
OBEEE SO,

Since devices can only send data at the start of a
time slot, collisions are reduced compared to Pure
ALOHA, where devices can transmit data at any

time.
ENo@ORD e D ®uwen D SOEED
POBHEEE OIS DR, ENoORD Bwzd®

6@ e eBeienc e o Pure ALOHA o
e 80 @8 ®0® af) 8.

If a device misses out the allowed time, it must

wait for the next time slot.
EN0®EO edesd & e G B® 55d BHems,
B Bem time slot O e & 8B06 goe.
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Applications

OES
Pure ALOHA is suitable for simple,
unsynchronized =~ communication  systems,

whereas Slotted ALOHA is suitable for systems
that support synchronized transmission.

Pure ALOHA &06@, &6@0m{HDOGE 6IDS
&BBedeym sE0B tem et O oo, Slotted

ALOHA &@on@» ©0eieencs &em) me
e 08 sem e 8.

Success Rate in ALOHA Protocols

The success rate in ALOHA protocols depends on
the offered load (G), which represents the average
number of transmission attempts during a frame
time.

ALOHA 80@dgde oo aaenmn  Oe)

50856 Offered Load (G) ®owk. PGS
BOzessmn OB DX EN IRED DG D
oBedesnn HOHOO BED® HOI®SE  EBENHES
®EORE.

As the number of transmitting devices increases,
the offered load (G) increases, and the probability

of collision becomes higher.
HEG DG D BBEHEBENG DO Ee0® BEND YOS

ws3®, Offered Load (G) eg®cme gmg 6 god 5o
DBemm @068 38N D) 68.

A higher collision probability results in a lower
success rate and reduced Throughput.

e @ded® @ md B8 8O, enHOnDed
uBeme gf) B0 o®w oo ©dedesn
68®m®B /B i) 880 sl 68.

When only a few devices transmit, collisions are

rare and the success rate remains high.

E0® BEBeSHE 5O ey 5deiedns DO®
B0, e dBemm @il gm) @OSH 8 D
g0 ODSO6R BB 9ug BDDOD sO.

Slotted ALOHA has twice the maximum
Throughput  of  Pure  ALOHA  because
transmissions are restricted to slot boundaries,
reducing the vulnerable period from 2T to T and
significantly decreasing packet collisions.

Slotted ALOHA &t es0® Throughput e Pure

ALOHA 083 ecomen 36 OB i
e&@eieencs mE OBl D POB®ED BSD
8@ @06 48 DB, OGBS e ®ided EDD®
e gDen® e 8@ 2T 80 T een of) B,
230 DBeDD @O0 3RS0 (D 6RE B5HD De0.



2. CSMA/CD

Ethernet uses CSMA/CD (Carrier Sense Multiple
Access with Collision Detection) to manage how
multiple devices share a common communication

channel.
Ee0® BB 68 DD MBI 6D

®) OB DEPDOSE SHOO Ethernet B85
CSMA/CD (Carrier Sense Multiple Access with
Collision Detection) o8 @O8.

This protocol ensures orderly data transmission
and minimizes data collisions in a shared network.

c®® BHEEORH DIV cov eBedssnn NS
OB g0 OB HEGBD D ®O® #dd OB,

Carrier Sense (CS)

Before sending data, a device listens to the
network to check if another device is already

transmitting.

e R0 66350, DR EeNo®BD CrHOBS
e@edeenn OBes erlid sdide) SBBD Ee30mEE
eHEGO 80X 6.

If the channel is busy, it waits before sending its

data. This helps avoid immediate collisions.
PO DIBERIRE B, 6 OB D BB 630
R 80. 606 D8 BB DG WSO ¢e5td
68.

INITIATES A
DATA TRANSFER
SENSES

[ NO
—> >
SENDS THE
YES FRAME

CARRIER

WAIT f— —

Multiple Access (MA)

Multiple Access (MA) is the ability of multiple
devices to share and use the same communication
medium (network cable or wireless channel).
Multiple Access (MA) ¢35 ¢e0® 88500 D®
B85 EBEE (eHE RREE 683 Gl®ee
685 MBINOD) 6R®HE) GBHRTS B HOHBO
TS BDIOB.

A multiple access protocol controls how devices
access the shared medium, helping to reduce data
transmission conflicts and improve network
efficiency.

8 3edm BH®OBH OGBS ceNo® 6e3g BHDBEBO
8568® D& XDMOB NEDG DOH EREB. DOBS e
BedBsncn BHeDE BcdH BB OO SBHBO 5@ &H
@60 DVEEDB®D 8 BHBO cef) 6O.
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Collision Detection (CD)
Despite checking, collisions can still occur if two

devices start transmitting at nearly the same time.
D) WEE, CL0® G PILBD D®ERS D®
6D@Om Beiegnc BOAD 08 ®WSeS HB® ®d®
2005 BeDn ®rw.

To handle this, devices monitor the network while
transmitting. If a collision is detected (when signal
interference is noticed), both devices stop

transmitting immediately.

600 ®BOOBD, Bede®n OB FDORO Ee30®
HE6 BdODBEB OB, @O DO DI
(E30@) DS EVDBENG § B0), CeN0® 6cHm®
Oen® 38edBgnn BOHO HDHO WOB.

Collision Avoidance (CA)

Collision Avoidance (CA) is a technique used to
reduce the chance of data collisions before
transmission occurs.

Collision Avoidance (CA) cx e ©Begsenc
B0 630, e DBe»m ®ded® BDD &)
5BO tsem) 95D DOH DIDBEIEE.

Before sending data, a device listens to the
communication medium. If the medium is busy, it
waits for a random period before checking again
and transmitting only when the medium is free.

Backoff and Retry

After a collision, devices wait for a random
backoff period before resending data, helping
to prevent repeated collisions.

e DBe®® OB 5830, HOD DO
®08 BD® DrEro® BEm), Ce0® MDD
e @0 6650 o) StREe® IR B&HDD
e 8O6.



Ceo® B0z® 6850
e deesne OB

slot.
ENo®ORO e
38eZBHMG WE BB

Feature @=Sesne Pure ALOHA Slotted ALOHA CSMA/CD
Transmission Method Devices transmit at any | Devices transmit only at | Devices listen before
8edesn O time. the beginning of a time | transmitting.

EeNo® e BeBBENe
BHOHBO 630 QBB
&0 eef.

AR

DE BedOD

POBMEEED 5O
Carrier Sensing No/®t No/xt Yes/ gt
DD 85068EHCH
Collision Detection No/®t® No/®t> Yes/ egeD
®0® BB
Collision Probability Very High Lower than Pure ALOHA | Low/ 88
@08 80D 9o gneB Pure ALOHA &g0 &&»

Time Synchronization Not Required Required Not Required

E HODIBDDOLIEG gO®S 683060 gO®s 60 FOBB 66D

Efficiency e®osie®57® | Low 83 (=18%) Moderate ®Q5e308 High/ 9®e
(=37%)

Collision Handling
@t0B® DEO®DIDOF

Waits a random time
and retransmits.

&5E) 65O & 8O
20D 38edBsnn OB

Waits a random time
and retransmits.

g58 685 & 80
20D 38edBsne OB

Detects collision, stops
transmission
immediately, then
retransmits after a

random backoff time.

@D DEII®D L3S
©BeBeenn DO FBE)
5637860 RGO &5ty
20D e5B6iBEnn OB

Typical Network
£9766E3BD QDO
OB

Early radio

communication
BNB® 68D6)
[ ClaleN)

Synchronized satellite
communication
&DBD OBZem

[ RS

Wired Ethernet (Half-
duplex)
Koo e Ethernet

Transport Layer Protocols (TCP and UDP)

Both TCP and UDP are transport-layer protocols
that define how data is sent across a network.
They serve different purposes and suit different
use cases.

TCP &3 UDP 53 6c2® eH@000 08 e O
eR® o BHOODE oD ghw®m A6
Be@HOR 8. &) BB ad@dn 9 ®O® gmod
580 90 g3 eem ey 6.

TCP (Transmission Control Protocol)

A connection-oriented protocol, meaning that
areliable connection is established between the
sender and receiver before any data is
transferred.

RS- BEEOBHE, DB agecwed
DOBES DDE® DG OO BVOO 6850
GOBD)  B® EOEE gd DS
SPRBMOED SNBD @O eEE) VO.

ictfromabc.com

140

How a TCP connection is established
(3-Way Handshake)

1. SYN
The sender sends a synchronize (SYN) request

to initiate the connection.
SBRSMOG OBy OO eem) BDSw) B3

08O (SYN) 9@ 8.

2. SYN-ACK

The receiver responds with a synchronize-
acknowledge (SYN-ACK).

QRB®) DB OYHVIWOMN-BE®He® (SYN-
ACK) #0880t @@ 58N0 e,

3. ACK
The sender replies with an acknowledgment
(ACK), completing the connection setup.

O BB B88mweDe® (ACK) s#hddns @G
B88odc ©50® g0, DOBS HBRSBmDG
88058 8ben 8.



Three steps are needed because both sides
must independently confirm they can send and

receive.

8Brdd o gdms D36 62e®mOE0® HB®SO
e 6ilddD ©® @O0 D O SNHHD
2HYOT DO OB G VOES.

Two steps would leave one side's readiness

unverified.
BedO ecos @ SRS 8, D HHGOGD
8090 0T 6208 85OEY .

-

Client Server
o SYN _
Seq=x -
9 % SYN + ACK
i Seq=y, Ack=x+1
o ACK -
Seq=x+1,Ack=y+1 3
Connection Established
Data transfer can begin.

Characteristics of TCP
TCP 8 eSesn

Connection-Oriented / &8@x50mo-2c800

Requires a handshake before data transmission.
e  oPedegnnd 60 gnd om 8o
(handshake) &®®s 8.

Reliable / 888638 8
Guarantees error-free, ordered delivery. Lost

packets are retransmitted.

ecie 05D, snBEeORS K 6REHDOW
5D DOB. B® ®rdtdn e 6l HdD
8638800 DOX QIed.

Congestion Control / ¢ &eea
Monitors network traffic and reduces

transmission speed if congestion is detected.
eHR ®OMHODEG VWG OB 4o DHEREEE
gENDOHMEG DN tsBeiesn 68me &f) o,

Sequencing / &xnx®c
Assigns sequence numbers to packets so they

can be reassembled in the correct order.
e &5t SO xBEeded ®tdD e5tEdn
WD D B8 FND wBm o @R 6&R.
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Acknowledgment (ACK) / 88x:&®

The receiver confirms every packet received. If
no ACK is received, the sender retransmits.
CRB) BB @iRE ©z® e5rdDBE AT
208. 88g ACK #6800 emeiRes 08,
630w B8 Do »tdD Beie®Nn WAOB.

Header Size / 8%® @)%

20-60 bytes

A header is a block of metadata prepended to
each packet that tells the network how to
handle and deliver it.

BYenD of Heo 8BS Do ®EddD ©®
6R®D®  eWNoE  odDew, D DD oo

50000 DR DS @0 ER® oD
60,

Common Use Cases / #)n8o) Do gde
Any scenario where data accuracy matters more

than speed.
68®mE0 O&) crodE BODesDG Biemss OB
BDoz® D3N,

Web browsing (HTTP/HTTPS)
Email (SMTP, IMAP, POP3)
File transfers (FTP, SFTP)

SSH connections

UDP (User Datagram Protocol)

A connectionless protocol. Data is sent directly
without establishing a connection first.

&BRSMOBSS eemO (connectionless)
Bo@DBES. 868D 6BRSMOGE BSODOHS
60D cB 63aiO® DX EIeR.

Characteristics of UDP
UDP 8 @Ssgn

Faster than TCP / TCP @0 &&) e8®dsics
UDP skips connection setup, acknowledgments,
retransmissions, and ordering reducing latency
and processing cost significantly.

UDP 38« «8s50omdn 880850, 8B8nisd,
2D ©Beduenc BOHB® ©® GRBBedOE®O
e50B® B®®d DS BBIC WIRG &8 ETDEd
80z e3c@B G G 6@ &f) DOEB.

Connectionless / :8250o) 658>
No handshake or setup required. Data is sent
immediately.

a0 g 8®x (handshake) e®3 88050 dms
6m68. 5 DB DN QIeR.



Unreliable / 80686 60
No guarantee of delivery. Lost packets are not

retransmitted.

eReYHDE BERe ©HSmeE 6MO. O®
wododny B> ol oo ©Begienc
GIGWED.

No Sequencing / ¢xn@®mMos 6@
Packets may arrive out of order; UDP does not

reorder them.
e &l gunBgedBS Qomtdd etk

®e50; UDP @@ ) ecden anB8edemd e5wed
WO,

No Flow Control / 5®® eeaes 6@
Data is sent at whatever rate the application
generates it.

6xc® (application) @S &S®oG DO BDz®
eBBEES e Oy QIeR.

No Congestion Control / o¢@co SEDEE
e
Does not slow down when the network is

congested.
eHEB DeReED &S B0 & ¢ 68mn gf) 6emOa.

TCP vs UDP (Summary)

No Acknowledgment / 8888 exn®z

The sender never knows if the data arrived.
com QIResse ®de XD GdSH HBdeOwm
emES.

Low Overhead / &8 &bs &®%nn

Header is only 8 bytes, making it faster and
more lightweight than TCP.

Bbasn RBO 8 o 50 O® R8s, dn TCP Hrd
) 65®O &5 et E 6.

Common Use Cases / 508 O g0

Any scenario where speed matters more than

perfect delivery.
B eRHWDHBD OE) 60me iems OB
Doz® D3N,

e Live video and audio streaming
¢ Online gaming

e VolIP (Voice over IP)

e DNS queries

e |oT sensor data

88edg wed BO®

700 58 BedeO el 66l

Property / @=@gocs TCP UDP

Connection Connection-oriented Connectionless

BRSO BRSO -DTFOT BBRSM-OH D

Reliability Guaranteed delivery No guarantee

BBOEBDOG e QreR® DBOD oS Ok B QreR® DD HBWHEE DD
Ordering Packets reordered Packets may arrive out of order

5000 #pPORD QIDG WD

Speed Slower (due to overhead) Faster (minimal overhead)
RO ®BemBB (Overhead &ex) 68®d (e¢®® overhead)
Header Size 20-60 bytes 8 bytes

BYBeE @8N 80O (20-60) P80 8

Error Checking
ecis estend

Yes (with retransmission)
08 (2O Bedusnc OB ¢
&80)

Basic checksum only
BB 6DDe® DS 3O
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Multiplexing
RDRODOENE

Multiplexing is the process of sending multiple
signals or data streams over a single
communication channel, such as a wire or a

radio frequency at the same time.

RDBOWOMEG 6  OBOeE  6®)  688en]
£30DBDE o8 D 5B PO HO®)
D® DENEDE tor) 63 Crod LW BESHED
960 FOBGRE.

A Multiplexer (MUX) combines the signals at

the sender.
RHOOG BEBS EOBME® HV®DEE 6B
o) DBem TR »Ox @RDE.

A Demultiplexer (DEMUX) separates the signals

at the receiver.
58-DEes0misE OGS ERBIEE EHVBOGEE
DO o) DBemw 608 woOX ERE.

There are four types of multiplexing
R5e0DOErS p®IO BHDOD B

e Time Division Multiplexing(TDM)
MEG 6RE6E RHODOEG

e Frequency Division Multiplexing(FDM)
230RQBDE 6REGE VBRSO

e Wavelength Division Multiplexing(WDM)
200® BB 6RDEGE DKmesDDOSEH

e Code Division Multiplexing(CDM/CDMA)
BB 6RE) ®WiBE® RHIWOLIE

<
®
I
®
®

Multiplexing combines multiple channels on a single dark fiber
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Advantages of multiplexing
RDesOmigmed i3

e Efficient utilization of bandwidth
DS SR MBGEEBED D OB

e Allows multiple users to share one
communication channel
DD OBEDESO DX xSede®

MBI 6RE) GTEHBD @) 3B
e Reduces communication cost
55edem B0 &f) OB

e Increases channel capacity
B DD ) OB

e Simplifies network infrastructure
BHE 0DE 568 60 OB

e Supports many users simultaneously
DO sOBDBS BN@ GO E5HE
o

e Simplifies network expansion
eHE OMBBB &8O OB

e Communication medium is used at all times

more and more effectively by someone
&Beden ®se ©E® OB R BHIND
DB 6@t DG 63 DD WoE) ERDEB

Disadvantages of multiplexing
RDdwomed et

e Failure of the shared channel affects all
users
®EE MBeed Dedde Bre® sOBE®BBO
REenNd

e Requires additional hardware (mux and
demux)
@m0 eatho® (Mux e® demux) gdes 68

e Communication becomes more complex
&0BEDEDB OENS t50HE 68



Time Division Multiplexing (TDM)
MEE 6REEE DHODONB

Time Division Multiplexing (TDM)

MUX | 1|2 (3(4|5|6|7]|8]|9][10/11|12|DEMUX

s w N o=

Input Lines
2w N o=
saul indinp

Data Flow

Time Division Multiplexing transmits multiple
signals over a single communication channel by

dividing the transmission time into slots.
RO 6RHIBED DEesOwOENG OB sBeiesn

MR Sslot D 6e) BB 3BeSe®m MBI
®O®) Q) 300 3B65BENG WO,

Time Slots

The total transmission time is divided into small
segments called time slots. Each signal or data
stream gets a specific time slot to transmit its
information.

©oBuben oBedssm wiee time slots eEes
®EPed® B 6Ol DD R &r. €E®
£0EDBO 6] e NGO O 6MONOT
wBeugnn SO Bxdm time slot oS @@
®8.

Frames

A frame is one complete set of time slots, with
one slot assigned to each input channel. Are
transmitted repeatedly to allow all channels to
share the same communication link.

OO oy ©BbE WME NEERI0RGE.
cOBE O DD PO® DMBD BEH) DB MR
s DS 60O &, BrE® MBDRD
DO 655565e® BREGB 6REI®E) ®THOD 9f)
ec@B® BEem) 688 MO O B63BHIEG
DOX @QT6D.
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Round-Robin Fashion

The time slots are allocated to each signal in a
sequential, round-robin manner. After all
signals have transmitted their data in their

respective time slots, the cycle repeats.
D DD o) BEE) FRPIW, O 6D
enNdens time slots 605 6y @ed. Bra®

so) Fned ey Hud®m time slot & g
Beesne DG o8, 608 Dyn MtdD Beed.

Synchronization

Both the sender and receiver must be
synchronized to ensure that each signal
transmits and receives data in the correct time
slot.

520 30O OO time slot & oG e
e@edeenc: VO 5w D) B8O cuSn HLO
BEE) (BDS®) 5D QRBE) B GO HOFHD

D GRe.

Guard Time
Guard time is a small unused interval inserted
between consecutive time slots to prevent

overlapping caused by synchronization errors.
OB  IEEB  GF OOGubomosn  ecis
6BReDE Bedn DBend @ gSdhHcwen BB
DoErd® e, FHOBD ME SNBSS EDHOO
#TED DOE) @D DGO G6D@ESD) DED IR
B36OGE.

Advantages of TDM
TDM& &nsd

e Efficient channel utilization.
IIVEDBO DB NDDE.

e No signal interference.
£300E) ) SO 6n®S BB,

e Reliable digital transmission.
BB G LoD 3B658ENcE.

e Cost-effective communication.
888-D0e)B &5568eme.

Disadvantages of TDM
TDMS g8

e Requires precise synchronization.
BOOE OGHVDDONEGS FOGS 6.

e Time slots may be wasted.
IR SNBSS S () M.

e Transmission delay may occur.
BB 5@ens Bedn ®uw.

e Higher implementation complexity.
BT S06® eoSHENSOE O B®.



Types of TDM
TDM 8b®

Synchronous TDM
28 TDM

[ 1) When all sources have data (fully available)

Sources

A B [a]afafal-
Time
B OJ (8] 8: |8 -
: T T
(od D CGICICIC - EIB;‘CIBHBI‘CZE.A}, csDzi‘wN By|Cy|Dy- -
=TT o e e R e
D ' @E Ds | D -+ Frame1  Frame2  Frame3  Frame 4

| 2) When some sources have no data (not fully available)

Sources

RO E BOCRE )

Each input device is assigned a fixed time slot in
every transmission cycle regardless of whether it
has data to send. As a result, time slots remain
reserved even when no data is transmitted, which

can lead to inefficient bandwidth utilization.

&52® epetEd ® 528 g5e08M NOBEDED MO E
sMeEn 608 08 @eR. oy Bedesnc
eWEE DO IR BNBHS D8 WO &4t VDS

DEIS BEROES BB et (E®D &g Bk BTG,

Statistical (Asynchronous) TDM
o200 / et TDM

1) When all sources have data (fully available)

N
AR ALA A A N

Y Time

8 [J 8 B8 B
mux| [ ] [ [ I

Jpa— [ o
D [0, . /[0, [0, 4

] ;| D, D, %

2) When some sources have no data (not fully available)
Sources
AR AA A -e-
Time

8 O |8 B, B,
P E EE - MUX| A B Dy | A G| Ds) By |Ds (G A Bl G
o @ [ofe} ol

Time slots are allocated dynamically only to
devices that have data to transmit. Since unused
slots are not reserved, the available bandwidth is
utilized more efficiently and channel capacity is
improved.

MR BOBEE 608 DOX ERBES D BSOS

TG M) SO, N 6C33esE) 6WOD IR
GBS LGS B Deds @IS SBEREG Ot

OGSO 6@ DD DE HIRCE.
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Common Applications
e, NBoes

Digital Telephone Networks (PSTN): Multiple
voice calls share a single communication line.

BBOR gt eHE (PSTN): DB @) erd®n®
8 e55edem OMEE 6REIME) BS.

GSM Cellular Networks (TDMA): Multiple
users communicate over the same frequency
using assigned time slots.

GSM ee3B@ed eHe (TDMA): sd&enis S&es
6eemR DOSD 60 O® @ MR SAIES
NODEES DB 30DZIDE HO®) BB
OB

Fiber Optic Networks (SONET/SDH): Multiple
digital signals are transmitted through a
single optical fiber.

NG 3 HE (SONET/SDH): 25D ol
E30(L) LING® DBROW HO®) 3065BHE 6D.

Satellite Communication: Several ground
stations share the same satellite channel
using time-slot allocation.

D5 Bedemn: BBLEMND BBSHE R
s 60 SO wBoens D@ BXE
DPD eRE®E) ®E).

Industrial Automation: Data from multiple
sensors and controllers is transmitted over a
common communication link.
VB B3OEHEDOSNG E3065Em 58 LNRWD
BBSEDS e o 605g HRSede®
REGD M) Beiegnn 8.



Frequency Division Multiplexing (FDM)
80306 6DEE DHSODOEG

Frequency Division Multiplexing (FDM)

Frequency (1)

Channel 1 (f1)
Channel 2 (f2)
Channel 3 (f3)

MUX DEMUX

Input Lines

saulm indino

Time (t)

FDM transmit multiple signals over a single
communication channel by assigning each
signal a different frequency band within the
given bandwidth.

FDM @&s & a4t 2@ 65 26 O O
800 ODBeDWO DD oD  eSOIEES
DB @) Eedx, OB ©5BeDc® MBPOD
®edetd RHDD) o) 5BeEBENG WOX @RB.

Dividing the Frequency Spectrum
The available bandwidth is divided into multiple
frequency bands, and each signal is assigned to

a specific band.
508 DEIS BEE VY 30D DEIBORD 6RE),
&52@ 50D BHOD D@ISEWO 5D L.

Simultaneous Transmission
All signals are transmitted simultaneously, but

each occupies its own frequency range.
BrE® o) DO &Beiedncs 68, S 5zd
DO OB 30DBID 5SNEIET O.

Bandpass Filters

At the receiver end, filters are used to separate
the signals based on their frequency bands,
ensuring that each signal is correctly decoded
without interference from others.

OOD gIDeEE, Tned oD ede O
B5eHBD torr) 6OS BHBO 6e50HES T DO
QeR), DOBES €E0 BoDBO M TEN6M®S

NS 6MOD HOOED Bewo®t O O
308D ®OEB.
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Guard Bands
Guard bands are small unused frequency
ranges placed between adjacent channels to

prevent interference.

POBBD DRI (3% AEHSOB DrGro® EH)
@Re MR god B8 &8, ®HBDEO
GBS WE 30DBID NS 68

Examples of FDM
FDM 882¢ coomdsn

AM/FM Radio Broadcasting

AM/FM e88ew3 Bmn®encs

Each radio station is assigned a different
frequency.

0z® 6806 MPNODO® dBenWD 602 8
£50DBIDED Do&ess @) & &r.

Cable Television (CATV)

eRF CrsnBS et3en

Multiple TV channels are transmitted
simultaneously on different frequency bands
through the same coaxial cable.

D2® 5@V GWRARBD HOD) DBeHWO D3
o MBS  BDedetd Ozn&Ss8 @
BB DwdDO e5B6EBHNG woH @RE.

Satellite Communication

CEpne &edemn

Different communication channels use separate
frequency bands on the same satellite link.
D® cou®En BRAEGE DG, DB xBede®
MNP ©CH) DO ONE § oD
BMNEss NBD DO @RDEB.

DSL (Digital Subscriber Line)
Voice and Internet data are transmitted
simultaneously over the same telephone line

using separate frequency bands.

D® gO@O® ienm ®O®) DBEHDO 6OHE]
B0 BN T OB @@ €59
aEbeHE oo DO BBsBeNn OH @RE.



Advantages of FDM
FDM & &8

e Simultaneous transmission allows all users
to communicate without waiting for

channel access.

BB Beesmn MBINOD ede O
oeE) @ 80088 e300 Boe®
sSHBEDBRO DB BO® HEBDCHG
DO 9d) 3.

e Very low transmission delay (latency) due
to dedicated frequency channels.

BoRZD MNP DG B ©BeieEn
o®En 9 4D 68.
e Continuous data transfer is possible

because each user is assigned a fixed

frequency band.

D O SOBEWE Be®) SNDG oD
DEIBEW 3D &S VoD GRIRD D
0D®0t BB ®TBEID 5OE.

e Suitable for real-time applications, such as

radio and television broadcasting.
ROSOEB 3w OzsHBE Ooeon O
DEDBH 6GBED EH) DENS ey 60

Disadvantages of FDM
FDM 8 g8

e Bandwidth utilization is inefficient, as an

allocated frequency band remains.

e Beiesnn 6D B0 ) 60 WO®
@ o™ DEIBGE DeEH® Oed) DM
®BD) DDy, D BeR  OIDG
IEDB® 60.

e Unused frequency bands cannot be shared

with other users during communication.
oRsedemnn  gooRnd NIDGBO  6M®D
50D/ WIS HEHND SOBEDHE HO®
GRE) B GXIVTW.

e Guard bands are required between
adjacent frequency channels to minimize
interference, reducing the effective

bandwidth.

D) OB BOHB 3EH) BIVE, 30D I
g0 POBBD WIS EOGS DD gd, DAGS
OB ®EI BEE of) 6D.

e Susceptible to crosstalk and adjacent-
channel interference if channels are not
adequately separated.

DB IO 6@ 60 WO 6NBS 9,
& crosstalk e @@ B DNO@O
6eNEdT H6® gt Odc.
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Wavelength division multiplexing (WDM)
200® PEBG 6DEE DKuesdwiOME

Used only with optic fiber (same as FDM using
light)

HIN® OB HO® SOLND D 68 (el
08 @O FDM §mdBO @ 6d).

Wavelength  Division  Multiplexing is a
technique that allows multiple data streams to
be transmitted simultaneously over a single
optical fiber by using different wavelengths (or

colors) of light for each data stream.

200® MEBG G6REGE RESIWOMEG By DD O
e 5®E BEm) eEimed DB »Go® IE®
(6] OVEN) T OB DD IN® DBROD
®O®) R D eSS DO ©Begiegnc
BHOD @) 3@ MBBHEE.

Each wavelength carries its own data signal, and
since these wavelengths do not interfere with
each other, they can travel together on the

same fiber.

©0z® oO0o® MHEBED® DD OB B
o@D Le®m® 6B g0, 608 »Oo® IO
DBEe®DO N 6mMWOD RdS, Dwd® HBOW
BB DO O WG HTD.

There are two main types
g OV® ecdD

Dense Wavelength Division Multiplexing
(DWDM)

Uses closely spaced wavelengths, allowing
more channels to be transmitted over the same

fiber.

D@ BDD ®O® OB B B3BBG
BHOD 9f) 6EBS 8 SOMOGS 8D DO®
E® 8D DOB.

Coarse Wavelength Division Multiplexing
(CWDM)

Uses fewer wavelengths with wider spacing
between them, typically for shorter-distance

communication.e®®56cs 60 eo
HBBDeHB Bem), gh) D0o® fE® T god
350Q 800G &5 B DOB.



How WDM works
WDM o 6 gremnda

Optical multiplexer

At the transmitting end, an optical multiplexer
combines multiple signals from different
sources onto a single fiber, each at a different

wavelength.

eBeeen dmed &, cams DEesdmOsKs S8R
90 OB @IV o) BEHD, 65E® DO
6Dt DOo® MPEBGEES DD DO OO
FenRERD AEB.

Optical fiber transmission
The multiplexed signals are transmitted over

the optical fiber.
D) €500 LII® DB BO®) Beesnn 68.

Optical demultiplexer
At the receiving end, an optical demultiplexer
separates the individual signals based on their

wavelength.

@D edDed & e 8 dRsODOSNGD
BBs Tned ®Oo®m eNEIBG B s5e5HBD 8 B
e500e) 685 WOB.

Applications of WDM
WDM & exnc®

Long-haul optical networks

WDM is widely used in long-haul optical
networks to transmit large amounts of data
over long distances.(Ex:Submarine cables)

WDM 8x g6 o oHe dp dene o
5@ne Br gowd ©Bedesnn SO dHEd
B 68.(6e): BB 6RID)

Data centers
WDM can be used to interconnect servers and
storage devices in data centers.

e BBEENHO@ 6L3NIED 5 GRE) Ee3o®
&Y HBBRSE) BOHBO ¢ad) T WG BoD.

Optical Fiber Backbone Networks

S o3 Dided’S eHe

Enables multiple wavelengths to carry large
volumes of data over a single optical fiber,
increasing network capacity and efficiency.
EHEGE DD €569 INGBRDE @B DodBeS,

5 gI® DSOS ®HO®) BEE D SIS
Sle®m® (HBO DOo® IO HEescmd @) e5@esd.
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Advantages of WDM
WDM &8 &8

e Extremely High Capacity
Q) @®E HD®
Multiple signals are transmitted
simultaneously over a single optical fiber.
25 sI® DB 6BRRGD Dedets DwDO
500 BESEED HB6LBLENG B HTREG.

e Efficient Fiber Utilization
OHHEDBO Hem DB HODEB
Maximizes the capacity of existing optical
fiber infrastructure.
ee®0 D5 H® DD GODE
59800Q HDDD ¢esd® 6@t BIODGO
®8.

e Scalable
058608 5OQ g ® 5O
Capacity can be increased by adding more
wavelengths.

200® IO Ol @IFEE Dty SO®
BB DD OEODD @WE 25D ®THC.

e Low Transmission Loss
&f) ©8sdedn B
Supports reliable long-distance

communication with minimal signal loss.
DB e3008) IBED B, BBENEEIHEI
6@ @ g0 BBeBemrs Be SDOO eme
ewmda.

Disadvantages of WDM
WDM & g&n8s
e Requires and
equipment

Bec8 &5 B gtk comdsn FOGS 60

specialized expensive

e Can be complex to install and manage
EBNSHEG 5 DESODIDOIB SO® 3505V
RIEIEP)



Code division multiplexing (CDM)
DG 6 @tBed DuesdmoENG

In CDM, multiple data signals are transmitted
over the same frequency band at the same time,
but each signal is encoded with a unique code.

CDM &, @) e toer) Dm® 30DBID DI
®0®) DO BB 65, S &Ed
0RO GFHMB BIIDEEE GIDWE WO &Td

This process spreads the signal across a wider
frequency band.

6®® HEOBG &OQ oD WEIBEE WOE)
302D BBeDE.

Receiver Operation
@D SmdoDn

e The receiver extracts only the signal
encoded with its matching spreading code.
MODE OB com ®X QRNex OB
@65 DBEB et ABS WOWE WOD
@ €50 3O,

e Signals using different codes are treated as

background noise and ignored.
OB 61D DD WOD o), SR GRE
6L BED IR HOH QIeR.

e Similar to several groups
speaking simultaneously in
languages within the same room.
60x DD® WBOGD G BEORBS DEIENES

B8sED DBenmO 6D0ES ©HBOJ DwdO
D) OB &) O 68.

of people
different

e FEach listener understands only the

language they know and ignores the others.
520 OBecHeOD OB ®D BTG
20 e WD M DD god DS
FEIE NBOS 6 O,

CDM is primarily used in wireless networks,
while wired networks typically use TDM, FDM,
or WDM, however, CDM is also applicable to
wired communication systems.

CDM e D®mens® imes O8D eHE Sem)
N8 DD D, GlOTS 68D eHE ENBIDBEHBS
TDM, FDM, e®3 WDM )8 08, ewetd §dc,
20 S0 58D HBSDCH BEOS BEMmIC FOE
20 ®D BTW.
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Applications of CDM
CDM 8 ewg®

CDMA cellular networks

CDM is widely used in Code Division Multiple
Access (CDMA) cellular networks.

CDM ?ued 8 &xex Code Division
Multiple Access (CDMA) 6683 e .

Wireless local area networks (WLANs) CDM
can be used in WLANs to improve capacity and
reduce interference.

CDM, ndeond 88 Brgn SO &5 ®r8mad®
&t) 5580 WLAN D@ 908 o ®om.

Satellite communications

CDM is used in satellite communication systems
to allow multiple users to share the same
frequency band.

DO S DABG 6 S0 Y

sOBeBS0 o) 8® wmesmm CDM &g
£5e8em sE0BDE HD) 68.

Military Communications

o8 5538eDeme

Secure, anti-jamming communication systems.
POBBD, 9280-D60I0 55BeBe®m sE0S.

GPS (Global Positioning System)

GPS (6®iBn 8 Sbegncm oEO8®)

Uses unique spreading codes for satellite
signals.

Do) o) BEM) s §) DBe® 6w T
WOE.

Wireless Sensor Networks

Ko 8o e0edemd eHE

Enables simultaneous communication among
multiple sensor nodes.

Ry oedem 63 amd DO BBHEDeHEH
BBHOO 9f) 3.



Advantages
08

CDM can support a large number of users on a
single frequency channel.

CDM 20 o8 3025 B SsOB@DBS
BENE €305 LICH) M B WTD.

The spread spectrum technique makes CDM
more resistant to interference from other
signals.

&t806® OVINOF MHsEnn @B CDM 6dmnsS
e00) DZS ) B8 DEOB.

CDM can provide a degree of security, as the

spreading code can be kept secret.
&5t5060 6wt ONBODD D) ©®B B VidS

CDM 0 8 ®000m epdesedn e5cesB oo,

Comparison of Multiplexing Techniques
Rusdmisn BABE PO ot

Disadvantages
gt

CDM is more complex to implement because
encoding and decoding requires significant

computation.
GOHNG BVO 52 DeHME BOO e3&®) L3TEEG
@ D®HNDOG GEDG SO gdms O» RdeS,

CDM 8ordidn S0 DS t5oStben 68.

CDM can have lower data rates compared to
other multiplexing techniques, especially for a
given bandwidth.

CDM 80 goexns 8086wt BRBn ©® o)
sy DO gf) oo gHeny S¥e  ®m,
DexsenS® & a4 D@ SR BE®).

Performance decreases as the number of

simultaneous users increases.
DWOO BRVSDD) O® SHEHEWEBS 50258 Ol O
B0 Db eNDHEG &h) 68.

Feature TDM FDM WDM CDM
OB
Division Time Frequency Wavelength Code
eRE® IR €505 DO0® EIENOG Claele
Medium Digital Analog Optical Fiber Wireless
@B oD 55360 BB DB el dafeSie)
Simultaneous No Yes Yes Yes
OMB® DD [olde) ®8 ®8 ®8
Synchronization Required Not Required Not Required Required
52O gd®s 68 [sRICIEccIS) gOBS 65065 D®S 68
Example Telephone Radio Fiber CDMA
[@l=2lelo)]
Bandwidth Efficiency Medium Medium Very High High
DS BER BIDDGB ®05e30 QW e) Q) WG VG
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OSI Reference Model
0S| Sebe» pwasSc

The OSI (Open Systems Interconnection) Model
is a seven-layer conceptual reference model
developed by the International Organization for
Standardization (ISO) that describes how data is

transmitted between two devices over
network.

OS| epwaBe 6 HEGD OB Eo® G
g0 e edede®n D Pmon Jnd BBHO
BE®) SBDSDOHEG BE®) §) eHBBDO E30BDENMDEG

(ISO) a®s ewed @o® @, 8O0 OB @ s
o386 DOV®® HIBES.

It divides the communication process into
seven layers, where each layer performs a
specific function and provides services to the
layer above while receiving services from the

layer below.

Do ©5Bede» HwDBw SO0 ®HHO 6
enon gm0, O82 O D 5006 BBS SHwdD
IBBED 90 DOBE D@0 9»gS &rd 3AOEO
e3NDE 6w o0 MO o5HES s
30060 6e3NDS @) ®.

Application
Presentation
Session Session
Transport Transport
Network Network
Data Link
Physical Physical
Transmit data Receive data

ictfromabc.com
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Purpose of the OSI Reference Model
OSI epwaBed o8

e Enables interoperability between different
hardware and software vendors.

BBR) catho® 5% Bactdo® BweNewis gmd
SBD FEndSDG e DOB.

e Simplifies network design, implementation,
and maintenance.

HE ©rEEPEOME, BT SO ©®
2D BOO 856@ SOHO.

e Makes network troubleshooting easier by
isolating problems to a specific layer.
®0g ©O8® BEOD SO0n 6DBmO ®EH
@80 OBS eHEGBES® 6838 BODONG e5e]
550.

e Provides a common reference model for
learning and developing networking
technologies.

ENEDOFN DIDBIGES YEMEO 52 30DV
BBO eem 6eng SV®® IS e56e3B®.

Data Transmission in the OSI Model
OS| waSe e e ©Begsdnn

At the Sender (Transmit Data)
cOS5med S®wdedE

The data is created at the Application Layer and
moves downward through each layer to the e&o
BRSO ene® 3006 E SBHEG OB GO, DS
80 698> SO0n e dn O 806n ®eded
5560 ®BR OB.

As data passes through each layer, protocol
information is added. This process is called
Encapsulation.

e O D BO0n ®0®) ®dS SHHeBE,

6eN6MEIE 6MOnd & 60 D DO @eR.
600 OB Wr3BErEMOSNEG 6RE BEBOM.

At the Receiver (Receive Data)
eRBme® Hb®DEMEE

The received signal enters through the Physical

Layer and moves upward to the Application Layer.
QIeR® oD QBB WIS 0B  ®O®
EBBO ar® DD &m0, dmes 80 6rned® 300
ene) O B 300k Dedetd 9HEd ®®S O,

Each layer removes its protocol information from
the data before passing it to the next layer. This
process is called Decapsulation.

D D B0 OGBS ey Bgm 006D ;)
BOBO OB, T Do Doy @O 5 00 O
6LPEIGDIR MO @O ®OE CRB. ®Y
50OR 58S BEEmOgNt 6Q HEROH.



Software and Hardware Layers
Bagmio® 5 caddo® DO

Application Layer

Software
Layers

Presentation Layer

Session Layer

Transport Layer —> Heart of OS|

Network Layer

Hardware

Data Link Layer Layers

Physical Layer

The OSI model is divided into Software Layers
and Hardware Layers based on their primary
functions.

OSI| emaBie 8 QB DVEES Send DOem™
®agmo® 300 ® caflo® OO eEe 6w
WO 6Re) edE.

The Transport Layer acts as the heart of the OSI
model because it connects the software layers
with the hardware layers and provides end-to-
end communication.

5 0B Bagmio® 300 ® catho® &3O
DBemm ©O® ©EXBD OB, end-to-end

ousedemwn en® dS dx 0S| emwmaSed
LB 6 BIESES.

Software Layers: / ®aggo® €3006:

Application, Presentation, Session
60e® 8000, Hdzessn 3006, e5t8 5000

Heart of OSI: / OSI 8 waco OBRD:

Transport Layer
5®® DG

Hardware Layers: / catho® €396:
Network, Data Link, Physical
&HE B8O06, e BRIE 306, 69SD 3OOG
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Application layer
e0e® B806e

The topmost layer of the OSI model.
6®c OS] epmaBed 9uwex® 880 806c 68.

It provides network services directly to end-user
applications, allowing users to communicate
over a network.

Do sOBemmes 6:e® (end-user applications)
60D 63aiDB HE 63NDE BBr® G, DOGS

sVBEDBSO HEGE ®O BSedemc BBHBO
SOBMD e 6e8.

Functions / @b@ees

Provides an interface between user applications

and the network.
OB 66e® ©® HEG &d andt Emenme
@ &®.

Enables applications to access network services.
6Be® ®agcmo®dED ¢HE 63D 60 Hed®
580 9f) 5.

Identifies communication partners and checks the

availability of network resources.
EBEOeHE Be, O M eNVHOB HED) BT
& e9HE BBBDOE 5OSH 8eH® 5de) HOO.

Common Services / eeng 663D

e Web browsing / e®® ecdesdgnc

e File transfer / emx 6D@ ¢ BH®

e Email communication / e oesed

L Clola 6]

Remote login / g6e30 esdménm 6do BB
Domain name resolution / 68 &0® &SmO

Protocols / 8608

e HTTP /HTTPS
e FTP

e SMTP

POP3 / IMAP
e DNS

Telnet / SSH

Examples / ¢e)®dsn

e Opening a website using a web browser.
6B BDDEDD DS 6O DG SBam
5.

¢ Sending or receiving an email.
Bensd ez rd® 63 @rdd.

¢ Uploading or downloading files.
ey cROGD SBO 6®] Dnn SHOO.

e Accessing a remote computer using SSH.

SSH onSegne ©8mens got3d sdo@nmemd
O ARICN



Presentation Layer
©0bsEn BB

It is responsible for preparing data for the
Application Layer by ensuring that it is in a format
suitable for transmission and interpretation by the

receiving system.

QRB™BE BEOBHO ey 5®Eeds FHODODG
DOOD HD 0 Pedeennd e HDIBHEHS
s508» DO 9ROt OB, 66 BAGMG BE®) £
&5 O 8O 608 DOS® 68.

Functions / @6

Translates data between different data formats.
B8R e e oo e sddbm®mn SHO.

Encrypts data before transmission.
8658800 6650 D RBDHEDDDG BOHO.

Decrypts received encrypted data.
QIRY) RBDEDDDGE WG CD HBeDDDG HOO.

Compresses data to reduce its size before

transmission.
©86e58En0 6650 DO @G ) BO® Bem)
EBD 506G HOHO.

Decompresses received compressed data.
@R e306IDD e N0 HO.

Ensures data is presented in a format compatible

with the receiving system.
QEeR® BEOBEG BO® ®IGEND GXDIBHEERS &
QBB D RO BHAOT BHO.

Syntax conversation.
s Bsies SOOVDRCE.

Character code conversation.
B0 6w 5OOBDME.

Protocols / 8688

e SSL/TLS

¢ MIME

o ASCII - Character encoding

e Unicode — Character encoding

Examples / ¢ey®dsn
o Converting text between ASCIl and Unicode.
ASClII ese9 Unicode gmd eesg e00bmeme S55O.
e Encrypting data during secure web
communication (HTTPS).

POBD 600 ©3Bedewed® (HTTPS) coio
QDN BBO.

e Compressing image or video files before
transmission.
eBede®nnd 60 s e®) BBend ey
£506DDB BOHO.

e Decompressing received compressed files.
QRPN 306D 6MIT) BTOD ENOHMEB BHO.
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Session Layer
2358 5086

It is responsible for managing communication
sessions between applications running on
different devices.

898 c0mda HEEdm D 6ke® ®agto®

g0 sO8® XBeDeH €568 DEP®WOSIB BHO
608 DHS® 8.

Session Management
6358 SOOI

Session Establishment / e3z8mes epd®m S%©

Creates a communication session between two
applications before data transmission begins.
e ©deesne oBm SBOO HO®, 6ned®

®acto® 62w GO BRBDE t5rEkE HH@IFNC
WO,

Session Maintenance / &t86 8058em® ©z®

Keeps the communication session active and
manages the exchange of data throughout the
communication process.

&BBeden HHOBB MDO® exBeded 5tk
800 DR GEE) g0 e 8OO DB eNEWEH
DOEB.

Session Synchronization / 658 ©@8xnboomodno

Places synchronization checkpoints during data
transmission, allowing communication to resume
from the last checkpoint if an interruption occurs.

e ©Beguinn O® goomd oD HEmEY
e OB, DIABS ©BeDeHmnD BB DD
e DDy, ades DD BERE e BSHwed &0
2O 555EDeHE POBH BOOO dSND Qred.

Session Restoration (Recovery) / &80 20 M
DBBORO 58 BOO

Recovers an interrupted communication
session by continuing data transfer from the last
synchronization  checkpoint  instead  of
restarting the entire session.

D) e § eiBedem oo §r B0® pdd®®
DOD) 6ORDO, D DD oy HOFYHRHD
©ENesS 80 D HOBNOD QEDHED WO
6B e5¢86 6 DBROBO 555 WOE.

Session Termination / &80 g0 5050

Closes the communication session and releases all
associated resources after communication is
completed.
BEEDCHB BBHMEHESE Dy § o8, BSedeHm
&8 O c® & e 608 20 58 Bre® ©®ss
Bewed OB.



Functions / &¥omes

Establishes communication sessions between
applications.

6ke® ®acmo® gm0 BERSEDc® el poOB®
8.

Maintains active communication sessions.
oo oxsedew & de 00 een&
SOBTNe®® K3z,

Synchronizes  data between

communicating devices.

ouSedemn 8 wO® ENo® good e
5O RFRHDDODG BBO.

exchange

Controls dialog between devices (full-duplex o

half-duplex).
EeNo® o BeD® t308e BNeHi OO (eten
&30 6] gbd) &80 6@).

Terminates communication sessi
transfer is complete.

50 &85 BOO.

Restores interrupted
synchronization ¢

Resuming a“ large file transfer after a

temporapy network interruption.
DB He de DS oy, D
e@mMFDD DB BOO HORG D SO D
OB BHO.

Keeping a remote desktop session active
until the user disconnects.

sHBEDE) SODBOMOE TR DO® 6
20830 eESe0eS 5ttt KD DRI WtH®.
e Logging out of an online banking session

after completing transactions.
oxecy o¢dos 8§ oy oSobehe dow
508383 e3DBoSKd BOSW.
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ene®

These  applications
interrupted sessions:

Government services / &ess ee3nDss
High-security applications
g MO 8D 6D

NOTE:

In modern networks, the functions of the
Application, Presentation, and Session layers are
usually combined into a single Application Layer
in the TCP/IP model.

DD HEDOMGAEE, OS| Hmaded D8 6cked,
Ve, e® €568 6D SO0 NEDBO IVEHES
e@56ns TCP/IP wmaSc ¢ do® ecne®
BI0EE 6@t TNRER O .

However, in the OSI model, they are studied as
three separate layers, each with specific
responsibilities.

emetS 60m%, OS| mwaBn DEE, 6@ O O
BO060 ecdledn SO DOB® 60 60O
BED OXS® o glscme OO em) T
DBeHDO 6O 3O I 6@ ED DS
208 @RE.



Transport Layer
5w BA6G

The Transport Layer is the fourth layer of the OSI
model.
5® 8306 e OS] epwmaBied wm0d® SOOGE.

It provides end-to-end communication
between the sender and receiver by ensuring
that data is delivered reliably, accurately, and in

the correct order.
Do e BENBeIED 6@, BOTOED tw BE
anB88eOEs 6Re) ®d® D®AO: OB, DM

&5 QRB® b gmed 80 gdmrd® (end-to-
end) ex8eBemn e5esei3.

Functions / e®ces

Provides end-to-end communication between

devices.
Ee0® g0 g 80 gSDEdd eBESBedemns
@D 8d.

Segments data into smaller units before

transmission.

©Begeennd 650 e @) e6mOedrD
(segments) 605 SB@.
Reassembles received segments into the

original data.
QRY) D 6O »d® Dy O B e
RBOD 353e30DNDE BBHO.

Performs error detection and recovery.
el ®Em) @S0 e F ) OBBOGED 5
550 Be, 5.

Controls data flow between sender and receiver.
GOSE) 65 QRS g0 e ®E) (I8 6d®®G
2NEMDG BOHD.

Ensures reliable and ordered data delivery.
BEOECE 6050 HE nBEedBS O D 6D
2dO DHAOT BOO.

Protocols / 8898

1.TCP (Transmission Control Protocol)

A connection-oriented transport layer protocol
that provides reliable, ordered, and error-
checked delivery of data between devices.

EeNo® g0 e DENdSHnd, GnBgedde
&8m 6cjs sHPBHODO @I OB 6Re) HD®

©PRBM-BER) (connection-oriented) g&wes
300 BHE@HOBGES.
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Characteristics / @=®#n:

e Connection-oriented communication.
&BRSM-FHER) t5556DeHs.

e Provides reliable data delivery.
BB 55 6RIHDBE €5e53E.

e Ensures data is delivered in the correct order.
e BDOE ¢xnBBedED @rd® 5Hudm OB,

e Performs error detection and retransmission
of lost data.

6Ci8 HEMHTEO 6w BB § D 2D
e8eieenc SO &g DOB.

e Supports flow control
control.

35009 2NEBDE 3% DERE LNEIJE EEH) E3MEH
e,

e Suitable for applications that require high
reliability.
¢ DENLOBINOGE OB 6D e
&ee 8.

and congestion

2.UDP (User Datagram Protocol)

A connectionless transport layer protocol that
provides fast, low-overhead data transmission
without guaranteeing reliable delivery.
FGNBOSDHD e rd® BHSD 6MDOD,
6DmOS 5% af) 6eNEINBEG BYOIGES ©HD e
&Be5BEGE 5568 BBRNSM-BOSD 5I®®
800 BrEIOBES.

Characteristics / @=Sesn:

e Connectionless communication.
SORDBOM-DOBD 5BEDeHE.

e Provides fast data transmission.
68mOS e eB®eiesnin 5e5638.

e Does not guarantee reliable data delivery.
DS D  eRewtddn S
GO

e Does not ensure data is delivered in the
correct order.

et 508 anBEeded @R ©uHSmD
6O,

e Does not perform retransmission of lost
data.

83 8 coio DD B6H5BENG 6WOE.

e Suitable for real-time applications where
speed is more important than reliability.
BBNBDSDOBD OE) 68men Oie®d O»
DB 60D BEem) ey 68.

TCP HEADER | DATA/PAYLOAD

SEGMENT



Network layer
&hE 88066

The Network Layer is the Layer 3 of the OSI
model.
eHE Son oy OS] pwaSed 3 O Sdn

At this layer, the data received from the
Transport Layer is given source and destination

IP addresses.
595 BOG6HS @IERDM EBDEO (DTDIGE 59

eRS»e® IP 88» Do) OE.

After this, the data unit is called a packet.
B0 OO e Towe stwd 6@t ®ERED.

Functions/ ®be6s

Performs logical addressing using source and
destination IP addresses.

590 6 ®OMBD IP BB Bmens MBS
BBxwdENEG 8B mOE.

Selects the best path for data to travel through
the network.

HEG ®OH) B X SBO HeH) ed
VBB 60 ®.

Performs routing to send packets from one

network to another.
D eHEom B8O 08 HEGDO &wwdl ©d®
BeH) Voo B g DO8.

Handles packet forwarding through routers.
OVeODE  ®o® el  @8dnd  ¢ide
308,

Protocols/ 8@

IP (Internet Protocol)
ICMP(Internet Control Message Protocol)

RIP (Routing Information Protocol)
e IGMP

Devices operating at the network layer
eHE 8006 G DD OB Eeo®

e Router
Layer 3 switch

Gateway .
Firewall =
N -

Client ~
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The network layer adds a header to the data
from the transport layer to create a packet, and
the receiver removes that header before
passing the data upward.

HE S0 OGBE ©rddn StEgns SOO
Bem)  9hm®  Boens @eR® OO

BHacs dom DO® g, ERSH DB e
9®ED D 6850 DO BHBK 9B OE.

IPHeader | TCPHeader | Data/Payload

~
Packet

Data Link layer
oo 688D BSA0n

The Data Link Layer is the Layer 2 of the OSI
model

e o€ Bd0n oy OS| mwased 2 O»
SO,

It is responsible for reliable data transfer
between two directly connected devices over a

physical communication link.

Do 698D ©Bedew BRTERHD WM €5aid®
BRSR) O &eB ¢e00® B O BBENEEIHEWD
e 5)DBGO 8 SO em DuBns @RB.

MAC addresses for data packets coming from
the network layer are aggregated into data
frames.

eHE B006dE 80 e5cd8 e &t e MAC
BB» Doy & e OE DO 55568.

Functions/ obees

Reliable data transmission across a single

physical network segment.
8 698D eHE 60D ®O®) DBDHSG e
(VOCSISION G

Handles node-to-node data transmission.
68 Do 80 HOD 6D Do 6O BedO®
e e3®63eEnNe ®eddE.

Performs error detection and correction.
eci® ®HEHm) BB w Fo) BDOE BHO Be wOB.

Performs framing by dividing data into frames.
e, Of DD eRER® %S MHgnm OO &g
DOB.

Performs flow control to regulate the rate of
data transmission.



e Beedn 68men NEME BV BE®) 5
BEMEG &g DO,

There are two sub-layers here.
6®8 ¢ A0 e B3O8

1. Logical Link Control (LLC)
HED V€ NEHDGB

Handles error control,

multiplexing.

6l NEB®B, GENW NEDG 5® DHDDOSEG

30D,

flow control, and

2. Media Access Control (MAC)

s 560® NEDG
Manages access to the physical medium.
6952 @BEO 3ed®mG DSPWONEG WOEB.

Protocols/ 8o

Ethernet

Point-to-Point Protocol (PPP)

Wi-Fi / IEEE 802.11

Token Ring

HDLC (High-Level Data Link Control)

Devices operating at the data link layer
e BRSO 3006 BE ®HDD WOD ELo®

e Switch

e Bridge

e Network Interface Card (NIC)
e Repeater

MAC LLC P TCP Data
Header Header Header Header
)
e
Frame
157
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Physical layer
emS 000

The Physical Layer is Layer 1 of the OSI model.
698D 3006 ke OS| epmaBed 1 D 3dna.

Physical data transmission takes place in the
Physical Layer, where frames are converted

into bits for transmission through the
communication medium.

95w ey Bedesnn BedSeS IS
B806 G O» good, DBE ©Bedem @ABG

®O®) Bedesnn SO wem NE, ¥ VOO
sHOBDDE ®OH ERE.

Functions/ obees

Transmits and receives raw bits over the
communication medium.
eB8eden BMsn ®HO® e DY dsBeenc

BO® e300 @R ®TBO g DOEB.

Defines the physical characteristics of

transmission media and network devices.
&Beg®en @BERE  B® R EN®ESS
6MIBD EBH SHOD®EG DOB.

Converts bits into electrical, optical, or radio
signals for transmission.

oBedesnn mem D9, Bexs, G (epeEim)
6% 68863 o) ROD sHEBDMEB WOB.

Defines data transmission modes
e e@edesn AER HHODWE WOE.

Defines data transmission methods
e &Bedesn PO HHOD®G WORB.

Defines the physical topology of the network.
#NEEE 695 3B SHODHG DOE.

Specifies signal timing, voltage levels, data
rates, and connector types.

E50E) MRABBHBESEHH, 63GDne) DO, e
6868 60®mKES & HBORDRD OV® BEODD
enoa.

[ p———— 0010100000 ————= []

Sending cable Bitstream

Protocols/ 8c@98
e DSL

e FEthernet

e WI-FI

e Bluetooth

Receiving cable



Devices operating at the physical layer
95D SO06 e WD DWOD ESIo®

¢ Network Interface Card(NIC)
e Cables

e Repeater

e Hub

From Data Link Layer

To Data Link Layer

1

110 | 1000100011

T — |

—= —1=

10| 100010001

Physical|Layer
Y

Physical|Layer

Transmission Media

Encapsulation

The process of adding protocol information to
data as it moves down through the layers of the
OSI model during transmission.

e e@edeened® OS| emwaSed e300 ®d®)
59E0 ®BS @O 8O, DO OO 6L
MO Doty BOeO® FHOBH 6O.

Application Layer | Generates the data.

66e® BS06x e Ssmme DOGB.
Presentation Layer | Adds presentation
©OVSE BOOB information.
Eozesgn emmddc Do
WO,
Session Layer Adds session
€68 e300 information.
€328 6IMOROT DD
WOE.

Transport Layer
5D®® BSAGG

Adds a transport header
to create a Segment.

Segment €3z28® esce)
99 BHBWED DD
DO8.

Adds an IP header to
create a Packet.
200D e5Z8® e3EH)
IP &®Basmes D O8.

Network Layer
eHE BO0n

Adds a header and
trailer to create a Frame.
PO e328® e
BHBDEE 655 OB®EE
D) WO,

Data Link Layer
e R BSO06

Converts the frame into

Bits for transmission.
©Begdegnc Bem) Of
9 RBOO VBB
DO8.

Physical Layer
695 300G

ictfromabc.com

Decapsulation

The process of removing protocol information
from data as it moves up through the layers of
the OSI model at the receiving device.

QRBE® EeNo®eie euv OS| epwaBed 06

®O®) 9HEO ®®S woO®» 5O, DO O’
6£5760563@ 6O 905 $d6e® FKIDBG.

After removing and processing this information,
the data is passed upward until it reaches the
application layer, where the original message is

delivered to the user.

6®® 6MORGT 9O O 3ttl BHE®S o5tg, £ A
SEIDRG SOHBEDE) 60D @GN 60D 3O0G 60D
C® DD 600 @NEO 6(NE DOH) QTERD.

Data Units in OSl / e55o oo

OSl Layer Protocol Data Unit
0SI 8odc Scdg eSo
Toowe

Application layer Data/ c&f
6688 Boon
Presentation layer Data/ e
©@besn Sdn
Session layer Data/ e
e5¢8 Sox
Transport layer Segment (TCP) /
BB BoOE Datagram (UDP)
Network layer Packet/ esz00®
eHE B8d6
Data Link layer Frame %@®
Sl ORF AN )
[elel6)
Physical layer Bit/ @9®
695D 3006

Application

Presentation > Data

Session
R DATA Transport | Segment
Heade | Hasc DATA Network |— packert
il DATA | Data Link |— frame

Electical or Optical Signal Physical |— s

158



Addressing used in OSI layers:
0S| So6ex8 8 d» BBOSB

OSI Layer Address Used
0S| 866 O O» GBux
Transport Layer Port Number/
5D®® BSdG BWEDS ot
Network Layer IP Address/ IP
HE BSdc B8B»x

Data Link Layer MAC Address
B0 BRSO S0 | MAC 885

TCP/IP Model (Transmission Control
Protocol/Internet Protocol)

osl TCP/IP
Application Layer
Presentation Layer ]—‘ APE“Cation
ayer

Session Layer

Transport Layer "% Transport Layer
Network Layer pem——— Internet Layer
Data Link Layer M Network

| | Access Layer

Physical Layer

The TCP/IP Model is a four-layer networking
model that defines how data is transmitted
between devices over the Internet and TCP/IP-
based networks.

TCP/IP epoaB on goobehes o TCP/IP
BED WO®D &HE WO CNo® b e
oBegenc O® mdn SHODmn oé® A6
BOOBS @ HEDOLN HWABOES.

The TCP/IP model is the foundation of modern
Internet communication and is widely used in
computer networks.

TCP/IP  epwmaBc oy 500 oSobehe
H5BeDeme sen® d® gnd i sO®HD HE
2 VBED D) 68.

@[ Application ]
@[ Transport TCP, UDP ]
]
]

HTTPS, TLS, DNS

IPv4, |Pv6

@[ Internet ]
@ Network ,

Ethernet, Wireless LAN
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Purpose of the TCP/IP Model
TCP/IP epwaSed gbd@en

Standardizes Internet communication.
FOVENE BBEDeHE HBBWOLG DOE.
Defines how data is transmitted
interconnected networks.

SFBDV-BRDBDD eHE HO® ey 5BeSBEG DD
OB BHODDEG DOE.

across

Enables communication between different

devices and network technologies.
BB Eo0om 6 HE Do oo
&BBBeHB D OB,

Provides the foundation for the Internet and

modern computer networks.
VNG 59 DT SO®END eHE BEHN SEDO
€3850563.

Relationship Between the OSI and TCP/IP
Models
OSl & TCP/IP epwa8 gm0 65855006

The TCP/IP model performs the same
communication functions as the OSI model, but
it uses only four layers by combining some of
the OSI layers.

TCP/IP epwmaBn @&s OS| emad®nd @

5560cn VEED® B D0® 28, dc OSI
806 BBesr DBem® TFmRED OB 3OO
DO 50D NS WO,

e The Application Layer combines the
Application, Presentation, and Session layers
of the OSI model.
66e® 806wk, OS| ewaSed ewme®, Hdzesen
%9 €38 e300 TFmDED OB.

e The Transport Layer corresponds to the
Transport Layer of the OSI model.

s 8000, OSI mwmaSed 1w 3A6EO
gxoeEs 68.

e The Internet Layer corresponds to the
Network Layer of the OSI model.

BV BSAGB, OS] mHwaded eHE SAGGO
FRoEs 6d.

e The Network Access (Link) Layer combines
the Data Link and Physical layers of the OSI
model.

&HE 968®/eR€ 300wk, OS| pwmaSed e
RE 59 69D 3OO FIRER wOE.



Data Encapsulation / 5 mcd8xeen 868

When data is sent over a network, it doesn't
travel as-is. It gets wrapped in layers of headers
as it moves down the network stack, from the

application down to the physical wire.

EHEGE BOM e 6dm 8O, B F epmdens®
®8 WOReS Hm. Do 66e® Smoed 80O
eI BBOG e eHE B850 65g Bedets esmed
6 80, Do BHew B5HOOBS D ®X QTeR.

Each layer adds its own header and renames the

data unit. This process is called encapsulation.
520 3O DO HH®GE Dy WOD
g0 5D Fowen HdD HB DOB. 688 FOBG
2S3BEEeOD SO 6@ty ®»ER6S.

The Process / §038a

1. Data (Application Layer) / coi»

An application creates data
6BedD A% i HHBBNG DAOB.

e.g., a browser building an HTTP request.
&e): RBedrD @Gs HTTP 9@ emni®cE®.

2. Segment (Transport Layer) / ees6@=30

TCP or UDP takes the data and adds a header
with port numbers (and sequencing info for
TCP). The data is now called a segment.

TCP e®3 UDP 8Bs cdo @demsm 6530 oo
(port numbers) &fo®n BHBDEHED D OB (63

TCP eseen exe®m 6m0mds/sequencing info).
e &1 GHEEB0 D 6@ ®IERED.

Purpose / g68¢n
Identifies which application or process the data

belongs to.
e gen  Oes ®®  66e®m0 ™)

BDOBEO (process) &8 ®E) @8,

Quick Summary
Data — Segment — Packet — Frame — Bits

3. Packet (Network Layer) / sz00®
IP adds a header with source and destination IP
addresses. The segment is now called a packet.

IP @B Qeim & ®@xm IP 38x0s &8>
BHoonm D 0B, 6EeS0 D xS
000D 6@t ®TEXED.

Purpose / 6840
Allows the data to be routed across different

networks to reach the right device.
B0 cenomec 60D ¢m OO tew) S8R &HE

®O®) e OGO (route) BHBO @b e3@EE.

4. Frame (Data Link Layer) / e(j®

Ethernet or Wi-Fi adds a header with source and
destination MAC addresses, plus a trailer for
error-checking. The packet is now called a
frame.

Ethernet e®3 Wi-Fi @38 @e® 5 ©O®MHSD
MAC B88®c® 6585 BHhswmenn, &6 6838 6680

eem) trailer Do OB, escwBd ez 60i® D
6 HESED.

Purpose / g68¢o
allows delivery across a single local link (e.g., PC

to switch, router to router).

8 6&Bn DG O 6Re) ®dAD 9f)
868 (6e): sdudmed 80 38060, ‘DG
80 6806G0).

5. Bits (Physical Layer) / &9
The frame is converted into a stream of bits (1s
and 0s) and sent as electrical signals, light

pulses, or radio waves.
e)® O DY e (1 em 0) ROD SBHOVDHEG
@0 Bens o), e e 68 ebRer]
200® 6@ (BOH) QIGR.

Purpose / go@n
Actual transmission across the physical

medium.
6095 @G wo®) BedD ez B63BENG.

Layer Unit Name Key Addition
oNel6) Fowed »® 5th® Dy BO®
1 | Application / ece® Data / e55® App content / ece® eSob®me
2 | Transport / &&® Segment / 6636@=30 Port numbers / 6649 o
3 | Network / &He Packet / esce»30D IP addresses / IP @8
4 | Data Link / es® @€ Frame / $@® MAC addresses / MAC @8
5 | Physical / e®9&% Bits / @9 Signal transmission / eso@e) e3865®$0c

_ 160
ictfromabc.com



Frames / @ (The Unit of Transmission)

When data is generated by a device to be sent
to another device over a communication
network, it first goes through the OSI model's

layers.

HBRBDEH HEGD HO®) 6OND  EeNo®EEO
GedB0 B 0B BOBS e EDNEDE
@6 B0, Do @R® OS| mmaBed e300 ®wdem
®®3 DOEB.

By the time the data reaches the Data Link Layer
(Layer 2), it is encapsulated into a unit called a

frame.

DO e, ev BPRVRD Son (2 B8ddnk) 60D
c® Bd» O, Do NP 6L HEEOD
Fowemd eodad 68.

Structure of a frame / $>@®» Ozx

Destination MAC
(6 bytes)

Source MAC Type Data FCS
{6 bytes) (2 bytes) (46-1500 bytes) {4 bytes)

H—I X J
Preamble FRAME

a1l

Preamble

The preamble is a series of bits that helps
synchronize communication between devices
by indicating the start of a frame.

Preamble @ 680w epd@mwe crde®e Eesio®
g0 6558650cHE PBRHD BHBD ce3td B
¥ SH@DOS.

It allows the receiving device to know when the

frame is beginning.
NPD pOB® D 8O OB ©H®D® EeNo®ED £t
@S0 9f) e5@est.

Destination MAC Address

This is the MAC address of the receiving device.
It ensures that the frame is delivered to the
correct device on the local network.

6®6 @®® el MAC 88»ndB. de »H@d
BNBG HEEE HOOE ceNomec DD @R &®
05 ®OE3.

Source MAC Address

This is the MAC address of the sending device.
It allows the recipient to know which device sent
the frame, enabling responses or further
communication.

6006 e O cenomel MAC BBxrd. DO®BS
580 em) Blgd XBedemec ©Sn OB
OO @of BB NOWETB ot @B
@0 @8 e3@esE.
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EtherType/Length

This field either indicates the type of protocol
used in the frame's payload (EtherType) or
specifies the length of the payload data.

6®® wedyn OB @S payload &
(EtherType) 8o 0®» So@OZ DV®E 6®3
payload e5300@ 8® ©e®s DOa.

It is essential for determining what kind of data

is being transmitted (Ex. IPv4, IPv6, ARP).
868Nt DS WB® FIMOGE CHDE GBD

BoO#e BHO sem Do gosdes 68 (6e). IPv4,
IPv6, ARP).

Payload (Data)
This is the actual data being transmitted from

the source to the destination.
BEIBGESE ®OMBDHEO O6ZBEE D® DB
e 606,

It could be a network packet, such as an IP
packet, or any other higher-layer data that is
encapsulated inside the frame.

B IP e5000D 8 eH@ eewdhdn 6m3 DH@d
26 60 WO g 60N guE 810 e 8Kk
BB,

The payload is typically limited to a certain size
(e.g., Ethernet frames can carry a maximum of
1500 bytes of data in the payload).

Payload ®w e@®560eS 68 &5@¢ncmd B8 68
(8. Bobend e D ¢d® ABO 1500 5D
payload ®ma5 dlem® > ®w).

Frame Check Sequence (FCS)

The FCS is used for error detection. It contains a
cyclic redundancy check (CRC) value, which is a
mathematical calculation based on the frame’s
content.

eci® HEeETS® tsem) FCS 6H8on 68. 98 dFc

80 dwed (CRC) gmos afow 68, DG
61868 gEIVOHDE O SeH® & HEHDHOG ®LNNEG
B08.

The receiving device recalculates the CRC to

check for transmission errors.
oBeduen 6cie e ods) BORD EHD
cenome &S CRC 9tdm @& DOG.

If the wvalues don't match, the frame is

considered corrupted and discarded.
OGS 6M®EE BB, MHPD dned B g 6@
5D DDEY) @I6R.



Frame Creation
g BBHELEN

Each frame is created based on the specific
characteristics and quality of the link between
the two devices.

CtNo® 6L G0 HERBImed BGDD DB

&85 RINSODNOG B s5eHBO ©Ez® IO
V@8 OE.

For example, if the devices are connected by a
high-speed link, the frame may carry more data;
if the link is less reliable, the frame may be
smaller to minimize the impact of errors.
EEDOHGEE 6EES, CeN0® DB esRTEDS BB
BBRSE) O erH®, MDD 8 e He®S (3)
®0w; BVTES &f) DBDLHB B, 6c38 D@ PEED
DB BBO em) @D ) Bn ®rw.

Packets (The Unit of Transmission)

When data is generated by a device to be sent
to another device over a communication
network, it first passes through the OSI model's
layers.

HBRBeDeH HEGBD HO®) GODD  CLN®EIO
DB BEE) ELNoBBED OBS e SHHB DOD

80, dn @BS® OS| @EBed 3d ®O®) ®®s
OB,

By the time the data reaches the Network Layer
(Layer 3), it is encapsulated into a unit called a
packet.

e eHE So6 (3 d» Son) 60D c® O
80, D6 sl 6@t ®ES6DD SO
3BHEEeD DOH @eR.

A packet is mainly used to carry data from one
network to another network. It helps the data
travel across different networks until it reaches
the correct destination device.

000 5w D®menS T OSeS D
HHEGD B0 OB HEGDO e le®m® O
BEMG. DB BOTOE ®OMBD CLN0®E 6D S
D® e 5O eHE ®O® e DD B SBH®O
&esmd e8.
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Structure of a Packet / 2z000» Oz0n

Version | Service | Total | Flags+ Header
+HLEN | Type | Length Identification prg?f.:;m TTL | Protocol Checksum
(1byte) | (1byte) | (2bytes) [ (2bytes) (2bytes) (1byte) | (1byte) | (2bytes)
Source IP Address | Destination IP Address | Options + Padding Data
(4 bytes) (4 bytes) (0-40 bytes) (variable)
R o

PACKET

Header / &bsoc

The header contains important control
information needed to deliver the packet
correctly.

500D BOOED Ry ®dOD &gd®ms Dic®s
2NE® 6MORGOT BOHBDH E Fllo® 68.

It includes details such as the source IP address,
destination IP address, packet length, protocol
type, and other routing-related information.

e IP 838xk, ®@mx3D IP 8806, &l E®,
Be@OB OV®e ® 008 DD ge)e 6DHS
MO0 & Be3end 6®©0 ares 68.

Source IP Address / @@ IP 886

This is the IP address of the device that sends
the packet.

6®0 5twd0D DOY @R N6 IP BBxnd.

It allows the receiving device to know where the
packet came from and where to send a reply if

needed.

6®0 56000 5cBEIE 6IIEHRE 5 FO®S BB
B8no DD @S DL GR® o
®eBOD ERBIMGE ©e50®E0 98 5REH.

Destination IP Address / ®®@x3> IP 88
This is the IP address of the device that should
receive the packet.

6®0 st00D @G G Eeo®med IP B8®ac.

Routers use the destination IP address to decide
the best path for forwarding the packet across

networks.
HE ®O®) 560D @BBEO rdd® E®) 6MIC®

OV®e Hogn BOBO YOG (routers) D&
®@ED |IP B38Bwn D) OE.



Protocol Field / 80888 Sedpn
This field identifies the type of data being

carried in the packet.
c®® edyn BBS otwdld G LeE® G
e OB®EB HED) OF.

For example, it may indicate whether the packet
contains TCP data, UDP data, or another type of
higher-layer data.

EOWoHGE 6@, &twded TCP esi», UDP
e 61 60D 9BE BSDOGD e Glo® &l
DBS 66550B wE BID.

Time To Live (TTL) / 80» oe®
TTL is used to prevent packets from moving

around the network forever.
o0  6e®wd® Hepsc &M
Br@eo® esem TTL 8o oa.

3083080 O®

Each time a packet passes through a router, the

TTL value is reduced by one.
252000 000G ®O®) ®®F DO® &5E®

O3 ®®, TTL ®me DoBs af) 8.

If the TTL reaches zero before the packet
reaches its destination, the packet is discarded.

5000 D8 ®OMBHEO e PO ees6 TTL
G Dogd BN, 5tmI0D 9dDES QIeR.

Payload (Data) / c5®
This is the actual data being carried inside the

packet.
680 5twl0D DG le®® BB 5tz D 68,

The payload may contain data from higher
layers, such as a TCP segment or UDP datagram.
6836@8 dew® TCP ees@®s0 dwes e®3 UDP

eBDHwE® D S gmg SODE e gho®
BB ®ow.

The size of the payload depends on the network
and the maximum transmission size supported
by the link.

636 & @G HEG 5w DB HBBedDe»
@€ (link) @®eS e emdsm cesd® eBeissn
&5®806 O Oe) &O8.
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Header Checksum / 8b®s» ¢®x5e3®
The header checksum is used to detect errors in

the packet header.
520 BBBmed gt8 68 HE®) GTEHR0D BHsw
6Dwe® B WOB.

The receiving device or router checks this value
to make sure the header has not been

corrupted during transmission.

8686l BHeWHD MBEE Bed 65)@S
D 280t DO HTBO BCH) QRBIIGE 0BG
%5 OQOOG 6®® a®me I DOB.

If an error is detected, the packet may be

discarded.
eeiBnt gadognn eSS, &rwdld 9dmEN
QDB BT,

Packet Creation / sz00 Sb@éne S0@

Each packet is created based on the data being
sent and the network path it must travel

through.
0z® 500OR® SH@Enn OB O QDD
e e Do O G R HE OV®e @D
se»BOEG.

For example, if the data is large, it may be
divided into multiple smaller packets before

transmission.
EBOHGEED 6@RES, 55 BmE »8, 586id®ncnd
6230 DB BN 5t BBBHEDO 6RDEG BTHGE.

Each packet can travel independently through
the network and may take different routes to
reach the destination.

z® 5cO0D®O® HEEB ®O®) SNHDND ®BS

DG D O HRMBHG 60D c® OO DBR)
OV® Pedetd ) ®Tw.

At the destination, the packets are reassembled

to form the original data.
GOMBDHEAEE, BB D DD 5wed BO® e
6®® &0 5O dWEE DOH @red.



Best Effort Delivery

A communication model in computer networks
where the network attempts to deliver data
packets without guaranteeing delivery, timing,

order, or reliability.

50®ED HEOE SOB® BX5eBe® HWIBH
D gm0, R DD, B 65O, S8
BEedcO D@ 66 DEOBBGEHOGB GMED
SOBD 63NDO, HERG B 5twd 6Re) ®BBO
&85 OB,

It is called Best Effort because the network

makes its best attempt to deliver packets.
HEe B8 ol 6Re) ®dAD DOSO HT&

Ee0® c5eme eds ds 6@ Best Effort e@es
®oER6S.

However, it does not promise speed, order, or

error recovery.
w6t 6N, dn 6D®e, 58 BBedE 6m) 683
508 OO BERED 656MBE, 668,

What Best-Effort Does Not Guarantee
Best-Effort @G} oS emd® 6D

Delivery / e®2®cd®

A packet may or may not reach the destination.
500 ®OMBDEO @IDBD 6:) 6:RIDBD
98 &ro.

Delivery Time / e®@c)®d® @)@c
Packets may arrive quickly or slowly. There is no

fixed delay guarantee.
&0 69®EES 6] 6838 5cBEK ®Tw. BSMNDO
5®e DR B@DS S 6WOE.

Packet Order / 30000 8860
Packets may arrive in a different order from the

order in which they were sent.
&0 DO® e BEeded D) 6dxntl BgedOHSHS
®OMBDEO QDO 9f) reD.

Packet Loss / 000 58 5@

Packets may be dropped during transmission.
e tsBegsdsnn O gond &l BRS H®0
98 &ro.

Duplicate Packets / xB80ss ezd
In some cases, duplicate packets may be

received.
8Om0 gOMDEE, dw® &rwded 80
BBescrS @DRO 9f) eo.
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Simple Analogy
B8O EEWOSNC

Similar to sending postcards through a normal

postal service.
6®B DS L@ 6e3DED BHOW) BTESTTSS
B0 @M.

The postal service tries to deliver the postcards.
D@ GE3OBE TR 6Re) ®dO®D cde
CBENDOED DEE.

However, it cannot guarantee that:
66tS 6O, DD SO EF OEW DG GDIDTD:

e Every postcard will arrive.
€520 5O QTedE) RD.

e The postcards will arrive on time.
2ce3cBes BB 68@D0 @redy RO.

e The postcards will arrive in the order.
D@t BBedEO ey RO.

e No postcard will be lost.
B¢, rescFenD FDORME 2 60D RO,

What's happening here is simply trying to send
data somehow, not making sure it arrives

correctly.

cOBE BeHe® o HOTOED @RS
290 WOOTEH® 60D, 6wt 6®] «iddO
Ce® OO 5OL0.

How it works
B 6 PdIOE

When a router receives a packet, it follows a

simple forwarding process.
OV®DEDO e e5cONDS @R 8O, D6 0@
@8BBO te® SHrDBHED F®d®EG WOLB:

1. Checking the Destination Address

GBS BBBG sdwds) BB
The router checks the destination IP address in
the packet.

Veme B8 owwdded &5 S IP
BB®6 e wOaB.

2. Finding the Next Hop
Be® Bwud6 (Hop) eed®

The router uses its routing table to find the next
router or destination path.

Wmwe 8 Routing 90 ®ndmens Bg®
BB 655 ®OSD VDG 6E3I) GREB.

3. Forwarding the Packet
25000 @8B®O @ed®

The router forwards the packet if network

resources are available.
HEeE ©Bny &8 »B® Vowe &Stwdhd
@8%kO .



4. Handling Congestion
DEREGB BIRHB BBHO
If the router is congested, packets may be

delayed.
BHEG G G DEREED H®d, 5w &5
B ®ow.

Some packets may wait in a queue.
8®®0 570 6e3®m i@ 8O8.

Some packets may be dropped.
3800 e5t0 ®d (dropped) o ®eSa.

The router usually does not retransmit dropped

packets.
ENDBWBEEE MDODE DB et ®IB &G
0 Bt B6e5BENG 6mImO.

Best-Effort Service in the Internet
gxobeHes e Best-Effort ee3end

The Internet mainly uses a best-effort delivery
model.

FRBOBENEG 5D Dwens® Hr) mossess best-
effort e@e)mcde® epwaBn Ome.

The Internet Protocol (IP) is a best-effort
delivery.

Internet Protocol (IP) e Best-effort
GREHDOS.

IP does not guarantee:
IP @@ s ez 55 6amOB:

e Successful delivery / 3% 6@e)®td®

e Correct packet order / 88308 e5e00 88edg
e Reliability / 9&de8nsidn

e Error recovery / 6c3e 8808 S0®

e Fixed delay / 8300 &8¢ @G

e Reserved bandwidth / e®8me @85 €@

Those responsibilities are handled by higher-

layer protocols if needed.
FO®BDDGE D DO DOBE 9mwe 300DE
BEEOB OGS NEDG ®OX QREB:

TCP - Adds reliability by retransmitting lost
packets and ensuring they arrive in order.
TCP - 88 8 50 ado cdeds 3t Fon

58 88600 @re® DO 558D SHe®s
BDBOEBEDOEE D OB,

UDP - Simply relies on IP's best-effort service
and sends packets without recovery.
UDP - IP 8 & best-effort 663670 @® es®@nes

oe) s5O8® g, 6cid BOOE BOOBS 6MOD
o500 €3ag90® D3E.
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Advantages
o8

1. Simple Design / &6@ &c@ea®
The network does not need complex control

mechanisms.
HEG  BEH
©568.

BoBHE NED® IS  FO®S

2. Fast Packet Forwarding

68D e3c0 3B65BENG
Routers can forward packets quickly because
they do not need to check many guarantee

conditions.

MODORD ©H8m BDe® emecs Ot
e SO0 gO®s 6NO® DD  owd
9OBS 9EHEO rtdK ®T.

3. Low Overhead / #f) se» cofo 8w

Less control information in the network.
RO G ®BS DO® NEH® 6MOROT HEIENG
OB,

4. High Scalability / @®e s0@#025:50
Best-effort service supports a very large number
of users and devices. This is one reason why the
Internet can scale globally.

Best-effort e300 a88me ©SOBEDBS ®
CeN0® 30RO B BB ®Ww. VNGB
e@iBn Omens OmSm OO Dd® 6B
Dexd 6®na.

5. Efficient Resource Usage
DEE® 5855 HBDEG
Network resources are shared among users.

Bandwidth is used whenever it is available.

&HE 6B SOBEDBS Gd 6REIETES. WIS
BER S5O8» Bwzd® gdedMNdm DG 5e;IesHEO ®X)
QRE.

Disadvantages
g8

1. Packet Loss / &sta0 &8 D@

Packets can be lost during transmission.
8638800 OO0 &td S Bk ®Tw.

2. Variable Delay / e®»¢3 & &8¢ @0
Packets may experience different delays. This is

also called Variable Latency.
50 DBeDDO 6O SBEEHD DG BTw.

e®c0 Variable Latency cte 80x @ed.



3. Jitter
Jitter means variation in packet delay. It can

affect real-time communication.
otl @ He® e SOnS gmd Bed®
BDE®HHB. 606 6588 8edcHEO ) DOE.

4. No Bandwidth Guarantee
DRI BEE 5O 6MBDO
Applications cannot assume that a fixed

amount of bandwidth will always be available.
6ne® em S0 D@ BeR @
@800 OBy et CSDABHE DG GDIDTD.

5. Reliability Must Be Added Separately

BB EOG 605 Do B G OO
Applications that require reliability must use
protocols such as TCP. Otherwise, they must
implement reliability by themselves.

BBOBEOG gdms D 6ke® tem TCP &8
Bo@PG 903 DG GRG. DeDEENS DS DE3S®
BB EROB 6EIED®) @D GRNE.

Examples / ¢ey®den
Suitable for / &0 geey Oedees

e Web browsing / 6®® 88 sd&e.
e  Email / Beyss ooesz@
e File downloads / emg @)@ S8
e General Internet traffic

@B EDVENE DD ®OBONDG
e Cloud-based applications

DE® & 60D

Less suitable for / ®ans e3eey @S

e Voice over IP
e Live video conferencing
688 BBex) @S
e Online gaming / @be®xnD &)
¢ Remote surgery / £6£30 esc5o®

e Industrial control systems
BT NED 3E0S

These applications often use Quality of Service
(QoS) mechanisms to give their traffic higher

priority and more predictable performance.
6@ 60:ed, D® iy ®OMHKANED YBE
5ORDDEE &®w HgedimOne e oS

DIWEENDDGS @D BB eem) eex’ 80 Quality
of Service (Qo0S) GIBYENES ND WOEB.

Guaranteed Service

A network model that provides absolute
mathematical guarantees for bandwidth and
delay bounds.

DES BER W 3B BENOE ew BoesDS
OHFOOG 5HOSWES @RI 6D eHE HWASHBE.

Ensures that conforming data packets arrive
within a guaranteed delay bound and are not

dropped due to network queue congestion.
FRRE D 5t HS® OB @E ¢3d® E
35BBES DG QreR® DD »HAGOT OB &0, eHE
653R® »eRen 6BNeds TFE) Om®Hed GO
DEOB.

Feature Best-Effort Service Guaranteed Service

QBB

Delivery No delivery guarantee Delivery may be guaranteed or negotiated
GREIDTOD eRe)HDR BERE BB DD 6RHDO BB DO G DLDGIIS

D®MOEWO O 68

Packet Loss Packets may be lost

Packet loss is minimized or compensated

e5c0 B0 88 | e a&® o ow 520 ¢80 B8 o O 6] OBE 6®D) T
Delay Delay is unpredictable Delay bounds may be guaranteed

5®en 5®EB £5603DODNG DG GDINTD 5®e B@DS S WG B

Packet Order Order is not guaranteed Order may be controlled

st0 BBede BEedg 508 O Dt B8O IODG DE WD

Bandwidth No bandwidth guarantee Bandwidth may be reserved

DS BSE DI BEE OB 6O DO SBEE 6D WO DTRDHE BT

Complexity Simple More complex

£50DENSOE 803 RANORAISIONG)
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Confidentiality and Authentication
OOEBEOE 636 DBRIDED

Confidentiality
ol T N]Il)

Confidentiality ensures that information is only
accessible to those authorized to view it.
OesseNdn OFS 60RO edm BB BTED
D BOO DG @D 60 5D D &S
OB,

Without confidentiality, sensitive data could be
intercepted and read by unauthorized parties,
leading to potential misuse or loss of privacy.
ODEBBENDEES GMOD), DO eNVHBOES B3
250608 i HWHG WO BHDBO ® O o,
DOBS 5B DGO 66 6e59EHOROBOG GBS
BP0 esir) B ®owm.

For instance, if personal health records or
financial information are not kept confidential,
they could be accessed and exploited by
cybercriminals or unauthorized individual

Beggond Dmens, el 6695 Obo) 63
s 6O OHB®DD DY) 6INHOBES N,

BB  gSMDDODS 683 goded HE®EBS
B8 F0 g568®m B £501z@0 @D DG M.

Authentication
SDBSDA

Authentication verifies the identity of the

sender or the source of information.
EDBBWE (BOBDIGE pDDBDB 683 GMODOT
B@IBG BDBBBG DOB.

It ensures that the message or data comes from
a legitimate and trusted source, preventing
impersonation or fraudulent communications.
éomEedis®E 6 DS  Bedens
DeOBE »MNDG 68 e Somnmme ©®
BBENeIED™ BRIBESS 5B D RS
OB,

Without proper authentication, an attacker
could impersonate a trusted entity, such as a
bank or service provider, to deceive individuals
or gain unauthorized access to sensitive
information.

58 ©osHEBS 60D, eedmen®O
8®EnS &OTBD 653 306808 6MONGT DD
g»DB06rES 5edm BBD Rromdny 683 6e3e)

£3650%eM Ot DBENEEIHED EPEHDHGEE 6
58 8006 ®rw.
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Cryptography
Olelolcinolole)

Cryptography is the process of hiding or coding
information so that only the person a message

was intended for can read it.

RBDEDODGE  BE oLNDED  geweS OB
E®EEO &@H Do Budo ®i O® 6@
eMONGT e3t@D® 69 BIDHDG BHO® HEHOBBEA.

Encryption and Decryption
eon0 659 demor

Encryption is the process of converting
plaintext (readable data) into ciphertext
(encoded data) to protect it from unauthorized

access.

GONE GE BOR 65¢ (Bedn ®id o)
g0 5edmens o) SO® BEeH) S
605G (eD®D cdm) VDO sHOVIBG BHE®
HedDRB:E.

Decryption is the reverse process, converting
ciphertext back into plaintext so that authorized

users can read it.

Beomnn 6 D8 586® OB d® &od,
REOES sHDBEDBRO BEDG HS SBHE s
65¢ DTOD IBBB 6635¢ DDD BHAVDHE WOE.

Encryption Decryption

AN AN
Plain text — | HELLO \ /V Plain text

+1 -1
N / ? \ N
Cipher text —» a % <«— Cipher text
IFMMP Key IFMMP

Transmission
(Insecure Channel)

Cryptographic Keys
RS BROT

Keys are secret pieces of information used in
encryption and decryption. The security of the
encrypted data depends on keeping the key
confidential.

BROT (%) CWOWE 5% DD BHeBE D)
@O® 6 eMORNGT 6O 68. 6meD

eB50E o@D Oe) O8NS Bd OBE®DD
D) BT B™E.



Encryption types
eno» OV®

There are two main types of encryptions:
5® 6o® OV® ecmE SO8:

e Symmetric key encryption

(Private key encryption)
HOBED BOT GG

(659E€®B BT RBDEIDNE)

e Asymmetric key encryption

(Public key encryption)
@B BROT GIDMEG

(e8¢, (B3OT BWDHNDE®)

Symmetric key encryption
SOBBD BNOE BBODG

Symmetric key encryption, also known as
private-key encryption, uses the same key for
both encryption and decryption.

5o it HOBEGE 6@LE ®HEROD
BB GROT BIBDNDE, GIBDMNEG 58 DEWDDE
65 600 D® RO wHD) OE.

How It Works
6 o @o® Pda

The sender uses the symmetric key to encrypt

the plaintext into ciphertext.
6OBD®) B8O 65C 6OHHG OO B RO
D DOGB.

The receiver uses the same symmetric key to

decrypt the ciphertext back into plaintext.
BB IS 65 MO 6o 650
Dem®mn SO0 DO ©EBHD HRO® D)
DOEB.

This means that the same key is used to

encode for both.
c®BS gewed WO 6@ 6wHME BB 3em)
D® B0 DD oD VOEB.

NOTE: Key Management

The symmetric key must be shared between the
sender and the receiver securely. If the key is
intercepted or compromised, the security of the

communication is at risk.

HOBBD 6RO O ©® RI® gmd
PODBDD 6D ®D HRNE. B0 63O ODEDIT
6] OB @ e, ©ESedDcHe
OO dIDBD @D 68.
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Advantages and Disadvantages of

Symmetric Key Encryption
088D cdt e O 5w gotd

Advantages &8

e Faster than asymmetric encryption
B 6DEO ) 65®OS 8.

e Requires less computational power
&f) ©D®ED VRGN Fd®s 68.

e Uses a single key, making encryption

and decryption simple
D RO S5O O ) O eSS
85©OBe 8o 68.

Disadvantages &8

e Secure key sharing is difficult
6BR0 POBBDD BOBIOT DO BTHO FSHEIE.

e Riskif the key is intercepted
60 6O ger god SBHDEEI
FOHDOE .

e Key management becomes complex

with many users
sHBEDEBS O O» 8O cudt
DEODIDOSEB 3oL 68

Asymmetric Key Encryption
gOB8Dm ™G

No secret key is shared here
e®BE O®med ot BO®IOT OGS e, 6e68.

How It Works
DB Fm @O® OB

Key Pair Generation

a0t aeEG SH@nsne SO

Each person participating in the communication
generates pair of keys consisting of a Public Key
and a Private Key.

BBBeHEO BBRSE) D» 520 F6Nd OO
EdED § 68 3% 639EOERD® BROT HERGES
8bEngns DOBS.



Key Management

Public Key/sog ampd
Can be shared openly and is used to encrypt

data or verify signatures.
DDad 6RE) @ BT FDO e GG HOHOO
6] e eBISDE HHOO BB AOEB.

Private Key/es9¢m@m omd
Must be kept secret and secure; it is used to

decrypt data or create signatures.
OHBEHDD 58 HODBDD DRI ®D GIGE; DG e
Do SBOOO 6m3 it 5280 N ) OB

These keys are mathematically related, meaning
that the encryption performed with one key can

only be decrypted with the corresponding key.
6®® BRNO: GLNDHOG DBEES HBBRSR 68, DB
D OB 8B OB 6DOHNE DeDONG DS
BWEDED DBO FEIG P BREOSS SOL.

Ensuring Confidentiality
OB Dot SO

When Person A wants to ensure that only
Person B can read the message:

BO @88 B0dn %t o508 efdidns td®0
AD gdms § B80:

e Person A encrypts the message using
Person B's Public Key.

s58®em A B85 5o B 68 emig cod
NDDEES SENDEE GLIDDG WOB.

e Only Person B can decrypt it using Person
B's Private Key.

858®EE) B O 6508 D5e® 6:59E®mRm 6Rd
NODEES D BeDDHHDG DG BEE.

This ensures that no one except the intended

receiver can read the message.

cPBS gemed WO®» @ RSO ®td DM
B8O sHDE BrdDn 6B DO &
DOEB.
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Ensuring Authentication
BBEDG DG BOO

When Person B wants to verify that the message

was actually sent by Person A:

¢®Ee BO, »#MDG DS D) gries

E®EE A B85 R0 ®8odr 0 @S0 Gd®mS

g 80:

e Person A encrypts (signs) the message
using Person A's Private Key.

¢mEm A I88 e A 66 6s9EHRmD
B0 NBDEES SENHDEG 365G OB,

e Person B verifies it using Person A's Public
Key.
E®EE) B B85 sénem A 6@ g GRd
DR OB DHYOT OGS,

This proves the identity of the sender and

provides authentication and non-repudiation.
6®n OGBS SHDRG DDBDIGE GgHHBOG Dedey
DD g0, BDBSHEG 658 GBBEBS DG 6O

®® (non-repudiation) ®®8Ge DOG.

NOTE: Encrypting the total message require
additional computational operations.
Therefore, digital signatures are used to provide
authentication and integrity, which will be

discussed later.

80N HMBOGE 6o BHO ew) eSedm
®HE B 6®6e®»E® FO®S 8. DRSS,
DBOEBEDOG ® GRHMND  e5cesB®  EeH)
BDEOA gies B @08 @R oo, ¥ 88Red
5830 £8e9) DOH) .

Advantages and Disadvantages  of

Asymmetric Key Encryption
088 ndt eo®ed O om gond

Advantages
8

Public keys can be shared openly
820 Bdt Buz® gecn BO® 6RE) @D HIW.

No need for a secure key exchange channel
OB BT 5O NBPIOD FO®S 6a6S.

Ensures authentication and data integrity
eDOQ BN 5 EFRHID & WOE.

Supports digital signatures
BDBOD epSeses esem) eI e,



Disadvantages &8

Slower than symmetric encryption
OB 6HHBO DE) 6D®E #i)G.

Requires high computational power
B8 D@D DK FO®S 6.

Not suitable for large data encryption
B D 6B BOOD DO ey 6368,

Complex key generation and management
ROt SHENEIEG 39 DESBDIDOSIEB 350SVEN 8.

Non-Repudiation
Digital signatures confirm the sender’s identity
and prevent them from denying their

involvement.

DBOF a5l OS®6E FnsMOG DH®HAOT
@6» gd PP BBRBAG BB B
DEwdOB.

=

It is commonly achieved using Digital

Signatures and Public Key Cryptography.
6B ENBIDBGHE FolSD IS 5% 6e0E, AT
DD NDDEHES @R ®.

It was
not me !

s

Digital Signatures
o griessd

The authenticity of digital documents or
messages is verified using digital signatures,

establishing trust in electronic communication.
oD giess OGS e 6FRHOE
BBOEDSDNOEG €5 BDBND DHEOT OEB.

The origin of the message is verified.
50086 B@IGE t5DBIDG WOGB.

Any unauthorized modification of the message

is detected.
DG 603 WO et DEDI®D BTC.

The author, as well as the date and time of
signing, are verified.

FTED WE BE®RM), EDG 59 65D DHEGT
2068.
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The integrity of the message content are

ensured.
SR FSVBDEE FRGINO S 6t6d.

How to create a digital signature
o8 goieen SH®ngnn DD PmIOB

Hash functions
o8 Bo

A hash function is a mathematical algorithm
that takes an input (or message) and produces
a fixed-size string of bytes, typically
represented as a hexadecimal number.

®z8 GO 0GR ®HNDOG FrSeENDDOGEE OB

g0 D6 PONEED (68 H5ENDRGE) @RI 6mH
E@DBEEE BLEHOG 5oRHNS Qe BOB®

RBO B SN HErged string SescdE.

The output, known as the hash value or digest,

is unique to each input.
WS OB 6H] 6@ WEHO® 600 HHHOB®G O
D ePWEO s 68.

Even a small change in the input results in a
completely different hash value, making hash

functions ideal for verifying data integrity.
eN®EE W) 6DDeE 38) BEHENGESE® 60mE]
8 FOGED S OB, B FRHIDD BT
BYO e3cm) w8 HHOS DENS g3ee 60.

A one-way function, meaning the original input
cannot be reconstructed from the hash value.

% &d®» (One-Way) oo O» god, o3
BEREES B DG DD @RI ®D MWD .

The output hash has a fixed length regardless
of the input size. For example, SHA-256 always
produces a 256-bit hash.

EIDGE 5@HNG WO O, Btd FBed BN
BNOO 8. it 6@t SHA-256 6@80®
256-bit ®td agmns SesedE.

Hash functions are deterministic, meaning the
same input always produces the same hash

value.
D® )G BRSO Dm® 8 GOG Hesedm
DS ®cd BOES BOD 68.

NOTE:
The security of a digital signature does not
depend on the secrecy of the hash value, as

anyone can compute it.

DBOA gfesmm PoOmeD Oe) sOBBes DB wird
g®ei O®esdn B 6368, ®xe B®z®
genR0 DB O®HMHBG DG Wil VdS.



Instead, it depends on the sender's private key,
which is exclusively capable of generating a
valid digital signature by encrypting a specific
hash value of the message.

F 60xD0, D6 O) 508868 ENDeE S
0z FORD GWHDNG BHO® OB dor BBOQ
g cNEHGE BB FHs 6@ BB
&8, EOSME® O RO B .

Therefore, any unauthorized modification of
the message will result in a signature
verification failure because the attacker cannot
generate a matching signature.

DRSS, 3ENDREO BB gmded 6dned HHOD
8e DEeMI, GO HOBDG SO aebOD

O . OFens, GMIoOWEO B0 ®rges®
it SH@gnn BHBD 6wt DdDS.

k LN ]
— SHA-256

Gollum'’s Riddle
(input)

A9FCA16A2

271634066
DAA46492
€226C4

Hash Function Hash Value

(Hashing Algorithm) (Output)

1. Hashing the Message
oH00E ®id BLO

A hash function (such as SHA-256) is applied to

the message or document you want to sign.
R0 g5 SVOOD gdms SHMDDEO  6m3

6BR®E0 ®id Howw (SHA-2560:8) smicxn
Qoed.

This hash produces a fixed-length value, a

unique representation of the original message.
c®® ud G OB MO Em grns O» 3
DG goms BoOzesHEE Besed.

2. Encrypting the Hash
58 DD oD 56O

The message hash is encrypted using the
sender's private key. This encrypted hash forms
the digital signature.

0z SHDD) COBMGE OB RO HDDEES
BBOBG WOE) QREB. 6O S ®id D oD
it eel.

The encryption ensures that only the sender,
who holds the private key, could have created
this signature.

cdo®n OB Eolm oo oerwn B

BOBDO 5O 6B D VOB DG BB
QB 308 OEB.
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3. Attaching the Signature
gen grd®sHe

The digital signature (the encrypted hash) is

attached to the original message or document.
oS D (6HNG DG ®d) §F SHDDEO
63 6RRDEO BN rm.

Along with the signature, the sender's public

key is also shared so the recipient can verify it.
55 @SS, @I DG L3DBIIDEG WE BT
DD B8 HOBWGE 620E, (RO & GRE) ®H) &TD.

4. Sending the Signed Document
ges DO® @ 696 td®

The sender sends the signed document
(message + digital signature + public key) to
the recipient.

DS BBS giess oD @ 68RWG (SHBRG
+ oD W + BLNE BRO) EIW®WE) DD OB.

5. Decrypting the Signature
gien Benome 8OO

The receiver uses the sender's public key to
decrypt the digital signature. This decrypted
value is the hash that was generated from the
original message by the sender.

oSy g Deomn SHOOO @)
GOSMe® 695 6RO T OB. OB

DeDHMNG DG GO DS B3 G 3ENDREEsS
EBNEDB DO® @E ®td 68.

6. Generating a Hash from the Received

Message
QRH sHODES Htd DD CBSICHG
508

The receiver generates their own hash from the
received message using the same hash
algorithm the sender used.

D) TBS QiR BHMDDEHES DOBHEO e

EBENEDGB OB OB DD G Dod ®od
OO NB) WOBE.



7. Comparing the Two Hashes
o OGS 6CD e5eE®

The receiver compares the hash they just
generated from the message with the
decrypted hash that was sent. If the two hash
values match, it confirms that:

@B SENDDe0s Dy BEs SHHG DOD @
wed D s DeDonn BE ®id HO®

E30E3BEDB WOB. B8 FHHES GEW ®TOGSHGS
2B, DB 55D ¢z D®HEGT OEB:

e The message has not been altered.
S5HORG 6ODHE DO HD.

e The message is indeed from the sender.
SENDEG D DBEEHRO COBDICES 5TBEN
.

NOTE: Any change to the message produces a
different hash value, causing signature
verification to fail.

SHIVEO Bg ®O» D@ 6dne OO OGS
D3 Wt FOHED Bescd® ad, DOGS pdese
DO BBE® OB entdwm 68.

Because only the sender possesses the private
key, an attacker cannot generate a valid
signature for the modified message

22O o e OBES (D50 5B Vede,

590enRd 60mE3 WO® @F SHDRGE M)
DEo® BBOQ giesms SHEIEEG DE 6IIWTD.

Digital signatures solve the inefficiency of
double encryption required to ensure both

authentication and confidentiality.

5ND HAOT BOO €58 OWeEBNDEB (32D GEDO
oS SO0 e gdms O» OS50 oD
5DBed &8 amtrme®mdnd BB0Q aaitss
OB Bese® ) 6cf.

By signing only, the message hash and
encrypting the message once, they provide
strong security with reduced processing time.
¢80l ®rd Emn SBHD it BHe®S 5
DG D DOD 308 6w BBE®S, Ten
OB® of) ere® DRGSR 9BG POV
5850583,
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Uses of Digital Signatures
8803 gesd@ ©IBDes

Online Banking and Financial Transactions
DDBS DrommOSEG &5 BB ORGEH)

Authenticates users and secures electronic

financial transactions.
BB@@BS EIDBILIMC B5® €529
EEDBENBD BEs ONECHOR HOTBIO
50T BO® B DOB.

E-Government Services
Bexnsd ess ee3)

Secures electronic forms, tax filings,
licenses, and other government

documents.

96EWeIDIBD 6300, D 6my BOB, VEHY
6  genmd OXs 6CR®OQ  eoRSId
2HGT DO,

Blockchain and Cryptocurrency

Transactions
Reeds 5o §B6OImos

Authorizes transactions and verifies

ownership of digital assets.

OHCER) BRGEH) SBEW) DO @) 8B &®
DBOC O500D@ HSBVTOE HOBISDE
B5® &8¢ DO8.

Cryptocurrency Mining

Used to authenticate transaction ownership
before transactions are validated and

included in newly mined blocks.

®xeeyH deo® O aeBs Boed»
Re@dRd qgies S0 60, OO
®REEHOQ HBVMOSBOG ©ONBHE BHOO
0D DOB.

HTTPS (SSL/TLS Certificates)

Used in SSL/TLS certificates to
authenticate the identity of websites and

establish secure HTTPS connections.
6OR gD FHRBINOEGE BIDE BOBOO

€309 OB HTTPS 65805505 6mi)®eE@0
SSL/TLS &8 e 000o) 68.



HOW DIGITAL SIGNATURES WORKS ]

1. Original Message

2. Hash Function 3. Hash (Message Digest)

4. Encrypt Hash with

PERSON A (SHA-256) Private Key A
(SENDER)
MESSAGE HASH # HASHCODE ENCRYPT:
PRIVATE KEY A
DN | —s | FUNCTION | _ 5| e3f6a2d4b7.. | —3
® O )
= Ol
# HASHCODE
e3f6a2d4b7...
1. Received from ) . 3. Hash Function 4. Decrypt Signature
Pérson’A A SCIe ReCrived Dactge (SHA-256) with Public Key A

PERSON A
(SENDER)

B

PERSON B
(RECEIVER)

2

ictfromabc.com

HASH

FUNCTION
MESSAGE (SHA-256)
" =
4. Decrypt Signature
with Public Key A
DIGITAL DIGITAL
SIGNATURE SIGNATURE DECRYPT WITH
7a3f9c2elb... 7a3fc2elb... PURLCIKELZ
SUSRERSRS,

NEW HASH
(DIGEST)
# HASHCODE
e3f6a2d4b7...

ORIGINAL HASH CODE
(FROM SIGNATURE)

# HASHCODE
e3f6a2d4b7...

®

DOUBLE ENCRYPTION PROCESS

5. Send to Person B

MESSAGE

# HASHCODE
e3f6a2d4b7...

5. Compare Both Hashes

MATCH
- @
Signature is VALID.

Message is authentic
and from Person A.

> NO MATCH

Signature is INVALID.
Message may be tampered
or not from Person A.

1. Original Message 2. Encrypt with 3. Encrypt the Result with 4. Double Encrypted 5. Send to
Person A’s Private Key Person B's Public Key Package Person B
ORIGINAL MESSAGE ENCRYPT WITH ENCRYPT WITH DOUBLE ENCRYPTED SENT TO
PRIVATE KEY A PUBLIC KEY B PACKAGE PERSON B
First Encryption Second Encryption
6. Received Double 7. Decrypt with 8. Decrypt with 9. Original Message 10. Message is
Encrypted Package Person B's Private Key Person A’s Public Key Recovered Successfully Received
VALID
RECEIVED DOUBLE DECRYPT WITH DECRYPT WITH ORIGINAL MESSAGE Message is authentic
ENCRYPTED PRIVATE KEY B PUBLIC KEY A RECOVERED Q d 4
PACKAGE N and from Person A.
a oy
Message may be
(First Decryption) (Second Decryption) tampered or not
from Person A.
e, o S o o i o e
What happens?

 Person A encrypts the message with their Private Key (to sign it).

Person B first decrypts with their Private Key.
Then decrypts with Person A's Public Key to get the original message.
h : s

This ensures i and

Then encrypts the result with Person B's Public Key (to protect confidentiality).
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Security of Communication and Internet-

Connected Devices
58edc» ©5® gbeHEED PRSR EeN®OE
faaleln) SN9)

Network security is essential for protecting
sensitive data such as personal information,
financial transactions, and business operations.
oD 60T, Q5 ®RECH 63 DN
DOED O 6506858 ity o) BOO Sem) eHE
POWBENG FDBO®S 68,

Without adequate security, networks are
vulnerable to threats including hacking,
malware, data theft, and unauthorized access.
58 edessdn 6m®eS 80, ®ombdors SR80
®ago® ©® DD 60nd SO &
DBSDOED HEGES 6mIEOT B BTHG.

These threats may result in data breaches,
financial loss, and loss of privacy.

600 HD cBREDS D WBE B8, s &)
08 EOBOG B OO e B ®Tw.

Malware
eS80 Dagmio®

Malware refers to malicious software designed
to damage systems, disrupt services, steal data,
or gain unauthorized access.

sEOBOERD o8 SO0, etdds gthe SBOBD
6] e 6t0d® SHOD V@G @O &S
BWDO Bacmo® 6@ BERES.

Common types of malwares include viruses,
worms, ransomware, and spyware.

EEDBEES DO QLEeRH GBSO Bagmo® OB®
gm0 OB OB, iDes@®edmb 5w
358D eres 68.

Virus

A virus attaches itself to legitimate files or

programs and is activated when executed.
B0 Bomume 6mH 685 Difedns HO®
ERE0 & §umdPm 8. §sem § oty e
B DO 693 609 SEOBDRD &st&d® e
WOEB.

Once activated, data corruption, deletion, and
spread to other systems may occur.

D5 J§o@m 8 oy, e e D D8 e
B O 59 FEDWD SEAS W) tSd @ &g
B .

Viruses are commonly transmitted through

infected files or email attachments.
DB I@DBEHS PENED 6™y 6®] Bexs
2563 @G o) OIS 68.
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Worms

Worms are malicious programs that do not
require attachment to other files or programs.

Worms 0% 66 8 Oe) 6210508, 500D
uB8v@ME 60T HEG ®O®) SO
BtB60® NSO BDBOHS 68.

vulnerabilities
self-replication

Software or network
exploited to enable

independent spreading.

B80@o-3BBL@ENG & BSNDND SdO &g
B eseH) Bago® 6] HE BEABOR BOS®
eHOEMBOS 3eriesmnd ®x @REB.

are
and

Network connections are commonly used to

propagate from one system to another.
D 5EBED 80 O s5ENSGEDO OB 5O
M) ENBIWBEHS eHE HOVBRD) IDe WOEB.

Large-scale infections may occur when security

flaws in network protocols are exploited.\

HE Bo@OTB sO8® PHOwBm 6838 563esnO
e 50, @®) od@gned menemns 8Bg Do
BT,

Trojans (Trojan Horses)

P

Trojans are malicious programs that are
disguised as legitimate software to deceive
users into installing them.

60Jes (Trojans) esxne®es o8 ®agio®
6EE 655 BO0B sOBED®E OO SEASBGO
ego® 68.

Once installed, unauthorized system access
may be granted, and data theft or system

damage may occur.

BNSDEG WE 563, BEABHO gudesdens B8DEBBO
98 QDB BB g0, e 6eNODE BHO 6®3
B5EABE0O oS B B w6,

Unlike viruses and worms, Trojans do not self-

replicate.
BBOES e VB 60 610, 605 Bagmo®

30000 88V@®G (self-replicate) 6xied.

Fake software updates are commonly used as a
method of Trojan distribution.
283 Bago® OB HO® (fake software

updates) eQjeses x5 BB 6N VOB 6@
0D OB



Ransomware

Ransomware is a type of malware that encrypts
files or locks systems, making data or systems
inaccessible.

BlSesBedE ey 6mR em®G (encrypt) @6
6] 3208 a@d cO» gSB0 Bagmio® DV®EE,

DB ety 6®) oES dn gedm SO
MR 68

Victims are demanded to pay a ransom in order
to restore access to data or systems.

e 693 528 60D 5wt ®dD @RI WiS®
Bew) DBEDGR®S 3® e 6md® 6
9@ 808.

Significant data loss, financial damage, and
operational disruption may result from
ransomware attacks

E5esBed @ e300 B@S e5cREBG (X e 48d

BeS, o5 o8 5w 6®enE® wOEm gthe B8
8e B .

Cyberattacks (638328 geid)

Cyberattacks are illegal attempts to steal data,
damage systems, or disrupt networks.

ok Gd 6y o 6Nomd  SBBOO,
sEOBOERD o8 BOHOD 6®] HE SEDSDG
gt S50 ®H) ER® BBHDOID E55ENHWHS 68.

Phishing
VO

Phishing is defined as a social engineering
attack in which legitimate organizations are
impersonated to obtain sensitive information

such as login credentials or credit card details.
DRE® 6y B8D6® OO 683 6xRD @I
B30 8 30608 6mORNGT @R BTB® SEM)
BBwS oonGs 6@t 658 808 Bewod®m
@83 9o8B3e30T &HIOGE.

Malicious emails or messages are commonly

used to direct users to harmful links.
s5OB®BE SO BRE 6D 6(HE) BHO esem)
E@DBEES GHB0 Be®F 603 SO D
OB,

ictfromabc.com

175

Denial of Service (DoS) Attacks

Denial of Service attacks are carried out by
overwhelming a network or server with

excessive requests.

63D uBweds BBe® o B WoOH ERBES
EHEGE 683 BE3NSIEMEE 6D EOIDD GBS
208 9BRB® 3®HEE DDe®S.

As a result, systems may crash or become

unavailable to legitimate users.

608 »uBOEHD 6@, B de BOBO M3
Soame oOBEDBR0 D) DG WL
DBDOEO 55 B BT,

Botnets

Botnets are networks of compromised devices

controlled remotely.
e@0e»d 6y ot3dd &G ®OE R,

N8 (compromised) EeNo® eHREES.

These are often used to launch large-scale
DDoS attacks or spread malware.
6®5) e@em’ BO ®®m) s0@gn (DDOoS) g1d D@

B0 ¥ g8B0 Bago® &tSHOORD S
WOEB.

@ &3 (5 o o
~ ) :

A \ 9 e S

=t oM &

mmm m-— e -0 e

°.ga Y

TQ4 G OFRES

Man-in-the-Middle (MitM) Attacks

Communication between two parties is secretly

intercepted and altered.

5WHOES e god Bed® H5BeDcHG
OB®DD N @O (intercepted) edxe3 DOR
QoeR.

Consequences
g58 d@

An attacker can modify messages during
transmission, causing misunderstandings and
incorrect actions.

SHBR) 5PEOT B OO HEIODEnmO T
cO»t3 DG S g, DB BOE DOBB® 5w
B8 @ ® &ts BB ®Tw.



The receiver cannot be sure that the received
data is identical to what the sender originally
sent.

QRY) D, OB [BDO® DY OO
©BbEnens® ©@w D BEHD® VOGO
350D 5NB® WG GEBTD.

The attacker
information,
misinformation.
SEOWEIO BIMOROT TGS BOOO, BHOO 63
Dl BOHOO HB go, VOGBS OBEDOGT
63 BDTOE emORNOT 5tHDOD BBk ®wiw.

delete, or alter
confusion or

can insert,
leading to

Sensitive information such as passwords,
banking details, and personal messages can be

intercepted and read.
Qoese, Room 6MODOT 6 GSICHRD SEIDE)
8 OCwiimm 600t FDOR®E 6e30I6HmAD
BeOBO DG .

The attacker can pretend to be either the
sender or the receiver, making both parties

believe they are communicating directly.
00 O 6X] ERBM 6@ 658 B30
B gD, 625VBOGE® DB €5aPd DB
BO® ©BeDe®e oD D Bxde SOHOO
Qe3O3.

Altered transactions, fake instructions, or
manipulated communications can result in

financial losses and disrupted operations.
D3 WO® @C BB, O ces6ced 613 DwasS
DO EC HBBBEDeHHS 6EDS BEBBG &8
&3t 6@6mE® ®OED gthe B8 g Bk ®um.

Zero-Day Exploits

Zero-day exploits occur when unknown
vulnerabilities in software or hardware are
exploited before a security patch is developed.
®acmIo®BED 605 CAENDED BSOH®  EMICSND)
chOemO, T wew possn 88no® (patch)
832800 6250 86:35HE0 ®S® Zero-day exploits
6 HTESED.

Attackers take advantage of newly discovered

flaws prior to vendor awareness or remediation.
Bdercme T 88cd conds 50 6’ B88nd®
6BE®D 650 OMNODBE S  6eNEIOS
6J8ORs gerismns @R ®8.

é/@\éiﬁi
= [+

(@A) . e@\:

f
N

/ NE 1B ‘.1
— ORR—
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Insider Threats

Insider threats originate from within an
organization, typically involving individuals with
authorized access to sensitive data.

SO0 DVS® FrBDSES MHEDDGE NES.
2@ B6ES 6BG0 3506858 e 60D ednw BBD
&0 48 E®RBS BBRVBR) 68.

Data theft or misuse may occur due to

malicious or negligent internal actors.
EeDBtsmm® 667 6MHEE) OB  FHSHDO
oedesd B e 6ndmd® SO 663
OB 8Be Do ®TSe.

Password Attacks

Password attacks are carried out by guessing,

stealing, or cracking user passwords.
sOBED Goose gx@in SO, 6e0nd® SO® 6m3

Be ct®® (cracking) @GS dese eed Bg oy
Q@oeR

Techniques such as brute-force attacks and
credential stuffing are commonly used.

e® ee® brute-force attacks e® credential
stuffing 88 oieein O DHEdD D 6.

Spoofing

Attacker impersonates a trusted user, device, or
system.

3ODECE DBNLOED sOEBQmEGD,

E0®EE 693 SENBGE 6@ DD 658 BO8.

Uses fake identity information (IP, MAC, Email,
DNS, Website, Caller ID).

Oxe3 (IP, MAC, 8683, DNS, 60 &d e®3
comO® ot 9D OEB.)

Deceives users or security systems into trusting

the attacker.
SOBEDOS 61 oS 508 688
DB o8 WO,

Bypasses security controls to gain unauthorized

access.
OB QDG O® ®d OO 5ED®B @)
®8.



Steals sensitive information or

communications.

306858 6mIONOT 6ENOWD OB 68 eXBeDem
FROBBG DOB.

intercepts

Commonly used with phishing and Man-in-
the-Middle (MitM) attacks.

Phishing &® Man-in-the-Middle (MitM)
85906S ©5O® KD NS 68.

Prevented using authentication, encryption,
and digital certificates.

Authentication, Encryption e Digital
Certificates ®n8m6wrsS gDOHIG DG ®TD.

SQL Injection (SQLi)

SQL Injection is a cyberattack where malicious
SQL code is inserted into input fields to
manipulate a database.

SQL Injection cx 60 0B codd FTRED
DO 5N® ®O®) FBBO 63D FLRED DO EBD

GREND ®BOD® eH) ®oN CR® 6BRY
5G],

This technique is used by attackers to bypass
security measures, view sensitive data, or
modify database records without authorization.
500Bs 600 copdn T OB
POWBD BHDOGS Om®HdOD, 50edE v
ABOO 65 DB 60D e ®RENED
O edwel BHOOB.
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Vulnerabilities
®agmio® eHORD

Security weaknesses or flaws within a system,
software, or network that may be exploited by
attackers to gain unauthorized access or cause

harm are defined as vulnerabilities.

& EE, BAgMIDHET 683 LNEGD DG OB,
g0 Hedmnn ER) ®BHOD e®] NS &g
OO gedmiBs BEs 5erismed ®D ®TS
epoOTB cHOED 613 6838 606E WIEXED.

Data Leakage

40
I G

Data leakage occurs when sensitive information
is exposed unintentionally or through
misconfiguration.

6RO 6] OtOE re® e 50edDE
6MOROT BOIDOGHG DO vy mSe DS 6@
weES68.

Confidential data may be leaked via unsecured

cloud storage or removable media.
OB 60n DO POGED 683 9O DG

o8 @5 (68):USB) ®de) OoBmm e ose
B .

Unsecured Wi-Fi Networks

Unsecured wireless networks allow
unauthorized users to intercept data or gain

network access.

OB 6D Sles OBD eHE BB gadesd
sOBEDBRO v DI BBHBD 693 eHEGO ar®
B0 9f) @B ®TBG.

Sensitive information may be captured through
packet sniffing techniques.

packet sniffing oxSegns ®O®
6IOROT @RI ®D BT,

€30688

Software Vulnerabilities

Security weaknesses in outdated or unpatched
software may be exploited by attackers.
GOTNIBTD 62eg 6] BEHO (patch) exmecg

Baco®dE D8 ODBD cHOED) IODBS
B8 56Is®nd ®D BTSG.

Regular updates and patch management are
required to reduce this risk.

600 gdc)H® OB BO® tscm) HBeso
OTMED BOHO 59 BBHO DEODIDOLNC
g0®s 8.



Antivirus

Software designed to detect, prevent, and remove

malicious software (malware).
#8800 ®aco® BE®) @GSO, DrErDORD M
QDX BHBO ete) &S Bago®.

Core functions / @3m» ¥

e Real-time/on-access scanning (checks files as

they're opened/downloaded)
Bag OB odeiomnn BO® (6my DO
D6 BO/eD woé® B0 ) sdde SBO)

e Scheduled full-system scans
80REP®D ©BHE BENS sdeim®

e Quarantine (isolates infected files instead of

deleting immediately)
Bediho®n (8D 6oy Den® &) crd®
cDRDO yewE) BYHO)

e Automatic signature/database updates
Do s/ e BB (DS DPH HHS

e Email and web protection (blocks phishing

links, malicious attachments)
Bexns DeesE@ 65 60 imeenn (B8o 6E,
B30 gr@ind® FOBO SBO)

Types of malware it targets
REBD® oD ¢BB0 Bagto® HV®

Viruses Worms

Trojans Ransomware

Spyware/Adware Rootkits

How it works / & § o6 gm@on

Signature-based detection

ases 8o 58 § ocm®@td®

Compares files against a database of known
malware "signatures” (hashes). Fast but can't catch
brand-new threats.

eBen 880 ®agmowde hashes e e@e)nes

BO® 6ME otBeHB OB, 650D HYS
NDSBRO GRS VD DEDIDD GIIOTD.

Heuristic analysis / 5te30s S&edenc
Examines code behavior/structure for suspicious

patterns, even if no exact signature exists.
BDOED gdemn 688 e, 5w 58D OIS
BE®) 6N BB/ Dxmn 5de) DOGB.
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Behavioral/real-time monitoring
858 /203 o Sdse

Watches running processes for malicious actions
(e.g., encrypting files rapidly, modifying system
files) and blocks them on the fly.

880 B (68). 6™ 6D®EHES 506G OO,
E08 ooy 6OxE3 BBB) ey Hem O
FOBS BdBeHE O® god FE) DeseBe gdBo
WOB.

Sandboxing

Runs suspicious files in an isolated environment
(inside the actual OS) to observe behavior safely.
®B0® OB BBWBENn SOO BEH) HEDEI

3De30mD (83t 6BEHED BENSG DE) D BB
@R DDG OE.

Key limitations / g@h® 8025

e Zero-day attacks (unknown threats) can slip

past signature-based detection
Be03-68) B0 (6DEHE) DBHB®) Gr3ess OD
BeH® 8 BEM@TEB B® ®TO () WD

e Can't stop social engineering (e.g., user
willingly giving up a password)
8018 9080t DD OrGron  GIIDD
(2. sOBEDmE) BB osenn @)
&®)

e May slow down system performance during
scans
sdeRimmn SHeBE sEBeE §rimndSDn
BB B &

Best practices / eene® enBons

e Keep antivirus and OS updated
fSidalelccRleln] €569 6®6®E®
HOSDZHD DRI BB

e Don't rely on antivirus alone (pair with

firewalls, backups, and safe browsing habits)
066008 B BN BB GIDRDSD
(0EbedI8, ¢otdd 6 OB RABS &yde
£0® TREND 8D DOS®)

e Regularly run full scans, not just real-time

protection
205 HB® oD SO 63D, B
2808 DRI BHHISBODm DO

sEBG

Examples
ESHOEN s Windows
QW Defender

e Windows Defender )
¢ Norton v norton
e Bitdefender
e Kaspersky /_A
e Malwarebytes Bitdefender

O Malwarebytes kaspersky



IP addressing
IP 88®»20806

Network addresses
He B8»

A network address is an identifier used to
identify a network or a device on a network. It
enables devices to locate, communicate, and

exchange data with each other.

e BBHGE 6YH HNEGE 6% HEKD &Ts
CENoO®EE WED® @S0 8D @O®
DEHODEE. DOES ¢e300mDRD DBEHE) GENE)
@S0, BeDcHG BHOO 5 D BO®OT
206 GEB0 THED Qred.

There are two types of network addresses.
e BB® e D®er® OV® 6.

MAC Address identifies what the device is by
providing its unique hardware identity, while an
IP Address identifies where the device is by
indicating its logical location on a network.

MACBB® t08m) OSES Ee)0®mE ROWE, (555D

BED) WBBO D 0, IP BB®i 9HDe) wOB6s
EEI0ME  GIIDTHE, BBD HEGE DS OEH
®EB0EB.

Network Addresses

/N

Physical Addresses Logical Addresses

Internet Protocol
(IP) Addresses

e

Media Access Control (MAC) Address

Media Access Control (MAC)
Addresses

A MAC Address is a unique physical address
assigned to a device's Network Interface Card
(NIC) by the manufacturer. It is used to identify
devices and enable communication within a
Local Area Network (LAN).

MAC BB®ns 6f ceNomnD Sdeeme) D8
DB a8 eHE GRS WHRend @R ee®
00658, 608D BBHGS. 606 SNBG HEKE
DG CB0® HED) @BBO w T god
ou8edemn e HBBOD dm) OB,

MAC addresses operate at the Data Link Layer
(Layer 2) of the OSI Model.

MAC B8, OS| epmaBed i e8RS0 BSdc
2 e 68.
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It's permanent and does not change, as it is
hard-coded into the device’s Network Interface
Card (NIC) by the manufacturer during

production.

BEenemwn gooénd Bdencwn) BBS ce0med
2HE FROTENES @0 Do DES G6IDWEB WO
&S DS B 386 O o 6dmed 62)68.

A MAC Address uniquely identifies a network
interface, not the entire device. Therefore, a
single device can have multiple MAC addresses
if it has multiple network interfaces, such as
Ethernet, Wi-Fi, or Bluetooth.

MAC 380 @S 38080 ¢e00mE 620 eHE
FOTEEINED GBS 6L DED ®F. DD,

Ethernet, Wi-Fi e®3 Bluetooth &% ®x eHe
FROERIMS B 28, o8 ceNomnmO e T
BB» BV ®ees.

A MAC address consists of 48 bits in binary.
MAC B8xcs 2886 G 48 S8 650558 68.

For human convenience, it is written as six
groups of two hexadecimal digits separated by
colons () or hyphens (-).

BBeN6E 50D Bem), Do B eSS (1) 63
60 @OBS (-) 6D WOD EE, &) OB NE6H
o) 6Cw VBB § D) »HoE 6ty B
e0® Qred.

00 - FF

Each box needs ! San

2 bits to represent a 0-F 0-F = 16x16
= 256 possibilities

hexadecimal number

FF

0000
0-1 : = 2x2x2x2

0-1 0-1 0-1
= 16 combinations

111

Each of the above 6 groups can have 256 different
options from 0 (004¢) to 256 (FF4g)



The maximum number of MAC addresses
= 16x16X....x 16 (16"

— 248

= 281,474,976,710,656

= Approximately 281 Trillion

Minimum possible MAC address
50086 9 gd® MAC @8xc
00:00:00:00:00:00

Maximum possible MAC address
5cO86 o8 ¢e30® MAC 88
FF:FF:FF:FF:FF:FF

A random MAC address
58 MAC 38mciss
4C:70:17:AB:BC:AC

IP Addresses

IPv4 (version 4)

IPv4 uses a 32-bit binary address scheme.

IPv4 @8 &88n ] 32n BB» POGE ®)Dom
OB,

For human convenience, the IPv4 address is
written in dotted decimal notation. In this
format, the 32-bit binary IP address is divided
into four 8-bit (octet or byte) sections.
BBen 5wed we®), IPvd 38» 83 cedc
oGRS B gu. 608 mwaSed & D 32
20®x IP 38xn d] 8 (680w 613 DBO) 6w
OO0 6RE) &T.

Each section is converted into a decimal
number, and these four decimal numbers are

separated by periods (dots).
520 6mOHD® cm® oD VDD SHOVDME
OB GO, 6B BB 30D HDO DO @I
(B) OB 608 0K @eR.

For example, the binary IP address 11000000
10707000 00000000 00000001  becomes
192.168.0.1 in dotted decimal notation.

cOWoHBE 6@, &8s 1P 3B»e O»
11000000.10101000.00000000.00000001 B e®®
ot DG 192.168.0.1 DO &5 8.
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Dotted Decimal Notation

Octet 1 Octet 2 Octet 3 Octet 4

0-255 0-255 0-255 0-255

Each Octet can have 256 different options from
0 to 255

So, the maximum number of IPv4 addresses
DRBDS, OB ®ed ces0® |IPbd B3Bs @énm
= 256 x 256 x 256 x 256

= 4,294,967,296

= Approximately 4.3 Billion

Minimum possible IPv4 address
508G 58 ¢d® |IPv4 B8
0.0.0.0

Maximum possible IPv4 address
5208 Bl cs0® IPv4 385
255.255.255.255

Random IPv4 address
58 IPv4 B8
192.168.0.1

Binary Notation

32-bits
<—8-bit—> <—8.bits—> <—8-bits—> <—8-bits—>

Each Octet can have 256 different binary combinations from
00000000 to 1111111

So, the maximum number of IPv4 addresses
DRDS, s5tOBB B ce50® IPbd BB® ®&n®
— 232

= 2X2X2X....X2

= 4,294,967,296

= Approximately 4.3 Billion

Minimum possible IPv4 address
e5cOB B 5 ¢D® |Pv4 @8xmci
00000000 00000000 00000000 00000000

Maximum possible IPv4 address
50086 ® cd® IPv4 @8
11111111 11111111 11111111 11111117

Random IPv4 address
ao8 IPv4 38mns
11000000 10101000 00000000 0000000



Private IP Address
géodm IP 838»c

A Private IP Address is an IP address used within
a local network and is not directly accessible
from the Internet.

o™ IP BBoes ¢y 6EBG HEGS DG
508 8 O [BBe  On oo,

guobeHeed 80 &Pd® Do d® yedme Bo
G,

These addresses are assigned and managed by
a Network Administrator or a router and are
used for communication between devices

within the same network.
c®® BB® HE 5HNEDEHE 68 GGG B&S
5005 ER® god NEHG OB E@IGR. 6B
T WOK ERSES Dwd HERG NG &S ¢5)0®
D0 BBEDEH®EH LBEHIE.

Devices in different private networks can have
the same private IP address, because private IP
addresses are only unique within their own local
network.

880 58eB® HE D@ E50®ORD D 5EHldm
IP 38»ns 86 ®eSn, @xc e IP 38»
Fned 62Bn eHes DG OIS GedS® 68.

Private IP ranges

8é€adm IP sk

e (lass A — 10.0.0.0 - 10.255.255.255

e (lass B — 172.16.0.0 - 172.31.255.255

e (lass C — 192.168.0.0 - 192.168.255.255

Public IP Address
eeng IP 380

A Public IP Address is a globally unique IP
address that is assigned by an Internet Service
Provider (ISP) and is accessible over the
Internet.

6e3)g, IP B8Bm0s k) slotieHE 6638 e3e3nemnn
B85 5D0x @R®, GgEOVEHEG ®HOH 5acsO®
568® B 58, 6@ 50 g5 §) IP @38%6&.

It allows devices or networks to communicate
with external networks worldwide. Since public
IP addresses must be unique across the
Internet, no two devices can use the same

public IP address at the same time.

D5 BB £e20®DED 653 eHEDED 6@ &b &ed
DB eHE BP® BRBEDeHmn BHOD 9 EEsd.
eesg, IP B3B» @0 axobehHes gh® dBewO
eD»e3 B @ DS, Dw® FOBNODE Ee50®
0 D® 6e3g IP B3BBG IO DE 6DIDTWD.
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Static IP Address
SN0 IP 88»c

A Static IP Address is a permanent IP address
that remains the same unless it is manually
changed by a network administrator.

BNOO IP BBxeE v HE sdenpmecn B3
D HEBEO 6O O® DOt 6mMEDDED S5OED

386 |IP 38x6H.

Static IP addresses are commonly used for
servers, websites, and network devices that

need a fixed location on the network.
HRG e B30 BBOBS gdrs D 6L3EIHED
0N, 6O B ©® HR ENo® BEH)

0@ 560EE 5O IP B3B® )T @oH @Tel.

Domain names (such as www.google.com) are
often linked to static IP addresses so that users
can consistently access the same server or

service.
SHBEDGRO BOSDOHES® DD® 6e3DEIHEEG
6] e300 60D BBBOO B O 3OE, Hes® B

(Co®dsnns et www.google.com) e@)e®3
80 6®® 3000 IP B38» &0® BDSR) O .

Dynamic IP Address
o8> IP @8»c

A Dynamic IP Address is a temporary IP address
that is automatically assigned to a device and
may change over time.

®5® IP B38»0 60X Ee20®nD0 B3DESEd
8008 CR® &’ RGBS BB® 6dntl Bk ®Is

NB® 1P @38®eS.

Dynamic IP addresses are managed by a
Dynamic Host Configuration Protocol (DHCP)
server, which automatically allocates available
IP addresses to devices when they connect to a
network.

®8> IP B38» o ®0n eRses DHCP
et3eEmes OGBS, DAGS ¢e0®EE eHEGWO
&SR B O, MBDBEO ®» ®eHD &S IP
B3B® B8DEoHED DO Ce300®mEB 60D 608 WO 6eH.

This method simplifies network management
and is commonly used in home and office
networks.

6®0® POG ABS HE DSODIDOIEG e5®E
DOO® g0, HEes 59 MBEIBGB HEROR
RHEO® D) D} 6@ HOGH.



Network Address Translation (NAT)
&HR GB» s dV®GB

Network Address Translation (NAT) is a technique
used by routers to translate private IP addresses
used within a local network into a public IP
address used on the Internet, and vice versa.

HE [3B® SVOVDHE GH SNBG HEGD DG
D OB 5E®Bm IP 88®, asiobehHen E D)

D» e3¢ IP BB®rs D0 VDG BB 5eH)
% 8 556@® SO e OO B3 IS
OB QDD IDBLNGE.

NAT allows multiple devices on a private network
to share a single public IP address when accessing
the Internet.

NAT 8BS 3EoD HROD &8 Ceo® BBeEmO

FBOVNEHBO BOBeOE d® eog IP BBooE
®8ed D) HHOO GOBMND @) 6.

NAT is performed by routers and will be
discussed in more detail in the Router lesson.

NAT 6806 &8s 8g oE @R® god D GHOYH
688 DENS DSHIBOmD e 6wed.

IPv6 (version 6)

IPv6 was introduced mainly to solve IPv4
address exhaustion and provide a much larger
address space, ensuring the continued growth
and scalability of the Internet.

IPv4 B8®» 8®mBR0 Bese® 6@es 656 D8NS D@
BB® OmeeE @) 8® DN Hihw

D®»en® |IPv6 ®oemd) ec® @c gmd, dDAGS
gBVeENHEEE FRHIR) VDG &® OIS
08D ®OE.

They use a 128-bit binary addressing system,
massively increasing the number of unique
addresses available compared to IPv4's 32-bit
system.

F DG 128w BB BB» &GS D) O,
IPvd 8 @9 328 20800 thednsd ©d8»
gDD5 BB® @ BeE D®wens O OB.

IPv6 addresses are written in hexadecimal and
are represented in eight groups of four
hexadecimal digits, separated by colons for the
easy use of humans.

IPv6 B8» &8ec®m®c emdenss 8w &8 oo

colons 8% 608 O®» Ec BcH® 9EDd®
0D R gOSBE BHBe® omwey IBDG
Bem ozesgns 6wed.
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0000 - FFFF

0O000000

0000

= 16x16x16x16

o-F = 65536 possibilities

0-F 0-F 0-F

. . FFFF
Each box needs 4 bits

to represent a ;

hexadecimal number

0000

o Tor o]

111
= 2x2x2x2
= 16 combinations

Each of the above 8 groups can have 65536 different options
from 0 (00004¢) to 65535 (FFFF4g)

The maximum number of IPv6 addresses
5cD86 ® ¢esd® IPv 838 ®En»

= 65536 X 65536 X ..... x 65536 (655365)
- 2128

= 340,282,366,920,938,463

= Approximately 340 Undecillion

Minimum possible IPv6 address
e5cOBB 5 ¢D® |Pve B8
0000:0000:0000:0000:0000:0000:0000:0000

Maximum possible IPv6 address
e5cD86 ®S ced® IPvb @8
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

A random IPv6 address
a8 IPv6 @8®ns
3F4B:00A2:7C1D:3A8B:002F:AC11:BB99:E776

From this point, the syllabus focuses only on IPv4
addresses which used to identify a device in a

network.
6@ 80, Den 8Hedun GOMIBG 6T DOBES
eHRGD DG CL0BED DED) @eHOD B DO®

(IPv4) 38» B8Red s@4.



Classful addressing
558 8> @8»

In the early days of the Internet, organizations
required networks of different sizes. Some
needed very large networks with millions of
host addresses, while others required only

medium-sized or small networks.

guobeHeed @3 gdN6EE, 308 Bew) DDR
5@80BS G HE FD®S D6, BBHOTHRO HOW
BB» BRE® @D 55D 9 BNE HE FOGS
9 g0, 208 ©OWdN0 gdms el BRSO
5@gned 6m3 W) HE SOL.

The concept of dividing IPv4 addresses into
classes was introduced to manage IP address
allocation efficiently.

IP B38» 6®e) ®d® MHEDBOD DSODIDOLE

8558 e [IPvd 38B» o58500 o868
£50JB HEBD) 6 E.

To simplify IP address allocation and support
these varying requirements, IPv4 addresses
were divided into several predefined classes.

IP B38» 60 BO® o SBBBO ® 600 BBR)

FO®IMORD ©&®E cro® e, IPvd 38»
2DeES O cd® EE oS BBBEWO 6Re)
D55 oD EE.

Each class provided a different number of
network and host addresses, allowing
organizations to choose a class that best

matched the size of their network.

520 350BEHE DBeDWO 6O &HE ® oW
BB® o R &8 gm0, DB
£0DHOED DEB6E HEEE @GO DENSE
@GS 350HEE GO BTBOD 9f) t5rEEBS.

The class system helped distribute IP addresses
based on the number of hosts a network
required.

HEGDO gd®s 0D oD B ©en®d |IP
B8» 60 ®dHRO 538 3¢V el Ba.

This approach, known as classful addressing,
made IP address allocation straightforward and
easier to manage during the early growth of the
Internet.

508 ©8D MOBYHMG 6QE HIESEDD OO
5edme, gxobehHeed GdIB®  OBVA®G
FOOROE B8 BB 6O OO ey OB
DEOMDOME BOOD oy D VOO o
DeSn.
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There are two parts of an IP address
IP B8onm eande ecd o

1. Network part @ 60
2. Host part &néo emOes

Network part
&HE 6O

The network part of an IP address identifies the
network to which a device belongs.

IP 8380k eHE 60 Ee0mEE ek eHERE BED)
®8.

All devices on the same network share the same
network part in their IP addresses.

D® eHE6E ard Bre® ceno® ded IP 3820e
DO eHE 60 6RC) ®E.

This is similar to how a postal code helps identify

a general location for a group of houses.

60B DETC GDDHD B HYHEGET BCH) 680G
BNDEDT HED) @BOO 5O D™ PIOB M)
o 68.

The length of the network part is determined by
the IP address class.

eHE 6D’ En Sosmn ®oOx eRSexs IP @8®
B5BG OHS.

Note:

The network portion of an IP address is fixed
based on the subnet and cannot be changed, as
it is used to identify the specific network to
which the device belongs.

IP 380w He 60 C5eHesd @ &cHBD
Bood D8 god DB EeN0®EB oS D Do
RO ®EH) ®SO0 ®D OB VDS DB
6ONES DG 6IMWTD.

Host part
o> emnOes

The host part of an IP address identifies the
individual device (host) within the network.

IP B8®»cm hdwm emndes &HERG DG &t 8
Ce30®ER (N0D) OED) ®5.

Each device in the network has a unique host

part.
eHEGE 2@ 0®HEDO® gX®B 0D 60D
T,



If the network part is like a postal code, the host
part is like a house number that identifies each

house within that postal area.

HE 6O D@ 6N Ot 5B, Hdw
60 DO oest@ GBEMEH NG S 6520 HOBDO
DED) @D BDIES oS De&Ses.

The host part length is also determined by the
IP address class. The remaining bits after the
network part are used for the host part.

o e m BOHME @oOx X6 IP
BB® o580 B88. ¢He e oty 950 O
R oD @0 t5&H) D) 6.

Network Address

&He B8ox

The network address is the first address in any
given IP network. It identifies the specific
network itself. It is used to refer to the entire
network when routing traffic between networks.

HER BB®6 6y B9z® IP Heow 58 BBHGE.
DB DO BBOD HEGB® ®HE® ®F. HE god
®ODEONG 606HHEEEBE s GO HEGBO® 6cHY
BB ) ) OB,

Broadcast Address

Donee @BHx

The broadcast address is the last address in any
IP network. It is used to send messages to all
devices within a particular network. When a
packet is sent to the broadcast address, all hosts
on that network will receive the message.

Bonmd BB®H Bxz® IP eHoom adern BB
68. D BEOD HEGE DG S BOE® Ee5)o®
6D oM B0 ®HB) WOB. DEH®
B8®0 500 ¢ed) 80, d® eHeed Bre®
NODEHO SHHBEG @oeRED) &o.

Note:
Since two addresses have to be reserved for the
network and broadcast addresses, these two

addresses cannot be assigned to hosts.

ENEG &® Smm® BB® BeH) BB® 6 6%
DE G VDS, cO® JB» e MOWES 60D
DD EDIBTD.

Therefore, the number of IP addresses that can
assigned to hosts in a network is always less
than the total number of IP address by 2.
DB, eNEGE oD 60D &tddG ®es IP

BB ®%H® 65z0 SO {O B8 BB® IO DN
2 B gf) 68
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The address space is divided into five
classes.
B8®» gdmmn 858 O 6Re) .

1. Class A
Used by large organizations that require very

large networks with a huge number of hosts.
FBDEE 5D 50D 5B 9 BENE eHR
gO®s D ®m) SO@EN t3oDND/pr B8
DD WORB.

2. Class B
Used by universities and medium-to-large
organizations that need a moderate number of

hosts and networks.

BBEBO eHE 5’ SOOI 50RO FO®S D
DxOBemHE o B0s® 0] ®®) sd&Eed
B DB D) AOB.

3. Class C
Used by homes, offices, and small businesses

that require small networks with fewer hosts.
&6) 5D®ED 5oRBDD B WE) HE FO®S D
Bnes, W@ ©® DB OxenNd D& NS
DO8.

4. ClassD
Used for multicast communication, where data

is sent to multiple devices simultaneously.
DFOO ceo®m BBeswD e e eH) O®
-G BB  6DHEDS  ®NDN
WOEB.

5. Class E
Reserved for research, development,

experimental networking purposes.
stBeidssn, t350DBRD 5 SBHBBLNTBOD ENDOS
DOED BEH 605 DO gro.

and

Class A

The first bit of the 32 bits is fixed as 0.
Q9 32 S 3§ VYD 0 6 Bo® DO Ht.

The first octet (8 bits) identifies the network,
meaning the first octet is reserved for network
identification.

568 gd0mn (DY 8) eHE0G HE ®8, D se@
BB0DE HEG HEDIDRO e 6D WO &GeD.

The last three octets (24 bits) are used for the
host portion, which identifies devices (hosts) on
that network.

DO eHEEES EeNo® (OD) ®EE) ®B) HOD

606 Bem) gden® gd0m o (B 24) B
6d.



This division determines the number of
networks of a particular type and the device

count in each network.

c®® 6RED BB BEOD OVE®HEWO &GS HE
oD e DX DN HEG DG LS Co®
€308 BOBGB OEB.

Smaller number of class A networks and a huge
number of devices per network is available.

508 A OV®e@d &HE B oW 58 LNRGBD
BEH) @) DEIE CN0® 30DBOW 5.

Every classful IPv4 address that starts with a 0

as the first bit, belongs to class A.
568 DD 6t 0 B POBw B e5z@ 5B 58D

IPv4 B8®@s® A s83860 grs 6.

Since the first bit is set to 0, the total set of 4.3
million IPv4 addresses is divided into two equal

parts.
s5c8 D0 D 0 6@t 658 WO a8 VDS, BBG®

4.3 5 O @O IPv4 B8» ne®o 6812 6wl
e 6R6d.

Class A owns one of those two parts which
contains approximately 2.1Tmillion IP addresses.
IP 38» messd dmens’ BBo® 2.1 S5O8n

gfo®) DB 6O 6cemS DS A SEEG 5
edD.

Network part (8bits) Host part (24bits)

x|x|x‘x|x|x‘x|f‘8bit‘ ‘Bbit ‘ ‘ Bbit‘

0
A
|

Fixed

Network range IP range per network

0 0000000 (0) . 00000000 00000000 00000000

: ©
0 1111111 (127) .

MMM 1111111 111111
(16,777,215)

0 | cClassA 1

2.15B 2.15B

The circle represents the total number of IPv4
addresses (4.3B)
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After fixing the first bit as O, there are 7
remaining bits for the network part. Therefore,
the number of unique combinations that 7 bits
can form will be the number of class A
networks.

568 DD 0 6@t 68 E o563 HE 6O BEH)
980 ¥ 7N g, DRDS, DY 7 @O e5z8n ®e

SFODS 350603385 ®END A BEE6E HE GE® DY)
e,

After reserving 8 bits for the network part, we
are left with 24 remaining bits out of 32, for the

host part.

R 6O BeH) Y 8 60 BHe®S &5ed,
oD 60 Be®) 325 980 B 24 gesd o8
68.

So, the number of unique combinations that 24
bits can form will be the maximum number of

IP addresses in a class A network.
DD, DY 24 O 528D O FODB 506D

@8 A o886d Hrow cedd® IP 38n eg®
Oy &go.

The total number of IP addresses that can be
assigned to hosts in a class A network is less
than that maximum number of IP addresses by
two.

A 558603 HEoDm DNODES0 5tdde wed 8 IP

BB®» oén DB csdd® IP 38» ®ém»d &)
eSS R,

The maximum number of Class A networks
cod® A 5585603 HER ®HID
= 2"= 128

The maximum no. of IP addresses in a class A
network

A 55560 Heom s cesd® IP B38® ®gn®
= 2% =16,777,216

The maximum no. of possible hosts in a class A
network

A 58860 eHrwmm 5cdSE ®S ¢ed® oD
(Olou))

= 2242
= 16,777,216 -2
= 16,777,214

The total no. of class A IP addresses
A 555603 sO8» O IP 38» @émn
= 128 x 16,777,216 or 23! (32-1)

= 2,147,483,648

= Approximately 2.1 billion



Note:

2network part bits _ No. of maximum networks

D e eanded B9 = @r H G

ZhOSt part bits = Maximum no. of addresses

D odontm emles B — C@b@ BB®» ®F®

Usable host count = Maximum no. of addresses — 2

D DE D = cde J3B» wm® -2

EBDIOD DD

Note:

From 0.0.0.0 to 0.255.255.255

This block is reserved and is not assigned for
public use. The address 0.0.0.0 is often used to
indicate an unknown or unspecified network,

or during initial system setup.

6®® 60 608 WO &rd Db 6L NDDEG
oew 0% ®wm. 0.0.0.0 BB»c edex’ 8O
GDIERD) 65 BEHOD 6MO® HEGBE RO
6] QB 1O erwegedE WD) 6d.

From 127.0.0.0 to 127.255.255.255

This block is reserved for loopback and testing
purposes. The address 127.0.0.1 is commonly
used as the loopback address for local testing

on the host machine.

6®® e B ©w DB GOGL BEH)
608 @O arm. 127.0.0.1 BB®6 oD GRS
BNBeo OO eH B BB®G 6@
5D HBD) 68.

These reservations lead to the wastage of millions of IP addresses.
600 60X OB BRn® wénmm IP BB» ent38x0 i) 6cf.

0.0.0.0

0 0000000500000000 00000000 00000000 -

T

The first address of the 0th network

127.0.0.0

0 11111 1;00000000 00000000 00000000 -

T

The first address of the 127th network

0™ network contains approximately 16.7 million
IP addresses and vast majority of them are not
used and wasted.

0 ®» HEred IP B3B8 BBr® 16.7 o 5O glo®
D® god TniBS gS0HS REmOneD $HDm)
BMWOD O gS6s BEA.
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0.255.255.255

0 0000000;11111111 11111111 11111111

T

The last address of the 0th network

127.255.255.255

0 1111111;11111111 11111111 1111111

T

The last address of the 127th network

127t network also contains another 16.7 million
IP addresses, but in practice, only one address
which is 127.0.0.1 is commonly used for the
loopback function. The remaining addresses in
this range are almost never used, resulting in
significant wastage.

127 & eHRed 05 IP @38s B8k® 16.7 & gfo®
68, HPD 596EIBWD, QBRI H®G BEm) DK
D) Oxess 127.0.0.1 B» B BB®HEE SO,
6®® 50l 9B BB® 6e®] Bedm NBD)
eIMOD GO, L3TERBE [ BEBHD g8 @OB.



Class B
In class B addresses, the second bit of the 32
bits is fixed as 0 while the first bit is 1.

B 5386d @38B» OE, ¥ 32 & o 9D 1
s508® o0 62D YD 0 6@t Buo 6w6ed.

The first two octets (16 bits) identify the
network, meaning the first two octets are

reserved for network identification.

568 80w ecw (DY 16) eHEG HE ®F, DB
568 80w e HRG HEMETHO BEew) 608
20 &ro.

The last two octets (16 bits) are used for the
host portion, which identifies devices (hosts) on
that network.

D® eHEed c0® (H0D) ®EH) G oD

e0E BE®) gD gZ0D 6cm (DY 16) Do
6.

This addressing scheme provides a moderate
number of networks while allowing a moderate
number of hosts within each network, making it

suitable for medium sized organizations.

600 BB» YOG OGS OB eHE &GS @R
6e® good, D I HEG DG BDB3O Hdw
D@D 5EED D) SO0 @) @,
DB 60n O G@EEE DB e
BENS ety ©8.

Every classful IPv4 address that starts with 10 as

the first two bits, belongs to class B.
568 DY e 10 B POB® O €520 55 8D
IPv4 B8®0s® B esx3800 o 68.

When the first bitis 1, it includes half of the total
IPv4 addresses which is approximately 2.15
billion.

s5e8 DO > 1 80, DO epes® D®EEs DBE®
2.15 &» @O IPv4 3BxORBS s e 6D.

Since all B, C, D, and E classes have to share
these 2.15 billion addresses, it again has to be
divided.

8Bre® B, C, D, 5% E 65558 c®® dBn® 2.15 38»
6 ® ) RedS, Do ®edD 6REG (M.

Therefore, the second bit is fixed as 0 such that
the remaining set of IP addresses can be
divided into two equal parts.

DB, 9B IP B3B» e ©6@® 6O
O 6RER ®IS OE 6cd® VYD 0 6Ee BoD
DO%) @IeR.

Class B owns one of those two parts which
contains  approximately one billion IP
addresses.

IP 38®» epesesden Dmensd DBn® 16 @8 eo®
DB O 6c6% DX B 5580 e5tp 8.
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After fixing the first two bits as 10, there are 14
remaining bits for the network part. Therefore,
the number of unique combinations that 14 bits

can form will be the number of class B networks.
s5e8 D 6cm 10 6@ 68 G 68 HE 6O
Bew e8d B 14 &g, dRDS, ¥ 14 @O

&52E BT FHDDB 5060335 @IS B s55B6d eHE
®EN® DY) &go.

After reserving 16 bits for the network part, we
are left with another 16 remaining bits out of

32, for the host part.

eHE 60 sem DY 165 60 BOe®s 5630,
o 60 BEX) 325 DO @88 DY 16 eesd
9B 8.

So, the number of unique combinations that 16
bits can form will be the maximum number of

IP addresses in a class B network.
DD, DY 16 DO 328D WD FHNDB €306CISH

®#» B s55856@3 Henm csd® IP 38» ognm
Oy &g.

The total number of IP addresses that can be
assigned to hosts in a class B network is less
than that maximum number of IP addresses by
two.

B 55586 eH@im hdwmnsiO estdde ool §o IP

BB® ofmn DO codd IP ZB®» ®EHnd BN
CemBs f)e.

Network part (16bits) Host part (16bits)

AL : Al
& N N

\1|o|x|x|x|x1x|x\|sbn\§ [ovit | [ abit

Fixed

Network range IP range per network

00000000 00000000 (0.0)

1 0 000000 00000000 (128.0)
3 (0)

111111 11111111 (255.255)
(65535)

1 0 111111 11111111 (191.255)

The remaining 2.15 billion IP addresses are now divided into
two equal parts, and class B owns one of those two.

10 1 billion

Class B
0 Class A 1

11

1 billion



The maximum number of Class B networks
cd® B 538560 Hp @nm
= 2% = 16,384

The maximum no. of IP addresses in a class B
network

B 55586d ehanm &8 cd® IP 88» @énsm
= 2" =65,536

The maximum no. of possible hosts in a class B
network

B s5586d eHpnm e5cdS6 ol ced® hdw
(OYoul))

- 216 -2

= 65,536-2

= 65,534

The total no. of class B IP addresses
B 53860 s08» @ IP 382 ®#n®
= 16,384 x 65,536 or 230 (32-2)

= 1,073,741,824

= Approximately 1 billion

NOTE:

Private Class B Range (172.16.0.0)

The range from 172.16.0.0 to 172.31.255.255 is
reserved for private use, containing 1,048,576 IP

addresses.
172.16.0.0 80 172.31.255.255 ¢&m0) 50X

85E®Bm DG BEem 608 O g, D8 IP 38»
1,048,576 gfo® 8.

These addresses are typically used within
private networks and cannot be routed on the

public internet.
600 BB® I@DBGHES HEDBD® HE DG BHDM
O® g0 698 FBDVLNEBO 6NE Bk 6IIWT.

Link-Local Address (169.254.0.0)

This range is reserved for link-local addressing,
used when a device cannot obtain an IP address
via DHCP.

6®® 5OIEG BBRBD-B3NBG BB® EeHm) 6D
@6 gy, ¢eNo®wnmO DHCP oden IP 38xacs
@) ®® 6mHS DO N 68.

This range contains 65,536 addresses and is
used only within a local segment, not for
communication over the internet.

6®® 5Meec B@B® 65,536 5 Gllo® O md

FBDBENEG HOH BBBEBCHG BEH) 6o0D,
BNBEG FomEES DG 5OHND D) 68
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Class C
In class C addresses, the third bit of the 32 bits
is fixed as 0 while both the first two bits are 1.

C 558560 38» OEE, B 32 & 5@ D] 6cwd 1
6L BO8® gl RSO® VD 0 eEe BoD
6603.

The first three octets (24 bits) identify the
network, meaning the first three octets are

reserved for network identification.

568 ad0n ®» (B 24) HEG DD ®F, DO
568 gB0D B HEG HEDWBO® Bem) 608
20 gro.

The last octet (8 bits) is used for the host
portion, which identifies devices (hosts) on that

network.
DB HEEHS co®m (Hom) ®EH @) oD
608 e gD gE0D®G (DY 8) 9HDe) 68.

This makes the number of networks huge and

number of devices per network smaller.
605 OGBS HE oD e OB oo O
eNEGDO gt E830® €300 EN DOE.

Every classful IPv4 address that starts with 110

as the first three bits, belongs to class C.
568 DY 2 110 85 POBw O 5z@ 55 5D
IPv4 B838»0s® C 8800 ens 68.

When the first two bits are fixed as 11, it
includes half of the 2.1 billion addresses which

is approximately 1 billion.
s5e8 DO D 1 6t &8 wg 5O, DGO aessien

D®erns dBo® 1 &» dBe® 2.1 IPv4 382038
e e 0.

Since all C, D, and E classes have to share these
1billion addresses, it again has to be divided.

8Br@® C, D, &5 E 538 c®® dBn® 1 38
6Re) ®D O VedS, DB edD 6RED ®.

Therefore, the third bit is fixed as 0 such that the
remaining set of IP addresses can be divided
into two equal parts.

DB, 950 IP BB neme ©@® 6O
6O 6REXB ®IS BBE 6cdxm BYD 0 6L Brm
DOH EIeR.

Class C owns one of those two parts which
contains approximately half of a billion IP
addresses.

IP B38®» DBEHGEES G @8 eflo® DO 6w
6cem® D C 558 emes.



Network part (24bits) © Host part (8bits)
=y :

7 N i

D[] (] o] - (aon]

|7

Fixed Network range g per
network

1 1 0 00000 00000000 00000000 (192.0.0) 00000000 (0)

1 1 0 11111 11111111 11111111 (223.255.255) | 11111111 (255)

The remaining 1 billion IP addresses
are now divided into two equal
parts, and class C owns one of those
two.

Class B

0 Class A

111 0.5 billion

0.5 billion

After fixing the first three bits as 110, there are 21
remaining bits for the network part. Therefore, the
number of unique combinations that 21 bits can

form will be the number of class C networks.
568 D 2 110 6@ 630 DG 563 HE 6O BEH)
@80 D 21 gr. VDS, DY 21 @O 5285 e

GOBB 30635 ®E® C s856d HE ®HM® Oy
&,

After reserving 24 bits for the network part, we are
left with 8 remaining bits out of 32, for the host

part.
eHE 60 e DY 245 608 BB 530, NOW
60 BE®) 328 5O 950 Y 8 &esd 980 6D.

So, the number of unique combinations that 8 bits
can form will be the maximum number of IP
addresses in a class C network.

DB, DY 8 DO 328D BT FOBB 3063
®#» C 85585608 eHeom cesd® IP 38» egn® B
&g,

The total number of IP addresses that can be
assigned to hosts in a class C network is less than
that maximum number of IP addresses by two.

C 6886d8 eHERGD HODES0 &tdde ®is §d IP
B8® ®én® OB esd® IP B3B» @&nmd &) ecwde
eg)cs.
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The maximum number of Class C networks
c0® C es886d He ®Ewm
= 221 = 2,097,152

The maximum no. of IP addresses in a class C
network

C 55863 eHenm g8 csd® IP 38» @wénem
= 28=256

The maximum no. of possible hosts in a class C
network

C 5860 eHR0m 5tdSG ®el cesd® hdw
@D

= 28-2
= 256-2
= 254

The total no. of class C IP addresses
C 538603 085 @D IP 38 ®#n®
= 2,097,152 x 256 or 22° (32-3)

= 536,870,912

= Approximately 530 million

Note:
There are some reserved Class C networks that

we don't use for public internet traffic
6eE FRIVNR ®OMIOOBDEGE e DD

emmo® 608 @O a8 Class C eHp S8scs
Sl

Private IP addresses
192.168.0.0 - 192.168.255.255
These are reserved for private network use (Ex.

home LANSs) and are not routed on the internet.
6@ EORD HE BEem 608 WO &g (Ee).

@ LANS) &% gsiobehan ®0m) ®@s
[ECcmIcioN

Reserved for special purposes

192.0.0.0

Reserved by IANA for special use.

Bexe B e IANA B8 605 b gum.

192.88.99.0
Reserved for IPv6-to-1Pv4 relay use.
IPv6-to-IPv4 6@ nBme t5e®) 605 O auo.

192.0.2.0, 198.51.100.0, and 203.0.113.0
Reserved for documentation and example use
(TEST-NET).

6RO BO® ©5® WO DD BEE) 608
@06 goo» (TEST-NET).



Class D

In class D addresses, the fourth bit of the 32 bits is
fixed as O while all the first three bits are 1.

D s5386d B88» DEE, ¥ 32 & 568 DY »d 1

6 O8® ede ®wHOd® DD 0 6E HnD
663.

When the first three bits are fixed as 111, it
includes half of the 1 billion addresses which is

approximately 500 million.
58 D0 D 1 e 68 wg 8O, DD ™

D®er® BBn® 500 d» dBo® 1o 3BHOBZS e
HTED 68.

Since there is only one class left, which is class E,
these two classes can equally share these 500
million addresses.

80D erders E o880 O O osuS0E @
DB, 60® ©B ecwd 6®® BZo® 500 BB®
BEHBD 6RE) ®D BTHE.

Therefore, the fourth bit is fixed as 0 such that
those 500 million addresses can be divided into

two equal parts.

DOKE), DO BB» BB 500 5@ 6O 6O
GRE® S D» BVE »OO® DD 0 e Bo®
DOX QTed.

Class D owns one of those two parts which
contains approximately 250 million IP addresses.
IP B38» 88w» 2505 @%n gfor d® el
626 D D 58386 .

Fixedﬁ1 | 1 |1 0
A A A

11 1

x|x|x|X| ‘Bbill ‘Sbit‘ ‘Bbit‘

0 0000 00000000 00000000 00000000 (224.0.0.0)

1 1 1 0 TTMT1TTT11111 11111111 11111111 (239.255.255.255)

Class D addresses are needed for multicast
communication. They allow one sender to send
data to a group of selected devices at the same
time, instead of sending separate copies to each
device.

REediesn wsBedeme vem) Class D 88w gdms
8. DABS O DD £e0®EB 6D 60D 60N B0
6D 6070, DO HOLBENODE 6NIN®S Eeo®
B®EDO e ©deD O ©Bedemenmd 9
Qe38.
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Class E
In class E addresses, the fourth bit of the 32 bits is
fixed as 1 while all the first three bits are also 1.

E o5386d 38» Or8, @9 32 & 58 9 o ¢ 1
6@ SO8® gedE ®HOO® DD ¢ 1 6Et B
6w603.

When the fourth bit is fixed as 1, class E includes
the rest 250 million addresses

®D0D® YD 1 6@es 68 wg B0, E 53860 980
BBw® 250 BB® gres 6O

Class B

1

%,
? 250 million
1m

LLLL

250 million

Fixed|j1|1’1‘1‘x‘x|x’x‘ ‘Bbii‘ ‘Bbil‘ ‘Bbit‘

1 1 1 1 000000000000 00000000 00000000 (240.0.0.0)

1 1 1 1 111111111111 11111111 11111111 (255.255.255.255)

Class E addresses are reserved for
experimental and research purposes. They are
not used for normal device addressing in
networks.

Class E 88 estedessn 5w sbisgmsiem
abé@en sem) 608 O qrm. T HE G
EDBIBDS Ee300® BBDWOLNEG BEH) B
6)6w63.



Summary - Network Part & Host Part of each class

Class A Network Host Host Host

Class B Network Network Host Host

Class C Network Network Network Host
Note:
Unlike Classes A, B, and C, Class D and Class E addresses are not allocated using network and host
divisions.

A, B &5 C 588 6@ 6209, D 5o E 5538 B88®, eHE 6 Hom 6Ol eH8mens 688 6:516wed.

How 4.3 billion addresses are distributed among 5 classes
888 5 god IP 38» dBo® 4.3 5 68 oo eHmIOE

Class A
Class B

Class C

4.3 Billion

Class D

Class E

Class of an IP address by looking at the first octet
88 gddnn ece ReBeds IP BBxeE o O 386 BEe @oSe®

~~— 0 0000000 0
Class A
~—_~ 0 1111111 127
+128
| A - 127
<~ 1 0 000000 128 Class 0
Class B Class B 128 - 192
~_~1 0 111111 191
‘6 ClassC 192 - 223
ClassD 224 - 239
N
11 0 00000 192
Class C Class E 240 - 255
=11 0 11111 223
+32
<7111 0 0000 224
Class D
~—~= 111 0 1111 239
+16
1010110000 240
Class E
S~~~ 111 1 1111 255
191

ictfromabc.com



Default mask
088 POOENG

A default mask consists of binary 1s and Os
where the 1s represent the network portion,
and the Os represent the host portion of the IP

address.
EeeHR DO 086 1 e 0 OFS PRI
8. 1 ¥ eHE emdes Hewismnn oD agmd 0

) IP 838®»ed how 6Ot Sewiesmn wod.

A default mask is used to identify which
network an IP address belongs to in internet
routing, helping routers determine the network
portion of the address.

FRBOVNHR ®OMHONGEE P ZB®e eSS
D5} @®® eHEGOE GB® ®HEXD ®HO0 BB
PDOHEE D) OB, DB GROGDERD BB®eXE
eHE 60 Bosnn BBOD comd 68.

Ex.

When a data packet with a random IP address
arrives at a router, it performs the Bitwise AND
operation between that IP address and its
default mask to find the network that it belongs
to.

g8 IP BB»cs o8 o &rddn
60OEO 5@ 8O, B OO IP BB»G e DB

©00n mOOHME gd B axendm» AND
6®e®mE® &8e O DB GrS DB EHEG 6D BS.

The result of this operation will be the network
address of the network that the data packet

belongs to.
c®® 6®e®»Eed® 8Os Oyl e &rwdNd
&ns D HEGE HE BB®EE.

Using this network address, the data packet is
sent to the router which is connected to that

destined network.

6®® HER BBBG ©HDM OB D 5twdHd DO
BeBo HEED 6BRSH @O & 6O0n 60D
08 QIeR.

Default masks of classes
88580@ 08D epdidn

A - 11111111 00000000 00000000 00000000
255.0.0.0

B- 11111111 11111111 00000000 00000000
255.255.0.0

C- 11111111 11111111 11111111 00000000
255.255.255.0
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Example 01

192.168.16.32 — Class C

Default mask of class C — 255.255.255.0

11000000 10101000 00010000 00100000 «—— Given IP
11111111 11111111 11111111 00000000 «<—— Default Mask

11000000 10101000 00010000 00000000

Network address = 192.168.16.0
Broadcasting address = 192.168.16.255

254

Usable minimum IP = 192.168.16.1
devices

Usable maximum IP = 192.168.16.254
Example 02
172.16.4.9 — Class B

Default mask of class B — 255.255.0.0

10101100 00010000 00000100 00001001 <—— Given IP
11111111 11111111 00000000 00000000 «—— Default Mask

10101100 00010000 00000000 00000000

Network address = 172.16.0.0
Broadcasting address = 172.16.255.255

Usable minimum IP = 172.16.0.1 65,534
Usable maximum IP = 172.16.255.254 | devices

Example 03
10.1.5.7 — Class A

Default mask of class A — 255.0.0.0

00001010 00000001 00000101 00000111 <—— Given IP
11111111 00000000 00000000 00000000 «— Default Mask

00001010 00000000 00000000 00000000

Network address = 10.0.0.0
Broadcasting address = 10.255.255.255

Usable minimum IP = 10.0.0.1 16,777,214
Usable maximum IP = 10.255.255.254 | devices



Classless IP addressing
888 68> IP 382006

Classless IP addressing, also known as Classless
Inter-Domain Routing (CIDR) allows more
flexible allocation of IP addresses compared to
classful addressing.

Classless  Inter-Domain  Routing  e@tg
®oEeDD BB O8> IP 3B BB 838 68D

BB®OED 635530 |IP 38» NS H»O5BB 6@
6Re) kD @) 3REE.

The problem with classful IP addressing
o358 98 IP 38088 sO8» @r0gd

Before CIDR, IP addresses were divided into
fixed classes (A, B, C) with fixed-size default
masks (/8, /16, /24). This was rigid.

CIDR »nesen 800 60, IP @38®»0s &S0
63088 epdogn (/8, /16, /24) &8> NG

58500 (A, B, O) eRe) S5RQ#N. 6®n 9 &l
(25BB 6a0®) P®dens DG.

A Class A network gave 16 million+ host
addresses, a Class C gave only 254, nothing in
between.

A 5358563 HeHSS oD B8» BBx® 16 O
) @@ X gm0, C s3BHHS @R £6x BB
254 5 508, 8§ gnd®ie BB SRS wr.

An organization needing, say, 1,000 addresses
had to take a whole Class B (65,000+ addresses)
and waste the rest, or use multiple Class Cs and
waste routing table space.

COBOMBE 6@, B8®» 1,000 & gdws §
230D®EDO ©Btben B 58w® (Class B -
B8® 65,000+) e@em®m 9BV®G g6 ®dBO e

B, Beemsd C 5358 BBesns D 06 O80T
DRed @bt &6 ®dAO &g 8.

This led to massive IP address wastage and
rapid depletion of the available IPv4 address
space, since address blocks couldn't be sized to
actual need.

B8» 6O 3tz GOGIDORD XD HBIL®D
BBBO em®td §) Dds, 6083 e d®en IP
BB® geses @ e sO8® IPv4 @38® edmmc
Beerns Den O N Be do.
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Why Classless IP addressing is used
588 68> IP 88»20#m6 8o SHOD ey

Slow down the exhaustion of IPv4 address
space by allocating only as many addresses as

a network actually needs.
HEEDO ©rRD® gdms O BB® G®EG

508D 6D%DO 88 @8BS IPv4 3B®n 4dm®me
8o O 3@ »ée BHO.

Reduce the size of global routing tables
through route summarization/aggregation.
Multiple smaller networks can be advertised as
a single combined route (e.g. several /24s
summarized into one /21), instead of the
internet's routers needing to track each one

separately.

OV® ENNBDOIB/ Dy BOHO® BB 6@IJG
080 O® D@ @G o) BVO. sSoteHEEd
080G DD O B eHEB 60 6DHB BBeSBencs
B0 gdms B® 6DXDD, WEN HE BHSGD
D® TR0 AVD®EES 6@ ENOG DG D
(Ee)mdsnns 6@, /24 &Hr BBsns Dw® /21
eHEEGE 6QE Mo BBO).

Give ISPs and organizations flexibility to
allocate address blocks that match real-world

demand rather than forcing a class-based fit.

B8 B BeH® § ©reBdnmd D VO 6RO,
otz 6@iwed 98e®0 orees® ©OHE BB®
60 OxmO 80 gSobehe e

£365058320S0 (ISPs) €569 £308HHOR@DO
2O5BBOGD @) EO.

No fixed classes

BNOG BB 6@

IP addresses are assigned based on network
size.

eHE BBIG B 6B IP 3B® 300K @reld.

Flexible network masks

2058 cHe gddHn

Network administrators can use default masks
of any length (Ex. /12, /20, /27) to suit the

specific needs of the network.
HE 50sHEDBRO &HEEE BEDD G GIDRD
b &HE Bwz® 8uds (ce). /12,) /20, /27)
©B0D DO DD WG BTD.

Efficient IP allocation
DWe5se IP 658D
Networks can be tailored to fit the exact
number of hosts, reducing IP address wastage.

IP B38» o&88c @ OB, BOOE hdw
£30R500 @D SOHE eHE e WS BTD.



CIDR notation
(Classless Inter-Domain Routing)

CIDR notation is a compact way to represent an
IP address along with its associated network
prefix or default mask.

CIDR egom®es & e&HE coebhon 653 oddm

DOE 6®® IP BB»oE Becismec SBOO
D OB 30D POGE.

It consists of the IP address followed by a slash
(/) and a number that represents the number of
bits used for the block part of the address.

B IP B3B»ens e5e3® slash (/) Do e BBwed
R 6O Bem wBm 0 B ®HH®
Benismnn mO® gomnDs o@xdD 68.

IP block
IP e#38cs

IP block refers to the network part and cannot

be changed.
IBVEG (3% EHE 6L BERE BITERDG Wl e
D 6O DG GBT.

The number after the slash (Ex. /26) indicates

how many bits are reserved for the block.
B8 (ce). /26) DD o5ty oS ILIEIG SEH)
e DY H@GE 605 O Seke GB®
ewmdt.

The remaining bits represent the host part.
980 DY Nom e Bewriesmn DOB.

Network Mask
&HE P OB

A network mask identifies which part of an IP
address represents the network and which part
represents the host.

HE eOOmMED OKs IP 3Bocm O0®
GMOBDS eHEG Hozessnn OSSR 5 OD
eIMOEBDS oW BOzesENB DOBGSE, (3555 BHEI)
®8.

In CIDR, the network mask is written using a
slash (/) followed by the number of network
bits.

CIDR p®edcede, ehe pddsns Boy @RSes

& 9O (/) &5t @& 5630 eHE DY ®HN® BEWS
BBe®S.
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Example 01
192.168.10.45/27

Network mask — 255.255.255.224

11000000 10101000 00001010 00101101 <—— Given IP
11111111 11111111 11111111 11100000 <—— Network Mask

11000000 10101000 00001010 00100000

Network address = 192.168.10.32
Broadcasting address = 192.168.10.63

Usable minimum IP = 192.168.10.33 | 30
Usable maximum IP = 192.168.10.62 | devices

Example 02
172.20.150.200/20

Network mask — 255.255.255.224

10101100 00010100 10010110 11001000 <—— Given IP
11111111 11111111 11110000 00000000 «—— Network Mask

10101100 00010100 10010000 00000000

Network address = 172.20.144.0
Broadcasting address = 172.20.159.255

4094

Usable minimum IP = 172.20.144.1
devices

Usable maximum IP = 172.20.159.254
Example 03
10.100.200.150/13

Network mask — 255.248.0.0

00001010 01100100 11001000 10010110 <—— Given IP
11111111 11111000 00000000 00000000 «—— Network Mask

00001010 01100000 00000000 00000000

Network address = 10.96.0.0
Broadcasting address = 10.103.255.255

524,286
devices

Usable minimum IP = 10.96.0.1
Usable minimum IP = 10.103.255.254



Subnetting
EBSHERDOMB

Subnetting is the process of dividing a larger
network into smaller, more manageable
subnetworks.

CSeHEDOMBG B DR HEGD wE), O
DEOMIDOMG DG WS CoeHr D@D 6DEGD
SedB:EB.

Why subnetting is used
£O5HRDOMD NODEB

Efficient IP address utilization

Wes® IP 38» o

Avoids wasting large blocks of addresses on
small networks.

2D HE seH) Done B3B» 0D gses @
DEOB.

Simplifies network management

HER DEPIDOME 0@ DO
Departments/locations can be assigned their
own subnet.

6B /5N e 00 medeHim §
BN 5tDDGB BTD.

Reduces broadcast traffic

SN0 o) BODEBDG &f) OB

Smaller broadcast domains mean less network
congestion.

2D 3D0EN Bes® BB eHE DeRen &f) 68.

Improves network performance

&HE §oomdssor B8 Exgy o8

Isolates traffic within logical segments.
DHHME 6O DG CBD ®BMBODE DS
OB,

Enhances security

oD WG 2odB

Traffic between subnets can be controlled via
routers/ACLs/firewalls.

E3eHER 0 ®BM®BNEG 6ROG/ACL/ 8838 bt
BO®) BNEDG DG WD.

Supports hierarchical addressing
QOB BBDDOMEG M) BB6 SO
Enables structured, scalable network design

(used heavily in routing summarization).
OFHOD, fslelodoNe) DE BT
£50@EBDDOSNEDO 9b) &3
£IN0BDOIGEE DNED ©HD) 68).

2
(@B®
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Advantages / &8

e Reduces broadcast domain size
0% Bes® @G &f) BO®

e Better security via segmentation
RemE BB AN e oS
e30@E®

e Efficient IP address use
VeSO 1P @38 9 e

e Easier fault isolation/troubleshooting
6e)® 65O e WiS®/6cis B
ey 58

e Enables route summarization
AB® 3000BDOSNEO 98) 3t

e Supports org/departmental separation
PEDED /656G 6DBBLS tse®)
WO GRIC)

Disadvantages / g8
e Adds design/config complexity
@0 BH6® 3oSHENDOE ) OO

e Needs careful planning (waste risk)
960®® WO EEPDDOMGS dmws DO
(ep056%5 3068 #DHDB®)

e More admin overhead
B sdenE® BBOTGD 5tOSO

(routes, DHCP, ACLs)

e Misconfiguration risk
6 Bamen Hed® #DeIn®

(bad masks = outages)
(D08 epddgn = DedeOd)

e More routing overhead
B8 VB0 BdDHE eSO

e Cross-subnet troubleshooting harder
EB5HE g0 6838 BODOHNEG BENS geswey D@

Subnet mask
EBHE HOOHEB

A subnet mask is used to identify which
subnetwork an IP address belongs to among
multiple subnets within the same network.

D® eHEG DG S coehHe gods 1P B8mns
#ED OKes OB CeeHERGBOEIB ®EH @ISO
CBHE pDOSGE D) O,

Subnet mask also consists with binary 1s and Os
where the 1s represent all the network and
subnet bits (host bits used to create subnets)
and Os represent the host bits.

coehE gdognee ED86 1 5w 0 DS &@xDm
D god DBE 1 T0) OB Bre® eHE 5% C5eNHE
9 (cseHo Bveens SHOO O OB HoD
Q) e 0 T BB o BY Bewismns DOGB.



When that previous data packet with the
random [P address arrives at the network it
belongs to, the router performs bitwise AND
operation between the IP address and the
corresponding subnet mask to identify the
exact subnetwork within the network that this
data packet should be routed to.

o8 IP @380 658D 6650 e stwdid® Do
86 HEEO &5tdg B0, D AVEED G G
HEG DG S BEOD CSHRG HED) OTHO

sem) 000G IP B38»c ew DB BBHGEO o

CoeHE MOOE gmd 9 axendm AND
6®emE®n e wOa.

The result will be network address of the subnet

to which the data packet belongs.
D8 o8den dxed e &twdd ges O
£85eHQeE &HE BBHERA.

How a subnet mask is made
E6eHE POOHEED Eecd PO

A subnet mask is built by dividing the 32 bits of
an IPv4 address into three parts, network bits,
subnet bits and host bits.

IPv4 388 @ &8 9 32 &5818nc eHEe D9, Ce5eHE
9 39 N DY 6@ 6N DO 6REG®S
E85eHQ PDOHIEE 6EDDME) @QT6R.

Network bits — always set to 1

eHEe 9 — @808 1 et e

These come from the original class-based mask,
like the first 24 bits in a /24.

6@ /24 » @3 ¥ 24 60, YT oS ©BD
PDOHIGES @R ®TeS.

Subnet bits — also set to 1
coHE D — 680 1 eEs owed
These are borrowed from the host portion to

create additional subnets.
Bebwm cothHe ©EB® e
606 98@) B QIeR.

6®) o™

Host bits — setto 0
o B — 0 6Es BB
Whatever bits are left over, used to number

individual devices.
950 B Bz® DY BBHHEE, DB E8)0® EForDNED
B8 esem) O DOEB.

ictfromabc.com

196

Example / co)®bgne

Take 255.255.255.0/24 and borrow 2 bits to
make subnets.

255.255.255.0/24 em®» ceoehHp 280 em D9
2 @) ®S.

11111111.11111111.11111111.11000000

The first 24 bits are network bits (always 1)
568 B9 24 HE ¥ 68 (e3c®D08 1)

The next 2 bits are subnet bits (turned into 1 to
create subnets)

Be® B9 2 ceseHr D 60 (CesehHe 63280 em) 1
RO 55 WO D)

The last 6 bits are host bits (left as 0 to number

devices)
&0 DY 6 N0 DY 68 (E250® o BHD
eeH) 0 6@ @80 @O &)

Converting the last octet gives 192, so the mask

is 255.255.255.192
g0 g80mB sOOHDME BHEBS 192 @red®m
R}, OB 255.255.255.192 8.

Classful and Classless addressing
558 6580 5o 8558 OB BBHDODE

Subnetting can be divided into two main types:

Subnetting in classful and classless addressing.
EB5HE e BV® ecomWD 6RED HRG: 5B
5D 65 5B OB FBBOQ ¢5LHRDOSNEG.

Classful addressing follows predefined [P
address classes (A, B, C, etc) with fixed
boundaries for the network and host portions

based on the class.
858 08D [IBHOME BBEG O send B
B8MDG BB 6P® eHE B oD 620 tem)

0D Bxoo IP 38B» &858 (A, B, C) e8n)
FR®ODB DOB.

Classless addressing  (CIDR) ignores
traditional class boundaries and allows flexible
division of the network (called block) and host
portions using CIDR (Classless Inter Domain
Routing) notation.

888 68> (CIDR) B8»mdb#nc 685e)Bm 5558

805 e ®d® gmd CIDR (5838 68
gD OB VOB SO®) oD NDDEHES
NG &5 0D 6O HOIBR 6@ 6REDD 9f)
€3@e383.



Note:
When creating subnets, the network part must

remain fixed, its bits cannot be changed.
e BH@gnn BOeBE, eHE @D BNOOD
&8 e, O8 DY 60N G 6MWTD.

The bits of the host portion is used to define the

subnets.
Ee5eN@ O ermd®D dw emDen® DY BB
@8.

Fixed length vs Variable length subnets
SND6 Ew om BO@s E® coehe

1. Classful FLSM
(Fixed-Length Subnet Mask)
All subnets have the same size and the same

subnet mask, resulting in equal-sized subnets.
Boe® coeHe DD d® P ©® Dw®
EeeNE ddsn g, D8 BOEGE 6@ B8
5®#ned ce5eHE @TeR.

2. Classless FLSM
Subnets don't adhere to class boundaries but still

use a uniform subnet mask across all subnets.
EBHER BB BENOSO Gu®D 600D S OO
BoE® coeHE ®O0®) TFmd oeHE e OGS
0O OE.

3. Classless VLSM

Subnets without class boundaries can have
different sizes, using variable-length subnet masks
for more efficient IP address allocation.

55 BB 6mBS ¢e3eHRDED DDV Hu@I1n gD,
IP 88» O8NS HEEe®d 603 HHRD BOEs-E®
Ee5eHR eIDOEN D) OB,

Note:

Classful VLSM doesn't exist because classful
protocols use one fixed mask per network and
can't carry varying subnet mask info between

routers.

808 05D BEEOB BB D HEEE ©BEe®) D
B0DO ePBOOHEE 3BINS NDD) WO DD 30
600 gmd BB EeseHR EDOE 6MOROT Cle®D

B0 IS DD 508 5% VLSM 685D,

Subnetting in classful IP addressing
5358 8o IP 88x2dgned csehHeDdsne

1. Fixed-Length Subnet mask (FLSM)

In FLSM, all subnets within a network use the same
subnet mask.

FLSM 88, eHpos 26 o4t 80® cosehHe D@
£85e9H@ eDOENGE B WOE.
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This results in subnets of equal size, meaning each
subnet can accommodate the same number of

hosts.

608 BOEGE 6@ BEI® EMEE Ce5eNE @IeR,
DB eemed DPes 6528 ce5eNEGO® dw® HdwD
305000 98) 35c@EBEB ®E VOB,

Advantages / 8

Simple to Understand and Implement
e0t® B0 3 FOn BHOO b 5O

Since every subnet uses the same mask,
calculations are straightforward, good for

beginners and quick manual configuration.

820 EeeHEnn® Dm® DOHMEE DD DOD
DS, @EHE BO® 0@ 68, 6®6 OBHDBSO
&0 RS el Bome SOOO ey 8.

Easy to Manage / ®g®xm»dgne S580 s®eg 88
Uniform subnet sizes make network
documentation, troubleshooting, and

administration simpler.
Fod coehHhe &@Enns ¢He 6CRDeD S0,
6e)m BOOENE 5% BeE™B O8NS 80 DOEB.

Faster Design Process / eB®0& e32068 §:086
No need to calculate different subnet sizes for
different departments/segments, one formula fits
all.

D) eeentmedSH 63 6Ol se®) BB ceHE

O®INES BB BHOO Ed®s 68060, DB 3B
€000 ®TReE.

Disadvantages / ¢&n8

Wastage of IP Addresses / IP 88» goesl @
If one subnet needs only 10 hosts but the fixed
subnet size allows 62 or 254, the remaining

addresses go unused.

D ce5eNEemO gdns D56 BmGmees 10 o
0D e NG ¢eseHE @G BB 62 5 6m]
254 ¥ sEeH) 9b) @R) 6cHes B, 98 BB»
NODBO 6em® 98D 68.

Inefficient for Networks with Varying Host

Requirements
500 oDt gdes)
gbrse® 5@

Real-world networks rarely have equal-sized
segments (e.g., a WAN link needing 2 IPs vs. a LAN
needing 100), but FLSM forces one-size-fits-all
subnetting.

oz e@imed ©Hr B DAROBS ©&®

5®€06d 6L B8 (cemdencs e@es, WAN
&REEDO IP 38» 2 & ¢dmes d» gnd LAN

D0 100 5 gdms 68), demwss FLSM @&
000 D@ EIENEE 5HEDOMED DE DOB.

o8 ©He 6K



Classful IP Addressing 1 address is used as the network address

538 8D c5HEDOFMNE B8® 15 HE BB®H6 6@ B 68.
1 address is used as the broadcast address
Question 01 - Fixed Length Subnet Masking BB® 1 5 Do BB 6@ I8 68.
(FLSM)
128-2=126

Suppose you are given the IP address

192.168.20.0 and need to divide the network Network part Host part

into 2 subnets, labeled Subnet A and Subnet B, £

with an equal number of hosts. 2 r A
®0 192.168.20.0 c» IP 3Bxx @) & &8
g0, 600 HEG ©BH® DO  SODO®SD
€05 D Ce5eHE 2 WO, DB ceseHE A €5
coeHe B e eRBn @ @il cowmde®e
205D Subnet bit

192.168.20 | |x

T <— 07 bits —>

Since the given IP address belongs to Class C,
the first three octets are used for the network 0
part, and the last octet is used for the host part.

e & g8 IP 88wc Class C ®#ed ges O Subnet
DS, DB QP 80D D eHE 6O BEM) &, A
&De® FBODE 3VIOD 620 EE) & $IDeN)

8. (128)

So, in 192.168.20.0:
Network part = 192.168.20
Host part = last octet

Let us calculate the number of subnet bits Subnet A
required. Network address = 192.168.20.0
FOGBS Ce5eHR DY ®E® ®EINDEGE DOY): Broadcast address = 192.168.20.127

Usable IP range = 192.168.20.1 -192.168.20.126
25ubnetbits— Number of subnets
2650 29 = ~esehm GEID

QSubnet bits > Subnet B
25ubnet bits -1 Network address = 192.168.20.128
Broadcast address = 192.168.20.255
Subnet bits = 1 Usable IP range =192.168.20.129 -192.168.20.254
To create 2 subnets, we borrow 1 bit from the
host part. Maximum IP addresses of each subnet
coeHE 2 © SHEngns SOO® em), oo DES O D covehHped csd® IP 88
O 6m06ES DY 1 60 ®x @RE.
=27=128
When we take 1 bit from the host part, only 7 Maximum usable hosts
bits remain for host addresses. O DG Wi ¢e5O® HSDMOD ®ED
oo endeny B 1 & @) o B0,
SO BB® e 980 Oxes DY 7 & OH. =27-2-126
27=128

Subnet Mask / cseHhe ep®O#ncs

) = 255.255.255.128
So, each subnet contains 128 IP addresses.

However, in each subnet:

DD, S O ceseHEs R IP 38» 128 Qoe&es
&fo®) 68.66t5 6OMS, t5E® CeeHRHBD®:

_ 198
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Question 02 - Fixed Length Subnet Mask
(FLSM)

Suppose you are given the I[P address
192.168.10.0 and need to divide the network
into four subnets, labeled A, B, C, and D, with an
equal number of hosts.

®R0O 192.168.10.0 i IP 38»6 @) & o8 DS

D® Heo A, B, C &% D eeBs @ om
€05 BB Ee5eNE ®»DOWO 6RED () VDS
Bos®.

Since the given IP address belongs to Class C,
the first three octets are used for the network
part and the last octet is used for the host part.

8 28 IP @3B C es8B60 ans Do RedsS, o
B30 » 6® GgOEN® gE0DEG B8ORS &He
O 3 oD 6N BEX) DD 68.

Let us calculate the number of subnet bits

required.
FOBS CeeHR DY GEN® ®IDEG WOY):

25ubnetbits — Nymber of subnets
20000 89 = ~eseHm) HEID

ZSubnet bits / ceehe @9 — 4
ZSubnet bits / cesehe B9 — 22

Subnet bits / gesehHe dQ = 2

To achieve this, we can use the first two bits of
the host part as the subnet bits and assign the
values 00, 01, 10, and 11, thereby dividing the
network into four equal subnets.

Do B SBO sem), g0 o 606eE Bed
9 eew cosehHE DY 6 em ) 00, 01, 10 &5®
11 6@t BrD @6 600 HEG 5@ 5@ 5t
BHDODO 6REG BTDE.

When we take 2 bits from the host part, only 6

bits remain for the host addresses.
&es D8 oW emndees DY 2 © @) G SO
oD BB esem D 6 = 950 68.

Maximum IP addresses per subnet
£3eHRGO BG o cesd® IP 38 @&
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: 5
\2 yr R
192.168.10 : |X|*
E <— 06 bits —>
Subnet bits
00
Subnet
A
(64)
(64)
Subnet Subnet
D C
11 10
Subnet A
Network address = 192.168.10.0

Broadcast address = 192.168.10.63
Usable IP range =192.168.10.1 - 192.168.10.62

Subnet B

Network address = 192.168.10.64
Broadcast address =192.168.10.127
Usable IP range =192.168.10.65 — 192.168.10.126

Subnet C
Network address
Broadcast address
Usable IP range
=192.168.10.129 — 192.168.10.190

= 192.168.10.128
= 192.168.10.191

Subnet D
Network address
Broadcast address
Usable IP range
=192.168.10.193 — 192.168.10.254

= 192.168.10.192
= 192.168.10.255

Max IP addresses of each subnet
D AW coseheed csdd® IP 88»
=25=64

Maximum usable hosts

O G Wi ¢e5O® HDOD LD
=26-2=62

Subnet Mask

E3HE OB

= 255.255.255.192



Question 03 - Fixed Length Subnet Masking
(FLSM)

Suppose you are given the IP address 172.16.0.0
and need to divide the network into 8 subnets,
labeled A, B, C, D, E, F, G, and H, with an equal
number of hosts.

O 172.16.0.0 c» |IP 3B®x @ & &d god,
6®® eHEB BEI® B0 SDEED oD

88D coeHe 8 @0, 8 A, B,C, D, E, F,Ge® H
6 6RE®D () (il COWABBB WOBD.

Since the given IP address belongs to Class B,
the first two octets are used for the network
part, and the last two octets are used for the
host part.

e & s IP 88»c Class B ®#ncd gesS O
DS, 8 QA B0 6cw HE 6O LBEW &,
e 80w 6cm oD 6O BE®) &
N0 68.

So, in 172.16.0.0:
Network part = 172.16
Host part = 0.0

Let us calculate the number of subnet bits

required.
FOBS CeeHR DY GHN® ®IDEG WOQ):

2subnetbits = Nymber of subnets
2650 20 = ~esehHm GEID

ZSubnet bits / ceehe @9 — 8
25ubnet bits / cesehe B9 — 23

Subnet bits / ¢seHe 9 = 3

To achieve this, we can use the first 3 bits of the
host part as the subnet bits and assign the
values 000, 001, 010, 011, 100, 101, 110, and
111, thereby dividing the network into 8 equal
subnets.

60K B DO @O Em), g0 EREIOD
emOetS @3 B 3 coehe ) e DD e
o g0, ) d» 000, 001, 010, 011, 100,101,
110, &% 111 ®» gues gednm HOO OGS HERG
88 c53eHE 8 O 6REG BTHE.

When we take 3 bits from the host part, only 13

bits remain for host addresses.
oD 606y ) 3 B e o O,
0D B8® e 980 dxjes D] 13 & S5O,
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Network part

Maximum IP addresses per subnet
B cochHenmd @red® cd® IP B88® 6o%0:

213=8192
So, each subnet contains 8192 IP addresses.

DD, O W ce5eHEe e 1P B8 8192 Qe&ed
&flow) 8.

However, in each subnet: / emeed 6o, @
CBHREO:

1 address is used as the network address
B8»®» 1 & He BB»6 6 ®H M
1 address is used as the broadcast address
B8® 15 Smim® BBHG 6@t NED) 68.

ed.

8192-2=8190

Therefore, each subnet can have 8190 usable

host addresses.
DD, D OW e3eHEEB DG NI G BB
50D BB® 8190 o 5O W,

Host part

b i : w
v2t6 R T TTTTTTIT1T]

I 13 bits

Subnet bits
(3 bits)

000

11 001
Subnet Subnet
A B

(8192) (8192)

Subnet
(o
(8192)

Subnet
H

(8192)

110 010

Subnet
D
(8192)
Subnet Subnet
F E
(8192) (8192)

Subnet
G
(8192)

101 011

100



Subnet A

Network address = 172.16.0.0

Broadcast address = 172.16.31.255

Usable IP range = 172.16.0.1 - 172.16.31.254

Subnet B

Network address = 172.16.32.0

Broadcast address = 172.16.63.255

Usable IP range = 172.16.32.1 — 172.16.63.254

Subnet C

Network address = 172.16.64.0

Broadcast address = 172.16.95.255

Usable IP range = 172.16.64.1 — 172.16.95.254

Subnet D

Network address = 172.16.96.0

Broadcast address = 172.16.127.255

Usable IP range = 172.16.96.1 — 172.16.127.254

Subnet E

Network address = 172.16.128.0

Broadcast address = 172.16.159.255

Usable IP range = 172.16.128.1 — 172.16.159.254

Subnet F

Network address = 172.16.160.0

Broadcast address = 172.16.191.255

Usable IP range = 172.16.160.1 — 172.16.191.254

Subnet G

Network address = 172.16.192.0

Broadcast address = 172.16.223.255

Usable IP range = 172.16.192.1 — 172.16.223.254

Subnet H

Network address = 172.16.224.0

Broadcast address = 172.16.255.255

Usable IP range = 172.16.224.1 — 172.16.255.254

Maximum IP addresses of each subnet =
213=8192

Maximum usable hosts = 2'3-2=8190
Subnet Mask = 255.255.224.0
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Question 04 - Fixed Length Subnet Masking
(FLSM)

Suppose you are given the I[P address
192.168.30.0 and need to divide the network
into 3 subnets, labeled Subnet A, Subnet B, and
Subnet C, with an equal number of hosts.

®RO 192.168.30.0 » IP B38B»c @) & &8 gm0,
6®® HEKB BB GO VI 50DBD

88D coehHe 3 @0, DB coehe A, coehHe B
& coeHe C 6t 6REG @m ¢l CoDBBHGR
DOB®.

Since the given IP address belongs to Class C,
the first three octets are used for the network
part, and the last octet is used for the host part.

@ & 8 IP 88w Class C ®#ned egosy O
DS, D8 A adOw D HE 6@ BEM) &,
0D SO IO 620 LBEX) & DD
68.

So, in 192.168.30.0:
Network part = 192.168.30
Host part = last octet

Let us calculate the number of subnet bits

required.
BB C5eHE DY BLND ®HIHDG DOQ:

2subnetbits > The number of subnets

Zsubnet bits >3

2'=2

1 subnet bit is not enough because it gives only

2 subnets. / gesehe DY 1 & S5OS 5@I18OS
668, Bxc DB ERIBD HIWEE C5eNE@ 2
O,

22=4
Therefore, Subnet bits = 2

Even though we need only 3 subnets, FLSM
creates subnets in powers of 2. Therefore,
borrowing 2 bits creates 4 equal subnets, and
we can use 3 of them.

o0 gdms D56 cesehHE 3 @ §O¢, FLSM
P86l coehHr SH@En Diex 2 & RS
6EBS. DB, VY 2 B MO ®Bed @1
CeeHE 4 © BHSEG B gmd, gesd Tnis 3 &
0D DEG WG

To achieve this, we can use the first 2 bits of the
host part as the subnet bits and assign the

values 00, 01, 10, and 11.
6®B I8 DO GB® BEe®), gesd BDDIOD
emdetl @3 D 2 ceseHE B e DD DS



o g0, F&n 6dm 00, 01, 10, &9 11 (3% GO
PGE® DG BT,

When we take 2 bits from the host part, only 6

bits remain for host addresses.
B0 606y DY 2 ® @ ®F O,
B0 ZB® em) 950 DBess DY 6 =5 5OLN.

26=64
So, each subnet contains 64 IP addresses.

DD, O D ¢e3eHEB NG IP BB» 64 Roe&ed
&fo®) 68.

However, in each subnet: / emeetl 6005, e5z@
EBBNRGDO:

1 address is used as the network address
BB®» 1 & He [Bo 6 DM
1 address is used as the broadcast address
BB® 1 & DD JBHEG 6@ HT 68.

8.

64-2=62

Therefore, each subnet can have 62 usable host
addresses.

DD, DS W £e3eHERG NG D) DG B
50D BB® 62 & S5tOBB WEES.

Network part Host part
y =
19216830 | | X | X
T 6 bits
Subnet bits (2 bits)

00 01

Subnet A

(64)
Used

Subnet B

(64)
Used

Subnet D

(64)
Unused /
Reserved

Subnet C

(64)
Used

1 10
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Subnet A

Network address = 192.168.30.0

Broadcast address = 192.168.30.63

Usable IP range = 192.168.30.1 — 192.168.30.62

Subnet B

Network address = 192.168.30.64

Broadcast address = 192.168.30.127

Usable IP range = 192.168.30.65 — 192.168.30.126

Subnet C

Network address = 192.168.30.128

Broadcast address = 192.168.30.191

Usable IP range = 192.168.30.129-192.168.30.190

Unused / Reserved Subnet

Network address = 192.168.30.192

Broadcast address = 192.168.30.255

Usable IP range = 192.168.30.193-192.168.30.254

This subnet is not used because the question
asks only for 3 subnets.

6®® F5eHEG D) 6MWOH) QRBGS, WD
BBS ceeHE 3 5B DO gt VDS.

Number of subnet bits borrowed
#0060 68 coehEe D9 BodsO
=2

Number of subnets created
5N § cBeHE 83030
=22=4

Number of required subnets
gO®B £BeHE BB
=3

Maximum IP addresses of each subnet
D cocheom g8 cod® (IP) B8 6050
= 25=64

Maximum usable hosts
0 DG el 08 B SO®HD
€300

=26-2=62

Subnet Mask / eseH@ 00%E =
255.255.255.192



Question 05 - Fixed Length Subnet Mask
(FLSM)

Suppose you are given the IP address 131.10.0.0
and need to divide the network into four
subnets, labeled A, B, C, and D, with an equal
number of hosts.

®R0O 131.10.0.0 i IP 38w @) & &S DS DO

&Hee A, B, C &5 D 6@ 5@ tHom 5050w
685D ce5eHE ®DODO REG (X RIS Bmes®.

Since the given IP address belongs to class B,
the first and the last two octets are used for the
network and the host parts respectively.

2 28 |IP 88®i B 55860 aes D RedeS, e
& DenN® B8O 6cw BEOBX eHE 6O 5%
oD 608 BEm) D) 68.

Let's calculate the number of Subnet bits
required:
FO®S CBeHR DY G®EHD GEMNHDE DOY):

2subnetbits = The number of subnets
Zsubnet bits — 4

Qsubnet bits — 22
Dsubnet bits — 2

Subnet bits = 2

To achieve this, we can use the first two bits of
the host part as the subnet bits and assign them
values of 00, 01, 10, and 11, thereby dividing
these addresses into four equal subnets.

Do B SBO sem), g0 o 606eE 5ed
Y e cosehHe B eees 6®™ F&) 00, 01, 10 &5
11 6@t oo 0 608 BB® 5@ 5@H® OO
GREG ®TRE.

When we take two bits, there are only 14

remaining bits for the host part.
&es B8 DY e @D ®H) BO Hdwm 60
ese ¥ 14 5 9850 68.
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Network part Host part

\ I
o [T

14 bits

131.10. |

Subnet bits

00

A B

(16,384)
(16,384)

(16,384)
(16,384)

Subnet
D

Subnet

C

11 10

Subnet A

Network address =131.10.0.0
Broadcast address = 131.10.63.255
Usable IP range = 131.10.0.1 — 131.10.63.254

Subnet B

Network address = 131.10.64.0
Broadcast address = 131.10.127.255
Usable IP range = 131.10.64.1 — 131.10.127.254

Subnet C

Network address =131.10.128.0
Broadcast address = 131.10.191.255
Usable IP range = 131.10.128.1 — 131.10.191.254

Subnet D

Network address =131.10.192.0
Broadcast address = 131.10.255.255
Usable IP range= 131.10.192.1 - 131.10.255.254

Max IP addresses of each subnet = 274 = 16,384
Maximum usable hosts = 2'4- 2 = 16,382
Subnet mask = 255.255.192.0



Classless IP Addressing
Question 01 - Fixed Length Subnet Mask
(FLSM)

Suppose we are given the I[P block
192.168.1.0/26 and asked to create four subnets
as A, B, C, and D that contain an equal number
of hosts.

epesO 192.168.1.0/(26) w» IP e0es @@ & &S
&m0, @1 oW 30D gfo® D BE A, B,

C, o®» D e@ts co-29H »d6 Stengns SHO0
gO®S (3558 CBDBBDG DOE).

The block is given as /26, which means that the
first 26 bits are reserved for the network portion

and cannot be changed.

6®® emnOs /26 6t @) & i, DBS gemed
D6 @ DY 26 HE 60 BEH) 608 O
&S DD T edmed we 6mme® RDE.

We need two bits from the host part to create

these four subnets.
6RO c5-Hr ®O SVEgnc HO® eesm) esd
No® emDees DY 6cwe OGS 68.

To achieve this, we can use the first two bits of
the host part as subnet bits and assign the
values 00, 01, 10, and 11, thereby dividing the

host address space into four equal subnets.
606 ©XPE DO OB em), gsd oW
et e DY e E5-eHE DY 6EE $HDM
DG oS gmd, O 00,01,10 w1l B3 GO
@) 8@ O BB® FOD®EG BB E5-eHE
OO 6RED HTHE.

When we take two bits, there are only 4

remaining bits for the host part.
&5 DY ec O B0, oD 60 Be®) @B
e DY 4¢3 5O,
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192.168.1.0/ 26 <— Block bits or defualt mask

BRI

<—06 bits——>

192.168.1. [o]o]
<>

Block

Subnet bits

00
Subnet Subnet
A B
(16) (16)
(16) (16)
Subnet Subnet
D C
11 10

Subnet A

Network address = 192.168.1.0

Broadcast address = 192.168.1.15

Usable IP range = 192.168.1.1 — 192.168.1.14

01

Subnet B

Network address = 192.168.1.16

Broadcast address = 192.168.1.31

Usable IP range = 192.168.1.17 — 192.168.1.30

Subnet C

Network address = 192.168.1.32

Broadcast address = 192.168.1.47

Usable IP range = 192.168.1.33 — 192.168.1.46

Subnet D

Network address = 192.168.1.48

Broadcast address = 192.168.1.63

Usable IP range = 192.168.1.49 — 192.168.1.62

Max IP addresses of each subnet = 2* = 16
Maximum usable hosts = 2* - 2 = 14
New subnet mask = 255.255.255.240 /28



Question 02 - Fixed Length Subnet Mask
(FLSM)

Suppose we are given the IP block
145.18.0.0/20 and asked to create four subnets
as A, B, C, and D that contain an equal number
of hosts.

145.18.0.0/20 ® IP #3800 @) & @1 Hdw

0250w A, B, C &5 D 6@ts gfo® ce5eH@ O
SV@gns SHOO gesss 98@) B0 @il Bog.

The block is given as 20 which means that the
first 20 bits are reserved for the network portion
and cannot be changed.

HIB 20 6@ e &gt gd DB gemed

D56 5@ DY 20 HE 60 BE®) 608 O
o8 OB Do 6D BE 6N ROSCE.

We need two bits from the host part to create
these four subnets.

6d® cothHe HDO SH@gnc BD® ew) gesd
50D 6m06ES DY ecwn Fd®s 68.

To achieve this, we can use the first two bits of
the host part as the subnet bits and assign them
values of 00, 01, 10, and 11, thereby dividing
these addresses into four equal subnets.

D 8 8B ssem), gesd ModD 606 S5e8
Y e ceseHEe B eees 6®™ F&) 00, 01, 10 &5
11 6@ Bnm 6 608 BB® 5@ 5819 HHOWO
GREB BWTRG.

When we take two bits, there are only 10

remaining bits for the host part.
&es B8 DY e @D ®H) BD Ndm 6O
e ¥ 10 5 980 68.
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145.18.0. 20 <— Block bits or defualt mask
145.18 [o[oo[o] ([l [ J[ [ [ [[[ ][]
— > 10 bits

Block
Subnet bits
00 Subnet Subnet 01
A B
( ) ( )
( ) ( )
Subnet Subnet
D C

11 10

Subnet A

Network address = 145.18.0.0
Broadcast address = 145.18.3.255
Usable IP range = 145.18.0.1 — 145.18.3.254

Subnet B

Network address = 145.18.4.0

Broadcast address = 145.18.7.255

Usable IP range = 145.18.4.1 — 145.18.7.254

Subnet C

Network address = 145.18.8.0

Broadcast address = 145.18.11.255

Usable IP range = 145.18.8.1 — 145.18.11.254

Subnet D

Network address = 145.18.12.0

Broadcast address = 145.18.15.255

Usable IP range = 145.18.12.1 — 145.18.15.254

Max IP addresses of each subnet = 2'°= 1024
Maximum usable hosts = 21°- 2 = 1022
Subnet mask = 255.255.252.0



Question 01 - Variable Length Subnet Mask

(VLSM)

Suppose you are asked to divide the IP block
192.168.10.0/25 into three subnets as shown

below.

®R0 192.168.10.0/25 &» IP 38» 606 5D

Subnet B / csehe B

Network address = 192.168.10.64
Broadcast address = 192.168.10.95
Subnet mask = 255.255.255.224
Usable IP range =

192.168.10.65 — 192.168.10.94

B8 coehHe O (VLSM) e880 gdes 9
LS. Subnet C / geseh@ C
Network address = 192.168.10.96
Subnet A / coshe A Broadcast address = 192.168.10.127
Half of the IP block (64 addresses) Subnet mask = 255.255.255.224
IP em0eess’ gt (88 64) Usable IP range =
192.168.10.97 — 192.168.10.126
Subnet B / cseHh@ B
Quarter of the IP block (32 addresses) Maximum IP addresses in 192.168.10.0/25
IP eznDees s (388 32) =27 = 128
Subnet C / coehe C Maximum usable hosts
Quarter of the IP block (32 addresses) =2"-2=128-2=126
IP @068 s (B8s 32)
Subnet A / eeehHe A
Network address = 192.168.10.0
Broadcast address = 192.168.10.63
Subnet mask= 255.255.255.192
Usable IP range =
192.168.10.1 — 192.168.10.62 Subnet A
00000000
Network part Host part
l P , 00111111
|/
192.168.10 |E|
) Subnet B
Block Bits 7 Bits 01 OOOOOO
1|10
—>
01011111
10
Subnet B \
(32) 1|
0 Subnet A 1
(64) Subnet C
Subnet C
"62) —> 01100000
11 ~—>1]1
“—>01111111
206
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Question 02 - Variable Length Subnet Mask
(VLSM)

Suppose you are asked to divide the IP block
192.168.0.0/20 into four VLSM subnets using
the following allocation:

192.168.0.0/20 IP eonOes oo red®

cOEBH® 8 OB VLSM coehHe omdmd
GREDD BRO 3De6eS Bl CBBBDE WOSB®:

e Subnet A - Half (1/2)
e Subnet B — Quarter (1/4)
e Subnet C - One Eighth (1/8)

e Subnet D — One Eighth (1/8)

Subnet A (1/2 of /20) / csehe A

Network address = 192.168.0.0

Broadcast address = 192.168.7.255

Subnet mask = 255.255.248.0

Usable IP range = 192.168.0.1 — 192.168.7.254

Network part Host part
: e
\L . N

192.168 |0|0j0|0

Block Bits 12 Bits
Class B
(1024)
Class A
0 1
(2048)
Class C
o (512)
f\"?(&\ 110
R
™ 0
11
111
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Subnet B (1/4 of /20) / cseHhe B

Network address = 192.168.8.0

Broadcast address = 192.168.11.255

Subnet mask = 255.255.252.0

Usable IP range =192.168.8.1 — 192.168.11.254

Subnet C (1/8 of /20) / eesehHe C

Network address = 192.168.12.0

Broadcast address = 192.168.13.255

Subnet mask = 255.255.254.0 /23

Usable IP range = 192.168.12.1 -192.168.13.254

Subnet D (1/8 of /20) / coehe D

Network address = 192.168.14.0

Broadcast address = 192.168.15.255

Subnet mask = 255.255.254.0

Usable IP range =192.168.14.1 — 192.168.15.254

Maximum IP Addresses of the /20 Block
Maximum IP addresses = 2'% = 4096
Maximum usable hosts = 2'2 — 2 = 4094

Subnet A

J L

207

il

00000000 00000000

~f

00000111 11111111

Subnet B
~—>00001000 00000000

00001011 11111111

Subnet C
00001100 00000000

(1|0

00001101 11111111

Subnet D
00001110 00000000

“>l1]1]1

00001111 11111111



Additional question types

Question 01 / g&@»c 01
Determine the subnet range for the IP address
192.168.1.75/27.

192.168.1.75/27 IP 3B®»x eem coeHE 50136
EVgnm mOB®.

Answer / 8820

The prefix length is /27
coestb® Em /27 68.

The subnet mask for /27 is 255.255.255.224
/27 esem ceehHE Doed® 255.255.255.224 8.

B=256-N
Where; / 6®8;
B = Block size / ean0e3 e5@r8mcs

N = subnet mask value in the last octet
&0 B0 ceeNE Ditled®® ame

To find the block size 256 - 224 = 32
605 5@ENe 66880 256 - 224 = 32

So, the subnet ranges increase by 32.
DD, ceseHE Mess 32 ReEs D) 68.

192.168.1.0 - 192.168.1.31
192.168.1.32 - 192.168.1.63
192.168.1.64 - 192.168.1.95
192.168.1.96 - 192.168.1.127

So, the subnet range that 192.168.1.75 belongs

to is 192.168.1.64 - 192.168.1.95
DS, 192.168.1.75 gusd O ceseH@ ediess
192.168.1.64 - 192.168.1.95 8.

Question 02 / g&oe 02
Identify ~ whether  the  subnet
255.255.255.250 is valid or invalid.

255.255.255.250 ¢eseH@ Ded® D@o®) & HeemsNs
#OQO® & (3D DEDIDSID.

mask

Answer / 8820

A valid subnet mask must follow this pattern:
(A set of 1s followed by a set of Os)

DEo® £5eHR Dotddrd 608 0D FREBNG DS

ERE:
(1 B0 5630 0 IS 35cDBO)

T1111111.11111111.11111111.11111000

Convert 255.255.255.250 to binary.
255.255.255.250 &8@0 epmOnd ®ds3®.
11111111.11111111.11111111.11111010

Since the 1s and Os are mixed, the subnet mask
is invalid.

@8 1 &5 0 By & o4ed® VDS, ceseHE Oed®
#dEo®) 68.
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Question 03 / g&x»c 03
Determine whether 192.168.1.64/26 is a valid
host address.

Answer / 8820

The subnet mask for /26 is 255.255.255.192
/26 Eem ceseNE Dued® 255.255.255.192 8.

Find the block size / 60e3 e5@#nc eescessen:
256 - 192 = 64

So, the subnet ranges increase by 64
DD, EeseHE B5MEsns 64 B Oid) 68

192.168.1.0 - 192.168.1.63
192.168.1.64 - 192.168.1.127
192.168.1.128 - 192.168.1.191
192.168.1.192 - 192.168.1.255

The given IP address is 192.168.1.64
Q) & g IP B38B»c 192.168.1.64 68

This is the first address in the subnet range
6®B 5HD £e5e9HR 5D 568 BBHEHR
192.168.1.64 - 192.168.1.127

The first address of a subnet is the network

address.
C3eHERGD e BB®G HE BB®G 6D.

Therefore, 192.168.1.64/26 is not a valid host

address.
DD, 192.168.1.64/26 6% Bo® b BBHGEE
©568.

Question 04 / g&xc 04
A network administrator needs to create a
subnet that can support at least 60 usable hosts.

What subnet mask should be used?

eHE 0eNEDEENO DR DmEKS DD WE BT
NO®os 60 DO WG CrdE BT CeHRGD
232800 DB 68. 68 HEH) O WG O LN

Bcel® w®de?

Answer / 8820

Use the formula, for no. of hosts
NODES 303D LG DD WOSD.

2"~ 2 = no. of hosts

2% - 2 = 30, 30 usable hosts is not enough.
DD G oD NOwiS 30 & 5@EDS 66D.

2% -2 = 62, 62 usable hosts is enough.
DD DG WD NOWES 62 & 5O 68.



So, we need 6 host bits.
BB, epesd o DY 68 EdBms 68,

Since IPv4 has 32 bits: 32 - 6 = 26
IPv4 &0 ®Q 32 & e Qedes: 32 - 6 = 26

Therefore, the prefix length is 26
DD, cesesb® E® 26 &B.

The subnet mask for /26 is 255.255.255.192
/26 se® ceseNE Dued® 255.255.255.192 8.

Therefore, / ®@c8s3,

The required subnet mask is 255.255.255.192
gO®s ce5eHE Bred® 255.255.255.192 8.

Question 05 / g&@®e 05

A Class C network must be divided into subnets
where each subnet supports at least 50 usable
hosts. Determine the number of borrowed bits.

C 50863 HEOE coeHEDED 6REB O &m0
DBE DS D ceeNEB GO0 D®EHS DD DG
B NO®ES 50 DO 655G DG GG, @)
BB DY ©od%D SVENE DOSD.

Answer / 8800
A Class C network has 8 host bits by default.

C 505668 ¢Henm 65088ens o B 8 o
s08.

To support 50 usable hosts, 2"-23>50
DD DG OB OB 50 O 396 Ero0,

2h 2> 50

2° - 2 = 30, 30 usable hosts is not enough.
DD G W8 No@nS 30 & 5@HEDS 66D.

2% - 2 = 62, 62 usable hosts is enough.
NDD DG BB NODES 62 B 5BHEDS 68.

So, 6 host bits must remain.
DRSS, MO DY 6 &5 950 Brs G.

Since a Class C network originally has 8 host

bits, / C s086d@ eHeom BB® Hdw ] 8 &
&S oD,
8-6=2

Therefore, 2 bits are borrowed.
DB, DY 2 B @) 6O &ow.
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Question 06 / g&»x 06

The network 192.168.1.0/24 is subnetted using
the subnet mask 255.255.255.192. Determine
the network address of the subnet which the IP

address 192.168.1.130 belongs to.
192.168.1.0/24 eHEo 255.255.255.192 coeHE
ce3® NODenS CotHEDOSMB O guo.

192.168.1.130 IP B8®c gnsd D cesehHeed eHe
BB®E BV wOS®.

Answer / 88006

The given subnet mask is, 255.255.255.192
@ & g cesenN@ Dued® 255.255.255.192 68.

To find the block size, 256 - 192 = 64
603 5@Enc 6ed®0, 256 - 192 = 64

So, the subnet ranges increase by 64
DD, 3R GEES 64 VoS D) 68

192.168.1.0 - 192.168.1.63
192.168.1.64 - 192.168.1.127
192.168.1.128 - 192.168.1.191
192.168.1.192 - 192.168.1.255

The given IP address is 192.168.1.130
e & g IP B8Bx»c 192.168.1.130 8.

This IP address falls within the range
e®® |P B38mc s esdess O Oied.
192.168.1.128 - 192.168.1.191

Therefore, it belongs to the subnet
DD, s 192.168.1.128/26 ¢e5eH@@0 s 68.

192.168.1.128/26

Question 07 / g&@®»e 07
Given the IP address 172.16.25.10/20, identify
the network address and broadcast address.

172.16.25.10/20 IP @8»c s, d8 ¢He BB»n
5t DDBHD BBDE HEIBOBD.

Answer / 8820
The prefix length is /20
coeb® 8m /20 8.

This means the number of ones in the subnet

mask is 20.
B cgemel O coseNe Oitled® &S dew
Fned oD 20 = DOE.

The subnet mask for /20 is 255.255.240.0
/20 esemn ceseHE Oeed® 255.255.240.0 8.



To find the block size 256 - 240 = 16
60 &5@Enc 68D 256 - 240 = 16

So, the subnets increase by 16 in the third octet.

DD, 6d» gBEOwG G C5HR 16 VB
8 68.

172.16.0.0 - 172.16.15.255
172.16.16.0 - 172.16.31.255
172.16.32.0 - 172.16.47.255

The given IP address is 172.16.25.10
@ & a8 IP 88»c 172.16.25.10 68.

This belongs to the subnet
6®G BB ¢3eHREO &rs 68.
172.16.16.0 - 172.16.31.255

Therefore, / ®@c8e3,

The network address is 172.16.16.0
HE B8»x 172.16.16.0 8.

The broadcast address is the last address in that

subnet, 172.16.31.255
Bonm® BB®6 ¢y DO coehHeed adesrm BB®G
B 172.16.31.255 8.

Question 08 / g&eoc 08
Determine whether  the two hosts
192.168.1.70/26 and 192.168.1.130/26 are in

the same network.
192.168.1.70/26 e35e9 192.168.1.130/26 5% O3
ececm) Dmd® Henm B0 E® SBVHIG WOB®.

Answer / 88506

The given prefix length is /26
@ 8 S coestm E® /26 68.

This means the subnet mask is 255.255.255.192
B eremel RS ceehe Bied® 255.255.255.192
RBOE.

To find the block size 256 - 192 = 64
60 5@ 6e8®0 256 - 192 = 64

So, the subnet ranges increase by 64
DD, ceseHE sMEses 64 DB O 8.

192.168.1.0 - 192.168.1.63
192.168.1.64 - 192.168.1.127
192.168.1.128 - 192.168.1.191
192.168.1.192 - 192.168.1.255
192.168.1.70
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This falls within 192.168.1.64 - 192.168.1.127

So, its network address is 192.168.1.64
e® 192.168.1.64 - 192.168.1.127 00 8e0.
DD, DB eHE BB®G 192.168.1.64 68.

192.168.1.130
This falls within 192.168.1.128 - 192.168.1.191

So, its network address is 192.168.1.128
6®c 192.168.1.128 - 192.168.1.191 g0 &zed.
DB, DB eHE BB 192.168.1.128 8.

Therefore, / ®@c8s3,
192.168.1.70/26 and 192.168.1.130/26 are not

in the same network.
192.168.1.70/26 e3¢0 192.168.1.130/26 D® eH@owm
GO,

Question 09 / & 09

A company is given the network
192.168.10.0/24. It needs subnets for
departments requiring 60 hosts, 30 hosts, 12
hosts, and 6 hosts. Use VLSM to allocate

suitable subnets.

&®®®0O 192.168.10.0/24 Hen @1 & aro.
o 60 @5, owES 30 @5, oK 12
& OGS 6 @ FO®S O 6ENHDBEE E5EH)
80 coehHo gdes 68. §ies ¢otHr 60 SHB®

&e® VLSM o8 os5®.

Answer / 880
In VLSM, always allocate subnets starting from
the largest host requirement.

VLSM & &, e52® 808 cesehHe 605 SO0 Smo®
oD &GS B0 pdd® DOB®.
60, 30,12, 6

Find the suitable subnet size
866 CBENE OB LIS

Usable hosts = 2" - 2;

where n is the number of host bits.
608 R By Mo DY 30O,
Subnets / coehe

192.168.10.0/26 - Used for 60 hosts

Network: 192.168.10.0
Usable: 192.168.10.1 - 192.168.10.62
Broadcast: 192.168.10.63



192.168.10.64/27 - Used for 30 hosts

Network: 192.168.10.64
Usable: 192.168.10.65 - 192.168.10.94
Broadcast: 192.168.10.95

192.168.10.96/28 - Used for 12 hosts

Network: 192.168.10.96
Usable: 192.168.10.97 - 192.168.10.110
Broadcast: 192.168.10.111

192.168.10.112/29 - Used for 6 hosts

Network: 192.168.10.112
Usable: 192.168.10.113 - 192.168.10.118
Broadcast: 192.168.10.119

Question 10 / g&®oc 10
The subnet 192.168.1.64/27 has already been

allocated. Find the next available subnet.
192.168.1.64/27 ce5ehH@e etndds 608 w0 &Gum.
B0 @D®D B Ce5eNREG GEIHES®.

Answer / 8820

The subnet mask for /27 is 255.255.255.224
127 esem cesehHE Oed® 255.255.255.224 8.

Find the block size: / @203 e5@@mcs 6e3c855e:
256 - 224 = 32

So, each subnet increases by 32 in the last octet.

DD, O O e5eHRG e gB0™EB G 32
ReBS D8 8.

The subnet ranges are: / ¢eseHe s6e6s DSess:

192.168.1.0 - 192.168.1.31
192.168.1.32 - 192.168.1.63
192.168.1.64 - 192.168.1.95
192.168.1.96 - 192.168.1.127

The given subnet is 192.168.1.64/27
@ & 4SS ceseHEes 192.168.1.64/27 8.

Its range ends at 192.168.1.95
DB esOess 192.168.1.9585 eDesss 8.

So, the next available subnet starts at

192.168.1.96
DD, Be®O oD O CeHes pOBn
DSes 192.168.1.96%5 .

Range: 192.168.1.96 — 192.168.1.127.
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Question 11 / g&»e 11
Given that the broadcast address of a subnet is
192.168.1.95/27, determine the network

address.
CeHEGD Dmm®d BB®c 192.168.1.95/27 6@ &
&8 80, 98 eHE BBDG SVEG WOBD.

Answer / 8820

The prefix length is /27
cesesh® Em /27 68.

The subnet mask for /27 is 255.255.255.224
127 esem) cesenE Ooed® 255.255.255.224 8.

256 - 224 = 32

So, each subnet has 32 addresses.
DD, D DD e5e9HREWO BB® 32 B 5O,

Since the broadcast address is the last address
in the subnet, the network address can be
found by subtracting 31 from the broadcast

address, 95 - 31 = 64
Donm® BBHEG EoseHeed ot BB®e O
DS, Donm® BB®enS 31 o5 af) BDe®S HE

BB®»®6 658k ®ow, 95 - 31 = 64

So, the network address is 192.168.1.64/27
DB, eHE BB®E 192.168.1.64/27 8.

Question 12 / g&®e 12

Given the subnet 192.168.1.64/26, find the first
usable host address and last usable host
address.

192.168.1.64/26 £e3eH@0 5@, 568 0D DE
W oD BB®G 08 gt dD DG S
O BBHDEB GENGEHD.

Answer / 88506

The prefix length is /26
cesesh® Em /26 68.

The subnet mask for /26 is 255.255.255.192
/26 esem) ceoeHE Daed® 255.255.255.192 8.

256 - 192 = 64

So, this subnet has 64 addresses.
DB, 60O Ce3eHEGO BB® 64 5 O8.

The network address is 192.168.1.64
eHE BB®E 192.168.1.64 8.

The subnet range is / ¢seHE 861836 DS
192.168.1.64 - 192.168.1.127



So, the broadcast address is 192.168.1.127
DRSS, e BB 192.168.1.127 8.

The first usable host is one address after the

network address 192.168.1.65
5e@ 0D BE Wl HOWE) DB eHE BBHEO
5630 s DN BBoW O 192.168.1.65 68D.

The last usable host is one address before the

broadcast address 192.168.1.126

g0e® DD WG S MOWE) DG DI®®
BB®®O 650 o4td O JFB»wED Od» 192.168.1.126
68.

Question 13 / g&6 13
Given the subnet mask 255.255.255.224, find

the prefix length.
255.255.255.224 ceseh@ Ooed® & e 80, ¢esesdh®
E® GENEHD.

Answer / 8820

The given subnet mask is 255.255.255.224
D & qtS cesehHE Oeed® 255.255.255.224 8.

Convert to binary: / 288 em06n0 ®ODSSH:
11111111 11111111, 11111111, 11100000
Number of ones = 27 /®e 6 50200 = 27

So, the prefix length is /27
DD, coed® En /27 8.

Question 14 / g 14
Given the prefix length /28, find the subnet

mask.
/28 cob® Bm & aqr® DO, coehe Oied®
GENHERD.

Answer / 8820
This means the subnet mask has 28 ones.

B gemed DeS ceseNE Ded®0 dewd T 28
s OB.

IPv4 addresses have 32 bits in total.
IPv4 B8 &5 e5@e3oen 6@t ] 32 @ sO8.

Write 28 ones followed by the remaining zeros:
Dew T 28 © B ety 980 D eemd Ddog
BrsSe:
11111111.11111111.11111111.11110000
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Now convert each octet into decimal:
e O O gBOWB €W EIMOBD HODSD:

11111111 = 255
11111111 = 255
11111111 = 255
11110000 = 240

So, the subnet mask is 255.255.255.240
DD, ceseNE Dued® 255.255.255.240 8.

Question 15 / g&@®c 15
How many total addresses and usable host
addresses are available in the subnet

192.168.1.0/27?
192.168.1.0/27 co3ehen ¢ 603y B8» Sns

&0 DD DG B O BB® B sOe?

Answer / 880

The given subnet is 192.168.1.0/27
Q) 8 gt ceseHEe 192.168.1.0/27 68.

IPv4 has 32 bits. / IPv4 esmp® @9 32 &5 esO8.

The number of host bitsis 32 -27 =5
oD DY 30D Bex 32 - 27 = 5

Total addresses: / @® B8® e50@5D:
2°=32

Therefore, the subnet has 32 total addresses.
DD, ceseHEEO 688D BB® 32 & 5O8.

However, two addresses cannot be assigned to

devices:
663 GOMT, CeNo® LEm) BB eewd DM En
BIIBTD:

Network address: 192.168.1.0
Broadcast address: 192.168.1.31

So, usable addresses are calculated using:
DD, oD DG S BB® ®MHE DOR

QSES, BIG ©IDDEHE:
2h -2
2°-2=130

Therefore, the subnet has 30 usable host

addresses.
DVDS, ¢e3eHEE0O ©HDD wE ®TE Hdw BB 30
= S5O8.

Total addresses: / @® B8® e30@50: 32
Usable host addresses: 30
0D G B oD BB™: 30



Question 16 / g&®»® 16

A Class C network 192.168.1.0/24 is subnetted
using the prefix /27. How many subnets are
created?

C o&oB6d &Heos O 192.168.1.0/24, /27
Cotbern BDens EtHEDOME O  &LD.

E6@8n0i OB C5eHE 30D 6msd®gne?

Answer / 8820

The original network is 192.168.1.0/24
BR HE® 192.168.1.0/24 8.

The new prefix is /27
28 cesestb®e /27 68.

To find the borrowed bits 27 - 24 = 3
e & DY 6tsD@®0: 27 - 24 = 3

So, 3 bits have been borrowed from the host

part.
DD, o e DY 3 0 HEOD 6D
faido N

The number of subnets is calculated using 2b
Where b is the number of borrowed bits.

E85eHE 30RBHD 2° e Bmecms ®enmcs DOH @B
6®8 b &y H©E0 ®F D e5oDDE.

23=8

Therefore, the network is divided into 8 subnets.
DD, eHEG CeHE 8 DO ede) arm.

Question 17 / g&d®e 17
A network 192.168.1.0/24 is subnetted using

/27. Find the 5th subnet.
192.168.1.0/24 eHEG /27 NDDGHS
Ee5eHR@OBNEG O gr. 5 DD CLHREG GEIDERD.

Answer / 8820

The subnet mask for /27 is 255.255.255.224
127 esem cesehHE Deed® 255.255.255.224 8.

Block size: / em0e3 e5@r&ncs:
256 - 224 = 32

So, each subnet increases by 32 in the last octet.

DD, DS O e5eHEEG gdeIw gZ0me G 32
RDeBHS Oed) 8.
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1st subnet: 192.168.1.0/27
2nd subnet: 192.168.1.32/27
3rd subnet: 192.168.1.64/27
4th subnet: 192.168.1.96/27
5th subnet: 192.168.1.128/27

Question 18 / y&@®c 18
A subnet starts at 192.168.1.96 and ends at
192.168.1.127. Find the CIDR prefix.

Answer / 88006

The subnet range is:
CBHE 50136 DBES:

192.168.1.96 - 192.168.1.127

Count the total number of addresses:
08D BB® 500 @ENWEB WOS®:
127 -96 +1 =32

So, the subnet has 32 total addresses.
DD, £e3eHREO 6®dn BB 32  5O8.

Since, 2°=8

There are 5 host bits. IPv4 has 32 bits in total:
6®8 Mo DY 5 5 08, IPv4 5090 @3
6 DY 32 sO8:

32-5=27

So, the prefix is: /27
DD, cesesbmes Bssess: /27



DMZ (Demilitarized Zone) / @8> o@e

A DMZ is a separate network segment (subnet)
placed between an internal (trusted) network
and an external (untrusted) network, usually the
internet.

DMZ 5 gosso0 (DEDise)nm) e 6em
DBO  (xDEDIOGW)  HEREE  (E@IDBEESS
FRDVHEG) gd B8O o8 OO HHE
GMOEBS (Ee3eHREE).

It hosts servers that need to be reachable from
outside, without exposing the internal LAN
directly.

550 LAN eH@6 63d® S6Ddsnn 6w,
DBHS edm Br @ 6L3NSIGES 608 Oed)
2D ®.

Outsiders can reach services in the DMZ, but
not walk straight into the internal network.

8BGO 58®mEBBO DMZ &8 8 3008 60D
3560® Do ® NP, FHIBDO HEGBO €3afd®
ge® Do 6m0TD.

DMZ can never freely initiate connections into
the internal LAN.

DMZ ®wo0 888008 amwnxdond LAN eHee 60D
368589608 BRDBND) POB® DG GIIWTD.

Why it's needed / ®c gdms 500 e5nd

Public-facing servers (web, mail, DNS) must

accept connections from the internet.
6238 S5O BBy ee3eIwmns (608, 683,

DNS) gsobehHeens Do 5 B88mD @mes.

If those servers sat directly on the internal LAN,
a compromised server would give an attacker a
direct foothold into internal systems.

DO etdNe)nmn® aefdd® gmsad LAN e
2C BReS O, B eLdnenwmnDm oSO
DediQgn BO 30w nmd s E0S 60D
3§00 5B He® 3N @iel.

The DMZ isolates that risk. If a DMZ server is
breached, the attacker is still walled off from the
internal network by another layer of firewall
rules.

DMZ ®a®s d® gdcyn® Kmewme) @oB. DMZ
et3Dnmen poOm®D Dediene, GEOWE)
200 D9 FE&HSi0: B8 B000E OGS
SBDO eHEEGS 6O DO D) ®E.
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There are 2 ways to implement a DMZ
DMZ dms S§crs®n S580 98 2 & oo

1. Single firewall (three-legged firewall)

Internal LAN

LAN interface
(Inside) PC1
=%

eg.,192.168.1.1

Firewall

Internet interface
DMZ interface
(DM2)

(Outside)
€. 203.0.113.1
eg. 100,041

TN

Web Server Mail Server DNS Server

Cheaper, simpler, but a single point of failure.
One misconfiguration can expose the internal

network.

@B, 50 DD O B Deddd EDBBHE.
D OOE By BOOBS gwsSHO  HERG
BHDO#G 8o o

2. Dual firewall (back-to-back firewall)

= Qe

External
Firewall

|
|
Q@M

|

Mail Server 1
i

Internal LAN

LA

i
i

Internal
Firewall

!
DNS Server |
'
!

More secure. An attacker who breaches FW1
and the DMZ still has to get past FW2. Preferred
in production/enterprise setups.

DS POBBOB. 568 asBs8d e DMZ
decdsn gmdmenmd 6cdym grSesoe eegmd
B0 Be 68. BZenem/Dsdess B®D06® esrwwes®
Bem) 6®n DB ety 6D.

What's typically stored in a DMZ
e@®zecs DMZ Do @) 20es 6@®ihe

Anything that must be internet-accessible goes

here.
gSVHEB ®O® 5edm B G D2E® ecns
6O res 8.

e Web servers / e®® ee3e)mm
e Mail servers / 6®@ et3ne)cm
e DNS servers / DNS ee3&nercsm
e FTP servers / FTP et3®ercm
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