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Introduction to Networking 
cd,lrKh ye¢kaùu 
 

What is data communication? 

o;a; ikaksfõokh hkq l=ulao? 
 

Data communication is the exchange of 

information between two or more devices/parties. 
o;a; ikaksfõokh hkq Wmdx. $ md¾Yj folla fyda 
jeä .Kkla w;r f;dr;=re yqjudre lr .ekSuhs' 
 
Why Do Computers Need Communication 
mß.Klj,g ikaksfõokfha wjYH;dj 
 

A single, isolated computer can only use the 

resources stored inside it. Computers need to 

communicate with each other for the following 

reasons. 
yqol,d jQ ;ks mß.Klhlg Ndú; l< yelafla tA 
;=< .nvd lr we;s iïm;a mu‚' my; i|yka fya;= 
ksid mß.Kl tlsfkld iuÕ ikaksfõokh lsÍug 
wjYH fõ' 
 

Resource Sharing / iïm;a fnod.ekSu 

Sharing hardware resources like printers, scanners, 

and storage devices across multiple users, saving 

cost. 
m%skag¾" ialEk¾ iy .nvd Wmdx. jeks oDvdx. 
iïm;a mßYS,lhska lsysm fofkl= w;r fnod .ekSu" 
tuÕska msßjeh b;sß fõ' 
 

Data/Information Sharing  
o;a;$f;dr;=re fnod.ekSu 

Files, documents, and databases can be accessed 

and shared instantly between users in different 

locations. 
úúO ia:dkj, isák mßYS,lhska w;r f.dkq" f,aLk 
iy o;a; iuqodhka laI‚lj m%fõY lsÍug iy fnod 
.ekSug yelsh' 
 

Remote Access & Collaboration  
ÿria: m%fõYh iy tlaj jev l, yels ùu 
Users can access another computer or server 

remotely (e.g., cloud storage, remote desktop) and 

work together on shared documents in real time. 
mßYS,lhskag fjk;a mß.Klhlg fyda 
fiajdodhlhlg ÿria:j m%fõY úh yels w;r ^Wod( 
la,jqâ .nvdj" ßfudaÜ fvialafgdma& iy yjq,a f,aLk 
u; ;:H ld,Skj tlg jev l< yelsh' 
 

Communication Services  
ikaksfõok fiajd 
Enables email, video calls, instant messaging, and 

social media, connecting people across the globe. 
f,dj mqrd isák mqoa.,hska iïnkaO lrñka úoHq;a 
;emE," ùäfhda weu;=ï" laI‚l m‚úv heùu iy 
iudc udOH i|yd bv i,ihs' 
 

Centralized Data Management  
uOH.; o;a; l<ukdlrKh 
Data can be stored on a central server, making it 

easier to back up, secure, and manage rather than 

keeping scattered copies on every machine. 
iEu mß.Klhlu úisreKq msgm;a ;nd .ekSug jvd" 
o;a; uOHu fiajdodhlhl .nvd l< yels w;r" 
tuÕska tajd Wmia: lsÍu" iqrlaIs; lsÍu iy 
l<ukdlrKh lsÍu myiq lrhs' 
 

Cost Reduction  
msßjeh wvq lsÍu 

Sharing resources (like one internet connection or 

one printer) reduces the need to buy duplicate 

hardware/software for every computer. 
iïm;a fnod.ekSu ^tla wka;¾cd, iïnkaO;djhla 
fyda tla m%skagrhla jeks& iEu mß.Klhla i|ydu 
wkqmsgm;a oDvdx.$uDÿldx. ñ,§ .ekSfï 
wjYH;djh wvq lrhs' 
 

Scalability  
mßudKh lsÍfï yelshdj 

Networks make it easy to add new computers, 

users, or services as an organization grows. 
ixúOdkhla j¾Okh jk úg kj mß.Kl" 
mßYS,lhska fyda fiajdjka tla lsÍu cd, uÕska myiq 
lrhs' 
 

What is a Computer Network? 

mß.Kl cd,hla hkq l=ulao? 
 
A Computer Network is a collection of two or 

more interconnected computing devices 

(computers, servers, printers, mobile phones, etc.) 

linked together by a communication medium, 

allowing them to share data, resources, and 

services. 
mß.Kl cd,hla hkq o;a;" iïm;a" iy fiajdjka 
tlsfkld w;r yqjudre lr.ekSu i|yd ikaksfõok 
udOHhla uÕska tlsfklg iïnkaO lrk ,o 
mß.Kl Wmdx. folla fyda lsysmhl ^mß.Kl" 
fiajdodhlhka" uqøK hka;%" cx.u ÿrl:k wd§& 
tl;=jls' 
 

Simple Example  
ir, WodyrKhla 
A home Wi-Fi setup where a laptop, smartphone, 

and smart TV are all connected to the same router, 

sharing one internet connection and able to send 

files to each other, is a basic computer network. 
,emafgdma mß.Klhla" iaud¾Ü cx.u ÿrl:khla 
iy iaud¾Ü rEmjdyskshla hk ish,a,u tlu 
rjqgrhlg iïnkaO ù" tla wka;¾cd, 
iïnkaO;djhla fnod .ksñka tlsfkldg f.dkq 
heùug yels ksjfia mj;sk Wi-Fi ieliqu uQ,sl 
mß.Kl cd,hls' 
  

1
ictfromabc.com



 
 

Components of a Communication System 
ikaksfõok moaO;shl m%Odk wx.  

 

 

 

 

 

 

 

 

 

 
 

 

1. Sender (Source) 
hjkakd ^uQ,dY%h& 
 

The device/object that originates the data is 

known as source. 
o;a; heùu isÿ lrk Wmdx.h $ jia;=j uQ,dY%h 
f,i ye¢kafõ' 
 

This could be a computer, phone tablet, sensor, 

or any other device or object that can create 

information. 
fuh mß.Klhla" ÿrl:k geí,ghla" 
ixfõolhla fyda f;dr;=re ks¾udKh l< yels 
fjk;a Wmdx.hla fyda jia;=jla úh yelsh. 
 

2. Data 
o;a; 

 

The actual information being sent via a 

communication medium. 
ikaksfõok udOHhla yryd hjkq ,nk f;dr;=re 
fõ' 
 

This can be text, images, audio, video, or any 

other format of data. 
fuh fm<" rEm" Y%jH" ùäfhda fyda fjk;a ´kEu 
o;a; wdlD;shla úh yelsh' 

3. Receiver 
,nkakd 
 

The device/object that receives the data is 

known as receiver. 
o;a; ,nd .kakd Wmdx.h$ jia;=j .%dylhd f,i 
ye¢kafõ' 
 

This could be another computer, phone, 

microphone, camera or any other device or 

object that can interpret information. 
fuh fjk;a mß.Klhla" ÿrl:khla" 
uhslarf*dakhla" leurdjla fyda f;dr;=re w¾: 
ksrEmKh l< yels fjk;a Wmdx.hla fyda 
jia;=jla úh yelsh' 
 

Human eye and ear can also be considered as 

receivers. 
ñksia wei iy lK o .%dylhla f,i ie,lsh 
yelsh' 
 
4. Protocols 
kshudj,s 
 

The set of rules that governs how data is 

transmitted and received. 
o;a; iïmafraIKh yd ,efnk wdldrh md,kh 
lrk kS;s ud,dj kshu,shla kï fõ' 
 

Protocols ensure that devices can communicate 

with each other correctly and efficiently. 
kshudj,s u.ska Wmdx. j,g tlsfkld iuÕ 
ksjerÈj yd ld¾hlaIuj ikaksfõokh l< yels 
nj iy;sl lrhs 
 
Ex. HTTP, SMTP, FTP, TCP, UDP 

 

5. Transmission medium 
iïfm%aYK udOHh 
 

The physical path over which the data travels 

from the source to the receiver. 
o;a; uQ,dY%h isg .%dylhd olajd .uka lrk 
fN!;sl ud¾.h. 

 

Ex. Fiber optics, Twisted pair cables, Coaxial 

cables 
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Communication media 
ikaksfõok udOHh 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Feature Guided Media Unguided Media 

Installation 

Cost 
ia:dmk 
msßjeh  

Higher due to the need for physical 

cables and infrastructure. 
fN!;sl flan,a iy há;, myiqlï i|yd 
we;s wjYH;djh fya;=fjka by<hs'  

Lower as less physical infrastructure is 

required. 
fN!;sl há;, myiqlï wju jk neúka 
my<h'  

Mobility 
ixp,kh  

Limited; devices need to be connected to 

physical cables. 
iSud iys;hs¦ Wmdx. fN!;sl flan,a j,g 
iïnkaO l< hq;=h'  

High; allows for wireless communication and 

greater flexibility. 
by<hs¦ /yeka rys; ikaksfõokh iy jeä 
kuHYS,SNdjh i|yd bv ,nd foa'  

Bandwidth 
l,dm m<,  

Generally high, especially with fiber 

optics. 
idudkHfhka by<hs" úfYaIfhkau m%ldY 
;ka;= iuÕ'  

Varies; can be limited by interference and 

distance. 
fjkia fõ¦ ndOd lsÍï iy ÿr m%udKh iSud l< 
yelsh'  

Signal Range 
ix{d mrdih  

Limited by cable length and type. 
flan,a È. iy j¾.h wkqj iSud fõ'  

Can cover large areas, especially with radio 

and microwave signals. 
úfYaIfhka fraäfhda iy uhsfl%dafõõ ix{d 
iuÕ úYd, m%foaY wdjrKh l< yel'  

Interference 
ueÈy;a ùu  

Low; less affected by external factors. 
wvqhs¦ ndysr idOl u.ska wvq n,mEula we;s 
lrhs'  

High; more prone to interference from 

environmental factors. 
by<hs¦ mdßißl idOl j,ska ueÈy;a ùug 
jeä m%jK;djla we;'  

Security 
wdrlaIdj  

More secure as signals are confined to 

physical paths. 
ix{d fN!;sl ud¾.j,g iSud ù we;s 
neúka jvd;a wdrlaIs;hs'  

Less secure; signals can be intercepted 

without direct access. 
wvq wdrlaIs;hs¦ iDcq m%fõYhlska f;drj 
ix{d j,g ndOd úh yel'  

Use Cases 
fh§ï  

LANs, telephone networks, data 

centers. 

LANs" ÿrl:k cd," o;a; uOHia:dk'  

Wi-Fi, cellular networks, satellite 

communication. 

Wi-Fi" fi,shq,¾ cd," pkaøsld ikaksfõokh'  

Radio waves 
.=jka úÿ,s ;rx. 

Infrared  
wfOdarla; lsrK 

Microwaves  
laIqø ;rx. 

Copper cables 
;U lïì 

Fiber optics 
m%ldY úoHq;a ;ka;= 

Coaxial cables 
iudlaI flan,a 

Twisted pair cables 
weUrE lïì hq., 

Shielded 
jeiqKq 

Unshielded 
fkdjeiqKq 

Communication media 
ikaksfõok udOH 

Unguided media (wireless) 
kshuq fkdjk ^/yeka rys;& 

Guided media (wired) 
kshuquh ^/yeka iys;& 
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Unguided media 
kshuq fkdjk udOHh 
 
Unguided media, also known as wireless media, 

transmit signals without physical paths. 
/yeka rys; udOH f,io ye¢kafjk kshuq fkdjk 
udOH" fN!;sl ud¾. fkdue;sj ix{d iïfm%aIKh 
lrhs' 
 

The data is sent through air, water, or space 

using electromagnetic waves. 
úoHq;a pqïNl ;rx. Ndú;fhka o;a;" jd;h" c,h 
fyda wjldYh yryd hjkq ,efí' 
 

Guided Media 
kshuq udOH 
 
Guided media, also known as wired media, use 

physical paths like cables or wires to transmit 

signals. 
/yeka.; udOH f,io ye¢kafjk kshuq udOH" 
ix{d iïfm%aIKh lsÍug flan,a fyda jh¾ jeks 
fN!;sl ud¾. Ndú;d lrhs' 
  

The data travels along a specific path, 

controlled and confined by the medium. 
o;a;" udOHfhka md,kh jk iy iSud lrk ,o 
ksYaÑ; ud¾.hla Tiafia .uka lrhs' 
 

 

 

Copper cables  
;U lïì 

 

These are widely used in data transmission for 

several reasons: 
;U lïì fya;= lsysmhla ksid o;a; iïfm%aIKfha§ 
nyq,j Ndú;d fõ( 
 

Mainly copper is a good electrical conductor, 

allowing signals to travel efficiently, reliably, 

and at low cost. 
m%Odk jYfhka ;U hkq fyd| úoHq;a ikakdhlhla 
jk w;r" tuÕska ix{d ld¾hlaIuj" úYajikShj 
iy wvq msßjehlska .uka lsÍug bv i,ihs' 
 

Copper’s low electrical resistance reduces 

energy loss, ensuring more efficient signal 

transmission. 
;Uj, wvq úoHq;a m%;sfrdaOh n,Yla;s ydksh wvq 
lrhs" jvd ld¾hlaIu ix{d iïfm%aIKh iy;sl 
lrhs' 
 

Less expensive than other materials like fiber 

optics, making it an affordable choice for many 

applications. 
*hsn¾ Tmaála jeks wfkl=;a øjHj,g jvd ;U ñ, 
wvq jk w;r th fndfyda fhÿï i|yd oeßh yels 
f;aÍula fjhs' 
 

 

 

 

More flexible, allowing easier bending and 

maneuvering during installation, especially in 

tight spaces. 
jvd;a kuHYS,S jk w;r" ia:dmkh w;r;=r" 
úfYaIfhka ;o wjldYhkays myiqfjka keóug 
iy Wmdudre lsÍug bv i,ihs' 
 

Can carry both data and power (e.g., Power over 

Ethernet or PoE) through a single cable. 
;ks flan,hla yryd o;a; iy n,h hk folu 
f.k hd yelsh ^Wod( B;¾fkÜ fyda PoE&' 
 

Robust and can withstand various 

environmental conditions. 
;U flan,a Yla;su;a jk w;r úúO mdßißl 
;;a;ajhkag Tfrd;a;= Èh yelsh' 
 

faults can be quickly identified, repaired, or 

replaced using simple tools and widely 

available materials. 
ir, fuj,ï iy nyq,j ,nd.; yels øjH 
Ndú;fhka fodaI blaukska y÷kd .ekSug" 
w¨;ajeähd lsÍug fyda m%;sia:dmkh lsÍug 
yelsh' 
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There are two types of copper cables used in 

communication as a standard. 
iïu;hla f,i o;a; ikaksfõokh i|yd Ndú;d 
lrk ;U flan,a j¾. folla ;sfí 
 
1. Twisted pair cables weUß hq.,  
2. Coaxial cables iudxYl /yeka 
 
Twisted pair cables 
weUß hq., /yeka 
 

The cable consists of pairs of insulated copper 

wires twisted together. 
fuu flan,h iukaú; jkafka tlg weUreKq 
mßjrKh lrk ,o ;U jh¾ hq., j,skah' 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

The twisting helps reduce electromagnetic 

interference (EMI) from external sources and 

crosstalk between the pairs.fuu weUÍu ndysr 
uQ,dY%j,ska úoHq;a pqïNl ueÈy;aùï ^EMI& wvq 
lsÍug iy hq., w;r crosstalk tl wvq lsÍug 
WmldÍ fõ' 
 

There are two types of twisted pair cables. 
weUreKq hq., flan,a j¾. folla ;sfí' 
 
1. Shielded twisted pair (STP) 
jeiqKq weUreKq hq., 
 

2. Unshielded twisted pair (UTP) 
fkdjeiqKq weUreKq hq., 
 

 

 

 

 

1. Shielded twisted pair (STP) 
jeiqKq weUreKq hq., 
 

Shielded Twisted Pair (STP) cables include 

additional shielding, such as foil or a metallic 

braid, around the individual wire pairs or around 

the overall cable or around both. 
jeiqKq weUreKq hq., flan,aj,g ;ks jh¾ hq., jgd 
fyda iuia; flan,h jgd fyda folu jgd ;Sre fyda 
f,dayuh .;a;ï jeks wu;r wdjrK we;=<;a fõ' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This shielding reduces electromagnetic 

interference (EMI) and crosstalk. 

fuu wdjrK u.ska úoHq;a pqïNl ueÈy;aùï ^EMI& 
iy tl wvq lrhs' 
 

Pair Shield 

 

Individual shielding applied around each twisted 

pair of wires within the cable. 
flan,h ;=< tla tla weUreKq jh¾ hq., jgd ;ks 
wdjrKhla fhdokq ,efí' 
 

Purpose is to protect the data signals in each pair 

from crosstalk and interference coming from 

other pairs within the same cable and external 

sources. 
wruqk jkafka tla tla hq.,fha o;a; ix{d tflka 
iy tlu flan,fha iy ndysr m%Njhka ;=< we;s 
wfkl=;a hq., j,ska tk ndOd j,ska wdrlaId lsÍuhs' 
 

Overall Shield 

 

Shielding that covers the entire bundle of twisted 

pairs within the cable. 
flan,h ;=< iïmQ¾K weUreKq hq., lÜg,h 
wdjrKh lrk m,syhs' 
 

Purpose is to provide additional protection 

against external electromagnetic interference 

(EMI) and to ensure that all the pairs are shielded 

from external noise. 

wruqK jkafka ndysr úoHq;a pqïNl ueÈy;aùï ^EMI& 
j,g tfrysj wu;r wdrlaIdjla iemhSu iy ish¨u 
hq., ndysr f>daIdfjka wdrlaId lr we;s nj iy;sl 
lsÍuhs' 
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2. Unshielded twisted pair (UTP) 
fkdjeiqKq weUreKq hq., 
 
In unshielded Twisted Pair (UTP), pairs of insulated 

copper wires are twisted together without 

additional shielding.  
fkdjeiqKq weUreKq hq., j,È mßjrKh lrk ,o 
;U jh¾ hq., w;sfral wdjrK fkdue;sj tlg wUrd 
we;' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Generally cheaper and easier to install compared 

to shielded cables due to the absence of extra 

shielding layers. 
w;sfral wdjrK ia:r fkdue;s ùu ksid jeiqKq flan,a 
j,g idfmalaIj idudkHfhka ,dNodhS iy ia:dmkh 
lsÍug myiqh' 
 

Without additional shielding, UTP cables are more 

vulnerable to electromagnetic interference, which 

can impact signal quality. 

w;sfral wdjrKhla fkdue;sj" UTP& flan,a úoHq;a 
pqïNl ueÈy;aùï j,g jeä wjodkug ,la fõ" th 
ix{d .=Kd;aul Ndjhg n,mEï l< yelsh' 

 

UTP cables have limitations on the distance they 

can effectively transmit data, especially at higher 

speeds. 

UTP flan,a j,g M,odhs f,i o;a; iïfm%aIKh l< 
yels ÿr iSudjka we;" úfYaIfhkau jeä fõ.hlska' 
 

Comparison (STP vs UTP) 
 

Feature STP UTP 

Interference 
ix{d ndOd  

Low 
wvq 

High 
jeä 

Cost 
msßjeh 

Higher 
jeä 

Lower 
wvq 

Flexibility 
kuHYS,SNdjh 

Less 
wvq 

More 
jeä 

Installation 
ia:dmkh 

Harder 
jvd wmyiq  

Easier 
jvd myiq 

Performance 
ld¾hidOkh  

Better 
jvd fyd| 

Good 
fyd| 

Durability 
l,ameje;au 

Higher 
jeä 

Lower 
wvq 

Usage 
Ndú;h  

Industrial 
ld¾ñl 

Common 
fmdÿ 

Data Rate 
o;a; yqjudre 

Higher 
fõ.h jeä 

Moderate 
uOHia: 

Environment 
mßirh   

Noisy 
Yío nyq, 

Less noisy 
Yío wvq 

 
 

1. Orange 5. Blue 

2. White and Orange 6. White/Blue 

3. Green 7. Brown 

4. White and Green 8. White/Brown 

 

These colors are used for the eight individual 

wires within the UTP and STP cables. 
hq., jYfhka tlg weUÍ we;s ;ks /yeka wg i|yd 
fuu j¾K Ndú;d fõ' 
 

The color-coding helps ensure consistency and 

accuracy when terminating the cables into 

connectors or sockets. 
iïnkaOl fyda fidlÜ f,i wjika lsÍfï§ j¾K-
fla;kh tla tla /yek yÿkd.ekSug iy 
ksrjoH;djh iy;sl lsÍug WmldÍ fõ' 
 

Twisted pair cables use various types of 

connectors or sockets to establish connections. 
weôreKq hq., flan,a iïnkaO;d ia:dmkh lsÍu 
i|yd úúO wdldrfha iïnkaOl fyda flfjks Ndú;d 
lrhs' 
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Note: (Legacy) 

 

Straight-through and Crossover Cables  

 

They differ in how the wires within the cable are 

connected to the connectors at each end. 
flan,h ;=< we;s jh¾ tla tla fl<jfra 
iïnkaOlj,g iïnkaO jk wdldrh wkqj tAjd 
fjkia fõ' 
 

Straight-through cables 

 

In a straight-through cable, the wiring 

configuration at one end of the cable is identical 

to the wiring configuration at the other end. 

Straight-through flan,a tll" flan,fha tla 
fl<jrl /yeka úkHdih wfkla fl<jfra /yeka 
úkHdihg iudk fõ' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Used to connect different types of devices. 
úúO j¾.fha Wmdx. iïnkaO lsÍug Ndú;d lrhs' 
 
Computer to switch 

Router to switch 

Computer to router 

 

The most common use of straight-through cables 

is to connect a computer or network device to a 

network switch or router. 

Straight-through flan,a j, jvda;a iq,N Ndú;h 
jkafka mß.Klhla fyda cd, Wmdx.hla cd, 
iaúphlg fyda rjqgrhlg iïnkaO lsÍfï§h' 
 

It is used to connect devices that operate on 

different layers of the OSI model (like a computer 

nd a switch). 

OSI wdlD;sfha úúO ia:rj, ^mß.Klhla iy 
iaúphla jeks& l%shd lrk Wmdx. iïnkaO lsÍug th 
Ndú;d lrhs' 
 
For example, a switch receives data on the pins 

where a computer transmits. 
WodyrKhla f,i" iaúphla u.ska mß.Klhla úiska 
iïfm%aIKh lÍug Ndú;d lrk mska tflka o;a; 
.%yKh .kS' 

Crossover cables 

 

The wiring sequence is different at each end. 
tla tla fl<jfra /yeka wkqms<sfj, fjkia fõ' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Specifically, the transmit (TX) pins at one end are 

connected to the receive (RX) pins at the other 

end, and vice versa. 

úfYaIfhka" tla fl<jrl iïfm%aIK ̂ TX& mska wfkla 
fl<jfra .%dyl ^RX& mska j,g iïnkaO jk w;r th 
m%;súreoao w;go isÿfõ' 
 
Used to connect similar types of devices directly. 
iudk wdldrfha Wmdx. iDcqju iïnkaO lsÍug 
Ndú;d lrhs' 
 
Computer to computer 

Switch to switch 

Router to router 

 

The crossover cable swaps the transmit and 

receive pins, allowing the devices to communicate 

directly. 

Crossover flan,h u.ska iïfm%aIK iy .%dyl w.% 
udre lrñka Wmdx.j,g iDcqju ikaksfõokh lsÍug 
bv i,ihs' 
 

For example, it switches the Tx pins of one device 

to the Rx pins of the other device. 
WodyrKhla f,i" tu.ska tla Wmdx.hl Tx w.%h 
wfkla Wmdx.fha Rx w.%h fj; udre lrhs' 
 

NOTE: 
 

Very old switches and hubs may need them  
b;d mer‚ kdì iy iaúÉ i|yd fïjd wjYH úh 
yel 

 

Good for troubleshooting old networks 
mer‚ cd,hkays fodaI fiùu i|yd iqÿiq ùu  

 

Taught and used in some networking labs and 

certification exams  
iuyr cd,lrK úoHd.dr iy iy;sl lsÍfï úNd. 
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Twisted pair cables are categorized based on 

their performance characteristics, primarily their 

bandwidth and frequency response.  
weUß hq., flan,a tAjdfha ld¾h idOk ,laIK" 
uQ,sl jYfhka tAjdfha l,dm m<, iy ixLHd; 
m%;spdrh u; mokïj j¾.SlrKh lr we;' 
 

 

 

NOTE: 

The higher the category number, the greater 

the bandwidth and frequency response of the 

cable. 
ldKav wxlh jeä jk ;rug flan,fha l,dm 
m<, iy ixLHd; m%;spdrh jeä fõ' 
 
 

 

  

Category 
ldKavh 

Bandwidth 
l,dm m<, 

Uses 
Ndú;hka 

Cat 1 Less than 1 Mbps Primarily for telephone lines 
m%Odk jYfhka ÿrl:k /yeka i|yd 

Cat 2 4 Mbps Early Ethernet networks 

uq,ald,Sk Ethernet cd, i|yd 

Cat 3 10 Mbps Ethernet networks, mainly 10BASE-T 

Ethernet cd, i|yd" m%Odk jYfhka 10BASE-T ;dlaIKh 

Cat 4 16 Mbps Token Ring networks 

Token Ring cd, i|yd 

Cat 5 100 Mbps Ethernet networks, mainly 100BASE-TX 

Ethernet cd, i|yd" m%Odk jYfhka 100BASE-TX ;dlaIKh 

Cat 5e 1000 Mbps Modern Ethernet networks / Gigabit Ethernet 

kùk Ethernet cd, $ .s.dìÜ Ethernet i|yd 

Cat 6 1000 Mbps Higher-performance networks, especially for longer distances 
by< ld¾hidOkhla iys; cd," È.= ÿr ikaksfõokh i|yd 

Cat 6A 10,000 Mbps High-speed data centers and demanding applications 
wêfõ.S o;a; uOHia:dk iy by< Odß;djla wjYH jk fhÿï i|yd 

Cat 7 10,000 Mbps Data centers and high-performance environments 
o;a; uOHia:dk iy by< ld¾hidOkhla iys; mßirhka i|yd 

Cat 8 25,000 Mbps and 

40,000 Mbps 

High-speed data centers and demanding applications 
wêfõ.S o;a; uOHia:dk iy by< Odß;djla wjYH jk fhÿï i|yd 
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Coaxial cables 
iudxYl /yeka 
 
Coaxial cables are a type of electrical cable used 

for transmitting data, video, and radio frequency 

signals. 
iudxIl /yeka hkq o;a;" ùäfhda iy fraäfhda 
ixLHd; ix{d iïfm%aIKh lsÍu i|yd Ndú;d lrk 
úoHq;a flan,a j¾.hls' 
 

They consist of four layers: a central conductor, an 

insulating layer (Dielectric insulator), a metallic 

shield (Copper mesh), and an outer insulating 

jacket. 
tAjd ia:r y;rlska iukaú; fõ( tkï uOH 
ikakdhlhla" mßjdrl ia:rhla" f,dayuh m,syla 
(Copper mesh) iy msg; mßjdrl celÜgqjla 
jYfhks' 
 
 
 
 
 
 
 
 
 

 

 

Inner Conductor 

The core wire (usually copper) that carries the 

data signals. 
o;a; ix{d /f.k hk uQ,sl jhrh ^idudkHfhka 
;U&' 
 

Dielectric insulator 

Surrounds the inner conductor to separate it 

from the outer layers. 
msg; ia:r j,ska fjka lsÍu i|yd wNHka;r 
ikakdhlh jg lrhs' 
 

Metallic Shield (Copper mesh) 

A woven copper or aluminum braid that blocks 

external electromagnetic interference (EMI). 
ndysr úoHq;a pqïNl ndOd lsÍï ^^EMI&& wjysr lrk 
úhk ,o ;U fyda we¨ñkshï úhkls' 
 

Outer Jacket 

The final protective layer, typically made of 

plastic, which encases the entire cable. 
wjidk wdrlaIs; ;Ügqjhs" iudkHfhka ma,diaála 
j,ska idod we;s w;r" th iïmQ¾K flan,hu 
wdjrKh lrhs' 
 

Types of Coaxial Cables 

 

RG-6: Commonly used for cable television, 

satellite connections, and internet. 

 

 

 

 

RG-59: Used for older analog video and CCTV 

systems. 

 

 

 

 

 

RG-11: Used for long-distance connections due 

to its thicker conductor. 

 

 

 

 

 

Coaxial cables are versatile and have been used in 

various applications due to their ability to transmit 

high-frequency signals with low interference. 
iudxIl /yeka nyqld¾h jk w;r wvq ueÈy;aùï 
iys; wê-ixLHd; ix{d iïfm%aIKh lsÍfï yelshdj 
fya;=fjka úúO fhÿïj, Ndú;d lr we;' 
 

Applications of Coaxial Cables 
iudxYl /yekaj, Ndú;hka 
 

1. Ethernet Networking (Older Systems) 

Before twisted pair cables became the standard, 

coaxial cables were used in LANs to connect 

computers and networking devices. 
weUß hq., flan,a iïu; ùug fmr" mß.Kl iy 
cd, Wmdx. iïnkaO lsÍu i|yd LAN j, iudxYl 
/yeka Ndú;d lrk ,§' 
 
2. Internet and Broadband Connections 

 

 

 

 

 

 

 

 

 

In the past, internet Service Providers (ISPs) used 

coaxial cables to deliver broadband internet to 

customers. 

w;S;fha§" wka;¾cd, fiajd imhkakka ^ISPs& 
mdßfNda.slhskag fn%daânEkaâ wka;¾cd,h ,nd §ug 
iudxYl /yeka Ndú;d lf<ah' 
 

Outer 

insulator 

Inner conductor 

Dielectric insulator 
Copper 

mesh 
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3. Cable Television (CATV) 

 

 

 

 

 

 

 

 

 

Coaxial cables are widely used by cable 

television companies to deliver TV signals to 

homes and businesses. 
ksfjia iy jHdmdr fj; rEmjdyskS ix{d ,nd §u 
i|yd flan,a rEmjdyskS iud.ï úiska iudxIl 
/yeka nyq,j Ndú;d lrhs' 
 

4. CCTV and Video Surveillance 

Coaxial cables are commonly used in Closed-

Circuit Television (CCTV) systems for 

transmitting video signals. 
ùäfhda ix{d iïfm%aIKh lsÍu i|yd ixjD; 
mßm: rEmjdyskS ^CCTV& moaO;sj, iudxYl 
/yeka nyq,j Ndú;d fõ' 
 

5. Telephone Networks 

Historically, coaxial cables were used for long-

distance telephone connections, especially in 

trunk lines. 
iudxYl /yeka È.= ÿr ÿrl:k iïnkaO;d i|yd" 
úfYaIfhka trunk lines j, Ndú;d lrk ,§' 
 
6. Radio Frequency (RF) Transmission 

Coaxial cables are used in radio transmitters, 

receivers, and antenna systems. 
fraäfhda iïfm%aIl" .%dyl iy wekafgkd moaO;sj, 
iudxYl /yeka Ndú;d fõ' 
 
 
 

Twisted pair cables vs. Coaxial cables 
 

Feature Twisted Pair Cable  Coaxial Cable 

Structure 
jHqyh 

Two twisted copper wires 
weUreKq ;U /yeka folls 

Single copper core with shielding 
wdjrK iys; ;ks ;U yrhls 

Shielding 
m,sy 

Minimal (STP) or None (UTP) 

wju (STP) fyda lsisjla ke; ^UTP& 
Metallic braid and foil shielding 
f,dayuh oe,la iy ;Sre wdjrK 

Interference  
ueÈy;aùï  

Moderate (in STP) 

uOHia:hs ^STP j,ska&  

Low due to effective shielding 
M,odhS m,syla fya;=fjka my<hss 

Bandwidth 
l,dm m<, 

Suitable for moderate speeds 
uOHia: fõ.hka i|yd iqÿiq fõ 

Higher speeds and frequencies 
by< fõ.hka iy ixLHd;  

Cost 
msßjeh 

Generally low and affordable 
iudkHfhka wvq iy oeßh yels ñ,ls 

Higher due to more materials 
jeä wuqøjH ksid by<hs 

Flexibility 
kuHYS,S nj 

Highly flexible and easy to bend 
b;d kuHYS,S iy keóug myiqh 

Less flexible, slightly rigid 
wvq kuHYS,Sh" ;rula oDVhs 

Installation 
ia:dmkh 

Easy to install and handle 
ia:dmkh iy yeisrùug myiqh  

Slightly complex due to rigidity 
oDV;dj ksid ;rula ixlS¾Khs 

Distance 
ÿr 

Effective over short distances 
flá ÿr i|yd M,odhS fõ  

Effective over longer distances 
È.= ÿrla i|yd M,odhS fõ 

Applications 
fhÿï 

LAN, telephones, basic networking 

LAN" ÿrl:k" uQ,sl cd,lrKh 
Cable TV, broadband, CCTV 

Noise Resistance 
Yío m%;sfrdaOh  

Lower, susceptible to noise 
wvqh" f>daIdjg f.dÿre fõ 

High resistance to noise and EMI 

f>daIdj iy ^EMI& j,g by< 
m%;sfrdaOhla 
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Fiber optics cables 
m%ldY úoHq;a ;ka;=  
 
Fundamentals 
uQ,sl lreKq 
 

Reflection 
mrdj¾;kh 
When a ray of light approaches a smooth 

polished surface and the light ray bounces back, 

it is called the reflection of light. 
wdf,dal lsrK iqug Tm oeuQ u;=msgla fj; <Õd ù 
wdmiq bounce ù meñfKk úg th wdf,dalfha 
mrdj¾;kh f,i ye¢kafõ' 
 

Laws of reflection 
mrdj¾;k kS;S 
• The incident ray and the reflected ray lie in 

the same plane. 
m;k lsrKh iy mrdj¾;s; lsrKh tlu 
;,hl mj;S' 

• The angle of incidence is equal to the angle 

of reflection 
m;k fldaKh mrdj¾;s; fldaKhg iudk fõ 

 
 
 
 
 
 
 
 
 

 

Here, i = r 

 

Refraction 
j¾;kh 
Refraction is the change in direction of a wave 

when passing from one medium to another 

caused by its change in speed. 
j¾;kh hkq ;rx.hl fõ.h fjkia ùu ksid tla 
udOHhl isg ;j;a udOHhlg .uka lrk úg tys 
ÈYdj fjkia ùuhs' 
 

Rare Media 
úr, udOH 
A medium in which light (or any other wave) 

travels faster compared to a denser medium. 
.yk udOHhlg idfmalaIj wdf,dalh ^fyda fjk;a 
´kEu ;rx.hla& jvd fõ.fhka .uka lrk 
udOHhls' 
 

Dense Media 
.yk udOH 
A medium in which light (or any other wave) 

travels slower compared to a rarer medium. 
úr, udOHhlg idfmalaIj wdf,dalh ^fyda fjk;a 
´kEu ;rx.hla& ukao.dój .uka lrk udOHhls' 
 
Laws of Refraction 
j¾;k kS;S 
• The angle of incidence, the tangent to the 

boundary at the point of incidence, and 

the refracted ray lie in the same plane. 
m;k fldaKh;a" m;k ,laIHfha udhsug weÈ 
wNs,ïnh;a" j¾;k lsrKh;a tlu ;,hl 
msysghs 

• The ratio of the sine of the angle of 

incidence to the sine of the angle of 

refraction is constant for two considered 

media. 
i,lk udOH folla i|yd m;k fldaKfha 
ihska w.hg j¾;k fldaKfha ihska w.h 
olajk wkqmd;h ksh; fõ' 
 

1. First instance 
 

 

 

 

 

 

 
 

 
 
 
 
 
 
 
 

 

Incident Angle: 0° (perpendicular to the 

boundary). 

 

Behavior: When light strikes the boundary 

perpendicularly, it passes straight through 

without changing direction. 
wdf,dalh udhsug ,ïnlj m;s; jk úg" th ÈYdj 
fjkia fkdlr fl,skau .uka lrhs' 
 

Explanation: Since the light is not at an angle, 

it doesn’t bend; it simply slows down because 

it's moving from a dense to a rare medium.  
wdf,dal lsrKh fldKhlska fkdue;s neúka" th 
kefukafka ke;¦ th .yk udOHfhka úr, 
udOHhlg .uka lrk ksid ir,j tys fõ.h wvq 
ù ukao.dó fõ' 
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2. Second instance 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Incident Angle: Less than the critical angle (but 

not 0°). 

m;k fldaKh wjê fldaKhg jvd wvqh ^kuq;a 0° 
fkdfõ&' 
 

Explanation: When the light enters the rare 

medium at an angle, it speeds up, causing the 

ray to bend away from the normal (the 

imaginary line perpendicular to the boundary). 
wdf,dalh fldaKhlska úr, udOHhg we;=¿ jQ úg" 
th fõ.j;a jk w;r" lsrK wNs,ïnfha ^udhsug 
,ïnl jQ uk#l,ams; fraLdj& isg keóug fya;= fõ' 
 

This bending is refraction. The greater the angle 

of incidence (up to the critical angle), the more 

the light will bend away from the normal. 
fuu keóu j¾;khls' m;k fldaKh jeä jk 
;rug ^wjê fldaKh olajd&" wdf,dalh 
wNs,ïnfhka bj;g kefuk m%udKh jeä fõ' 
 

3. Third instance 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Incident Angle: Equal to the critical angle. 
m;k fldaKh wjê fldaKhg iudk fõ' 

Explanation: The critical angle is the angle of 

incidence at which the refracted ray just skims 

the boundary between the two media. 
wjê fldaKh hkq j¾;k lsrK udOH fol w;r 
udhsu u;ska .uka lrk m;k fldaKhhs' 
 
At this angle, the light does not enter the rarer 

medium; instead, it moves along the interface 

between the two media. 
fuu fldaKfhka wdf,dalh úr, udOHhg we;=,a 
fkdfõ¦ tA fjkqjg" th udOH fol w;r w;=re 
uqyqK; Tiafia .uka lrhs' 
 

4. Fourth instance 

 
 

 
 
 
 
 
 
 
 

 

 

Incident Angle: Greater than the critical angle. 
m;k fldaKh wjê fldaKhg jvd úYd,h' 
 
Explanation: When the angle of incidence 

exceeds the critical angle, the light cannot pass 

into the rarer medium. Instead, it is entirely 

reflected back into the denser medium. 
m;k fldaKhd wjê fldaKh blaujd .sh úg" 
wdf,dalhg úr, udOHhg .uka l< fkdyel' tA 
fjkqjg" th iïmQ¾Kfhkau .yk udOHhg kej; 
mrdj¾;kh fõ' 
 
This phenomenon is known as total internal 

reflection. 
fuu ixisoaêh mQ¾K wNHka;r mrdj¾;kh f,i 
ye¢kafõ 
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Fiber optic cables 
m%ldY ;ka;= /yeka 
 

Fiber optic cables use thin strands of glass or 

plastic fibers to transmit data as light pulses. 
m%ldY ;ka;= u.ska wdf,dal iamkaok f,i o;a; 
iïfm%aIKh lsÍug ;=kS ùÿre fyda ma,diaála ;ka;= 
Ndú;d lrhs' 
 

 

 

 

 

 

 

Core 

The core is the central part of the optical fiber 

where light is transmitted. 

Core tl hkq wdf,dalh iïfm%aIKh jk m%ldY ;ka;= 
j, uOHu fldgihs' 
 

It is usually made of high-purity glass or plastic. 
th iudkHfhka by< msßisÿ ùÿre fyda ma,diaála 
j,ska idod we;' 
 

The size of the core determines how the light 

travels and the amount of data that can be 

transmitted. 

Core tflys m%udKh wdf,dalh .uka lrk wdldrh 
iy iïfm%aIKh l< yels o;a; m%udKh ;SrKh 
lrhs' 
 
Cladding 
 
The cladding is the layer that surrounds the core 

of the optical fiber. 

Cladding tl hkq m%ldY ;ka;= j, core tl jgd 
we;s ia:rhhs' 
 

It is also made of glass or plastic, but with a lower 

refractive index than the core. 

th o ùÿre fyda ma,diaála j,ska idod we;" kuq;a core 
tlg jvd wvq j¾;k o¾Ylhla we;' 
 

The cladding’s primary role is to reflect light back 

into the core using total internal reflection. 

Cladding tflys uQ,sl ld¾hNdrh jkqfha mQ¾K 
wNHka;r mrdj¾;kh Ndú;d lr kej; core tlg 
wdf,dalh mrdj¾;kh lsÍuhs' 
 

How fiber optics work 
m%ldY ;ka;= l%shd lrk wdldrh 
 

The process begins with an electrical signal that 

needs to be transmitted.  
fuu l%shdj,sh iïmafraIKh l< hq;= úoHq;a 
ix{djlska wdrïN fõ'  
 

The electrical signal is sent to an optical 

transmitter, which contains a light source, typically 

a laser diode or a light-emitting diode (LED).  
úoHq;a ix{dj wdf,dal m%Njhlg" idudkHfhka 
f,ai¾ vfhdavhla fyda wdf,dal úfudapl vfhdavhla 
LED wvx.= oDYH iïfm%aIlhlg hjkq ,efí' 
 

The transmitter converts the electrical signals into 

light pulses.  
iïfm%aIlh úÿ,s ix{d wdf,dal iamkaok njg 
mßj¾;kh lrhs' 
 

The light pulses are modulated to represent the 

binary data (0s and 1s) of the electrical signal. 
úÿ,s ix{dfõ oaúuh o;a; ^0 iy 1& ksfhdackh lsÍu 
i|yd wdf,dal iamkaok uqyq¾cKh lr we;' 
 

A light pulse might represent a 1, and the absence 

of a pulse might represent a 0. 
wdf,dal iamkaokhla 1 ksfhdackh l< yels w;r 
iamkaokhla fkdue;s ùu 0 ksfhdackh l< yelsh' 
 
The light pulses are transmitted through the core 

of the optical fiber  
wdf,dal iamkaok m%ldY ;ka;= yrh yryd 
iïfm%aIKh fõ 
 

Over long distances, the light signal may weaken 

due to attenuation. 

È.= ÿr j,§" attenuation fya;=fjka wdf,dal ix{dj 
ÿ¾j, úh yel' 
 

To maintain signal strength, optical amplifiers are 

placed at intervals along the fiber. 
ix{dfõ Yla;sh mj;ajd .ekSu i|yd" m%ldY j¾Ol 
;ka;= Èf.a mr;rhkaf.ka ;nd we;' 
 

At the receiving end, the light pulses reach an 

optical receiver. 
.%yk wka;fha§" wdf,dal iamkaok m%ldY .%dylh 
fj; <Õd fõ' 
 

This device contains a photodetector, typically a 

photodiode, which converts the light pulses back 

into electrical signals.  

fuu Wmdx.fha photodetector tlla wvx.= fõ" 
idudkHfhka th m%ldY Èfhdavhla jk w;r tuÕska 
wdf,dal iamkaok kej; úoHq;a ix{d njg 
mßj¾;kh lrhs' 
 

The electrical signals are then processed and 

converted back into the original data format.  
túg úoHq;a ix{d ilia lr kej; uq,a o;a; 
wdlD;shg mßj¾;kh fõ' 
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Types of fiber optics 
*hsn¾ Tmaála j¾. 
 

Fiber Optic Technology 

 

 

 

 

 

 

 

 

 

 

 

 

Optical Fiber (Glass fiber) 
 

A thin, flexible strand of glass that transmits 

data as pulses of light. 
o;a; wdf,dal iamkao f,i iïfm%aIKh lrk 
ùÿrej,ska ;ekQ ;=kS" keñh yels ;ka;=jls' 
 

Optical fibers are classified into two main types 

based on the number of light paths (modes) 

they support. 
Tmaál,a *hsn¾ tAjd uÕska wdOdr lrk wdf,dal m: 
.Kk u; mokïj m%Odk j¾. follg j¾.SlrKh 
flfra' 
 

1.Single-mode Fiber (SMF) / ;ks m%ldY ;ka;= 
 

It allows only one light path (mode) to travel 

through the fiber, reducing signal distortion 

and attenuation. 
ix{d úlD;s ùu iy ydhkh wju lrñka" ;ka;=j 
yryd .uka lsÍug bv i,ikafka tla wdf,dal 
m:hlg mu‚' 
 

Used for long-distance communication. 
È.= ÿr ikaksfõokh i|yd Ndú; fõ' 
 
Provides high bandwidth with low signal loss. 
wvq ix{d ydkshla iuÕ by< l,dm m<,la imhhs' 
 

Commonly uses Laser Diodes (LD) 
idudkHfhka f,ai¾ vfhdav Ndú; lrhs' 
 
Core Diameter        :8–10 µm (Typically 9 µm) 

uOHfhys úIalïNh  (8–10 µm^idudkHfhka 9µm& 
 
Cladding Diameter : 125 µm. 

jeiafuys úIalïNh    ( 125 µm

2. Multi-mode Fiber (MMF) / nyq m%ldY ;ka;= 
 

It allows multiple light paths (modes) to travel 

through the fiber simultaneously. 
tljr wdf,dal m: lsysmhlg ;ka;=j yryd .uka 
lsÍug bv i,ihs' 
 

Used for short-distance communication.  
flá ÿr ikaksfõokh i|yd Ndú; fõ' 
 

Lower bandwidth than SMF. 

SMF j,g jvd wvq l,dm m<,la we;' 
 

Commonly uses LEDs as the light source. 

idudkHfhka wdf,dal m%Njh f,i LED Ndú; lrhs' 
 

Core Diameter : 50 µm or 62.5 µm 

uOHfhys úIalïNh ( 50 µm fyda 62.5 µm 
 
Cladding Diameter : 125 µm 

jeiafuys úIalïNh ( 125 µm 
 

Fiber Optic Cables 
 

A protective cable assembly that contains one or 

more optical fibers used to transmit data. 
o;a; iïfm%aIKh i|yd Ndú; lrk" Tmaál,a *hsn¾ 
tlla fyda lsysmhla wvx.= wdrlaIs; flan,a 
moaO;shls' 
 

Fiber optic cables are classified according to their 

installation environment and application. 
*hsn¾ Tmaála flan,a tAjd ia:dmkh lrk mßirh 
iy fhojqï wkqj j¾.SlrKh flfra' 
 

1.Indoor Cable 

Designed for use inside buildings where they are 

protected from harsh environmental conditions. 
oreKq mdßißl ;;a;ajhkaf.ka wdrlaId ù we;s 
f.dvke.s,s ;=< Ndú;h i|yd ks¾udKh lr we;' 
 

Types / j¾.: 
 

• Simplex -One fiber for one-way 

communication. 
tla ÈYdjlg muKla isÿ flfrk ikaksfõokh 
i|yd tla *hsn¾ ;ka;=jla mj;sk flan,a' 

• Duplex – Two fibers for simultaneous two-way 

communication.  
tljr foÈYdjgu isÿ flfrk ikaksfõokh 
i|yd *hsn¾ ;ka;= folla mj;sk flan,a' 

• Distribution – Multiple fibers bundled for 

indoor installations.  
f.dvke.s,s wNHka;r ia:dmkhka i|yd *hsn¾ 
;ka;= lsysmhla tlg ñá lr we;s flan,a' 

• Breakout – Each fiber is individually protected 

for direct connection. 
iDcq ikaksfõok iïnkaO;d ,nd §u i|yd iEu 
*hsn¾ ;ka;=jlau fjka fjka jYfhka wdrlaId lr 
we;s flan,a' 

Optical Fiber 

Single-mode Fiber(SMF) 

Multi-mode Fiber(MMF) 

Fiber Optic Cable 

Indoor Cables 

Outdoor Cables 

Special Purpose Cables 
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2. Outdoor Cables 

Designed to withstand moisture, temperature 

changes, and physical stress. 
f;;ukh" WIaK;aj fjkiaùï iy fN!;sl 
n,mEïj,g Tfrd;a;= fok mßÈ ks¾udKh lr we;' 
 

Types / j¾.: 

 

• Loose-tube – Protects fibers from moisture 

and temperature changes.  
f;;ukh iy WIaK;aj fjkiaùïj,ska ;ka;= 
wdrlaId lrhs' 

• Tight-buffered – Fibers are tightly coated for 

easier handling.  
myiqfjka yeisrùu i|yd ;ka;= ;Èka wdjrKh 
lr we;' 

• Armored – Includes a protective metal layer 

for harsh environments. 
r¿ mßirhka i|yd f,dayuh wdrlaIs; ia:rhla 
wvx.= fõ' 
 

3. Special-purpose Cables 

Designed for specific installation environments 

and specialized applications. 
úfYaIs; ia:dmk mßirhka iy iqúfYaIS fhojqï 
i|yd ks¾udKh lr we;' 
 

Types / j¾.: 

 

• Submarine Cable – Used for undersea 

communication.  
uqyqÿ m;=, yryd isÿflfrk ikaksfõokh i|yd 
Ndú; fõ' 

• Aerial Cable – Suspended between utility 

poles.  
úÿ,s m‚jqv fyda Wmfhda.s;d lKqj, t,a,d ;nkq 
,nhs'  

• Direct-burial Cable – Installed directly 

underground.  
iDcqju fmdf<dj hg j<,kq ,nhs' 

• ADSS – Installed on power lines without 

requiring a metal support wire. 
f,dayuh wdOdrl /yekla wjYH fkdjk mßÈ" 

úÿ,s /yeka u; ia:dmkh lrkq ,nhs' 
 

Indoor Simplex/Duplex Fiber 

 

 

 

 

 

 

 

 

Distribution Fiber, Breakout Fiber 

 

 

 

 

 

 

 

 

 

 

Loose-Tube Fiber, Armored Fiber 

 

 

 

 

 

 

 

 

 

 

Submarine Fiber Optic Cable 
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Submarine cable map 
iíueÍka flan,a is;shu 
 

This map shows the undersea fiber-optic cables 

that connect countries and continents. These 

cables carry most international internet, phone, 

and data traffic. The map helps users 

understand how global communication 

networks are connected.  
fuu is;shu rgj,a iy uydoaùm tlsfkldg 
iïnkaO lrk uqyqÿ m;=f,a we;s m%ldY ;ka;= 
/yeka fmkajkq ,nhs' cd;Hka;r wka;¾cd," 
ÿrl:k iy o;a; .ukd.ukfhka jeä m%udKhla 
/f.k hkafka fuu flan,a uÕsks'fuu is;shu 
uÕska f.da,Sh ikaksfõok cd,hka tlsfklg 
iïnkaO ù we;s wdldrh f;areï .ekSug 
mßYS,lhskag Wmldr lrhs'  
 

 

In the past, submarine cables used copper wires 

and were mainly used for telegraph messages.  
w;S;fha§" iíueÍka flan,a i|yd ;U lïì Ndú; 
jQ w;r tAjd m%Odk jYfhkau fhdod.kq ,enqfõ 
fg,s.%d*a yqjudrej i|ydh'  
 

Modern submarine cables use fiber-optic 

strands made of glass, protected by layers of 

plastic, steel wires, copper/aluminum, and 

waterproof insulation. 
kuq;a kùk m%ldY ;ka;= /yeka i|yd ùÿrej,ska 
;ekQ m%ldY ;ka;= fl¢ Ndú; jk w;r" tAjd 
ma,diaála ia:r" jdfka lïì" ;U fyda we¨ñkshï 
iy c,hg Tfrd;a;= fok mßjdrl uÕska wdrlaId 
lr we; 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Advantages 

 

• Has higher bandwidth and can transmit 

large amounts of data at very high speeds 
by< l,dm m<,la we;s w;r b;d by< 
fõ.hlska úYd, o;a; m%udKhla iïfm%aIKh 
l< yelsh 

• Experiences very low signal loss, allowing 

data to be transmitted over long distances 
b;d wvq ix{d w,dNhla w;aú¢k w;r" È.= 
ÿrla yryd o;a; iïmafraIKh lsÍug bv 
i,his 

• Immune to electromagnetic interference 
úoHq;a pqïNl ueÈy;aùï j,ska ndOd fkdfõ 

 

 

• Difficult to intercept without being 

detected. 
wkdjrKh fkdù o;a; fydrd .ekSu wmyiqh' 

• More resistant to environmental factors like 

moisture, temperature changes, and 

corrosive elements. 
f;;ukh" WIaK;aj fjkiaùï iy úLdok 
uQ,øjH jeks mdßißl idOlj,g jvd 
m%;sfrdaë fõ' 
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Disadvantages 

 

• The initial installation cost can be high 
uQ,sl ia:dmk msßjeh by< úh yel 

• More fragile and can be easily damaged 

during installation 
jvd;a ìf|kiq¨ jk w;r ia:dmkh w;r;=r 
myiqfjka ydks úh yel 

• Installing and maintenance requires 

specialized skills and equipment 
ia:dmkh iy kv;a;=j i|yd úfYaI l=i,;d iy 
WmlrK wjYH fõ 

 
 

• Sensitive to bending and can suffer signal loss 

or damage if bent beyond their specified 

radius 
keóug ixfõ§ jk w;r tAjdfha ksYaÑ; wrfhka 
Tíng keuqjfyd;a ix{d ke;sùu fyda ydks 
isÿúh yel 

• In some regions, fiber optic infrastructure may 

not be as widely available 
iuyr l,dmj," m%ldY ;ka;= há;, myiqlï 
t;rï mq¿,a f,i fkd;sìh 

 

Aspect Fiber Optics Copper Cables 

Bandwidth 
l,dm m<, 

Extremely high, supporting Gbps+ 

b;d by<hs" Gbps¬ i|yd iyh olajhs  

Moderate, supporting up to Mbps 

uOHia:hs" Mbps olajd iyh olajhs 

Transmission 

Distance 
iïmafraIK ÿr  

Long distances without repeaters 
j¾Ol fkdue;sj È.= ÿrla  

Shorter distances, frequent repeaters 

needed 
flá ÿr" ks;r j¾Ol wjYHhs  

Signal Loss 
ix{d ydksh  

Minimal attenuation over long distances 
È.= ÿr j,§ wju úlD;s ùu  

Higher attenuation, especially over 

long distances 
úfYaIfhka È.= ÿr j,§" jeä úlD;s ùu  

Interference 
ueÈy;a ùu  

Immune to electromagnetic interference 

(EMI) 
úoHq;a pqïNl ueÈy;aùï j,g m%;sfrdaêh 
(EMI)  

Susceptible to EMI and radio frequency 

interference (RFI) 

EMI iy .=jkaúÿ,s ixLHd; ueÈy;aùï 
(RFI) j,g f.dÿre fõ  

Security 
wdrlaIdj  

Very secure, difficult to tap without 

detection 
b;d wdrlaIs;hs" wkdjrKhlska f;drj 
;Ügq lsÍug wmyiqh  

Easier to tap, less secure 
;Ügq lsÍug myiqhs" wvq wdrlaIs;hs  

Durability 
l,ameje;au  

Resistant to moisture, temperature 

changes, and corrosion 
f;;ukh" WIaK;aj fjkiaùï iy 
úLdokhg mr;sfrdaë fõ  

Prone to corrosion, affected by 

environmental factors 
mdßißl idOl u.ska n,mEug ,la jQ 
úLdokhg f.dÿre fõ  

Installation Cost 
ia:dmk msßjeh  

Higher initial cost due to specialized 

equipment 
úfYaIs; WmlrK fya;=fjka by< wdrïNl 
msßjeh  

Lower cost, commonly used 

infrastructure 
wvq msßjeh" nyq,j Ndú;d jk há;, 
myiqlï  

Flexibility 
kuHYS,S nj  

Limited bending capability, sensitive to 

sharp bends 
iSñ; keófï yelshdj" ;shqKq keóï j,g 
ixfõ§ fõ  

More flexible, easier to install in tight 

spaces 
jvd;a kuHYS,S" ;o wjldYhka ;=< 
ia:dmkh lsÍug myiqh  

Weight 
nr  

Lightweight and thinner, easy to handle 

in bulk 
ieye,ä  yd isyska" f;d. jYfhka 
yeisrùug myiqh  

Heavier, bulkier, and requires more 

space 
jeä nr" úYd," iy jeä bvla wdjYH fõ  

Installation 

Complexity 
ia:dmk 
ixlS¾K;ajh 

Requires specialized skills and equipment 
úfYaIs; l=i,;d iy WmlrK wjYH fõ 

Easier to install with general skills and 

tools 
idudkH l=i,;d iy fuj,ï iuÕ 
ia:dmkh lsÍu myiqh 
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Waves 
;rx. 
 
A wave is a disturbance that travels through a 

medium, transferring energy from one place to 

another without transporting matter. 
;rx.hla hkq mod¾:h yqjudre fkdlr tla 
ia:dkhl isg ;j;a ia:dkhlg Yla;sh yqjudre 
lrñka udOHhla yryd .uka lrk le<öuls' 
 
Waves can be classified based on different 

criteria. 
úúO ks¾Kdhl u; mokïj ;rx. j¾.SlrKh 
l< yelsh' 
 

1. Based on the Requirement of a Medium 
udOHhl wjYH;djh u; mokïj 
 

Mechanical Waves 

Electromagnetic Waves 
 

2. Based on the Direction of Particle 

Movement relative to wave propagation 
;rx. m%pdrKhg idfmalaIj wxY= j, p,k ÈYdj 
u; mokïj 
 

Transverse Waves 

Longitudinal Waves 

Surface Waves 

 

Transverse Waves 
;S¾hla ;rx. 
 
In transverse waves, the particles of the medium 

move perpendicular (at right angles) to the 

direction of wave propagation. 
;S¾hla ;rx.j,§" udOHfha wxY= ;rx. m%pdrK 
ÈYdjg ,ïnlj ^iDcq fldaKj,ska& .uka lrhs' 
 

 

 

 

 

 

 
 

 

Ex.  

Light waves, Waves on a String 

When you move one end of a string up and 

down, transverse waves travel along the string. 
;ka;=jl tla fl<jrla by<g iy my<g f.k 
hk úg" ;S¾hla ;rx. ;ka;=j Èf.a .uka lrhs' 
 

 

 

 

 

 

 

When you shake a rope, the same thing 

happens. 
lUhla fid,jk úgo" tlu foh isÿ fõ' 
 

 

 

 

 

 

 

Longitudinal Waves 
wkajdhdu ;rx. 
 
In longitudinal waves, the particles of the 

medium move parallel (in the same direction) to 

the direction of wave propagation. 
wkajdhdu ;rx.j,§" udOHfha wxY= ;rx. m%pdrK 
ÈYdjg iudka;rj ^tlu ÈYdjgu& .uka lrhs' 
 
 

 

 

 

 

Longitudinal waves require a medium (solid, 

liquid, or gas) to propagate. They cannot travel 

through a vacuum. 
wkajdhdu ;rx. j,g m%pdrKh i|yd udOHhla 
^>k" øj fyda jdhq& wjYH fõ' tAjdg ßla;hla 
yryd .uka l< fkdyel' 
 

Ex. 

Sound Waves: Travel through air, water, and 

solids, involving compressions and rarefactions 

of particles. 
wxY=j, iïmSvk iy úr,k l%shdldrlï we;=<;a 
fjñka jd;h" c,h iy >k øjH yryd .uka lrhs' 
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Mechanical Waves 
hdka;%sl ;rx. 
 
Mechanical waves are waves that require a 

medium (solid, liquid, or gas) to travel through. 
hdka;%sl ;rx. hkq .uka lsÍug udOHhla ̂ >k" øj 
fyda jdhq& wjYH jk ;rx. fõ' 
 

The energy of a mechanical wave is transferred 

from one particle to another within the 

medium, causing the wave to propagate. 
hdka;%sl ;rx.hl Yla;sh udOHh ;=< tla 
wxY=jlska ;j;a wxY=jlg udre jk w;r tuÕska 
;rx.h m%pdrKh fõ' 
 

Speed directly depends on the medium's 

properties. 
fõ.h iDcjq u udOHfha .K=dx. u; r|d mj;S' 
 
Ex: sound is faster in water than in air 
jd;hg jvd c,fha§ Yíoh fõ.j;a fõ'  
 

Types of Mechanical Waves 
hdka;%sl ;rx. j¾. 
 

Transverse Waves (;S¾hla ;rx.) 

Longitudinal Waves (wkajdhdu ;rx.) 
Surface Waves (u;=msg ;rx.) 
 

Ex. 

Sound Waves, Water Waves 

Electromagnetic Waves 
úoHq;a pqïNl ;rx. 
 

Electromagnetic (EM) waves are formed 

through the synchronized vibrations of electric 

and magnetic fields. 
úoHq;a iy pqïNl lafIa;%j, iuuqyq¾; lïmk 
yryd úoHq;a pqïNl ^EM& ;rx. iEfohs' 
 
Electric and magnetic fields are perpendicular 

to each other, forming a right angle, with the 

wave traveling in the direction perpendicular to 

both fields. 
úoHq;a iy pqïnl lafIa;% tlsfklg ,ïnlj iDcq 
fldaKhla idohs" ;rx.h lafIa;% folgu ,ïnl 
ÈYdjlg .uka lrhs' 
 

Electromagnetic waves are almost always 

transverse, meaning the oscillations of the 

electric and magnetic fields are perpendicular 

to the direction of wave propagation. 
úoHq;a pqïNl ;rx. iEu úgu mdfya ;S¾hla 
;rx. fõ" tkï úoHq;a iy pqïnl lafIa;%j, 
foda,kh ;rx. m%pdrK ÈYdjg ,ïnl fõ' 
 

In a vacuum, all electromagnetic waves travel at 

the speed of light, which is approximately 

299,792 kilometers per second (km/s). 
ßla;hla ;=<" ish¨u úoHq;a pqïNl ;rx. 
wdf,dalfha fõ.fhka .uka lrhs" th wdikak 
jYfhka ;;amrhg lsf,daóg¾ 299,792 fõ' 
 

 

 

 

 

 

 

Electromagnetic waves can also be described as 

streams of particles called photons, which carry 

energy proportional to the wave's frequency. 
;rx.fha ixLHd;hg iudkqmd;slj Yla;sh 
/f.k hk f*dafgdak kï wxY= Odrd f,io úoHq;a 
pqïNl ;rx. úia;r l< yel' 
 

Higher frequency waves (like gamma rays) carry 

more energy than lower frequency waves (like 

radio waves). 
by< ixLHd; ;rx. ^.eud lsrK jeks& wvq 
ixLHd; ;rx.j,g ^fraäfhda ;rx. jeks& jvd 
jeä Yla;shla /f.k hhs' 
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Electromagnetic Spectrum  
úoHq;a pqïNl j¾Kdj,sh 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Radio waves (1cm – 100km | 3 kHz – 1 GHz)  
fraäfhda ;rx. 
 

Used to transmit data wirelessly over short and 

long distances. 
flá iy È.= ÿr m%udK yryd /yeka rys;j o;a; 
iïfm%aIKh lsÍug Ndú; lrhs' 
 

Radio waves propagate in all directions from 

the transmitting antenna and do not require a 

direct line of sight between the transmitter and 

receiver. 
fraäfhda ;rx. fm%arl wekagkdfõ isg ish¨u 
ÈYdj,g m%pdrKh jk w;r" iïfm%aYlhd iy 
.%dylhd w;r iDcq oDIaá fraLdjla ;sîu wjYH 
fkdfõ' 
 

Advantages / jdis 
 

• Provides wide wireless coverage. 
mq¿,a /yeka rys; wdjrK l,dmhla ,nd fohs' 

• Can penetrate obstacles such as walls and 

buildings. 
ì;a;s iy f.dvke.s,s jeks ndOl yryd .uka 
lsÍug  yelshdj mj;S' 

• Suitable for both indoor and outdoor 

communication. 
.Dyia: fukau t<suyka ikaksfõokh i|yd o 
iqÿiq fõ' 

• Supports mobile communication over long 

distances. 
È.= ÿrla mqrd isÿjk cx.u ikaksfõok lghq;= 
i|yd iydh olajhs' 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Disadvantages / wjdis 
 

• Susceptible to interference from other radio 

signals and electrical devices. 
fjk;a fraäfhda ix{d iy úÿ,s WmlrK uÕska 
we;sjk ndOd lsÍïj,g ,laùfï m%jK;djla 
mj;S' 

• Provides lower bandwidth than microwaves 

and optical communication. 
laIqø ;rx. iy oDYH ikaksfõokhg jvd wvq 
l,dm m<,la  ,nd fohs' 

• Signals may weaken over long distances. 
È.= ÿrla .uka lsÍfï§ ix{d ÿ¾j, úh yel' 

• Communication can be affected by 

environmental conditions. 
mdßißl ;;a;ajhka fya;=fjka ikaksfõokhg 
n,mEï t,a, úh yel' 

 

Applications / Ndú;hka 
 

• AM and FM radio broadcasting.  

AM iy FM .=jkaúÿ,s úldYkh' 
• Television broadcasting. 

rEmjdyskS úldYkh' 
• Cellular communication.  

cx.u ÿrl:k ikaksfõokh' 
• Walkie-talkies and two-way radio systems. 

fjdals-fgdals iy oaú;aj ud¾. .=jkaúÿ,s moaO;s' 
• WiFi and Bluetooth 
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Microwaves (1mm – 100mm | 1 GHz – 300 GHz)  
laIqø ;rx. 
 

Used to transmit data wirelessly over long 

distances at high frequencies. 
by< ixLHd; Ndú; lrñka È.= ÿrla mqrd /yeka 
rys;j o;a; iïfm%aIKh lsÍug Ndú; lrhs' 
 

Signals travel in a straight line and require a clear 

line of sight (LOS) between the transmitting and 

receiving antennas. 
ix{d iDcq fraLdjl .uka lrk neúka" fm%arl iy 
.%dyl wekagkd w;r meyeÈ,s iDcq oDIaá fraLdjla  
;sîu wksjd¾h fõ' 
 

Advantages / jdis 
 

• Provides higher bandwidth than radio waves. 
fraäfhda ;rx.j,g jvd jeä l,dm m<,la ,nd 
fohs' 

• Less susceptible to interference than radio 

waves. 
fraäfhda ;rx.j,g jvd ndOd lsÍïj,g ,laùfï 
m%jK;dj wvqh' 

• Pass through the atmosphere to outer space 

without reflection.  
mrdj¾;khlska f;drj jdhqf.da,fha yryd 
wNHjldYh olajd .uka lrhs' 

• Can penetrate through atmospheric conditions 

such as clouds, rain, and fog,  
j,dl=¿" jeis iy óÿu jeks jdhqf.da,Sh ;;ajhka 
yryd úksúo hd yel' 

 

Disadvantages / wjdis 
 

• Communication can be interrupted by solid 

obstacles. 
>k mod¾;uh ndOl fya;=fjka ikaksfõokhg 
ndOd we;s úh yel' 

• Heavy rain, fog, and atmospheric conditions 

can weaken the signal. 
;o jeis" óÿu iy jdhqf.da,Sh ;;a;ajhka 
fya;=fjka ix{dj ÿ¾j, úh yel' 

• Installation cost is higher due to antennas and 

towers. 
wekagkd iy l=¿Kq wjYH jk neúka ia:dmk 
msßjeh by< w.hla .kS' 

• Reflected by metallic surfaces. 
f,dayuh mDIaG u.ska mrdj¾;kh fõ 

 

Applications / Ndú;hka 
 

• Point-to-point wireless communication. 

Point-to-point isÿ flfrk /yeka rys; 
ikaksfõokh' 

• Satellite and radar communication. 
pkaøsld iy fravd¾ ikaksfõokh' 

• Wireless Internet Service Providers (Ex-Starlink) 
/yeka rys; wka;¾cd, fiajd imhkakka  ^Wod( 
Starlink&' 

Infrared (IR) (700nm – 1mm | 300 GHz – 400 THz)  
wfOdarla; lsrK 
 
Used for short-range wireless communication 

between devices. 
Wmdx. w;r flá ÿr /yeka rys; ikaksfõokh 
i|yd Ndú; lrhs' 
 

Cannot penetrate walls or other solid objects, 

communication is limited to devices within the 

open space. 
ì;a;s fyda fjk;a >k jia;+ka yryd .uka l< 
fkdyels neúka" ikaksfõokh újD; wjldYhla ;=< 
we;s Wmdx. i|yd muKla iSud fõ' 
 

Wavelength is longer than visible light but shorter 

than microwaves.  
;rx. wdhduh oDYH wdf,dalhg jvd È.= kuq;a laIqø 
;rx. j,g jvd flá fõ' 
 

Advantages / jdis 
 

• Is less affected by radio frequency interference. 
.=jkaúÿ,s ixLHd; ndOd lsÍï uÕska t,a, jk 
n,mEu wju fõ' 

• Is inexpensive and easy to implement. 
msßjeh wvq jk w;r l%shd;aul lsÍug myiq fõ' 
 

Disadvantages / wjdis 
 

• Requires a clear line of sight between devices. 
Wmdx. w;r meyeÈ,s iDcq oDIaá fraLdjla ;sîu 
wksjd¾h fõ' 

• Has a limited communication range. 
iSñ; ikaksfõok mrdihla mj;S' 

• Performance can be affected by sunlight and 

strong ambient light. 
iQ¾hdf,dalh iy oeä mßir wdf,dalh fya;=fjka 
l%shdldÍ;ajhg n,mEï we;s úh yel' 

 

Applications / Ndú;hka 
 

• Infrared data transfer between devices. 
Wmdx. w;r wfOdarla; o;a; yqjudrej' 

• Remote control systems. 
ÿria: md,l moaO;s' 

• Heat radiation and thermal imaging. 
;dm úlsrK iy ;dm rEmlrKh 
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Visible Light (400nm – 700nm | 400 THz – 790 

THz)  
oDYH wdf,dalh 
 

In guided communication, light travels through 

optical fiber cables to provide high-speed, 

long-distance data transmission.  
kshuq ikaksfõokfha§ " by< fõ.hlska hq;a È.= ÿr 
o;a; iïfm%aIKhla ,nd §u i|yd wdf,dalh oDYH 
;ka;= flan,a  yryd .uka lrhs' 
 

In unguided communication, visible light is 

used in Light Fidelity (Li-Fi) systems, where LED 

lights transmit data wirelessly over short 

distances. 
kshuq fkdjk ikaksfõokfha§" flá ÿrla ;=< 
/yeka rys;j o;a; iïfm%aIKh lsÍu i|yd Li-Fi 
(Light Fidelity& moaO;s uÕska oDYH wdf,dalh 
Ndú; lrkq ,nhs' 
 

The only part of the electromagnetic spectrum 

that humans can see.  
ñksiqkag oelsh yels úoHq;a pqïNl j¾Kdj,sfha 
tlu fldgihs'  
 
The different wavelengths of visible light 

correspond to different colors, from red to 

violet (Colors of the rainbow).  
oDYH wdf,dalfha úúO ;rx. wdhdu r;= isg jh,Ü 
olajd ^foaÿkafkys j¾K& úúO j¾Kj,g wkqrEm 
fõ' 
 

Advantages / jdis 
 

• Does not cause radio frequency interference. 
.=jkaúÿ,s ixLHd; ndOd lsÍï we;s fkdlrhs' 

• Provides secure communication because 

light cannot pass through walls. 
wdf,dalhg ì;a;s yryd .uka l< fkdyels 
neúka wdrlaIs; ikaksfõokhla ,nd fohs' 

• Offers a large available bandwidth. 
úYd, l,dm m<,la ,nd fohs' 

 

Disadvantages / wjdis 
 

• Requires a clear line of sight between the 

transmitter and receiver. 
iïfm%aYlhd iy .%dylhd w;r meyeÈ,s iDcq 
oDIaá fraLdjla ;sîu wksjd¾h fõ' 

• Performance can be affected by strong 

ambient light or sunlight. 
oeä mßir wdf,dalh fyda iQ¾hdf,dalh 
fya;=fjka l%shdldÍ;ajhg n,mEï we;s úh 
yel' 

 

Applications / Ndú;hka 
• Li-Fi communication. 

• Optical Fiber 

 

NOTE: 

The following types of electromagnetic waves 

are not used for communication because they 

are harmful to human beings. 
my; oelafjk wdldrfha úoHq;a pqïNl ;rx. 
ñksiqkag ydkslr neúka ikaksfõokh i|yd Ndú;d 
fkdflfra' 
 
 

Ultraviolet (10nm – 380nm | 790 THz – 30 PHz) 
mdrcïnq, lsrK 
 
Produced when energized patterns lose energy 

and come to lower energy levels. 
Yla;sckl mrudKq Yla;sh ke;s ù my< Yla;s 
uÜgï lrd <Õd jQ úg ksmojkq ,efí' 
 

May be harmful to living tissues with prolonged 

exposure 
È.= fõ,djla ksrdjrKh ùfuka Ôù mgl j,g 
ydkslr úh yel' 
 

Is partially absorbed by the Earth's atmosphere. 
mDÓú jdhqf.da,h uÕska fldgila ̂ ldKav jYfhka& 
wjfYdaIKh lr.kq ,nhs' 
 

Applications / Ndú;hka 
 

• Sterilization of medical equipment. 
ffjoH WmlrK úIîcyrKh lsÍu' 

• Water and air purification. 
c,h iy jd;h msßmyÿ lsÍu' 

• Forensic analysis. 
wêlrK ffjoH úoHd;aul úYaf,aIK' 

• Medical treatments. 
ffjoH m%;sldr' 

• UV curing in industrial processes. 

ld¾ñl l%shdj,Skays§ UV lsrK uÕska ^øjH& 
úh<Su fyda oeä lsÍu' 

• Detection of fluorescent inks on currency, 

passports. 
uqo,a fkdaÜgq" úfoaY .uka n,m;% we;s m%;s§ma; 
;Ska; y÷kd .ekSu' 
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X-rays (0.01nm – 10nm | 30 PHz – 30 EHz)  

X-lsrK 
 
Produced when high-energy electrons collide 

with a target material, such as tungsten.  
wê Yla;s bf,lafg%dak gxiagka jeks øjHhla iuÕ 
.efgk úg ksIamdokh fõ' 
 

High frequency electromagnetic waves capable 

of penetrating many materials. 
fndfyda øjH yryd .uka lsÍfï yelshdj we;s 
by< ixLHd; iys; úoHq;a pqïnl ;rx. fõ' 
 

Has very high energy and short wavelength. 
b;d by< Yla;shla iy flá ;rx. wdhduhla 
mj;S' 
 

Applications / Ndú;hka 
 
• Medical X-ray imaging. 

ffjoH X-lsrK m%;srEmKh 

• CT (Computed Tomography) scanning. 

CT (mß.Kl.; fgdfud.%e*s& ialEka lsÍu' 
• Airport baggage scanners. 

.=jkaf;dgqm, .uka u¨ mÍlaId lrk hka;% 
• Industrial non-destructive testing. 

ld¾ñl úkdYldÍ fkdjk mÍlaIK 

• Scientific and laboratory research. 
úoHd;aul iy ridhkd.dr m¾fhaIK' 

 

Gamma Rays (<0.01nm | >30 EHz)  
.eud lsrK  
 
Emitted from the nucleus of an atom during 

radioactive decay or nuclear reactions.  
úlsrKYS,S laIh ùu fyda kHIaál m%;sl%shd j,§ 
mrudKqjl kHIaáfhka úfudapkh fõ' 
 

Highest frequency, shortest wavelength and 

highest energy electromagnetic waves. 
by<u ixLHd;h" fláu ;rx. wdhduh iy 
by<u Yla;sh iys; úoHq;a pqïnl ;rx. fõ' 
 

Primarily used in medicine, scientific research, 

and industrial applications rather than for 

conventional data communication. 
idudkH o;a; ikaksfõokh i|yd Ndú; lrkjd 
fjkqjg" uQ,sl jYfhka ffjoH úoHdj" úoHd;aul 
m¾fhaIK iy ld¾ñl fhojqï i|yd Ndú; fõ' 
 

Applications / Ndú;hka 
 
• Cancer treatment (Radiotherapy). 

ms<sld m%;sldr ^úlsrK m%;sldr&' 
• Sterilization of medical equipment. 

ffjoH WmlrK úIîcyrKh lsÍu' 
• Food irradiation. 

wdydr úlsrKlrKh 
• Industrial radiography. 

ld¾ñl fraäfhda.%e*sh 
• Scientific and nuclear research. 

úoHd;aul iy kHIaál m¾fhaIK' 
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Properties of waves 
;rx. j, ,laIK 
 

 

 

 

 

 

 

 

Crest (Peak) 

The highest point of a wave 
;rx.hl Wiu ia:dkh  
 

Trough 

The lowest point of a wave 
;rx.hl my<u ia:dkh  
 
 

 

 

 

 

 

 

 

 

Compressions 
iïmSvk 
A compression is a region in a longitudinal 

wave where the particles of the medium are 

pushed closer together, resulting in increased 

density and pressure. 
iïmSvk hkq wkjdhdu ;rx.hl udOHfha wxY= 
tlg ióm jk l,dmhla jk w;r tys  
>k;ajh iy mSvkh jeäh' 
 

Rarefactions 
úr,k 
Rarefaction is a region in a longitudinal wave 

where the particles of the medium are spread 

farther apart, resulting in decreased density and 

pressure.  
úr,k hkq wkajdhdu ;rx.hl udOHfha wxY= ÿßka 
me;Ís we;s l,dmhla jk w;r tys >k;ajh iy 
mSvkh wvqh'  
 

Amplitude  
úia;drh  

 

Amplitude is the maximum displacement point 

on the wave from its rest position. A crest or a 

Trough.  
úia;drh hkq ;rx.fha ksYap, ia:dkfha isg 
;rx.fha Wmßu úia:dmk ,laIHh fõ'   
 

Amplitude relates to the wave's power 

intensity. More amplitude, more intense. 
úia;drh ;rx.fha n, ;Sj%;djhg iïnkaO 
fõ' jeä úia;drh" jvd ;Sj% fõ'  
 

 

 

 

 
 
  
 

 

 

A high amplitude wave has taller crests and 

deeper troughs, so it carries more energy when 

frequency and wavelength remain constant. 
ixLHd;h iy ;rx. wdhduh ksh;j mj;sk úg" 
by< úia;drhla iys; ;rx.hlg Wia jQ YS¾I iy 
.eUqre ksïk mj;sk neúka" th jeä Yla;shla 
/f.k hhs' 
 
 
 

 

 

 

 

A low amplitude wave has shorter crests and 

shallower troughs, so it carries less energy 

when frequency and wavelength remain 

constant. 
úia;drhla iys; ;rx.hlg flá jQ YS¾I iy 
fkd.eUqre ksïk mj;sk neúka" th /f.k hkafka 
wvqYla;shls' 
 
Ex: in Sea Waves, energy, in sound waves, 

loudness.  

 

Note : Here, frequency & wavelength are held 

constant when amplitude changes. 
fuys§ úia;drh fjkia jk úg ixLHd;h iy 
;rx. wdhduh ia:djrj mj;ajd f.k hhs' 
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Wavelength (λ)  
;rx. wdhduh  

 

Wavelength is the distance between two 

identical points in a wave pattern.  
;rx. wdhduh hkq ;rx. rgdjl iudk ,laIH 
folla w;r ÿr fõ  
(can be two consecutive crests or troughs) 

 

It is inversely proportional to frequency. 
th ixLHd;hg m%;sf,dauj iudkmq;sl fõ'  
 

 

 

 

 

 

A long wavelength wave has crests that are 

farther apart, so fewer waves pass a point in a 

given time when amplitude and wave speed 

remain constant. 
úia;drh iy ;rx. m%fõ.h ksh;j mj;sk úg" 
È.= ;rx. wdhduhla iys; ;rx.hl YS¾Ihka 
tlsfklg fndfyda wE;ska msysghs' tneúka § we;s 
ksYaÑ; ld,hla ;=<§ ,laIHhla yryd .uka 
lrkafka wvq ;rx. m%udKhla mu‚' 
 
 
 

 

 

 

A short wavelength wave has crests that are 

closer together, so more waves pass a point in 

a given time when amplitude and wave speed 

remain constant. 
úia;drh iy ;rx. m%fõ.h ksh;j mj;sk úg" 
flá ;rx. wdhduhla iys; ;rx.hl YS¾Ihka 
tlsfklg b;d iómj msysghs' tneúka § we;s 
ksYaÑ; ld,hla ;=<§ ,laIHhla yryd jeä ;rx. 
m%udKhla .uka lrhs' 

 
Note : Here amplitude is held constant when 

wave length changes. 
fuys§ ;rx. wdhduh fjkia jk úg úia;drh 
ia:djrj mj;ajd f.k hhs' 
 

 

Frequency (f)  
ixLHd;h  

 

Frequency is the number of wavelengths that 

pass a fixed point in one second.  
ixLHd;h hkq ;;amrhla ;=< ia:djr ,laIHhla 
miqlr hk ;rx. wdhdu .Kkhs'   
 

It is measured in hertz (Hz). It means oscillations 

per unit time. 
 th y¾Üia j,ska ukskq ,efí' tys f;areu tAll 
ld,hlg foda,k .Kk hkakhs' 
  
 
 

 

 

 

A high frequency wave has more cycles passing 

a point in a given time, so the compressions and 

rarefactions are closer together. 
by< ixLHd; ;rx.hl§ § we;s ksYaÑ; ld,hla 
;=< ,laIHhla yryd jeä pl% m%udKhla .uka 
lrhs" tneúka tys iïmSvk iy úr,k tlsfklg 
b;d iómj msysghs' 
 

 

 

 

 

 
 

A low frequency wave has fewer cycles passing 

a point in a given time, so the compressions 

and rarefactions are farther apart. 
wvq ixLHd; ;rx.hl§ § we;s ksYaÑ; ld,hla 
;=< ,laIHhla yryd .uka lrkafka wvq pl% 
m%udKhla mu‚" tneúka tys iïmSvk iy úr,k 
tlsfklg fndfyda wE;ska msysghs' 
 

Note : Here amplitude is held constant when 

frequency  changes. 
fuys§ ixLHd;h fjkia jk úg úia;drh ia:djrj 
mj;ajd f.k hhs' 
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Period (T)  
ld,dj¾;h  
 

Period is the time taken for one complete wave 

cycle to pass a point.  
ld,dj¾;h hkq tla iïmQ¾K ;rx. pl%hla i|yd 
,laIHhla miq lsÍug .;jk ld,hhs'  
 

It's the inverse of frequency.  
th ixLHd;fha m%;sf,dauh fõ'  
  

T = 1/f  

T - Period  

F - Frequency  

 

Period and frequency are opposites: when the 

period increases, the frequency decreases; when 

the period decreases, the frequency increases. 
wdj¾; ld,h iy ixLHd;h hkq tlsfklg m%;sf,dau 
idOl fõ( wdj¾; ld,h jeä jk úg ixLHd;h wvq 
fõ¦ wdj¾; ld,h wvq jk úg 
ixLHd;h jeä fõ' 
 

If one wave cycle takes 2 seconds, the period is 2 

s, so the frequency is low. If one wave cycle takes 

0.5 seconds, the period is 0.5 s, so the frequency 

is high. 
hï ;rx. pl%hla i|yd ;;amr 2 la .;jkafka kï" 
tys wdj¾; ld,h ;;amr 2 ls ^T = 2s)' túg tys 
ixLHd;h wvqh' hï ;rx. pl%hla i|yd ;;amr 
0'5la .;jkafka kï" tys wdj¾; ld,h ;;amr 0'5 ls 
^T  = 0.5s)' túg tys ixLHd;h by<h' 
 

Phase 
l,dj  

 

Phase is the position of a point within a wave 

cycle relative to a reference point. l,dj hkq 
iuqoafoaY ,laIHhlg idfmalaIj ;rx. pl%hla 
;=< ,laIHhl msyàsuhs'  
  

Waves that are in same phase with each other 

have crests (and troughs) that align, while waves 

out of phase do not align perfectly.  

tlsfkl iu. tlu l,djl we;s ;rx.j, crests 

(and troughs) iumd; jk w;r l,dfjka msg; 
;rx. tlAldrj fm,.efikafka ke;'  
 

Phase Angle: The phase angle indicates the 

current position within the wave cycle. For 

example, a phase of 0 degrees or 0 radians 

represents the start of the cycle, while 180 degrees 

or π radians represents the midpoint. 
l,d fldaKh ;rx. pl%h ;=< j;auka ;;a;ajh 
fmkakqï lrhs' WodyrKhla f,i" wxYl 0 fyda 
fraähk 0 l l,dj pl%fha wdrïNh ksfhdackh lrk 
w;r wxYl 180 fyda  π fraähk uOH ,laIHh 
ksfhdackh lrhs' 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In-Phase Waves: When two waves have the same 

phase, their peaks and troughs align, resulting in 

constructive interference, where the amplitude 

is increased. 
;rx. follg tlu l,djla we;s úg" tAjdfha YS¾I 
iy ksïk iumd; jk w;r" tys m%;sM,hla f,i 
constructive interference we;s fõ" tys§ úia;drh 
jeä fõ' 
 

Example: 

When two speakers emit identical sound waves in 

phase, their peaks add together to create 

increased amplitude and louder volume. 

Speakers folla l,dfjka iudk Yío ;rx. ksl=;a 
lrk úg" tAjdfha YS¾I tlg tl;= ù jeä úia;drhla 
iy Yíohla we;s lrhs' 
 

Out-of-Phase Waves: When two waves are out of 

phase, their peaks and troughs do not align, 

leading to destructive interference, where the 

amplitude may be reduced or even canceled out. 
;rx. foll l,dj fjkia jQ úg" tAjdfha YS¾I iy 
ksïk fkd.e,fmk w;r" th  destructive 

interference j,g ;=vq fohs" tys§ úia;drh wvq ùug 
fyda tjd tlsfkl wfydaiS ùug mjd bv we;' 
 
Destructive interference is the basic principle used 

in Active Noise Cancellation (ANC), where an 

opposite sound wave is produced to reduce 

unwanted noise. 

il%Sh Yío wj,x.= lsÍfï ^ANC& ;dlaIKfha§ Ndú; 
jk uQ,sl kHdh jkafka Destructive interference' 
tys§ wkjYH Yío wju lsÍu i|yd Bg m%;súreoaO 
Yío ;rx.hla ksmojkq ,nhs' 
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Example: 

Microphones detect ambient noise and 

electronics generate inverted sound waves 180° 

out of phase, causing peaks and troughs to cancel 

each other out and eliminate unwanted sound. 
uhsfl%df*dak u.ska wjg f>daIdj y÷kd .kakd w;r 
bf,lafg%dksl WmlrKh uÕska ^180°& l l,djlska 
m%;sf,dau Yío ;rx. ckkh lr Ys¾I iy ksïk 
tlsfkl wfydais lr wkjYH f>daIdj bj;a lrhs' 
 
 
 
 
 
Circular Motion to Waveform 
jD;a; p,s;fhka ;rx. wdldrhla idod .ekSu 
 
Consider a point moving around a circle with a 

constant angular velocity. 
ksh; flda‚l m%fõ.hlska jD; a;hla jgd .uka lrk 
,laIHhla i,ld n,kak' 
 

As it moves, its position can be described by two 

components: one along the x-axis (horizontal) and 

one along the y-axis (vertical). 
th p,kh jk úg" tys msysàu ixrpl follska 
úia;r l< yelsh( tlla x-wlaIh Tiafia ^;sria& iy 
wfkl y-wlaIh ^isria& Tiafia' 
 

If we project the position of this point onto the x-

axis, the vertical displacement (y-component) of 

the point over time forms a sine wave. 

fuu ,laIHfha msysàu x-wlaIhg m%lafIamKh 
lrfyd;a" ld,h;a iuÕ ,laIHfha isria úia:dmkh 
^y-ixrplh& ihskdldr ;rx.hla idohs' 
 
The horizontal displacement corresponds to time, 

and the vertical displacement corresponds to the 

wave's amplitude. 
;sria úia:dmkh ld,hg wkqrEm jk w;r isria 
úia:dmkh ;rx.fha úia;drhg wkqrEm fõ' 
 

The angle of the point in the circular motion 

corresponds to the phase of the wave. 
jD;a; p,s;fha fhfok ,laIHfha fldaKh ;rx.fha 
l,djg wkqrEm fõ' 
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Three Phases 
f;l,d 
 
When considering three-phase systems, each 

phase can be visualized as originating from three 

points equally spaced around a circle (i.e., 

separated by 120 degrees or 2π/3 radians). 
f;l,d moaO;s i,ld ne,Sfï§" iEu l,djlau 
jD;a;hla jgd iudk mr;rhlska ^tkï wxYl 120 
lska fyda fraähk 2 π$3 lska fjka lr we;s& ,laIH 
;=klska wdrïN jk nj is;sh yel' 
 
Imagine three points moving around the same 

circle but starting at different positions, 120 

degrees apart. 
wxYl 120la ÿßka úúO ia:dkj,ska wdrïN jk kuq;a 
tlu jD;a;h jgd .uka lrk ,laIH ;=kla is;kak' 
 

Each point represents a different phase of the 

wave (Phase A, Phase B, and Phase C). 
iEu ,laIhlau ;rx.fha fjkia l,djla ksfhdackh 
lrhs ^A l,dj" B l,dj iy C l,dj&' 
 

Projecting each of these points onto the x-axis will 

produce three sine waves, each with the same 

amplitude and frequency but with a phase shift of 

120 degrees relative to each other. 

fuu iEu ,laIHhlau x-wlaIhg m%lafIamKh 
lsÍfuka ihskdldr ;rx. ;=kla ksmofjkq we;" tA 
iEu ;rx.hlu tlu úia;drh iy ixLHd;h we;s 
kuq;a tlsfklg idfmalaIj wxYl 120 l l,d 
fjkila we;' 
 

These three sine waves are often described as 

Phase A, Phase B, and Phase C in electrical 

systems, where they represent the voltages or 

currents in a three-phase power system. 
fuu ihskdldr ;rx. ;=k fndfyda úg úoHq;a 
moaO;sj, A" B iy C l,dj f,i úia;r flfrk 
w;r tys§ tAjd f;l,d n, moaO;shl fjda,aàh;d fyda 
Odrd ksfhdackh lrhs' 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The three waves are out of phase with each 

other, but they combine to create a balanced, 

constant power output over time. 
;rx. ;=k tlsfklska l,dfjka neyerj we;" 
kuq;a ld,h;a iuÕ iu;=,s;" ksh; n, ksuejqula 
ks¾udKh lsÍug tAjd tAldnoaO fõ' 
 

Why we need three phase systems 
f;l,d moaO;s wjYH ùug fya;=j 
 
Single-Phase Power 
tl,d n,h  
In a single-phase system, the voltage waveform 

follows a sine wave pattern. 
tl,d moaO;shl" fjda,aàh;d ;rx. wdlD;sh 
ihskdldr ;rx. rgdjla wkq.ukh lrhs' 
 

At 50Hz, the voltage crosses zero twice in each 

cycle (once every 10 milliseconds). 

50Hz §" fjda,aàh;dj iEu pl%hlgu fojrla 
ìxÿjg meñfKa ^iEu ñ,s ;;amr 10 lg jrla&' 
 

During these zero-crossing points, no power is 

delivered because the voltage and current are 

both zero. 
fuu Y=kH yria ,laIH j,§" fjda,aàh;djh iy 
Odrdj hk folu Y=kH jk neúka n,h ,nd 
fkdfoa' 
 

This results in pulsating power delivery, where 

power flow momentarily drops to zero twice per 

cycle. 
fuys m%;sM,hla f,i iamkaok n,h fnod yeÍu 
isÿfõ" tys§ n, m%jdyh fudfyd;lg pl%hlg 
fojrla ìxÿj olajd my; jefÜ' 
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Three-Phase Power 
f;l,d n,h 
 
In a three-phase system, there are three sine 

waves (each phase) offset by 120 degrees from 

each other. 
f;l,d moaO;shl" ihskdldr ;rx. ;=kla ^tla tla 
l,dj& tlsfklska wxYl ^120& lska úia:dmkh fõ' 
 

Because of this phase offset, at least one phase is 

always at or near its peak voltage while the others 

are crossing zero. 
fuu l,d fjki ksid" wju jYfhka tla l,djlaj;a 
wfkla l,djka ìxÿjg meñfKaó§ iEu úgu tys 
Wmßu fjda,aàh;djfha fyda Bg wdikakfha mj;s' 
 
This ensures that power delivery is constant, with 

no momentary drops to zero, leading to smoother 

and more consistent energy supply. 
fuu.ska Y=kHhg laIksl my; jeàï fkdue;sj n, 
iemhqu ksh; nj iy;sl lrhs" tu.ska iqug yd jvd 
ia:djr n,Yla;s iemhqulg u. mdohs' 
 

 

 

 

 

 

 

 

 

 

 

 

 

The difference between signals and waves  
ix{d iy ;rx. w;r fjki 
 

Waves 

A wave is simply a physical phenomenon that 

exists around us all the time. 
;rx.hla hkq ir,ju wm jgd iEu úgu mj;sk 
fN!;sl ixisoaêhls' 
 

Waves can be found everywhere in nature, such as 

light waves from the sun, sound waves in the air, 

or ocean waves. However, not all waves carry 

information or have a meaning, they just exist. 
iQ¾hhdf.a isg wdf,dal ;rx." jd;fha we;s Yío 
;rx. fyda id.r ;rx. jeks iajNdjO¾ufha iEu 
;eklu ;rx. fidhd.; yelsh' flfia fj;;a" iEu 
;rx.hlau f;dr;=re /f.k hkafka fyda tAjdg 
w¾:hla fyda ke;" tAjd iajNdúlj mj;S' 
 

Signals 

A signal is an electronic voltage or current, which 

varies with time.  
ix{djla hkq bf,lafg%dksl fjda,aàh;djhla fyda 
Odrdjla jk w;r th ld,h;a iuÕ fjkia fõ' 
 

Signals are used to communicate or convey data 

from one place to another.  
tla ia:dkhl isg ;j;a ia:dkhlg o;a; 
ikaksfõokh lsÍug fyda iïfm%aIKh lsÍug ix{d 
Ndú;d lrhs' 
 
Note: 

Not all waves are signals. 
ish¨u ;rx. ix{d fkdfõ' 
 

Waves can exist without carrying any information, 

but when a wave is used to transfer information, it 

becomes a signal. 
lsisÿ f;dr;=rla /f.k hdulska f;drj ;rx. 
mej;sh yels kuq;a f;dr;=re yqjudre lsÍug 
;rx.hla Ndú;d lrk úg th ix{djla njg m;a 
fõ' 
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Types of signals 
ix{d j¾. 
 

There are two types of signals 
ix{d j¾. folls 
 
Analog signals     m%;siu ix{d 
Digital signals      wxls; ix{d 
 

1. Analog signals 
m%;siu ix{d 
 
Analog signals continuously vary over time and 

can take any value within a range up to infinite.  
m%;siu ix{d ld,h;a iu. ika;;slj fjkia jk 
w;r wkka;h olajd mrdihla ;=< ´kEu w.hla 
.; yel'  
 
This means that there can be an infinite number 

of energy levels in an analog signal, allowing it 

to vary smoothly over time. 
fuhska woyia lrkafka m%;siu ix{djl Yla;s 
uÜgï wiSñ; ixLHdjla mej;sh yels w;r th 
ld,h;a iuÕ iqug f,i fjkia ùug bv i,ik 
njhs' 
 

This continuous nature is why analog signals 

are well-suited to represent natural phenomena 

like sound, light, and temperature, which also 

vary in a smooth and uninterrupted manner. 
fuu wLKav iajNdjh ksid m%;siu ix{d iqug yd 
ndOdjlska f;drj fjkia jk Yíoh" wdf,dalh iy 
WIaK;ajh jeks iajNdúl ixisoaê ksfhdackh 
lsÍug fyd¢ka .e,fma' 
 

 

 

 

 

 

 

 

 

 

 

 

2. Digital signals 
wxls; ix{d 
 
Digital signals vary discretely within a specific 

range of energy levels, meaning they take on 

certain fixed values. 
wxls; ix{d ksYaÑ; Yla;s uÜgï mrdihla ;=< 
úúla;j fjkia fõ" thska woyia jkafka tAjd 
ksYaÑ; ia:djr w.hka .kakd njhs' 
 

In digital systems, signals can theoretically 

utilize a range of energy levels, not just two. 
wxls; moaO;s ;=<" ix{dj,g kHdhd;aulj Yla;s 
uÜgï folla muKla fkdj Yla;s uÜgï mrdihla 
Ndú;d l< yel' 
 
For instance, a system might use ten different 

voltage levels to represent different values, 

allowing for a more compact representation of 

data. 
WodyrKhla f,i" moaO;shla úúO w.hka 
ksfhdackh lsÍu i|yd úúO fjda,aàh;d uÜgï 
oyhla Ndú;d l< yels w;r" o;a; jvd;a 
ixhqla;j ksrEmKh lsÍug tu.ska bv i,ihs' 
 
However, practical constraints and limitations in 

technology often make it challenging to 

implement such systems. 
flfia fj;;a" ;dËKfha we;s m%dfhda.sl ndOdjka 
iy iSudjka fndfyda úg tjeks moaO;s l%shd;aul 
lsÍu wNsfhda.d;aul lrhs' 
 
 
 
 

 

 

 

 

 

Random Analog Wave 

Analog Sine Wave 
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Challenges and Practical Limitations 
wNsfhda. iy m%dfhda.sl iSudjkaa 
 
To effectively use multiple energy levels, the 

equipment must be extremely precise in 

distinguishing between these levels. 
nyq Yla;s uÜgï M,odhS f,i Ndú;d lsÍu i|yd" 
fuu uÜgï w;r fjki y÷kd.ekSfï§ WmlrK 
w;sYhska ksrjoH úh hq;=h' 
 

Managing and transmitting signals with many 

levels adds complexity to both the hardware 

and software. 
fndfyda uÜgï iuÕ ix{d l<ukdlrKh lsÍu 
iy iïfm%aIKh lsÍu oDvdx. iy uDÿldx. hk 
folgu ixlS¾K;ajhla tla lrhs' 
 

This complexity can lead to increased costs and 

more robust requirements for equipment 

calibration and maintenance. 
fuu ixlS¾K;ajh u.ska jeä msßjehla yd 
WmlrK l%udxlkh iy kv;a;= lsÍu i|yd jvd;a 
oeä wjYH;d we;s úh yel' 
 

Binary systems 
oaúuh moaO;s 
 
Due to these challenges, most digital systems 

use only two energy levels, one representing a 

current (or high voltage) and one representing 

no current (or low voltage). 
fuu wNsfhda. fya;=fjka" fndfyda wxls; moaO;s 
Yla;s uÜgï folla muKla Ndú;d lrhs" tla 
uÜgula Odrdjla we;s ^fyda wê fjda,aàh;djhla& 
iy wfkl Odrdjla fkdue;s ^fyda wvq 
fjda,aàh;djhla& f,iska ksfhdackh lrhs' 
 

This binary system simplifies the design and 

operation of digital systems, making them more 

reliable and easier to implement. 
fuu oaúuh moaO;sh wxls; moaO;s ie,iqï lsÍu 
iy l%shd;aul lsÍu ir, lrhs" tAjd jvd;a 
úYajdiodhl iy l%shd;aul lsÍug myiq lrhs' 
 

But it may result in longer data transmission 

times due to the need for more bits to represent 

information. 
kuq;a f;dr;=re ksrEmkh lsÍug jeä ìgq .Kkla 
wjYH ùu ksid th È.= o;a; iïfm%aIK ld,hlg 
fya;= úh yel' 
 
 

Energy Efficiency 
n, ld¾hlaIu;dj 
 
Using only two levels reduces the energy 

consumption required to transmit and process 

data. 
uÜgï folla muKla Ndú;d lsÍfuka o;a; 
iïfm%aIKh lsÍug iy ieliSug wjYH n,Yla;s 
mßfNdackh wvq fõ' 
 

 

 

 

 

 

 

 

For instance, a small voltage level like 0.1 volts 

can effectively represent a binary 1 leading to 

low power consumption. 
WodyrKhla f,i" fjda,aÜ 0'1 la jeks l=vd 
fjda,aàh;d uÜgula u.ska oaúuh 1 M,odhs f,i 
ksrEmKh l< yelsh' th wvq n, mßfNdackhlg 
;=vq fohs' 
 

If computers could reliably handle multiple 

energy levels, the time to transmit data could 

be reduced. This is because each signal could 

carry more information at once, potentially 

speeding up data transfer. 
mß.Klj,g úYajdiodhl f,i nyq Yla;s uÜgï 
yeisrúh yels kï" o;a; iïfm%aIKh lsÍug 
.;jk ld,h wvq l< yel' ukao" iEu 
ix{djlgu tljr jeä f;dr;=re m%uKhla 
/f.k hd yels w;r" o;a; yqjudrej fõ.j;a l< 
yels neúks' 
 

The energy required to maintain and 

differentiate these levels would be higher 

compared to binary systems. 
fuu uÜgï mj;ajd .ekSug iy fjkia lsÍug 
wjYH Yla;sh oaúuh moaO;s yd ii|k úg jeä 
fõ' 
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Propagation Speed (v) 
udOHhl m%pdrK fõ.h  
  

Propagation Speed is how fast the wave travels 

through a medium. 
m%pdrK fõ.h hkq ;rx.h udOHhla yryd .uka 
lrk fõ.hhs' 
 
It's calculated by the product of frequency and 

wavelength.  
th ixLHd;fha iy  
;rx. wdhdufha .=‚;fhka .Kkh flfra'  
  

v = fλ 

 

v - speed  

f - frequency  

λ - wavelength  

 

Electromagnetic waves, like light, travel at the 

speed of light, which is approximately 299,792 

kilometers per second (km/s) or about 186,282 

miles per second. 
wdf,dalh jeks úoHq;a pqïNl ;rx. wdf,dalfha 
fõ.fhka .uka lrhs" th wdikak jYfhka ;;amrhg 
lsf,daóg¾ ^299"792 ls'ó'$;;amr& fyda ;;amrhg 
ie;mqï 186"282la muK fõ' 
 

The propagation speed can vary depending on the 

type of wave and the properties of the medium it 

is traveling through. 
;rx. j¾.h iy th .uka lrk udOHfha .=K wkqj 
m%pdrK fõ.h fjkia úh yel' 
 

Bandwidth 
l,dm m<, 
 

Represents the capacity of the communication 

medium. 
ikaksfõok udOHfha Odß;dj ksrEmKh lrhs' 
 

It can be defined as the difference between the 

highest and lowest frequencies that a signal can 

have. 
ix{djlg ;sìh yels by<u iy my<u ixLHd; 
w;r fjki f,i l,dm m<, w¾: oelaúh yel' 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Narrower bandwidth 

mgq l,dm m<, 
A narrower bandwidth (Ex. 2 kHz) is often 

sufficient for transmitting basic audio signals like 

voice, but it might not support high-quality data 

or video signals. 
lgy~ jeks uQ,sl Y%jH ix{d iïfm%aIKh lsÍu 
i|yd mgq l,dm m<,la ^Wod( 2 kHz& m%udKj;a fõ" 
kuq;a th Wiia ;;a;ajfha o;a; fyda ùäfhda ix{d 
i|yd iydh fkdolajhs' 
 

Wider bandwidth 
mq¿,a l,dm m<, 
A wider bandwidth (Ex. 100 kHz or 1 MHz) allows 

you to transmit more complex information, like 

high-quality video or high-speed internet. 

mq¿,a l,dm m<,la ^Wod( 100 kHz fyda 1MHz& Wiia 
;;a;ajfha ùäfhda fyda wêfõ.S wka;¾cd,h jeks 
jvd;a ixlS¾K f;dr;=re iïfm%aIKh lsÍug bv 
i,ihs' 
 

Higher the bandwidth, more data can be 

transmitted every second. Connection speed 

depends on this, not propagation speed if the 

medium is kept constant. 
l,dm m<, jeä jk ;rug" iEu ;;amrhl§u jeä 
o;a; m%udKhla iïfm%aIKh l< yel' ikaksfõok 
udOHh fjkia fkdlr tlu uÜgul mj;aj .kafka 
kï" ine¢ fõ.h r|d mj;skafka fï u; ñi 
m%pdrK fõ.h u; fkdfõ' 

Bandwidth in Hertz 
 

For example, if a signal ranges from 1 kHz to 3 

kHz, its bandwidth is 2 kHz (3 kHz - 1 kHz). 

WodyrKhla f,i" ix{djla 1 kHz isg 3 kHz 
olajd mrdihl mj;S kï" tys l,dm m<, 2 kHz 

(3 kHz - 1 kHz) fõ' 
 

It means that the signals transmitted within 

this channel are confined to a 2kHz frequency 

range and you can only fit signals within that 2 

kHz range. 
thska woyia jkafka fuu kd,sldj ;=< 
iïfm%aIKh jk ix{d 2kHz ixLHd; mrdihlg 
iSud ù we;s w;r tu 2 kHz mrdih ;=< muKla 
ix{d th ;=< mej;sh yels njhs' 
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Explanation of Bandwidth  
l,dm m<, meyeÈ,s lsÍu 
 
As an analogy, we can use an illustration of 

water flowing through two pipes. 
WodyrKhla f,i" k< folla yryd .,d hk c,h 
ms<sn| kso¾Ykhla Ndú;d l< yelsh' 
 

The diameter of the pipes will directly affect 

how much water can flow through the pipes. 
k<j, úIalïNh k< yryd c,h fldmuK 
m%udKhla .,d hd yelso hkakg iDcqju n,mdkq 
we;' 
 
Let’s assume that water flow at the same rate 

(speed) in both the pipes. 
k< foflysu tlu wkqmd;hlska ^fõ.fhka& c,h 
.,d hkafk hehs is;uq' 
 
 

 

 

 

 

 

 

 

 

 

 

 

But since the bottom pipe is wider than the top 

one, it is able to flow a lot more water at the 

same time, more than the top pipe. 
kuq;a my< k<h by< k<hg jvd m<, neúka" 
by< k<hg jvd jeä c, m%udKhla tljr .,d 
hdug thg yelshdj we;' 
 

So, the wider pipe will fill up the container a lot 

faster than the smaller pipe. 
tneúka" mq¿,a k<h l=vd k<hg jvd jeä 
fõ.fhka Ndckh mqrjkq we;' 
 

Example – bandwidth in bits per second. 

 

Let’s say you were to download a video with a 

size of 4GB using two internet connections, one 

with 100Mbps and the other with 500Mbps but 

with the same speed. 

Tn úiska 100Mbps iy 500Mbps iys; kuq;a 
tlu fõ.hlska hq;= wka;¾cd, iïnkaO;d folla 
Ndú;d lrñka 4GB m%udKfha ùäfhdajla nd.; 
lsÍug hk nj is;uq' 
 

To calculate the amount of time it takes to 

download the video, we first need to convert 

the bandwidth and the video size into one unit. 
ùäfhdaj nd.; lsÍug .;jk ld,h .Kkh lsÍu 
i|yd" uq,skau l,dm m<, iy ùäfhda mgfha 
m%udKh tla tAllhlg mßj¾;kh l< hq;=h' 
 
100Mbps / 8 = 12.5MBps 

500Mbps / 8 = 62.5MBps 

 

4GB = 4096MB 

 

T100mbps = 4096MB / 12.5MBps 

T100mbps = 4096MB / 12.5MBps 

T100mbps = 327.68 seconds 

T100mbps = 327.68 seconds / 60 

T100mbps = 5.46 minutes 

 

T500mbps = 4096MB / 62.5MBps 

T500mbps = 4096MB / 62.5MBps 

T500mbps = 65.536 seconds 

T500mbps = 65.536 seconds / 60  

T500mbps = 1.09 minutes  

 

So, bandwidth increases the amount of data 

that can be sent per second. A higher 

bandwidth connection (500 Mbps) allows more 

bits to be transmitted simultaneously compared 

to a lower bandwidth connection (100 Mbps). 
tneúka" l,dm m<, u.ska ;;amrhlg heúh yels 
o;a; m%udKh jeä lrhs' by< l,dm m<, 
iïnkaO;djhla u.ska ^500 Mbps& wvq l,dm 
m<,la ^100 Mbps& iuÕ ii|k úg tljr jeä 
ìgq iïfm%aIKh lsÍug bv i,ihs' 
 

The frequency stays the same, but sending 

more bits in the same time boosts the data 

rate, making the connection seem faster. 
ixLHd;h tf,iu mj;S' kuq;a tljr ìgq jeä 
m%udKhla heùu o;a; fõ.h jeä lrk w;r 
tu.ska iïnkaO;djh fõ.j;a hehs fmfka' 
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Factors Affecting Bandwidth 
l,dm m<, flfrys n,mdk idOl  
 

• Communication medium 

ikaksfõok udOHh  
o Fiber optic → Very high 

m%ldY ;ka;= → b;d by<hs 
o Copper cable → Moderate 

;U flan,a → uOHia:hs 
o Wireless → Depends on technology 

/yeka rys; → ;dlaIKh u; r|d mj;S 
• Channel width (frequency spectrum) 

udOHh m<, ^ixLHd; j¾Kdj,sh& 
• Network equipment 

cd, WmlrK 
• Communication technology 

ikaksfõok ;dlaIKh 
 

Advantages of High Bandwidth 
by< l,dm m<,l we;s jdis  
 

• Faster downloads 

fõ.j;a Nd.; lsÍï  
• Better video streaming 

jvd fyd| ùäfhda m%jdyh 
• Supports many users simultaneously 

tljr mßYS,lhska úYd, ixLHdjlg iyh 
oelaùu  

• Faster file transfers 

fõ.j;a f.dkq yqjudrej  
• Better cloud services 

jvd fyd| j,dl=¿ fiajd  
 

Disadvantages of High Bandwidth 
by< l,dm m<,l we;s wjdis  
 

• Higher installation cost 

by< ia:dmk msßjeh  
• More expensive networking equipment 

jvd ñ, wêl cd, WmlrK 
• Greater infrastructure requirements 

jeä há;, myiqlï wjYH;d 
 

Latency 
.=ma;;djh 
 
Data does not appear from the destination as 

soon as it is transmitted from the source. It 

takes time. 
m%Njfha isg o;a; iïfm%aIKh l< iekskau th 
.ukdka;h fj; <Õd fkdfõ' tA i|yd hï ld,hla 
.; fõ' 
 

Latency refers to the delay or time it takes for 

data to travel from the source to the destination 

across a network. 
.=ma;;djh hkq cd,hla yryd uQ,dY%fha isg 
.ukdka;h olajd o;a; .uka lsÍug .;jk 
.=ma;;djh fyda ld,hhs' 
 
It's typically measured in milliseconds (ms) and 

represents how quickly a system responds to a 

data request or action. 

th idudkHfhka ukskq ,nkafka ñ,s ;;amr ^ms& 
j,ska jk w;r o;a; b,a,Sulg fyda l%shdjlg 
moaO;shla fl;rï blaukska m%;spdr olajhso hkak 
ksrEmKh lrhs' 
 

Ways to measure latency 
.=ma;;djh uekSfï l%u 
 

Round-Trip Time (RTT) 
jg-ixpdr ld,h 
This is a common way to measure latency, which 

includes the time it takes for a signal to travel 

from the sender to the receiver and back again. 
fuh .=ma;;djh uekSfï fmdÿ l%uhls" ix{djla 
hjkakdf.a isg .%dylhd fj; .uka lsÍug iy 
kej; wdmiq hdug .;jk ld,h fuhg we;=<;a 
fõ' 
 

One-Way Delay 

Sometimes latency refers to the time it takes for 

data to travel from the sender to the receiver in 

one direction only. 
iuyr wjia:dj,§ .=ma;;djh hkafkka woyia 
lrkafka o;a; hjkakdf.a isg .%dylhd fj; tla 
ÈYdjlg muKla .uka lsÍug .;jk ld,hhs' 
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Types of Latency 
.=ma;;djfha j¾. 
 

Propagation Delay 
m%pdrK .=ma;;djh 
The time it takes for a signal to travel through 

the physical medium (like cables or air) from 

one point to another. It depends on the 

distance between the two points and the speed 

of the signal. 
ix{djla fN!;sl udOHh yryd ^/yeka fyda 
jd;h jeks& tla ia:dkhl isg ;j;a ia:dkhlg 
.uka lsÍug .;jk ld,hhs' th wka; fol w;r 
ÿr iy ix{dfõ fõ.h u; r|d mj;S' 
 

Transmission Delay 
iïfm%aIK .=ma;;djh 
The time it takes for the system to transmit all 

the bits of a message on to the communication 

channel. It depends on the size of the data and 

the bandwidth of the communication link. 
moaO;shg m‚úvhl ish¨u ìgq ikaksfõok 
udOHhg iïfm%aIKh lsÍug .;jk ld,hhs' th 
o;a;j, úYd,;ajh iy ikaksfõok 
iïnkaO;djfha l,dm m<, u; r|d mj;S' 
 
Transmission delay = Data size/ Bandwidth 
 

Uploading a 10MB video to Google Drive over 

a 2MBps connection has a transmission delay of 

5 seconds. 

2MBps iïnkaO;djhla yryd Google Drive 
fj; 10MB l ùäfhdajla Wvq.; lsÍfï§ ;;amr 
5l iïfm%aIK .=ma;;djhla we;' 
 

Uploading that same file over a 10MBps 

connection has a transmission delay of 1 

second. 

tu f.dkqju 10MBps iïnkaO;djla yryd 
Wvq.; lsÍfï§ ;mamr 1l iïfm%aIK 
.=ma;;djhla we;' 
 

Processing Delay 
ieliqï .=ma;;djh 
The time it takes for the network devices (like 

routers or switches) to process the data before 

forwarding it to the next node. This cause 

because of the error checking, routing and 

switching. 
cd, Wmdx. j,g ^rjqgr fyda iaúp jeks& B<Õ 
fkdavh fj; o;a;  fhduq lsÍug fmr tAjd 
ieliSug .;jk ld,hhs' fuh isÿjkafka fodaI 
mÍlaIdj" ud¾..; lsÍu iy udrelsÍu fya;=fjks' 
 

Queuing Delay 
fmda,sfï .=ma;;djh 
The time data packets spend waiting in queues 

(buffers) before they can be transmitted, 

especially when the network is congested. 
o;a; melÜgq úfYaIfhkau cd,h ;onohla we;s ú 
iïfm%aIKh ùug fmr fmda,sïj, ^n*r& /£ isák 
ld,hhs' 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Factors Affecting Latency 
.=ma;;djhg n,mdk idOl 
 

Distance 

The further the data has to travel (e.g., from one 

country to another), the higher the latency due 

to the time it takes for the signal to propagate. 
o;a;j,g .uka lsÍug isÿjk ÿr jeä jk ;rug 
^Wod( tla rgl isg ;j;a rglg&" ix{dj 
m%pdrKh ùug .;jk ld,h fya;=fjka 
.=ma;;djho jeä fõ' 
 

Network Congestion 
cd, ;onoh 
When a network is heavily used, data packets 

may get delayed in queues, increasing latency. 
cd,hla oeä f,i Ndú;d lrk úg" o;a; melÜgq 
fmda,sïj, m%udo úh yel"tu.ska .=ma;;djh jeä 
lrhs' 
 

Simple analogy 

 

Sending a parce / md¾i,hla heùu : 
 

Propagation Delay / m%pdrK .=ma;;djh 

Time the truck spends driving to the 

destination. 
g%la r:h .ukdka;h fj; Odjkh lsÍug 
.;jk ld,h'  
 

Transmission Delay / iïfm%aIK .=ma;;djh 

Time taken to load all the parcels onto the 

truck. 
ish¨u md¾i,a g%la r:hg megùug .;jk 
ld,h'  
 

Processing Delay / ieliqï .=ma;;djh 

Time taken at checkpoints to inspect the 

parcel. 
md¾i,h mÍlaId lsÍu i|yd mÍlaIK 
ia:dkj,§ .;jk ld,h'  
 

Queuing Delay / fmda,sfï .=ma;;djh 

Time the truck waits in traffic. 
g%la r:h ud¾. ;onohg yiqù /£ isák 
ld,h'  
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Routing and Switching 
Each router or switch along the path takes a 

small processing delay, which can add up across 

many devices. 
o;a; .uka lrk ud¾.h Tiafia we;s iEu 
rjqgrhlau fyda iaúphlau l=vd ieliqï 
.=ma;;djhla ,nd .kshs" th fndfyda Wmdx. yryd 
tl;= úh yel' 
 

Signal Interference (in wireless networks) 
ix{d ndOd ^/yeka rys; cd, j,& 
Environmental factors like obstacles or other 

signals can cause retransmissions, increasing 

latency. 
ndOl fyda fjk;a ix{d jeks mdßißl idOl 
.=ma;;djh jeä lrñka kej; iïfm%aIKhg fya;= 
úh yel' 
 
NOTE: 

Latency is not a static value and can fluctuate 

over time depending on the current conditions 

of the network. 
.=ma;;djh iaÓ;sl w.hla fkdjk w;r cd,fha 
j;auka ;;a;ajhka wkqj ld,h;a iuÕ 
WÉpdjpkh úh yel' 
 
Advantages of Low Latency 
wvq .=ma;;djhl§ we;s jdis  
 

• Faster web browsing 

fõ.j;a fjí wvú msßlaiSu 
• Better online gaming 

jvd fyd¢ka mß.Kl l%Svd lsÍu 
• Smooth video calls 

ndOdjlska f;dr ùäfhda weu;=ï  
• Faster cloud applications 

fõ.j;a j,dl=¿ fhÿï 

• Better remote desktop performance 

jvd fyd| ÿria: jev;, ld¾h idOkh 
 

Disadvantages of High Latency 
by< .=ma;;djhl§ we;s wjdis  
 

• Delayed responses 

m%udo jQ m%;spdr 
• Lag in online games 

mß.Kl l%Svd j,§ we;sjk m%udohka  
• Delay during video calls 

ùäfhda weu;=ï w;r;=r isÿjk m%udohka  
• Slow loading of websites 

fjí wvú mQrKh ùu ukao.dó ùu 
• Poor user experience 

ÿ¾j, mßYS,l w;aoelSu  
 

Examples  

 

High bandwidth + High latency 
by< l,dm m<, ¬ by< .=ma;;dj 
 

• Satellite Internet 

pkaøsld wka;¾cd,h  
Can transmit a lot of data, but with noticeable 

delay. 
úYd, o;a; m%udKhla iïfm%aIKh l< yels jqjo" 
meyeÈ,s m%udohla mj;S' 
 

High bandwidth + Low latency 
by< l,dm m<, ¬ wvq .=ma;;dj 
 
• Local fiber-optic network 

foaYSh m%ldY ;ka;= cd,  
Ideal for gaming, streaming, and large file 

transfers. 
mß.Kl l%Svd" ùäfhda m%jdyh iy úYd, f.dkq 
yqjudre lsÍï i|yd jvd;au iqÿiqhs' 
 

Low bandwidth + Low latency 
wvq l,dm m<, ¬ wvq .=ma;;dj 
 

• Older Ethernet connections 

mer‚ B;¾fkÜ ine¢  
Quick responses but limited data capacity. 
fõ.j;a m%;spdr ,enqko" o;a; Odß;dj iSñ;h' 
 

Low bandwidth + High latency 
wvq l,dm m<, ¬ by< .=ma;;dj 
 

• Congested mobile network 

;onoh iys; cx.u ÿrl:k cd, 
Slow transfers and delayed responses. 
ukao.dó o;a; yqjudrej iy m%udo jQ m%;spdr oel.; 
yel' 
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Throughput 
Throughput refers to the actual amount of data 

that is successfully transmitted over a network 

or communication channel in a given period of 

time. 

Throughput tl hkq hï ld, iSudjla ;=< cd,hla 
fyda ikaksfõok kd,sldjla yryd id¾:lj 
iïfm%aIKh jk i;H o;a; m%udKhhs' 
 

It is typically measured in bits per second (bps), 

megabits per second (Mbps), or gigabits per 

second (Gbps). 
th idudkHfhka ukskq ,nkafka ;;amrhlg ìgq 
(bps)" ;;amrhg fu.dìgq (Mbps) fyda ;;amrhg 
.s.dìgq (Gbps) j,ska h' 
 
While bandwidth is the maximum capacity of 

the channel (how much data it could 

theoretically handle), throughput is the realized 

data rate, the amount of data that is successfully 

transferred. 
l,dm m<, hkq kd,sldfõ Wmßu Odß;dj jk 
w;r ^kHdhd;aulj yeisrúh yels o;a; m%udKh&" 
throughput tl hkq idlaId;a lr .;a o;a; 
wkqmd;hhs" tkï id¾:lj yqjudre lrk o;a; 
m%udKhhs' 
 

Throughput is lower than the bandwidth 

Throughput tl l,dm m<,g jvd wvqh' 
 

1. Because of the factors affecting Latency 

.=ma;;djhg n,mdk idOl ksid 
 
2. When data packets are lost or need to be 

re-sent, this decreases the throughput. 

o;a; melÜ ke;s jQ úg fyda kej; heùug 
wjYH jQ úg" tu.ska throughput tl wvq 
lrhs' 

 

Example 

Imagine you have a network connection with a 

theoretical bandwidth of 100 Mbps. However, 

due to these reasons, the actual throughput 

may only be 70 Mbps. 

Tng kHdhd;aulj 100Mbps l,dm m<,la iys; 
cd, iïnkaO;djhla we;ehs is;kak' flfia fj;;a 
fuu fya;+ka ksid ienE throughput tl 70 Mbps 
muKla úh yelsh' 
 
This means that while the connection can 

potentially handle 100 million bits per second, 

in reality, only 70 million bits are successfully 

being transmitted every second.  
fuhska woyia lrkafka iïnkaO;djhg 
;;amrhlg ìgq ñ,shk 100 la yeisrúh yels 
kuq;a" ieneúkau iEu ;;amrhl§u id¾:lj 
iïfm%aIKh jkafka ìgq ñ,shk 70 la muKla njhs' 
 

NOTE: 

Throughput is not a static value and can 

fluctuate over time depending on the current 

conditions of the network. 

Throughput tl iaÓ;sl w.hla fkdjk w;r 
cd,fha j;auka ;;a;ajhka wkqj ld,h;a iuÕ 
WÉpdjpkh úh yel' 
 

Bandwidth vs. Throughput 

 

Aspect Bandwidth Throughput 

Definition Capability Reality 

Measurement Hz & bps bps 

Type Theoretical Actual 

Fluctuations Stable Variable 
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Transmission Impairments 
iïfm%aIK ndOd 
 

Unwanted changes that occur in a signal as it 

travels through a transmission medium. 
ix{djla iïfm%aIK udOHhla yryd .uka lsÍfï§ 
isÿjk wkjYH fjkiaùï fõ' 
 

Impairments can reduce the quality of the 

transmitted signal and may cause errors during 

data communication. 
fuu fodaI fya;=fjka iïfm%aIKh jk ix{dfõ 
.=Kd;aulNdjh wvq úh yels w;r o;a; 
ikaksfõokfha§ jerÈ we;s úh yel' 
 

Mainly occur due to the physical properties of 

the transmission medium, electromagnetic 

interference, and environmental conditions. 
m%Odk jYfhka iïfm%aIK udOHfha fN!;sl 
,laIK" úoHq;a pqïNl ndOd lsÍï iy mdßißl 
;;a;ajhka fya;=fjka fïjd isÿ fõ' 
 
Attenuation  
ydhkh 
 

The gradual reduction in the strength 

(amplitude) of a signal as it travels through a 

transmission medium. 
ix{djla iïfm%aIK udOHhla  yryd .uka lsÍfï§ 
tys m%n,;djh ^úia;drh& l%ufhka wvq ùu' 
 

Attenuation is measured in decibels (dB). 

ydhkh fvisfn,a ^dB& uÕska ukskq ,nhs' 
 
 
 
 
 
 
 
 
 
 

 

Causes of Attenuation / ydhkhg fya;= 
 

• Long transmission distance. 

È.= iïfm%aIK ÿr' 
• Resistance of the transmission medium. 

iïfm%aIK udOHfha m%;sfrdaOh' 
• Signal absorption by the transmission 

medium. 

iïfm%aIK udOHh uÕska ix{d wjfYdaIKh 
lr.ekSu' 

• Signal scattering and leakage. 

ix{d úisÍu iy ldkaÿ ùu' 
 

Effects of Attenuation   
ydhkh ùfï n,mEï 
 

• Weakens the received signal. 

,efnk ix{dj ÿ¾j, lrhs' 
• Increases the probability of transmission 

errors. 

iïfm%aIK fodaI we;sùfï iïNdú;dj jeä 
lrhs' 

• Reduces the maximum transmission 

distance. 

Wmßu iïfm%aIK ÿr m%udKh iSud lrhs' 
 

Methods to Reduce Attenuation 
ydhkh wju lr.ekSfï l%u 
 

• Use repeaters or regenerators. 

ßmSg¾ fyda mqk¾ckl Ndú; lsÍu' 
• Use amplifiers (for analog signals). 

weïma,s*h¾ Ndú; lsÍu ̂  m%;siu ix{d i|yd&' 
• Use low-loss transmission media such as 

optical fiber. 

Tmaál,a *hsn¾ jeks wju ydkshla isÿjk 
iïfm%aIK udOH Ndú; lsÍu' 

 

Examples / WodyrK: 

• A Wi-Fi signal becomes weaker as the 

distance from the router increases. 

rjqgrfha isg we;s ÿr jeä jk úg Wi-Fi 
ix{dj ÿ¾j, ùu' 

 
 
Distortion 
úlD;s ùu 
 

The change in the shape or form of a signal as 

it travels through a transmission medium. 
ix{djla iïfm%aIK udOHhla yryd .uka lsÍfï§ 
tys yevh fyda iajrEmh fjkia ùu' 
 

The standard types of distortion taught in data 

communication are: 
o;a; ikaksfõokfha§ W.kajkq ,nk iïu; úlD;s 
ùï  j¾. j¾.SlrKh my; mßÈ fõ( 
 
1. Frequency (Amplitude) Distortion  

ixLHd; ^úia;dr& úlD;s ùu 
2. Delay (Phase) Distortion  

m%udo ^l,d& úlD;s ùu 
3. Harmonic (Non-linear) Distortion 

yd¾fudksla ^fraÇh fkdjk& úlD;s ùu 
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1.Frequency (Amplitude) Distortion 
   ixLHd; ^úia;dr& úlD;s ùu 
 

Different frequency components of a signal are 

attenuated by different amounts. 
ix{djl wvx.= úúO ixLHd; ixrpl" tlsfklg 
fjkia m%udK j,ska ydhkh ùulg ,la fõ' 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Causes / fya;= 
 

• Limited bandwidth of the transmission 

medium. 

iïfm%aIK udOHfha mj;sk iSñ; l,dm m<,' 
• Frequency-dependent characteristics of 

communication devices. 

ikaksfõok Wmdx.j, mj;sk" ixLHd;h u; 
mokï jk ,laIK' 
 

Effects / n,mEï 
 

• Changes the signal amplitude. 

ix{dfõ úia;drh fjkia lrhs' 
• Alters the shape of the received signal. 

,efnk ix{dfõ yevh fjkia lrhs' 
• Reduces signal quality. 

ix{dfõ .=Kd;aulNdjh wvq lrhs' 
 

Examples / WodyrK: 

• Voice signals become distorted during 

transmission. 

iïfm%aIKfha§ lgy~ ix{d  úlD;s ùu' 
• Audio systems produce uneven sound levels 

at different frequencies. 

Y%jH moaO;s uÕska úúO ixLHd;hkays§ wiudk 
Yío uÜgï  ksmoùu' 

2.Delay (Phase) Distortion 
  m%udo ^l,d& úlD;s ùu 
 

Different frequency components of a signal 

travel at different speeds and arrive at the 

receiver at different times. 
ix{djl wvx.= úúO ixLHd; ixrpl tlsfklg 
fjkia fõ.hkaf.ka .uka lsÍu ksid" tAjd 
m%;s.%dylhd fj; tlsfklg fjkia ld,j,§ <Õd 
ùuhs' 
 
 
 
 
 
 
 
 
 
 
 
 
Causes / fya;=  
 

• Non-uniform characteristics of the 

transmission medium. 

iïfm%aIK udOHfha mj;sk tAldldÍ fkdjk 
,laIK' 

 

Effects / n,mEï 
 

• Changes the signal shape. 

ix{dfõ yevh fjkia lrhs' 
• Causes overlapping of digital pulses. 

äðg,a iamkao tlsfkl u; w;sÉPdokh ùu 
^tl u; tl jeàu& isÿ lrhs' 

• Increases transmission errors. 

iïfm%aIK fodaI jeä lrhs' 
 

Examples / WodyrK: 

• Digital signals become deformed during 

long-distance transmission. 

È.= ÿr iïfm%aIKfha§ wxls; ix{d úlD;s ùu 
fyda yevh fjkia ùu' 

• High-speed communication links experience 

pulse spreading. 

wêfõ.S ikaksfõok ine¢ ;=< iamkao me;sÍfï 
;;a;ajhka we;s ùu' 

  

Distorted Signal 
Original Signal 
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3.Harmonic (Non-linear) Distortion 
  yd¾fudksla ^fraÇh fkdjk& úlD;s ùu 
 

Additional frequency components (harmonics) 

are generated due to the non-linear operation 

of communication devices. 
ikaksfõok Wmdx.j, mj;sk fraÇh fkdjk 
l%shdldÍ;ajh  fya;=fjka" uq,a ix{djg wu;rj 
;j;a kj ixLHd; ixrpl  ckkh ùuhs' 
 

 

 

 

 

 

 

 

 

 

 

Causes / fya;= 
 

• Overloaded communication equipment. 

ikaksfõok WmlrK wêmQrKh ùu' 
• Faulty electronic components. 

fodaI iys; bf,lafg%dksl ixrpl 
 

Effects / n,mEï 
 

• Introduces unwanted harmonic frequencies. 

wkjYH yd¾fudksla ixLHd;hka ix{djg 
we;=<;a lrhs' 

• Alters the original signal. 

uq,a ix{dj fjkia lrhs' 
• Reduces communication quality. 

ikaksfõokfha .=Kd;aulNdjh wvq lrhs' 
 
Examples / WodyrK: 

• Audio amplifiers producing distorted sound. 

Y%jH j¾Ol uÕska úlD;s jQ Yío ksmoùu' 
• Communication equipment generating 

unwanted harmonic signals. 

ikaksfõok WmlrK uÕska wkjYH yd¾fudksla 
ix{d  ckkh lsÍu' 

 

Methods to Reduce Distortion 
úlD;s ùu wju lr.ekSfï l%u 
 

• Use transmission media with adequate 

bandwidth. 

m%udKj;a l,dm m<,la iys; iïfm%aIK udOH 
Ndú; lsÍu' 

• Use equalizers to compensate for signal 

distortion. 

ix{d úlD;s ùï uÕyrjd .ekSug equalizers 
Ndú; lsÍu' 

• Use high-quality linear communication 

equipment. 

Wiia ;;a;ajfha fraÇh ikaksfõok WmlrK 
Ndú; lsÍu' 

• Keep communication devices properly 

calibrated. 

ikaksfõok Wmdx. ksis mßÈ l%udxlkh lr 
;nd .ekSu' 

• Reduce excessive transmission distance 

where possible. 

yels iEu úgu wêl iïfm%aIK ÿr m%udKhka 
wju lsÍu' 

• Operate communication devices within their 

recommended limits. 

ikaksfõok Wmdx. tAjdfha ks¾foaYs; iSudjka 
;=< l%shd;aul lsÍu' 

 

 

Noise 
f>daIdj 

 

Any unwanted electrical or electromagnetic 

signal that is added to the original signal during 

transmission. 
iïfm%aIKfha§ uq,a ix{djg tl;= jk ´kEu 
wdldrhl wkjYH úoHq;a fyda úoHq;a pqïNl 
ix{djls' 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

Distorted Signal Original Signal 
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1.Thermal Noise / ;dmc f>daIdj 
 

Random electrical noise generated by the 

movement of electrons inside electronic 

components. 
bf,lafg%dksl ixrpl ;=< we;s bf,lafg%dakj, 
p,s;h fya;=fjka wyUq f,i ckkh jk úoHq;a 
f>daIdjhs' 
 

Causes / fya;= 
 

• Thermal agitation of electrons. 

bf,lafg%dakj, ;dmc le<öu 
 

Effects / n,mEï 
 

• Adds random noise to the signal. 

ix{djg wyUq f>daIdjla tl;= lrhs' 
• Reduces signal quality. 

ix{dfõ .=Kd;aulNdjh wvq lrhs' 
Examples / WodyrK 

• Background noise in radio receivers. 

fraäfhda m%;s.%dylj, miqìfuka wefik isyska 
i,l=Kq y~ ^—ysia— y~&' 

 

2.Induced (Interference) Noise 
   fm%aß; f>daIdj 
 

Unwanted electrical noise caused by 

electromagnetic or radio frequency signals from 

external sources. 
ndysr m%Njhkaf.ka meñfKk úoHq;a pqïNl fyda 
fraäfhda ixLHd; ix{d fya;=fjka we;sjk wkjYH 
úoHq;a f>daIdjhs' 
 

The three common types are:  
fuys fmdÿ j¾. ;=kls( 
 

a. Electromagnetic Interference (EMI)  
úoHq;a pqïNl ndOd lsÍï 

b. Radio Frequency Interference (RFI)  
fraäfhda ixLHd; ndOd lsÍï 

c. Crosstalk / fl%diafgdala 
 

a) Electromagnetic Interference (EMI)  
   úoHq;a pqïNl ndOd lsÍï 
 

Electromagnetic noise caused by nearby electrical 

or electronic equipment. 
wi, we;s úoHq;a fyda bf,lafg%dksl WmlrK uÕska 
we;s lrk úoHq;a pqïNl f>daIdjhs' 
 

Causes / fya;= 
 

• Electric motors. / úoHq;a fudag¾ 

• Power lines. / wê n,e;s úÿ,s /yeka' 

• Fluorescent lamps. / m%;s§ma; ,dïmq' 

 

Effects / n,mEï 
 

• Introduces unwanted electromagnetic signals. 

wkjYH úoHq;a pqïNl ix{d we;=<;a lrhs' 
• Reduces communication quality. 

ikaksfõokfha .=Kd;aulNdjh wvq lrhs' 
 

b) Radio Frequency Interference (RFI) 
    fraäfhda ixLHd; ndOd lsÍï 
 

RFI is caused by radio frequency signals emitted 

by nearby wireless transmitters. 
wi, we;s /yeka rys; iïfm%aIl uÕska ksl=;a lrk 
fraäfhda ixLHd; ix{d ksid RFI we;s fõ' 
 

Causes / fya;= 
 

• Television transmitters.  

rEmjdyskS iïfm%aIl' 
• Mobile phone base stations.  

cx.u ÿrl:k ikaksfõok l=¿Kq 
 

Effects / n,mEï 
 

• Corrupts the transmitted signal. 

iïfm%aIKh jk ix{dj úlD;s$ydks lrhs' 
• Increases transmission errors. 

iïfm%aIK fodaI jeä lrhs' 
 

c) Crosstalk /  fl%diafgdala 
 

Crosstalk occurs when a signal in one 

communication channel unintentionally interferes 

with another nearby channel. 
tla ikaksfõok kd,sldjl we;s ix{djla" 
fkdoekqj;aju wi, we;s fjk;a kd,sldjlg ndOd 
lrk úg fl%diafgdala we;s fõ' 
 
 
 
 
 
 
 
 

 

 

Causes / fya;= 
 

• Closely spaced communication cables. 

ikaksfõok flan,a tlsfklg b;d iómj msysàu' 
• Poor cable shielding. 

flan,aj, wdjrKh ÿ¾j, ùu' 
 

Effects / n,mEï 
 

• Reduces signal quality. 

ix{dfõ .=Kd;aulNdjh wvq lrhs' 
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Impulse Noise 

 

Impulse noise consists of sudden, high-amplitude 

spikes that occur for a very short duration. 
b;d flá ld,iSudjla ;=< we;s jk" yÈis iy by< 
úia;drhlska hq;a ix{d l+re fyda WÉpdjpkhka h' 
 

 

 

 

 

 

 

 

 

 

 

 

 

Causes / fya;= 
 

• Lightning / wl=Kq .eiSu 

• Switching of electrical equipment. 

úoHq;a WmlrK l%shd;aul lsÍu iy wl%sh lsÍu' 
• Power line disturbances. 

úÿ,s /yeka moaO;sj, isÿjk yÈis ndOd lsÍï' 
 

Effects / n,mEï 

 

• Corrupts transmitted data. 

iïfm%aIKh jk o;a; úlD;s$ydks lrhs' 
• Causes burst errors. 

msmsreï fodaI 
 

Examples / WodyrK 

• Noise caused by lightning strikes. 

wl=Kq je§ï fya;=fjka ikaksfõok ud¾.j, we;s 
jk f>daIdj' 
 

Methods to Reduce Noise 
f>daIdj wju lr.ekSfï l%u 

 

• Use shielded transmission media. 

wdjrKh lrk ,o iïfm%aIK udOH Ndú; lsÍu' 
• Use twisted pair or optical fiber cables. 

weUreKq hq., flan,a fyda Tmaál,a *hsn¾ flan,a 
Ndú; lsÍu' 

• Keep communication cables away from power 

cables. 

ikaksfõok flan,a " úÿ,s /yeka j,ska wE;a lr 
;eîu' 

• Use proper grounding. 

ksis mßÈ N+.; lsÍï isÿ lsÍu' 
• Use filters to reduce unwanted signals. 

wkjYH ix{d bj;a lsÍu i|yd fmryka Ndú; 
lsÍu 

SNR (Signal-to-Noise Ratio) 

 

Engineers measure signal quality using SNR 

(Signal-to-Noise Ratio). It compares the strength 

of the "Good Data" to the "Bad Noise" 
bxðfkarejka ix{d .=Kd;aulNdjh uekSu i|yd 
^SNR) ix{dj iy f>daIdj w;r wkqmd;h Ndú;d 
lrhs' th —fyd| o;a;— iy 
—krl f>daIdj— w;r Yla;sh ixikaokh lrhs' 
 

SNR= 
Signal Power

Noise Power 
 

 

SNR is commonly expressed in decibels (dB). 

SNR idudkHfhka fvisfn,a ^dB& tAllfhka m%ldY 
lrkq ,nhs' 
 

A higher SNR indicates better signal quality and 

less noise. 

by< SNR w.hlska fmkakqï lrkafka jvd fyd| 
ix{d .=Kd;aulNdjhla iy wvq f>daIdldÍ;ajhla 
mj;sk njhs' 
 

A lower SNR indicates poorer signal quality and 

more noise. 

my< SNR w.hlska fmkakqï lrkafka nd, fyda ÿ¾j, 
ix{d .=Kd;aulNdjhla iy jeä f>daIdldÍ;ajhla 
mj;sk njhs' 
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Signal Encoding Schemes 
ix{d fla;k fhdackd l%u 
 

Signal encoding schemes are techniques used 

to represent digital information as electrical 

signals that can be transmitted over 

communication channels. 
ix{d fla;k l%ufõo hkq ikaksfõok kd,sld 
Tiafia iïfm%aIKh l< yels úoHq;a ix{d f,i 
äðg,a f;dr;=re ksrEmKh lsÍug Ndú;d lrk 
Ys,amSh l%u fõ' 
 

These schemes are essential for converting 

digital data into a physical signal form for 

transmission and for helping the receiver 

recover the original data correctly. 
fuu l%ufõohka" äðg,a o;a; iïfm%aIKh i|yd 
fN!;sl ix{d iajrEmhlg mßj¾;kh lsÍug iy 
,nkakd úiska uq,a o;a; ksjerÈj kej; ,nd 
.ekSug WmldÍ ùu i|yd w;HjYH fõ' 
 

The need for signal coding systems 
ix{d fla;k moaO;sj, wjYH;djh 
 

Data Representation 
o;a; ksrEmKh 
Converts data into a format suitable for 

transmission over a communication medium. 

Ensures that data can be accurately represented 

and transmitted as electrical, optical, or radio 

signals. 
ikaksfõok udOHhla yryd iïfm%aIKh lsÍug 
iqÿiq wdlD;shlg o;a; mßj¾;kh lrhs' úoHq;a" 
m%ldY fyda .=jkaúÿ,s ix{d f,i o;a; ksjerÈj 
ksrEmKh lr iïfm%aIKh l< yels nj iy;sl 
lrhs' 
 

Error Detection and Correction 
fodaI y÷kd.ekSu iy ksjerÈ lsÍu 
Adds redundancy or uses algorithms to detect 

and correct errors during transmission. 

Improves reliability by ensuring data integrity 

despite noise or interference. 
iïfm%aIKh w;r;=r fodaI y÷kd .ekSug iy 
ksjerÈ lsÍug w;sßla; tl;= lrhs fyda 
we,af.dß;u Ndú;d lrhs' f>daIdj fyda ndOd lsÍï 
fkd;ld o;a; wLKav;dj iy;sl lsÍu u.ska 
úYajikSh;ajh jeä ÈhqKq lrhs' 
 
 

 

Synchronization  
iuuqyq¾;lrKh 

Helps maintain timing between the transmitter 

and receiver. Ensures that the receiver correctly 

interprets the timing of data bits, preventing 

errors. 
.%dylhd o;a; ìgq j, ld,h ksjerÈj w¾:l:kh 
lrk nj iy;sl lrhs" fodaI j<lajhs' iïfm%aIlh 
iy .%dylh w;r ld,h mj;ajd .ekSug WmldÍ 
fõ' 
 

Bandwidth Efficiency 
l,dm m<, ld¾hlaIu;dj 
Optimizes the use of available bandwidth, 

maximizing the amount of data transmitted 

within a given frequency range, improving 

overall efficiency. 
mj;sk l,dm m<, Ndú;h m%Yia; lrñka 
§ we;s ixLHd; mrdihla ;=< iïfm%aIKh jk 
o;a; m%udKh Wmßu lrhs" iuia; 
ld¾hlaIu;djh jeä ÈhqKq lrhs' 
 

Signal Quality 
ix{d .=Kd;aulNdjh 
Reduces distortion and noise in the signal, 

enhancing the clarity and quality of the 

transmitted signal, leading to better reception 

and fewer errors. 
ix{dfjys úlD;s lsÍï iy f>daIdj wvq lrñka 
iïfm%aIKh lrk ,o ix{dfõ meyeÈ,s nj iy 
.=Kd;aulNdjh jeä ÈhqKq lrhs" jvd fyd| 
.%yKh lsÍula iy wvq fodaI we;s lrhs' 
 

Compatibility 
wkql+,;dj 
Ensures that data can be transmitted and 

understood by different systems and devices 

facilitating interoperability between various 

technologies and standards. 
úúO moaO;s iy Wmdx. u.ska o;a; iïfm%aIKh 
lr f;areï .; yels nj iy;sl lrñka' úúO 
;dlaIKhka iy m%ñ;Ska w;r wka;¾ 
l%shdldß;ajhg myiqlï imhhs' 
 
Reduction of Interference 
ndOd lsÍï wju lsÍu 
Proper coding methods help minimize the 

effect of external noise and interference on the 

transmitted signal. This improves the accuracy 

and stability of communication. 
ksis fla;k l%u uÕska ndysr Yíoh iy ndOd 
ix{djg we;s lrk n,mEu wju lrhs' fuh 
ikaksfõokfha ksjerÈ;djh iy ia:dhS;djh jeä 
ÈhqKq lrhs' 
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Types of Signal encoding schemes 
ix{d fla;k fhdackd l%u j¾. 
 
  
 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fundamental knowledge 

 

Voltage / Potential difference 
fjda,aàh;dj $ úNj wka;rh 
Voltage is a measure of the electrical potential 

energy difference between two points in a 

circuit. 
fjda,aàh;dj hkq mßm:hl ,laIH folla w;r 
úoHq;a úNj Yla;s fjkfiys ñkqula fõ' 
 

A higher voltage means a greater difference in 

potential energy, which can drive a larger 

current. 
jeä fjda,aàh;djhla hkq úNj Yla;sfha úYd, 
fjkila jk w;r tuÕska úYd, Odrdjla Odjkh 
l< yelsh'  
 

Current 
Odrdj 

Current is a measure of the speed of flow of 

electric charge (electrons).  
Odrdj hkq úoHq;a wdfrdamK ^bf,lafg%dak& 
.,dhdfï iS>%;djfha ñkqula fõ' 
 

A higher current means more electric charge 

(electrons) is flowing per unit time.  
jeä Odrdjla hkq tAll ld,hl§ jeä úoHq;a 
wdfrdamKhla ^bf,lafg%dak& .,d hk njhs' 
 

V = IR (Ohm’s law) 
 

V – Voltage (Volts/V) 

I – Current (Ampere/A) 

R – Resistance (Ohm/Ω) 

 

 

 

 

 

 

 

 

 

 

 

 

How voltage and current work together in 

data transmission 
o;a; iïfm%aIKfha§ fjda,aàh;djh iy Odrdj 
tlaj l%shd lrk wdldrh 
 

Binary 1 

When transmitting a 1, the system applies a 

high voltage. In turn, this high voltage causes a 

higher current flow through the circuit. 
1 iïfm%aIKh lrk úg§" moaO;sh by< 
fjda,aàh;djhla fhdohs' tu ksid" fuu by< 
fjda,aàh;djh mßm:h yryd jeä Odrd m%jdyhla 
we;s lrhs' 
 

Binary 0 

When transmitting a 0, the system applies a low 

voltage or no voltage. This results in a lower 

current flow through the circuit or no current at 

all. 
0 iïfm%aIKh lrk úg§" moaO;sh wvq 
fjda,aàh;djhla fhdohs fyda lsisu fjda,aàh;djhla 
fkdfhdohs' fuu.ska mßm:h yryd wvq Odrdjla 
.,d hdula fyda lsisu Odrdjla .,d fkdhEula isÿ 
fõ' 
 

The choice of voltage level affects signal 

transmission quality. Higher voltages are useful 

for long-distance transmission, while lower 

voltages are suitable for short distances and 

reducing power consumption. 
fjda,aàh;d uÜgu f;dard .ekSu" ix{d 
iïfm%aIKfha .=Kd;aulNdjhg n,mdhs' È.= ÿr 
iïfm%aIKh i|yd by< fjda,aàh;djka 
m%fhdackj;a jk w;r" flá ÿr m%udKhka i|yd 
iy n,Yla;s mßfNdackh wvq lsÍu i|yd wvq 
fjda,aàh;djka iqÿiq fõ' 
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Non-Return to Zero 

kej; fkdtk Y=kH 
 

This is a digital line coding technique that converts 

binary data, such as 0s and 1s, into electrical 

signal patterns. In NRZ, the signal does not return 

to zero between bits; it stays at a selected voltage 

level for the full bit interval and changes only when 

required by 

the data pattern.  

Non-Return to Zero hkq 0 iy 1 jeks oaúuh o;a; 
úÿ;a ix{d rgdjka njg mßj¾;kh lrk äðg,a 
fraLd fla;k l%uhls' NRZ ys§" ix{dj ìgq w;r 
Y+kH uÜgug kej; fkdtk w;r" iïmQ¾K ìgq ld, 
mr;rh ;=< f;dard.;a fjda,aàh;d uÜgul mj;sk 
w;r o;a; rgdjg wjYH úg muKla fjkia fõ' 
 

1. NRZ – L 

(Non-Return to Zero – Level)  

 

In NRZ – L, two different voltages for 0 and 1 bits 

are used to represent data and they remain 

constant during a bit interval. 

NRZ – L ys§" o;a; ksrEmKh lsÍug 0 iy 1 ìgq i|yd 
tlsfklg fjkia fjda,aàh;d folla Ndú;d lrk 
w;r tAjd ìgq mr;rh ;=< ksh;j mj;S' 
 
There is no strict standard to decide which voltage 

level represents 1 or 0. Therefore, the signal may 

start at either a high or low voltage level, 

depending on the first bit to be transmitted and  

the system design. 
1 fyda 0 ksrEmKh lrkafka l=uk fjda,aàh;d uÜguo 
hkak ;SrKh lrk oeä m%ñ;shla fkdue;' tneúka" 
iïfm%aIKh l< hq;= m<uq ìgqj iy moaO;s ie,iqu 
wkqj ix{dj by< fyda my< fjda,aàh;d uÜgulska 
wdrïN úh yelsh' 
 

High Voltage for 1, Low Voltage for 0 

 

The signal remains at a high voltage for the entire 

duration of the bit period when transmitting a 1. 
1 iïfm%aIKh lsÍfï§ ix{dj ìgq ld, iSudfõ uq¿ 
ld,hu wê fjda,aàh;djfha mj;S' 
 
The signal remains at a low voltage for the entire 

duration of the bit period when transmitting a 0. 
0 iïfm%aIKh lrk úg ìgq ld, iSudfõ iïmQ¾K 
ld,hu ix{dj wvq fjda,aàh;djhlska mj;S' 
  

 

 

 

 

 

 

High Voltage for 0, Low Voltage for 1 

 

The signal remains at a high voltage for the entire 

duration of the bit period when transmitting a 0. 
0 iïfm%aIKh lsÍfï§ ix{dj ìgq ld, iSudfõ 
iïmQ¾K ld,hu by< fjda,aàh;djhlska mj;S' 
 

The signal remains at a low voltage for the entire 

duration of the bit period when transmitting a 1. 
1 iïfm%aIKh lsÍfï§ ix{dj ìgq ld, iSudfõ 
iïmQ¾K ld,hu wvq fjda,aàh;djhlska mj;S' 
 

 
 
 
 
 
 
 
 
Problem with Long Sequences in NRZ-L 

NRZ-L ys È.= wkqms<sfj, iuÕ we;s .eg¿j 
 

When there is a long sequence of 0s or 1s, the 

voltage level remains constant because no 

transitions occur. 
0 fyda 1 ys È.= wkqms<sfj,la we;s úg" ixl%dka;s isÿ 
fkdjk ksid fjda,aàh;d uÜgu ksh;j mj;S' 
 

This constant level leads to synchronization issues 

because the receiver has no transitions to track 

and loses its ability to distinguish where one bit 

ends and the next begins.  
fuu ksh; uÜgu iuuqyq¾; lsÍfï .eg¿ j,g ;=vq 
fohs" ukao .%dylhdg yUd hdug ixl%dka;s fkdue;s 
ksid tla ìgqjla wjika jk ;ek iy B<Õ tl 
wdrïN jk ia:dkh fjkalr y÷kd .ekSfï yelshdj 
ke;s fõ' 
 

Without transitions, the clock between sender and 

receiver can drift out of sync, causing decoding 

errors. 
ixl%dka;s fkdue;sj" hjkakd iy .%dylhd w;r 
úfla;k fodaI we;s lrñka >áldj 
iuuqyq¾;lrKfhka bj;g ma,djkh úh yel' 
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2. NRZ – I 
(Non-Return to Zero – Inverted) 
 
In this encoding scheme, a 1 is represented by 

a transition of the physical level, while a 0 has 

no transition. 
fuu fla;k l%ufha§" 1" fN!;sl uÜgfï 
ixl%dka;shla u.ska ksrEmKh jk w;r 0 g 
ixl%dka;shla fkdue;' 
 

Each time a 1 is encountered in the data stream, 

the signal inverts (changes from high to low or 

low to high). 
o;a; m%jdyfha 1la yuq jk iEu wjia:djlu" 
ix{dj m%;sf,dau fõ ^by< isg my<g fyda my< 
isg by<g fjkia fõ&' 
 

When a 0 is encountered, the signal remains at 

the same level as the previous bit. 
0 yuq jQ úg" ix{dj fmr ìgq uÜgfïu mj;S' 
 

The system can start the signal at either a high 

or low voltage level. 
moaO;shg ix{dj by< fyda my< fjda,aàh;d 
uÜgulska wdrïN l< yel' 
 

If the initial voltage is high 
wdrïNl fjda,aàh;djh by< kï 
 

Binary 1 changes the signal from high to  low,  

while  a  binary  0  keeps  the signal at the 

high  
oaúuh 1 ìgqj ix{dj by< isg my<g fjkia 
lrhs' oaúuh 0 ìgqj ix{dj by< uÜgfïu 
mj;ajd .kS' 
 

 

 

 

 

 

 

 

 

  

 

 

 

If the initial voltage is low 
wdrïNl fjda,aàh;djh my< kï 
 

Binary 1 changes the signal from low to high, 

while a binary 0 keeps the signal at the low 

level.  
oaúuh 1 ìgqj ix{dj my< isg by<g fjkia 
lrhs' oaúuh 0 ìgqj ix{dj my< uÜgfïu 
mj;ajd .kS' 
 

  

 

 

 

 

 

 

Problem with Long Sequences in NRZ-I 

NRZ-I ys È.= wkqms<sfj, iuÕ we;s .eg¿j 
 

Although 1s provide transitions, long runs of 0s 

still create synchronization challenges. 
1yS§ ixl%dka;s imhk kuq;a" 0 ys È.= wkqms<sfj,j,a 
;ju;a iuuqyq¾; lsÍfï .eg¨ ks¾udKh lrhs' 
 

When there is a long sequence of 0s, the signal 

stays at the same voltage level with no 

transitions. 
0 ys È.= wkqms<sfj,la we;s úg" ix{dj ixl%dka;s 
fkdue;sj tlu fjda,aàh;d uÜgfï mj;S' 
 

As in NRZ-L, this lack of transitions causes 

synchronization problems. 

NRZ-L ys fuka" fuu ixl%dka;s fkdue;slu 
iuuqyq¾; lsÍfï .eg¿ we;s lrhs' 
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Manchester Encoding 
 

In Manchester Encoding, each bit of data is 

represented by a transition in the signal rather 

than by a specific voltage level. 

Manchester fla;kfha§" tla tla o;a; ìgq ksYaÑ; 
fjda,aàh;d uÜgulska fkdj ix{dfõ ixl%uKhlska 
ksrEmKh flfra' 
 
Every bit period is divided into two equal halves, 

and there is always a transition in the  
middle of the bit period. 
iEu ìÜ ld, iSudjlau iudk fldgia follg fnod 
we;s w;r" ìÜ ld, iSudj uOHfha§ ieuúgu 
ix{dfõ ixl%dka;shla isÿ fõ' 
 
Manchester Encoding (IEEE) 
 
• Binary 1: The signal transitions from low to 

high in the middle of the bit period. 
ìgq ld, iSudj ueo§ ix{dj my< isg by<g 
ixl%uKh fõ' 

• Binary 0: The signal transitions from high to 

low in the middle of the bit period. 
ìgq ld, iSudj ueo§ ix{dj isg by< isg 
my<g ixl%uKh fõ' 

 

 
 
 
 

 

 

Advantages 

 

Synchronization 

The frequent transitions make it easy to 

synchronize the receiver with the transmitter. 
ksrka;rj isÿjk ixl%dka;s iïfm%aIlh iuÕ .%dylh 
iuuqyq¾; lsÍu myiq lrhs' 
 

Error Detection 

The regular changes in the signal help detect 

errors, as missing or extra transitions would 

indicate a problem. 
ke;sùï fyda wu;r ixl%dka;s u.ska .eg¨jla 
fmkakqï lrk neúka" ix{dfõ ksrka;r fjkiaùï 
fodaI y÷kd .ekSug WmldÍ fõ' 
 

Disadvantages 

 

Higher Bandwidth 

Since Manchester encoding uses two voltage 

transitions per bit, it requires more bandwidth 

compared to other encoding schemes like NRZ. 

Manchester fla;kh ìgq tllg fjda,aàh;d 
ixl%dka;s folla Ndú;d lrk neúka" NRZ jeks 
wfkl=;a fla;SlrK l%uj,g idfmalaIj thg jeä 
l,dm m<,la wjYH fõ' 

Manchester Encoding (G.E Thomas) 

 

The transition is reversed when compared with the 

IEEE Manchester standard. 
IEEE Manchester m%ñ;sh iuÕ ixikaokh lsÍfï§ 
fuys w¾:h m%;súreoaO fõ' 
 

• Binary 1: The signal transitions from high to 

low in the middle of the bit period.  
ìgq ld, iSudj uOHfha§ ix{dj by< uÜgfï 
isg my< uÜgu olajd fjkia fõ' 

• Binary 0: The signal transitions from low to 

high in the middle of the bit period. 
ìgq ld, iSudj uOHfha§ uOHfha§ ix{dj my< 
uÜgfï isg by< uÜgu olajd fjkia fõ'
  
 

 

 

 

 

Manchester encoding is often regarded as a 

superior encoding scheme due to its inherent 

ability to provide reliable synchronization and 

robust error detection. 
uekafpiag¾ fla;kh fndfyda úg Wiia fla;SlrK 
l%uhla f,i ie,flkafka tys úYajdikSh 
iuuqyq¾;lrKh iy Yla;su;a fodaI y÷kd.ekSfï 
yelshdj ksidh 
 

How Manchester Encoding Solves the Problem 
Manchester fla;kh fuu .eg¿j úi|k wdldrh 
 

In Manchester encoding, each bit (whether 0 or 1) 

has a guaranteed transition in the middle of the 

bit period. 
uekafpiag¾ fla;Kfha§" iEu ìgqjlgu ^0 fyda 1& 
ìgq ld, iSudfõ ueo§ iy;sl l< ixl%dka;shla we;' 
 

Because there is always a transition, even with 

long sequences of identical bits, the receiver can 

continuously synchronize with the sender. 
iEu úgu ixl%dka;shla mj;sk neúka" iudk ìgq j, 
È.= wkqms<sfj,la iuÕ jqjo" .%dylhdg hjkakd iuÕ 
wLKavj iuuqyq¾; l< yel' 
 

This constant stream of transitions prevents the 

clock from drifting out of sync, ensuring that the 

receiver can accurately interpret the data without 

losing track of the bit boundaries. 
fuu ksrka;r ixl%dka;s m%jdyh >áldj 
iuuqyq¾;lrKfhka bj;g .,d hdu j<lajhs" 
.%dylhdg ìgq udhsï wysñ fkdù o;a; ksjerÈj w¾: 
oelaúh yels nj iy;sl lrhs' 
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Bit rate of Manchester Encoding 
 
In Manchester encoding, each bit is represented 

by two signal changes. 
uekafpiag¾ wdfla;kfha§" iEu ìgqjlau ix{d 
fjkiaùï follska ksrEmKh flfra' 
 

Since there are two signal changes (baud) for 

each bit, the bit rate is half the baud rate. 
iEu ìgqjla i|ydu ix{d fjkiaùï folla we;s 
neúka" ìÜ wkqmd;h  wkqmd;fhka wvls' 
 

The baud rate refers to the number of signal 

changes transmitted per second in a 

communication system. 

Baud wkqmd;h hkq ikaksfõok moaO;shl 
;;amrhlg iïfm%aIKh jk ix{d fjkiaùï 
.Kkhs' 
 

This means that Manchester encoding requires 

twice the bandwidth compared to simpler 

encoding schemes like NRZ, for the same bit 

rate. 

fuhska woyia lrkafka NRZ jeks ir, fla;SlrK 
l%uj,g idfmalaIj uekafpiag¾ fla;kh i|yd 
l,dm m<, fo.=Khla wjYH jk njhs' 
 
 

 

Error control in data transmission 
o;a; iïfm%aIKfha§ fodaI md,kh 
 
When data is transmitted over a 

communication channel, it can be affected by 

various disturbances like noise, interference, or 

signal loss. 
ikaksfõok kd,sldjla yryd o;a; iïfm%aIKh 
lrk úg" th f>daIdj" ndOd lsÍï fyda ix{d 
ke;sùu jeks úúO ndOd ùï j,g ,laúh yelsh' 
 

These disturbances may cause errors, where bits 

are altered during transmission. 
fuu ndOd lsÍï iïfm%aIKh w;r;=r ìgq fjkia 
lrñka fodaI we;s l< yel' 
 
Error control mechanisms are used to detect 

and correct these errors to ensure the data 

received is accurate. 
,enqKq o;a; ksjerÈ nj iy;sl lsÍu i|yd fuu 
fodaI y÷kd .ekSug iy ksjerÈ lsÍug fodaI 
md,k hdka;%K Ndú;d lrhs' 
 

Error Detection 
fodaI yÿkd.ekSu 
 
Error detection is the process of identifying 

whether the data bit has been altered during 

transmission. 
fodaI y÷kd.ekSu hkq iïfm%aIKh w;r;=r o;a; 
ìgq fjkia ù we;ao hkak y÷kd .ekSfï 
l%shdj,shhs' 
 

Error detection only tells us that an error has 

occurred. 
fodaI y÷kd.ekSu u.ska mjikafka fodaIhla isÿù 
we;s nj mu‚' 
 

It doesn’t provide the ability to fix the error. 
th fodaIh ksjerÈ lsÍug yelshdj ,nd fkdfoa' 
 
Error Correction 
fodaI ksjerÈ lsÍu 
 

Error correction is the process of identifying and 

correcting the altered data. 
fodaI ksjerÈ lsÍu hkq fjkia ù we;s o;a; 
y÷kdf.k ksjerÈ lsÍfï l%shdj,shhs' 
 

This is achieved by using special encoding 

techniques that allow the receiver to figure out 

where the error occurred and how to fix it. 
fuh idlaId;a lr.kq ,nkafka úfYaI fla;SlrK 
Ys,amSh l%u Ndú;d lsÍfuka .%dylhdg fodaIh 
isÿjQfha fld;eko iy th ksjerÈ lrkafka 
flfiao hkak fidhd .ekSug bv i,iñkah' 
 

Error Recovery 
fodaI m%;sidOkh 
 

Once an error is detected, error recovery 

mechanisms ensure that the actual (correct) 

data is delivered to the receiver. 
fodaIhla wkdjrKh jQ miq" fodaI m%;sidOk 
hdka;%Kh uÕska i;H ^ksjerÈ& o;a; .%dylhd 
fj; ,nd fok nj iy;sl lrhs' 
 

This involves using either error correction codes 

(to fix the error on the spot) or requesting the 

sender to retransmit the data. 
fuhg fodaI ksjerÈ lsÍfï fla; Ndú;d lsÍu ^tu 
ia:dkfha§u fodaIh ksjerÈ lsÍug& fyda o;a; 
kej; iïfm%aIKh lsÍug hjkakdf.ka b,a,Su 
we;=<;a fõ' 
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Error Detection mechanisms 
fodaI y÷kd.ekSfï hdka;%K 
 

Parity check 
iu;dj mÍlaYdj 
 

Party check is one simple error detection 

mechanism where an extra bit is added and sent 

along with the original data bits to make the 

number of 1s in the data as either even in the 

case of even parity, or odd in the case of odd 

parity. 
iu;dj mÍlaIdj hkq tla ir, fodaI y÷kd.ekSfï 
hdka;%Khla jk w;r tys§ wu;r ìgqjla uq,a o;a; 
ìgq iuÕ tl;= lr o;a;j, 1ys ìgq .Kk brÜfÜ 
iu;dfõ§ brÜfÜ f,i fyda T;af;a iu;dfõ§ 
T;af;a f,i ilid hjkq ,efí' 
 
The parity bit may be added either at the 

beginning or at the end of the data, depending 

on the communication protocol. However, in 

many systems, it is commonly added at the end 

of the data. 

Ndú;d lrk ikaksfõok kshudj,sh wkqj parity 

bit tl o;a;fha wdrïNhg fyda wjidkhg tl;= 
l< yelsh' kuq;a fndfyda moaO;sj,§" th 
idudkHfhka o;a;fha wjidkhg tl;= lrhs' 
 

Let’s transmit A and C using ASCII. Each ASCII 

character has 7 bits.  

ASCII Ndú;fhka A iy C iïfm%aIKh lruq' iEu 
ASCII wlaIrhlgu ìgq 7 ne.ska we;' 
 

A  –  65  –  1000001 

C  –  67  –  1000011 
 

With parity bit set, there are 8 bits for each 

letter.  

Parity bit tl we;=<;a l< miq" tla tla wl=r 
i|yd ìgq 8 ne.ska we;' 
 

1. Even Parity 

 

In even parity, the parity bit is set so that the 

total number of 1s in the data including the 

parity bit is even. 
brÜfÜ iu;dfõ §" o;a;j, we;s uq¿ 1 ìgq .Kk 
iu;d ìgqjo we;=¿j brÜfÜ jk mßÈ iu;d ìgqj 
ilid we;' 
 

According to the above A and C scenario 

by; i|yka l< A iy C isÿùug wkqj 
 
A – 1000001  0  Parity bit  

C – 1000011  1  Parity bit 

 

2. Odd Parity 

 

In odd parity, the parity bit is set so that the 

total number of 1s in the data (including the 

parity bit) is odd. 
T;af;a iu;dfõ §" o;a;j, we;s uq¿ 1 ìgq .Kk 
^iu;d ìgqjo we;=¿j& T;af;a jk mßÈ iu;d 
ìgqj ilid we;' 
 

According to the above A and C scenario 

by; i|yka l< A iy C isÿùug wkqj 
 

A – 1000001  1  Parity bit  

C – 1000011  0  Parity bit 

 

The receiver checks the parity of the received 

data. 
.%dylhd ,enqKq o;a;j, iu;dj mÍlaId lrhs' 
 

If the number of 1s doesn’t match the expected 

parity (even or odd), it indicates that an error 

occurred during transmission. 
1ys ìgq .Kk wfmalaIs; iu;djg fkd.e,fma kï 
^brÜfÜ fyda T;af;a&" th iïfm%aIKh w;r;=r 
fodaIhla isÿ jQ nj fmkakqï lrhs' 
 

Note 

Parity bits can only detect single-bit errors. If 

two bits are flipped during transmission, the 

error might go undetected because the parity 

would still be correct. 
iu;d ìgqj,g y÷kd.; yelafla ;ks-ìgq fodaI 
mu‚' iïfm%aIKh w;r;=r ìgq folla lkmsg 
fmr,kafka kï" iu;dj ;ju;a ksjerÈ neúka 
fodaIh wkdjrKh lr.; fkdyel' 
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Checksum  
 

A checksum is an error detection method used 

in data transmission. It helps the receiver check 

whether the received data has been changed or  

damaged during transmission. 

Checksum hkq o;a; iïfm%aIKfha§ fodaI y÷kd 
.ekSug Ndú;d lrk l%uhls' th iïfm%aIKh 
w;r;=r o;a; fjkia ù ;sfío fyda ydks ù ;sfío 
hkak mÍlaId lsÍug .%dylhdg WmldÍ fõ' 
 

A checksum helps find multiple bit errors in 

received data. 

Checksum uÕska" ,enqKq o;a;j, nyq lsysmhl 
fodaI fidhd .ekSug WmldÍ fõ 

 

How Checksum Works 

Checksum l%shd lrk wdldrh 
 

Sender's Side 

The data is divided into smaller fixed-size blocks 

(usually 8, 16, or 32 bits). 
o;a; l=vd ia:djr m%udKfha fldgia j,g fnokq 
,nhs ^idudkHfhka ìgq 8" 16" fyda 32&' 
 

A mathematical operation (often addition) is 

performed on these blocks. 
fuu fldgia u; .‚;uh fufyhqula ̂ fndfyda úg 
tl;= lsÍu& isÿ lrkq ,efí' 
 

The result of the operation is called the 

checksum, which is then added to the end of 

the data before transmission. 
fufyhqfï m%;sM,h fplaiï f,i ye¢kafõ" miqj 
iïfm%aIKhg fmr o;a; wjidkfha th tl;= lrkq 
,efí' 
 

Receiver's Side 

The receiver receives the data and the 

checksum. 

.%dylhd o;a; iy checksum ,nd .kS' 
 

The same mathematical operation is applied to 

the received data blocks. 
,enqKq o;a; fldgia j,g iudk .‚;uh 
fufyhqula fhdokq ,efí' 
 

The receiver then compares its calculated 

checksum with the transmitted checksum. 

If they match, the data is assumed to have been 

transmitted correctly; if they don’t, an error is 

detected. 
túg .%dylh tys§ .Kkh l< fplaiï" 
iïfm%aIKh l< fplaiï iuÕ ixikaokh lrhs' 
tAjd .e,fmkafka kï" o;a; ksjerÈj iïfm%aIKh 
ù we;ehs Wml,amkh flfra¦tfia fkdfõ kï" 
fodaIhla wkdjrKh fõ' 
 

Example 

Marks of 3 subjects are to be submitted.  

,enqKq úIhka 3ys ,l=Kq tl;= lrhs 
 

Science – 75 →  In binary   01001011 

Maths   – 80 →  In binary   01010000 

English – 95 →   In binary   01011111 

 

Sum     – 250 → In binary   11111010 

 

If this result is more than 8 bits, the checksum 

must be adjusted according to the checksum 

method used. For example, the system may use 

only the lower 8 bits or handle the extra carry 

bits according to its design.  

fuu m%;sM,h 8-bit g jvd jeä kï" Ndú;d lrk 
checksum l%uh wkqj checksum w.h ilia l< 
hq;=h' WodyrKhla f,i" moaO;sh my< 8-bit 
muKla Ndú;d l< yels w;r" wu;r carry bits 
moaO;s ie,iqu wkqj ie,lsh yelsh 
 
The final checksum is sent together with the 

data. The receiver repeats the same calculation 

and compares its result with the received 

checksum. If both values match, the data is 

considered valid; otherwise, an error is 

detected. 

wjidk checksum w.h o;a; iuÕ hjkq ,nhs' 
.%dylhd tu .Kkh lsÍu kej; isÿ lr ;u 
m%;sM,h ,enqKq checksum w.h iuÕ ii|hs' 
w.hka fol .e<fma kï" o;a; j,x.= f,i i,lhs¦ 
fkd.e<fma kï" fodaIhla y÷kd .kS' 
 

Transmitted    01001011   01010000   01011111 

With checksum    11111010 
 

In the other side, first 3 are added to check if 

the sum matches the checksum  
tfia tl;= lr ,nd.kakd w.h" o;a; iuÕ tjd 
we;s Checksum w.h yd iudkoehs mÍlaId lrhs' 
 
If yes – Possibly no errors   
Tõ kï( fndfyda ÿrg fodaI fkdue; 
 

If no  – Possibly an error  
ke; kï( fodaIhla isÿù we;' 

50
ictfromabc.com



 
 

Cyclic Redundancy Check (CRC) 
 
Cyclic Redundancy Check is a more advanced 

error detection technique used in digital 

communication systems to ensure data 

integrity. 

Cyclic Redundancy Check hkq o;a; wLKav;dj 
iy;sl lsÍu i|yd äðg,a ikaksfõok moaO;sj, 
Ndú;d lrk jvd;a ÈhqKq fodaI y÷kd.ekSfï 
;dlaIKhls' 
 

CRC works by treating the data as a large binary 

number and dividing it by a predefined 

polynomial. 

CRC l%shd lrkqfha o;a; úYd, oaúuh ixLHdjla 
f,i ie,lSfuka iy th mQ¾j ks¾jpkh l< 
nyqmohlska fn§fuks' 
 

The remainder from this division is called the 

CRC code or simply the CRC, which is appended 

to the data before transmission. 

fuu fn§fï b;sß fldgi CRC fla;h fyda ir,j 
CRC f,i ye¢kafõ" th iïfm%aIKh lsÍug fmr 
o;a; j,g tl;= fõ' 
 

When the receiver gets the data, it performs the 

same division and checks if the remainder (CRC) 

matches. 
.%dylhdg o;a; ,enqKq úg" th úiskao tu fn§uu 
isÿ lr b;sßh ^CRC& .e,fmaoehs mÍlaId lrhs' 
 

If the remainder is different, it indicates that an 

error occurred during transmission. 
b;sßh fjkia kï" th iïfm%aIKh lsÍfï§ 
fodaIhla isÿ jQ nj fmkakqï lrhs' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

Hashing 

 

Hashing is a method used to convert data of 

any size into a fixed-size value called a hash 

value, hash code, or message digest. This is 

done using a special mathematical function 

called a hash function. 

Hashing hkq ´kEu m%udKhl o;a;" iaÓr 
m%udKhl w.hla jk hash value" hash code fyda 
message digest njg mßj¾;kh lrk l%uhls' 
fuh hash function f,i ye¢kafjk úfYaI 
.‚;uh l% shdj,shla Ndú;fhka isÿ lrhs' 
 
How Hashing Works 
Hashing l%shd lrk wdldrh 

 

First, the original data is given as input to a hash 

function. The input may be a message, 

password, file, or any other digital data. 

m<uqj" uq,a o;a; hash function tllg wdodkhla 
f,i ,nd fohs' fuu wdodkh tl m‚úvhla" 
uqrmohla" f.dkqjla fyda fjk;a äðg,a o;a;hla 
úh yelsh' 
 
The hash function processes the input data and 

produces a fixed-size hash value. For the same 

input, the same hash function always produces 

the same hash value. 

Hash function tl wdodk o;a; ieliSfuka iaÓr 
m%udKhl hash value tlla ,nd fohs' tlu 
wdodkhlgu" tlu hash function tl iEu úgu 
tlu hash w.h tl ,nd fohs' 
 
When the data is received or checked later, the 

same hash function is applied again. If the newly 

calculated hash value matches the original hash 

value, the data is considered unchanged. If the 

hash values are different, it means the data has 

been changed or corrupted. 
miqj o;a; ,nd.;a úg fyda mÍlaId lrk úg" tu 
hash function tl kej; Ndú;d lrhs' w¨;ska 
.Kkh l< hash w.h tl uq,a hash w.h tlg 
.e<fma kï" o;a; fjkia fkdù we;ehs i,lhs' 
Hash w.h fol fjkia kï" o;a; fjkia ù fyda 
ydks ù we;s nj woyia fõ' 
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Synchronization  
iuuqyq¾;lrKh 

 

The process of matching the timing between 

the transmitter and the receiver during data 

communication. 
o;a; ikaksfõokfha§ iïfm%aYlhd iy .%dylhd 
w;r ld, .e,mSu isÿ lsÍfï l%shdj,shhs' 
 

Both transmitter and receiver must follow the 

same timing pattern. If their clocks are not 

synchronized, the receiver may read the signal 

at the wrong time. 
iïfm%aYlhd iy .%dylhd hk folu tlu ld, 
rgdjlg wkq.; úh hq;=h' Tjqkaf.a Trf,daiq 
^clocks& iuld,Sk ù fkdue;s kï" .%dylhd úiska 
jerÈ fõ,djl§ ix{dj lshùug bv we;' 
 

If the receiver reads the signal too early or too 

late, the received data may be incorrect. 
.%dylhd úiska ix{dj kshñ; fõ,djg jvd l,ska 
fyda m%udo ù lshùu isÿ l<fyd;a" ,efnk o;a; 
jerÈ úh yel' 
 

When the end are not synchronized: 
w.% iuuqyq¾Kh ù fkdue;s úg( 
 
• The receiver may read bits incorrectly. 

.%dylhd úiska ìgq jerÈ f,i lshùug bv we;' 
• Some bits may be skipped. 

iuyr ìgq uÕ yeÍ hdug bv we;' 
• Extra bits may be assumed. 

w;sfral ìgq mj;sk njg Wml,amkh lsÍug 
bv we;' 

• Bit boundaries may be lost. 
ìgq iSudjka wysñ ù hd yel' 

• Data may become corrupted. 
o;a; úlD;s ùulg ,la úh yel' 

• Error detection may be needed to identify 

wrong data. (Parity check) 
jerÈ o;a; y÷kd .ekSu i|yd fodaI 
y÷kd.ekSfï l%u wjYH úh yel' (iu;d 
mÍlaYdj) 

 

Clocks 
 

An Electronic circuit that generates a 

continuous sequence of equally spaced 

electrical pulses at a constant frequency. 
ksh; ixLHd;hlska hq;a" iudk mr;r we;s úoHq;a 
iamkao  wLKav wkql%uhla ckkh lrkq ,nk 
úoHq;a mßm:hls' 
 

Each network device has an internal clock. 
iEu cd, Wmdx.hlgu wNHka;r Trf,daiqjla 
^internal clock& mj;S' 
 

The transmitter uses its clock to decide when to 

send each bit or signal element. 
iïfm%aYlhd úiska iEu ìgqjla fyda ix{d 
wx.hlau  heúh hq;af;a lskï fõ,djloehs 
;SrKh lsÍug ;udf.a Trf,daiqj Ndú; lrhs' 
 

The receiver uses its clock to decide when to 

read each bit or signal element. 
.%dylhd úiska iEu ìgqjla fyda ix{d wx.hlau 
lshúh hq;af;a lskï fõ,djloehs ;SrKh lsÍug 
;udf.a Trf,daiqj Ndú; lrhs' 
 

Usually, a clock signal is transmitted together 

with the data stream to maintain proper signal 

timing and synchronization. 
ksjerÈ ix{d ld,lrKh iy iuuqyq¾;lrkh 
mj;ajd .ekSu i|yd" idudkHfhka Trf,daiq 
ix{djla" o;a; m%jdyh  iuÕ tlg iïfm%aIKh 
lrkq ,nhs' 
 

 

 

 

 

In some line coding techniques, such as 

Manchester encoding, the clock information is 

embedded within the data signal. 
uekafpiag¾ fla;kh jeks iuyr fraÇh fla;k 
Ys,am l%uj,§ " Trf,daiq f;dr;=re o;a; ix{dj 
;=<u ;ekam;a lr we;' 
 

 

 

 

 

Why is a Clock Needed? 

 

The clock controls when a device should: 
Wmdx.hla úiska my; l%shdjka isÿ l< hq;af;a l=uk 
fj,dfõ o hkak Trf,daiqj uÕska md,kh lrhs( 
 

• Execute an instruction.  
Wmfoila l%shd;aul lsÍu' 

• Send data. / o;a; heùu' 
• Receive data. / o;a; ,nd .ekSu' 
• Read from or write to memory.  
• u;lfhka lshùu fyda u;lhg ,sùu' 
• Change its signal state.  

tys ix{d ;;a;ajh fjkia lsÍu' 
 

Without a clock, different parts of the system 

would operate at different times. 
Trf,daiqjla fkdue;s kï" moaO;sfha úúO fldgia 
tlsfklg fjkia ld,j,§ l%shd;aul jkq we;' 
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Clock Frequency / Trf,daiq ixLHd;h 
 

The number of clock ticks (pulses) generated by 

a clock in one second. 
;;amrhl§ Trf,daiqjla uÕska ckkh lrkq ,nk 
^clock ticks& fyda iamkao .Kkhs' 
 

It is measured in Hertz (Hz). 

th y¾Üia ^Hz& uÕska ukskq ,nhs' 
 

1 Hz = 1 pulse per second  

1 kHz = 1,000 pulses per second  

1 MHz = 1,000,000 pulses per second  

1 GHz = 1,000,000,000 pulses per second 

 

Clock Tick (Clock Pulse) 
 

Single pulse generated by a clock at regular 

time intervals. 
kshñ; ld, mrdihka ;=< Trf,daiqjla uÕska 
ckkh lrkq ,nk ;ks iamkaohls' 
 

Each clock tick acts as a timing signal that 

synchronizes electronic operations. 

iEu Trf,daiq ála tllau ^clock tick&" úoHq;a 
l%shdj,s tlsfkl iuuqyq¾; lrk ld, ix{djla 
f,i l%shd lrhs' 
 

Clock Difference / Trf,daiq fjki 
 

Clock difference means the transmitter clock 

and receiver clock do not run at exactly the 

same speed. 
Trf,daiq fjki hkq iïfm%aYlfha Trf,daiqj iy 
.%dylfha Trf,daiqj yßhgu tlu fõ.hlska 
Odjkh fkdfõ' 
 

Examples / WodyrK( 
• The transmitter sends one bit every 1 

millisecond. 
iïfm%aYlhd úiska iEu ñ,s;;amr 1lgu jrla 
ìgq tl ne.ska hjhs' 

• The receiver expects one bit every 1.1 

milliseconds. 
.%dylhd úiska iEu ñ,s;;amr 1'1lgu jrla ìgq 
tl ne.ska n,dfmdfrd;a;= fjhs' 

 

Clock Drift / Trf,daiq ma,dú;h 
 

Clock drift means two device clocks slowly 

move away from each other over time. 
Trf,daiq ma,dú;h hkafkka woyia lrkafka 
ld,h;a iuÕ Wmdx. foll clocks fiñka 
tlsfklska neyerg .uka lsÍuhs' 
 

No two hardware clocks are perfectly equal. 

Because of this, even a small clock difference 

can create errors during long data transmission. 
oDvdx. Trf,daiq folla lsisfia;au mßmQ¾K f,i 
iudk fkdfõ' fï fya;=j ksid" l=vd Trf,daiq 
fjkila jqjo È.= o;a; iïfm%aIKhl§ fodaI we;s 
lsÍug fya;= úh yel' 
 

Timing / ld,lrKh 
 

The exact instant at which an event occurs with 

respect to a clock signal. 
Trf,daiq ix{djlg idfmalaIj" lsishï isÿùula 
isÿjk ksYaÑ; fudfyd;hs' 
 

A clock signal generates regular clock ticks, and 

timing determines when each operation should 

occur at those clock ticks. 
Trf,daiq ix{djla uÕska ks;sm;d Trf,daiq álaia  ckkh 
lrkq ,nk w;r" ld,lrKh uÕska tu Trf,daiq 
álaiaj,§ tla tla l%shdj,sh isÿúh hq;af;a ljodoehs 
;SrKh lrhs' 
 

Examples / WodyrK( 
• Transmit a bit. / ìgqjla fm%aIKh lsÍu' 
• Receive a bit. / ìgqjla m%;s.%yKh lsÍu' 
• Change the signal level. / ix{d uÜgu fjkia lsÍu' 

 

NOTE: 

Errors caused by synchronization problems can 

be detected using parity check, which will be 

discussed later. 
iuuqyq¾;lrK .eg¨  ksid we;sjk fodaI" iu;d 
mÍlaYdj  Ndú;fhka y÷kd.; yels w;r" tA 
ms<sn|j miqj idlÉPd lrkq ,efí' 
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Why We Need Modulation? 

uqyq¾cKh wjYH jkafka wehs? 
 

Encoding schemes represent bits as voltage 

levels. This works only when there is a wire to 

carry that voltage. 

fla;lrK l%u uÕska ìÜ ^bits& fjda,aàh;d uÜgï 
f,i ksrEmKh lrhs' fuh l%shd;aul jkafka tu 
fjda,aàh;dj f.khdug jhrhla we;s úg mu‚' 
 

Problems arise when there is no wire, wireless 

transmission, optical fiber, or long-distance 

links. 
jhrhla fkdue;s úg" /yeka rys; iïfma%IKfha§" 
m%ldY ;ka;= fyda È.= ÿr ine¢j,§ .eg¨ u;= fõ' 
 

No wire means no voltage to send 
jhrhla ke;s úg fjda,aàh;djla heùug fkdyel' 
Voltage signals need a closed circuit. Air and 

light have no such path. 
fjda,aàh;d ix{d i|yd ixjD; mßm:hla wjYH 
fõ' jd;h iy wdf,dalh i;=j tjeks ud¾.hla 
fkdue;' 
 

Signals weaken over distance 
ÿr;a iuÕ ix{d ÿ¾j, fõ 
Voltage-based signals lose strength and pick up 

noise over long distances, even on wire. 
fjda,aàh;djh u; mokï jQ ix{d È.= ÿrla hk 
úg Yla;sh ke;s ù hk w;r jh¾ u; jqjo 
f>daIdjka ^noise& tl;= fõ' 
 

Multiple signals can't share a medium 
nyqúO ix{dj,g tlu udOHhl .uka l, 
fkdyel 
Many devices may need to transmit through the 

same channel (e.g., air) at once. Raw voltage 

signals provide no way to separate or 

distinguish them. 
fndfyda Wmdx.j,g tlu kd,sldjla ^Wod( jd;h& 
yryd tljr iïfm%aIKh lsÍug wjYH úh yel' 
ir, fjda,aàh;d ix{d uÕska tAjd fjka lsÍug fyda 
y÷kd .ekSug l%uhla fkdimhhs' 
 

Solution / úi÷u 

 

Instead of sending bits as direct voltage levels, 

use a high-frequency wave called a carrier, and 

vary one of its properties according to the bit 

pattern. The three properties that can be varied 

are, 
ìÜ iDcq fjda,aàh;d uÜgï f,i hjkjd fjkqjg" 
jdyl ;rx.hla ^carrier wave& f,i ye¢kafjk 
wê-ixLHd; ;rx.hla Ndú;d lr" ìÜ rgdj wkqj 
tys tla .=Kdx.hla fjkia lrkak' fjkia l< yels 
.=Kdx. ;=k jkafka" 
 

 

 

Amplitude  - Amplitude Shift Keying (ASK) 

Frequency  - Frequency Shift Keying (FSK) 

Phase   - Phase Shift Keying (PSK) 

 

This process of representing data by varying a 

carrier wave's property is called Modulation. 
jdyl ;rx.hl .=Kdx.hla fjkia lsÍu uÕska 
o;a; ksrEmKh lsÍfï fuu l%shdj,sh uqyq¾cKh 
^Modulation& f,i ye¢kafõ' 
 

Why modulation solves the problems above 
th by; .eg¨j,g úi÷ula jkafka wehs 
 

The carrier frequency can be chosen high 

enough to radiate efficiently and pass through 

the medium. 
jdyl ixLHd;h ld¾hlaIuj úlsrKh ùug iy 
udOHh yryd .uka lsÍug ;rï by< w.hlska 
f;dard .; yel' 
 

Different devices can be assigned different 

carrier frequencies, allowing them to share the 

same medium without interference. 
úúO Wmdx. i|yd úúO jdyl ixLHd; fjka l< 
yels w;r" tuÕska ueÈy;aùï fkdue;sj tlu 
udOHh fnod .ekSug tajdg bv i,ihs' 
 

A carrier-based signal can travel farther and is 

easier to recover at a distance than a raw 

baseband voltage signal. 
jdylhla u; mokï jQ ix{djlg jvd ÿrla .uka 
l< yels w;r ir, fíianEkaâ ^baseband& 
fjda,aàh;d ix{djlg jvd ÿßka§ kej; ,nd 
.ekSu myiqh' 
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Modulation 
uqyq¾cKh 
 
Modulation is the process of varying one or more 

properties (such as its amplitude, frequency, or 

phase) of periodic waveform called the carrier 

signal to encode information for transmission over 

a communication channel. 
uqyq¾cKh hkq ikaksfõok kd,sldjla yryd 
iïfm%aIKh i|yd f;dr;=re fla;kh lsÍug jdyl 
ix{dj f,iska ye¢kafjk wdj¾;sl ;rx. 
wdlD;shl .=Kdx. tlla fyda lsysmhla ̂ tys úia;drh" 
ixLHd;h fyda l,dj jeks& fjkia lsÍfï l%shdj,shhs' 
 
Parts of the modulation process 
uqyq¾ck l%shdj,sfha fldgia 
 
1. Information Signal (Baseband Signal) 
f;dr;=re ix{dj 
This is the original signal that contains the 

information you want to transmit. 
Tng iïfm%aIKh lsÍug wjYH f;dr;=re wvx.= uq,a 
ix{dj fuhhs' 
 

 
 

 
 

It can be anything from audio, video, or digital 

data. It’s the signal that you want to communicate 

to the receiver. 
th Y%jH" oDYH fyda äðg,a o;a; j,ska ´kEu fohla 
úh yel' Tng .%dylhdg ikaksfõokh lsÍug wjYH 
ix{dj thhs' 
 
2. The Carrier wave 
jdyl ;rx.h 
A carrier signal is a high-frequency wave used to 

transport an information signal over a 

communication channel. 
jdyl ix{djla hkq ikaksfõok kd,sldjla yryd 
f;dr;=re ix{djla m%jdykh lsÍug Ndú;d lrk 
wê-ixLHd; ;rx.hls' 
 

 
 

It acts as a "carrier" for the information, allowing it 

to be transmitted over long distances. 
th f;dr;=re i|yd —jdylhla— f,i l%shd lrhs" 
tu.ska ix{dj È.= ÿrla iïmafraIKh lsÍug bv 
i,ihs'

Characteristics of a carrier signal 
jdyl ix{djl ,laIK 
 
High Frequency 
by< ixLHd; iys;hs 
Has a much higher frequency than the information 

signal, enabling efficient long-distance 

transmission. 
f;dr;=re ix{djg jvd fndfyda by< ixLHd;hla 
we;s w;r" ld¾hlaIu È.= ÿr iïfm%aIKh il%Sh 
lrhs' 
 
Continuous Wave 
ika;;sl ;rx.hls 
Transmitted continuously without interruptions. 
ndOdjlska f;drj wLKavj iïfm%aIKh fõ' 
 
Sinusoidal Shape 

Sin wdldr fõ 

Usually has a sine-wave form. 
fndfyda úg Yío ;rx.hlg iudk ihskdldr 
yevhla .kS' 
 
3. Modulated Signal 
uqyq¾ckh l, ix{dj 
This is the result of the modulation process, where 

the carrier signal’s properties (amplitude, 

frequency, or phase) are varied according to the 

information signal. 
fuh uqyq¾ck l%shdj,sfha m%;sM,hhs" tys§ jdyl 
ix{dfõ .=Kdx. ^úia;drh" ixLHd;h fyda l,dj& 
f;dr;=re ix{dj wkqj fjkia fõ' 
 
The modulated signal combines the carrier and 

information signals so that the information can be 

transmitted effectively. 
uqyq¾ð; ix{dj u.ska jdylh iy f;dr;=re ix{d 
tAldnoaO lrk w;r tuÕska f;dr;=re M,odhS f,i 
iïmafraIKh l< yelsh' 
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Types of modulations 
uqyq¾ck j¾. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Analog modulation 
m%;siu uqyq¾ckh 
 

1. Amplitude Modulation (AM) 
úia;dr uQ¾ckh 

 

In amplitude modulation, the amplitude of the 

carrier signal is varied in proportion to the 

amplitude of the information (baseband) signal, 

while the frequency and phase of the carrier 

remain constant. 
úia;drh uqyq¾ckfha§" jdyl ix{dfõ úia;drh 
f;dr;=re ix{dfõ úia;drhg iudkqmd;slj 
fjkia lrk w;r" jdylfha ixLHd;h iy l,dj 
ksh;j mj;S' 
 

A low-amplitude message signal is represented 

by a low carrier amplitude, while a high-

amplitude message signal is represented by a 

high carrier amplitude 
jdyl ;rx.fha wvq úia;drhlska" wvq úia;drhla 
iys; m‚úv ix{djla o" jdyl ;rx.fha by< 
úia;drhlska" by< úia;drhla iys; m‚úv 
ix{djla o ksrEmKh flfra' 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Modulation Types 
uqyq¾ck j¾. 

 

Digital Modulation 
wxls; uqyq¾ckh 

 

Analog Modulation 
m%;siu uqyq¾ckh 
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Advantages 
jdis 
 

Simple and inexpensive because it only varies 

the amplitude of the carrier wave while keeping 

its frequency constant. 
jdyl ;rx.fha ixLHd;h ksh;j ;nd .ksñka tys 
úia;drh muKla fjkia lrk neúka fuh ir, 
fukau úhoï wvq l%uhls' 
 

Easy to modulate and demodulate because 

simple electronic circuits can detect changes in 

the signal's amplitude. 
ix{dfõ úia;drfha isÿjk fjkiaùï ir, 
bf,lafg%dksl mßm: uÕska y÷kd.; yels neúka 
uQ¾Pkh iy úuQ¾Pkh lsÍu myiqh' 
 

Requires less bandwidth because only two 

sidebands are transmitted around the carrier 

frequency. 

jdyl ixLHd;h fomiska Sidebands folla 
muKla iïfm%aIKh jk neúka wvq l,dm m<,la 
m%udKj;a fõ' 
 

Disadvantages 
wjdis 
 

Easily affected by noise because noise mainly 

changes the amplitude of the signal, which 

carries the information. 
f;dr;=re /f.k hkq ,nk ix{dfõ úia;drhg 
ndysr f>daIdjkaf.ka myiqfjka n,mEï t,a, úh 
yel' 
 

Less power-efficient because most of the 

transmitted power is used by the carrier, which 

does not contain useful information. 
iïfm%aIKh jk n,fhka jeä m%udKhla jeh 
jkafka m%fhdackj;a f;dr;=rla wvx.= fkdjk 
jdyl ;rx.h i|yd neúka fuys n, 
ld¾hlaIu;dj wvqh' 
 

Has poor sound quality because it is more 

susceptible to noise and has a limited audio 

frequency range. 
f>daIdjkag f.dÿre ùfï m%jK;dj jeä ùu iy 
iSñ; Y%jH ixLHd; mrdihla ;sîu ksid fuys 
Yíofha .=Kd;aulNdjh nd, uÜgul mj;shs' 
 

Applications of AM 

AM ys fhÿï 
• Radio broadcasting 

.=jkaúÿ,s úldYkh 
• Amateur radio 

wdOqksl .=jkaúÿ,s l%shdlrejka 
• Early telephone systems 

uq,a ld,fha ÿrl:k moaO;sj, 

2. Frequency modulation (FM) 
ixLHd; uQ¾ckh 

 

In frequency modulation, the frequency of the 

carrier signal is varied in proportion to the 

amplitude of the information (baseband) signal, 

while the amplitude and phase of the carrier 

remain constant. 
ixLHd; uqyq¾ckfha§" jdyl ix{dfõ ixLHd;h 
f;dr;=re ix{dfõ úia;drhg iudkqmd;slj 
fjkia lrk w;r" jdylfha úia;drh iy l,dj 
ksh;j mj;S' 
 

A high-frequency message signal is represented 

by carrier waves that are closer together, while 

a low-frequency message signal is represented 

by carrier waves that are farther apart. 
by< ixLHd; m‚úv ix{djla tlsfklg ióm 
jdyl ;rx. uÕskao" wvq ixLHd; m‚úv 
ix{djla tlsfklg wE;ska msysá jdyl ;rx. 
uÕskao ksrEmKh flfra' 
 

 

 

 

 

 

 

 

 

 

 

 

 

i. Modulating signal 
uqyq¾ck ix{dj 
ii. Carrier waveform 
jdyl ;rx. wdldrh 
iii. Frequency modulated signal 
ixLHd; uqyq¾ck l< ix{dj 

 

Applications of FM 

FM ys fhÿï 
• Radio broadcasting 

.=jkaúÿ,s úldYkh 
• Television broadcasting 

rEmjdyskS úldYkh 
• Wireless microphones 

/yeka rys; uhsl%f*dak 
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Advantages 
jdis 
 

More resistant to noise because information is 

carried by changes in frequency rather than 

amplitude. 
f;dr;=re /f.k hkafka úia;drfha fjkiaùï 
uÕska fkdj ixLHd;fha fjkiaùï uÕska neúka 
ndysr f>daIdjkag jvd fyd¢ka Tfrd;a;= foa' 
 

Provides better sound quality because it is less 

affected by noise and interference. 
f>daId iy ndOd lsÍïj,ska wju n,mEula we;s jk 
neúka .=Kd;aulNdjfhka by< Yíohla ,nd fohs' 
 

Has higher fidelity because it reproduces the 

original audio signal more accurately over a 

wider range of frequencies. 
mq¿,a ixLHd; mrdihla Tiafia uq,a Y%jH ix{dj 
jvd;a ksjerÈj m%;sks¾udKh lrk neúka fuys 
ksjerÈ;djh by<h' 
 

Disadvantages 
wjdis 
 

Requires a larger bandwidth because the carrier 

frequency varies over a wider range to transmit 

the information. 
f;dr;=re iïfm%aIKh i|yd jdyl ixLHd;h 
mq¿,a mrdihl fjkia jk neúka úYd, l,dm 
m<,la wjYH fõ' 
 

Requires more complex circuits because 

generating and detecting frequency variations 

is more complicated than amplitude variations. 
ixLHd; fjkiaùï we;s lsÍu iy tAjd y÷kd .ekSu 
úia;dr fjkiaùïj,g jvd ixlS¾K jk neúka fï 
i|yd jvd;a ixlS¾K mßm: wjYH fõ' 
 

 

3. Phase modulation (PM) 
l,d uQ¾ckh 

 

In phase modulation, the phase of the carrier 

signal is varied in proportion to the amplitude 

of the information (baseband) signal, while the 

carrier’s amplitude and frequency remain 

constant. 
l,d uQ¾ckfha§" jdyl ix{dfõ l,dj f;dr;=re 
ix{dfõ úia;drhg iudkqmd;slj fjkia lrk 
w;r" jdylfha úia;drh iy ixLHd;h ksh;j 
mj;shs' 

Example / WodyrK 1 

 

 

 

 

 

 

 

 

 

 
 

 

 

 
 

Example / WodyrK 2 

 

 
 

 
 

Applications of PM 

PM ys fhÿï 
• In microwave links and satellite 

communications. 
laYaø ;rx. iïnkaO;d iy pkaøsld 
ikaksfõok j,. 

• In some RFID systems 

iuyr RFID moaO;sj, 
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Advantages 
jdis 
 

More resistant to noise than AM because 

information is carried by changes in the phase 

of the carrier wave rather than its amplitude. 
f;dr;=re /f.k hkafka jdyl ;rx.fha l,dfõ 
isÿjk fjkiaùï uÕska neúka AM j,g jvd 
f>daIdjkag Tfrd;a;= §fï yelshdj we;' 
 

Forms the basis of many digital communication 

systems because digital data can be efficiently 

represented by changes in the carrier wave's 

phase. 
jdyl ;rx.fha l,dfõ fjkiaùï uÕska äðg,a 
o;a; ld¾hlaIuj ksrEmKh l< yels neúka fuh 
fndfyda äðg,a ikaksfõok moaO;sj, moku fõ' 
 

Disadvantages 
wjdis 
 

More complex because it requires precise 

control and detection of phase changes in the 

carrier signal. 
jdyl ix{dfõ l,d fjkiaùï b;d ksjerÈj 
md,kh lsÍu iy y÷kd .ekSu wjYH jk neúka 
fuh jvd;a ixlS¾K fõ' 
 

More difficult to visualize and understand 

because changes in phase are less intuitive and 

harder to observe than changes in amplitude or 

frequency. 
úia;drfha fyda ixLHd;fha fjkiaùïj,g 
idfmalaIj l,dfõ fjkiaùï iycfhkau jgyd 
.ekSug iy ksÍlaIKh lsÍug wmyiqh' 
 

 

Digital Modulation 
wxls; uQ¾ckh 
 

1. Amplitude Shift Keying (ASK) 
úia;dr iSre udrej 

 

The amplitude of the carrier signal is varied to 

represent different data bits. 
úúO o;a; ìgq ksfhdackh lsÍu i|yd jdyl 
ix{dfõ úia;drh fjkia flfra' 
 

In other words, the height of the carrier wave is 

changed to encode the information. 
fjk;a jpk j,ska lsjfyd;a" f;dr;=re fla;kh 
lsÍu i|yd jdyl ;rx.fha úia;drh fjkia 
flfra' 
 

Only the amplitude of the carrier wave changes, 

while its frequency and phase remain constant. 
jdyl ;rx.fha úia;drh muKla fjkia jk w;r" 
tys ixLHd;h iy l,dj ksh;j mj;shs'

Applications of ASK 

ASK ys fhÿï 

• RFID systems for data transmission 

between tags and readers. 
ge.a iy Ív¾ w;r o;a; iïfm%aIKh i|yd 
RFID moaO;sj, ASK nyq,j Ndú;d fõ' 

• Remote control systems. 
ÿria: md,k moaO;sj,' 

• Other data transmission 
wfkl=;a o;a; iïfm%aIK 

 

Types of ASK 

ASK j¾. 
 

On-off keying (OOK) 

The carrier signal is either present (on) or absent 

(off) to represent the data bits. 
o;a; ìgq ksfhdackh lsÍu i|yd jdyl ix{dj 
il%sh fyda wl%sh f,i Ndù;d fõ' 
 

 
 

Two-level ASK (Binary ASK) 

The carrier signal can have two amplitude levels, 

representing the data bits 0 and 1. 
o;a; ìgq 0 iy 1 ksfhdackh lrñka jdyl 
ix{djg úia;dr uÜgï folla ;sìh yel' 
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Multi-level ASK 

The carrier signal can have multiple amplitude 

levels, representing more than two data bits. 
o;a; ìgq follg jvd ksfhdackh lrñka jdyl 
ix{djg nyq úia;dr uÜgï ;sìh yel' 
 

 
 

Advantages 
jdis 
 

Simple to implement because only the 

amplitude of the carrier wave is changed to 

represent digital data. 
äðg,a o;a; ksrEmKh lsÍu i|yd jdyl 
;rx.fha úia;drh muKla fjkia lrk neúka 
l%shd;aul lsÍug b;d ir, h' 
 

Uses inexpensive hardware because it requires 

simple transmitter and receiver circuits. 
ir, iïfm%aIl iy .%dyl  mßm: muKla wjYH 
jk neúka úhoï wvq oDvdx. Ndú;d l< yel' 
 

Easy to modulate and demodulate because the 

receiver only needs to detect changes in the 

carrier amplitude. 
.%dylhdg wjYH jkafka jdyl úia;drfha 
fjkiaùï y÷kd .ekSu muKla neúka uQ¾Pk 
l%shdj,sh b;d myiqh' 
 

Disadvantages 
wjdis 
 

Highly affected by noise because noise mainly 

alters the amplitude of the signal, which carries 

the information. 
f;dr;=re wvx.= úia;drhg ndysr f>daIdjkaf.ka 
oeä f,i n,mEï t,a, úh yel' 
 

Has low reliability because noise and 

interference can easily cause errors in detecting 

the transmitted data. 
f>daId iy ndOd lsÍï ksid iïfm%aIKh jk o;a; 
y÷kd .ekSfï§ fodaI we;s ùfï bvlv jeä neúka 
úYajikSh;ajh wvqh'

Has low power efficiency because a significant 

portion of the transmitted power is carried by 

the carrier signal rather than the information. 
iïfm%aIKh jk n,fhka ie,lsh hq;= fldgila 
f;dr;=re fjkqjg jdyl ix{dj úiskau /f.k 
hk neúka n, ld¾hlaIu;dj wvqh' 
 

 

2. Frequency shift keying (FSK) 
ixLHd; iSre udrej 

 

The frequency of a carrier signal is changed 

according to the digital data signal. 
wxls; o;a; ix{dj wkqj jdyl ix{djl 
ixLHd;h fjkia flfra' 
 

Only the frequency of the carrier wave changes, 

while its amplitude and phase remain constant. 
jdyl ;rx.fha ixLHd;h muKla fjkia jk 
w;r" tys úia;drh iy l,dj ksh;j mj;shs' 
 

Applications of FSK 

FSK ys fhÿï 
• Radio frequency identification (RFID) 

.=jkaúÿ,s ixLHd; y÷kd.ekSu ^RFID& 
• Remote control / ÿria: md,lh 
• Data transmission / o;a; iïm%f –aIKh 
 

Types of FSK 

FSK j¾. 
 

Continuous phase FSK (CPFSK) 

The phase of the carrier signal is continuous 

between frequency shifts, which can improve 

the spectral efficiency of FSK. 

FSK ys ixLHd; j¾Kdj,s ld¾hlaIu;dj jeäÈhqKq 
l< yels ixLHd; udreùï w;r jdyl ix{dfõ 
l,dj wLKavj mj;S' 
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Minimum shift keying (MSK) 

A special case of CPFSK where the frequency shift 

is exactly half the bit rate, which provides good 

spectral efficiency and noise immunity. 
jvd fydo ixLHd; j¾Kdj,s ld¾hlaIu;djhla iy 
f>daId m%;sYla;shla imhk ixLHd; udrej yßhgu 
ìgq wkqmd;fhka wvla jk CPFSK ys úfYaI 
wjia:djls' 
 

 
 
 

 

 

 

 

 

 

 
 

Advantages 
jdis 
 

More resistant to noise than ASK because 

information is carried by changes in frequency 

rather than amplitude. 
f;dr;=re /f.k hkafka ixLHd;fha fjkiaùï uÕska 
neúka ASK j,g jvd fyd¢ka f>daIdjkag Tfrd;a;= 
foa' 
 

More reliable because frequency changes are less 

likely to be affected by noise and interference. 
ixLHd; fjkiaùïj,g ndysr f>daId iy ndOd 
lsÍïj,ska n,mEï we;s ùug we;s bvlv wvq neúka 
úYajikSh;ajh jeäh' 
 

The carrier wave's amplitude remains constant, 

which allows for efficient amplification and less 

distortion. 
jdyl ;rx.fha úia;drh ksh;j mj;sk neúka" 
ix{dj úlD;s ùulska f;drj ld¾hlaIuj j¾Okh 
l< yel' 
 

Disadvantages 
wjdis 
 

Requires a larger bandwidth because different 

frequencies are used to represent binary data. 
oaùuh o;a; ksrEmKh lsÍu i|yd úúO ixLHd;hka 
Ndú;d lrk neúka úYd, l,dm m<,la wjYH fõ' 
 

More complex than ASK because it requires 

circuits that can accurately generate and detect 

multiple frequencies. 
úúO ixLHd;hka ksjerÈj ksmoúh yels iy 
y÷kd.; yels mßm: wjYH jk neúka fuh ASK 
j,g jvd ixlS¾K fõ'

3. Phase shift keying (PSK) 
l,d iSre udrej 

 

The phase of the carrier signal is changed in 

response to the digital data signal. 
wxls; o;a; ix{djg m%;spdr jYfhka jdyl 
ix{dfõ l,dj fjkia flfra' 
 

In other words, the starting point of the carrier 

wave is changed to encode the information. 
fjk;a jpk j,ska lsjfyd;a" f;dr;=re fla;kh 
lsÍug jdyl ;rx.fha wdrïNl ,laIHh fjkia 
flfra' 
 

Only the phase of the carrier wave changes, while 

its amplitude and frequency remain constant. 
jdyl ;rx.fha l,dj muKla fjkia jk w;r" tys 
úia;drh iy ixLHd;h ksh;j mj;shs' 
 

Types of PSK 
 

Binary phase shift keying (BPSK) 

The carrier signal is shifted by either 0 or 180 

degrees to represent the data bits 0 and 1. 
0 iy 1 o;a; ìgq ksfhdackh lsÍu i|yd jdyl 
ix{dj wxYl 0 fyda 180 lska udre lrkq ,efí' 
 

 
 

Quadrature phase shift keying (QPSK) 

The carrier signal is shifted by one of four possible 

phases (0, 90, 180, or 270 degrees) to represent 

two bits of data. 
o;a; ìgq folla ksfhdackh lsÍu i|yd  mej;sh yels 
l,d y;rlska tllska ^wxYl 0" 90" 180" fyda 270& 
jdyl ix{dj udre lrkq ,efí' 
 

 
 

Applications of PSK / PSK ys fhÿï 
• Wireless communication systems. 

/yeka rys; ikaksfõok moaO;sj,' 
• PSK is used for data transmission between 

satellites and ground stations. 
pkaøsld iy N+ñ ia:dk w;r o;a; iïfm%aIKh 
i|yd PSK Ndú;d fõ' 

• PSK can be used for digital audio and video 

transmission. 
PSK wxls; Y%jH iy oDYH iïfm%aIKh i|yd 
Ndú;d l< yelsh'  
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Advantages 
jdis 
 

Has excellent noise immunity because information 

is carried by changes in the carrier wave's phase, 

which is less affected by noise. 
f;dr;=re /f.k hkafka f>daIdjkaf.ka wju 
n,mEula we;s jk l,dfõ fjkiaùï uÕska neúka 
fuhg úYsIag f>daId m%;sfrdaOhla we;' 
 

Has high bandwidth efficiency because multiple 

bits can be transmitted per symbol using different 

phase states. 
úúO l,d ;;a;ajhka Ndú;d lrñka tla ixfla;hla 
yryd ìgq lsysmhla iïfm%aIKh l< yels neúka 
l,dm m<, b;d ld¾hlaIuj Ndú;d fõ' 
 

Disadvantages 
wjdis 
 

More complex to implement because it requires 

accurate generation and detection of phase 

changes. 
l,d fjkiaùï ksjerÈj ksmoùu iy y÷kd .ekSu 
wjYH jk neúka fuh m%dfhda.slj l%shd;aul lsÍu 
ixlS¾K fõ' 
 

Requires precise synchronization because the 

receiver must accurately detect the carrier wave's 

phase to recover the transmitted data. 
iïfm%aIKh l< o;a; kej; ,nd .ekSug kï 
.%dylhd úiska jdyl ;rx.fha l,dj b;d ksjerÈj 
y÷kd.; hq;= neúka ksYaÑ; iuuqyq¾;lrKhla 
w;HjYH fõ' 
 

 

Pulse Code Modulation (PCM) 
iamkaok fla; uQ¾ckh 
 

Pulse Code Modulation encoding is a technique 

used to convert analog signals into digital signals. 
iamkaok fla; uQ¾ckh hkq m%;siu ix{d wxls; 
ix{d njg mßj¾;kh lsÍu i|yd Ndú;d lrk 
;dlaIKhls' 
 
It involves three main steps. 
thg m%Odk mshjr ;=kla we;=<;a fõ' 
 

• Sampling 

• Quantizing 

• Encoding 
 

Sampling 

Sampling is the process of measuring the 

amplitude (or strength) of an analog signal at 

regular intervals. 

Sampling hkq m%;siu ix{djl úia;drh ^fyda 
Yla;sh& ks;H ld, mrdihka ;=< uekSfï l%shdj,shhs' 

These measurements capture snapshots of the 

continuous analog signal. 

fuu ñkqï ika;;sl m%;siu ix{dfõ snapshots 
,nd .kS' 
 

 
 

Nyquist Theorem 

Nyquist f.a kHdh 
According to the Nyquist theorem, the sampling 

rate (number of samples taken per second) must 

be at least twice the highest frequency of the 

analog signal to accurately represent it without 

losing any information. 

Nyquist f.a kHdhg wkqj" lsisÿ f;dr;=rla wysñ 
fkdù ix{dj ksjerÈj ksrEmKh lsÍu i|yd ksheÈ 
,nd .ekSfï wkqmd;h ^;;amrhg .kakd ,o idïm, 
.Kk& wju jYfhka  m%;siu ix{dfõ by<u 
ixLHd;h fuka fo.=Khla úh hq;=h' 
 

This minimum sampling rate is called the Nyquist 

rate. 

fuu wju ksheÈ wkqmd;h Nyquist wkqmd;h f,i 
ye¢kafõ' 
If the sampling rate is too low, it causes aliasing, 

where higher-frequency components of the signal 

are misinterpreted as lower frequencies. 
kshe§ wkqmd;h b;d wvq kï" th wkaj¾:lrKhg 
fya;= fõ" tys§ ix{dfõ by< ixLHd; ixrpl wvq 
ixLHd; f,i jerÈ f,i w¾:l:kh flfra' 
 

If the sampling rate is sufficiently high, the analog 

signal can be accurately represented in digital 

form without distortion. 
ksheÈ wkqmd;h m%udKj;a ;rï by< kï" m%;siu 
ix{dj úlD;s ùulska f;drj wxls; wdldrfhka 
ksjerÈj ksrEmKh l< yelsh' 
 

Example 

In audio recording, standard digital audio is 

sampled at 44.1 kHz, meaning 44,100 samples are 

taken every second, which is more than twice the 

highest frequency humans can hear (about 20 

kHz). 

Y%jH má.; lsÍfï§" iïu; ixLHdxl Y%jH 44'1 kHz 
yS§ ksheÈ flfra" tkï iEu ;;amrhlgu idïm, 
44"100la .kq ,efí" th ñksiqkag wefik by<u 
ixLHd;h ^20 kHz muK& fuka fo.=Khlg;a jvd 
jeäh'  
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Quantizing 

Quantizing is the process of converting the 

sampled analog values into a finite set of levels. 

Quantizing hkq ksheÈ ,nd.;a m%;siu w.hka iSñ; 
uÜgï lÜg,hla njg mßj¾;kh lsÍfï 
l%shdj,shhs' 
 

This step maps the infinite range of amplitudes of 

the analog signal to a limited number of discrete 

values. 
fuu mshjr u.ska m%;siu ix{dfõ wiSñ; mrdih 
iSñ; úúla; w.hka .Kklg is;shï.; lrhs' 
 

The more levels available, the more accurately the 

signal can be represented. 
mj;sk uÜgï jeä jk ;rug ix{dj jvd;a 
ksjerÈj ksrEmKh l< yelsh' 
 

Example 

If we have 8 bits for each sample, we can have 28 

= 256 possible levels to represent the amplitude. 
wmg tla tla ksheÈh i|yd ìgq 8la ;sfí kï" 
úia;drh ksrEmKh lsÍug yels uÜgï 28 } 256la 
;sìh yel' 
 
With 16 bits, we have 216 = 65,536 levels, which 

leads to a more accurate representation of the 

signal. 
ìgq 16 lska" wmg 216 } 65"536 uÜgï we;" th ix{dj 
jvd;a ksjerÈj ksrEmKh lsÍug u. mdohs' 
 
Since quantization involves rounding the 

continuous analog values to the nearest available 

level, some information is lost, introducing a small 

error called quantization error. 

Quantization j,g wLKav m%;siu w.hka <Õu we;s 
uÜgug jeghSu we;=<;a jk neúka" iuyr f;dr;=re 
ke;s ù hk w;r"  quantization error kï l=vd 
fodaIhla y÷kajd fohs' 

 
 

Encoding 

Encoding is the process of converting each 

quantized sample into a binary number.  

Encoding hkq tla tla m%udKd;aul idïm, oaúuh 
ixLHdjla njg mßj¾;kh lsÍfï l%shdj,shhs' 
 

Each level from the quantization process is 

represented by a binary code, which is then 

transmitted or stored. 

Quantization l%shdj,sfha iEu uÜgulau oaúuh 
fla;hlska ksrEmKh jk w;r th iïfm%aIKh fyda 
.nvd lrkq ,efí' 
 

Example 

After quantizing an audio signal, if the value is 160 

(out of 256 possible levels), its binary 

representation in an 8-bit system would be 

10100000. This binary value is then transmitted as 

part of the digital signal. 

Y%jH ix{djla quantize lsÍfuka miq" w.h 160 
^uÜgï 256ka& kï" ìgq 8ys moaO;shl tys oaúuh 
ksrEmKh 10100000 fõ' fuu oaúuh w.h äðg,a 
ix{dfõ fldgila f,i iïfm%aIKh fõ' 
 

 

 

 

AM vs. FM vs. PM 
 

Property AM FM PM 

Modulated Aspect 
uQ¾Pkh jk wx.h 

Amplitude 
úia;drh 

Frequency 
ixLHd;h  

Phase 
l,dj  

Bandwidth 
l,dm m<,  

Narrow 
mgq  

Wide 
mq¿,a  

Medium 
uOHia:  

Noise Resistance 
f>daId m%;sfrdaOh  

Low 
wvq  

High 
by<  

High 
by<  

Signal Quality 
ix{dfõ .=Kd;aulNdjh  

Affected 
n,mEug ,lafõ  

Stable 
ia:djr  

Stable 
ia:djr  

Applications 
Ndú;hka 

AM Radio, TV 

AM fraäfhda" rEmjdyskS 
FM Radio, TV 

FM fraäfhda" rEmjdyskS 
Satellite, Radio 
pkaøsld" fraäfhda 

Efficiency 
ld¾hlaIu;dj  

Low 
wvq  

Medium 
uOHia: 

Medium 
uOHia: 

Complexity 
ixlS¾K;ajh 

Low 
wvq  

Medium 
uOHia: 

Medium 
uOHia: 
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ASK vs. FSK vs. PSK 
 

Property ASK FSK PSK 

Modulated Aspect 
uQ¾Pkh jk wx.h 

Amplitude 
úia;drh 

Frequency 
ixLHd;h 

Phase 
l,dj 

Bandwidth 
l,dm m<, 

Narrow 
mgq 

Wide 
mq¿,a 

Medium 
uOHia: 

Noise Resistance 
f>daId m%;sfrdaOh 

Low 
wvq 

High 
by< 

Moderate 
uOHia: 

Signal Stability 
ix{d ia:dhS;dj 

Less Stable 
ia:dhS;dj wvqhs 

More Stable 
jvd ia:dhShs 

More Stable 
jvd ia:dhShs 

Applications 
Ndú;hka  

IR, Remote Controls 
wfOdarla; lsrK" ÿria: md,l 

Modems, Radio 
fudvï" .=jkaúÿ,sh 

Satellite, Wi-Fi 

pkaøsld ;dlaIKh" Wi-Fi 

Efficiency 
ld¾hlaIu;dj 

Low 
wvq 

Medium 
uOHia: 

High 
by< 

Complexity 
ixlS¾K;ajh 

Low 
wvq 

Medium 
uOHia: 

Medium 
uOHia: 

 

The importance of modulation 
uQ¾cKfhys jeo.;alu 
 

1. Multiplexing 
nyqm;lrKh 

Allows multiple signals to be transmitted 

simultaneously by assigning different frequency 

bands to each signal, making efficient use of the 

available spectrum. 
tla tla ix{dj i|yd úúO ixLHd; mrdihka 
fjka lr§u uÕska ix{d lsysmhla tljr 
iïfm%aIKh lsÍug bv i,ihs' tuÕska mj;sk 
ixLHd; wjldYh ld¾hlaIuj Ndú;d l< yel' 
 

2. Efficient Signal Transmission 
ld¾hlaIu ix{d iïfm%aIKh 

Enables low-frequency signals to be 

transmitted over long distances by converting 

them into high-frequency carrier signals. 
wvq ixLHd; ix{d" by< ixLHd; jdyl ix{d 
njg mßj¾;kh lsÍu uÕska tAjd ÿr neyer ia:dk 
fj; ld¾hlaIuj iïfm%aIKh lsÍug uÕ mdohs' 
 
3. Maximizing Bandwidth Usage 

l,dm m<, Wmßuj Ndú; lsÍu 
Improves bandwidth utilization by allowing 

multiple communication channels to share the 

same transmission medium using techniques 

such as Frequency Division Multiplexing (FDM). 
ixLHd; úNdck nyqm;lrKh jeks ;dlaIKhka 
yryd tlu ikaksfõok udOHh fnod .ekSug 
ikaksfõok kd,sld lsysmhlg bv i,iñka l,dm 
m<, Wmßuj m%fhdackhg .kshs' 
 

 

4. Reducing Interference and Noise 
ndOd lsÍï iy f>daIdjka wju lsÍu 

Shifts signals to frequency ranges that are less 

affected by interference and electrical noise, 

improving transmission reliability. 
ndysr ndOd lsÍï iy úoHq;a f>daIdjkaf.ka wvq 
n,mEula we;s ixLHd; mrdihka fj; ix{djka 
úia:dmkh lsÍu uÕska iïfm%aIKfha 
úYajikSh;ajh by< kxjhs' 
 

5. Improved Signal Quality 
jeäÈhqKq l< ix{d .=Kd;aulNdjh 

Improves signal quality by matching the signal 

to the transmission medium, with techniques 

like FM providing better noise resistance than 

AM. 
ikaksfõok udOHhg .e<fmk mßÈ ix{dj ilia 
lsÍu uÕska ix{d .=Kd;aulNdjh by< kxjhs' 
WodyrKhla f,i" FM ;dlaIKh uÕska AM j,g 
jvd fyd| f>daId m%;sfrdaOhla ,nd fohs' 
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Routing methods in networking 
cd,lrKfha we;s ud¾..; lsÍfï l%u 
 
 
1. Circuit Switching 

 

Circuit switching is a communication method 

where a dedicated communication path or 

circuit is established between two devices 

before data transmission begins. 

Circuit switching hkq o;a; iïfm%aIKh wdrïN 
ùug fmr Wmdx. folla w;r tAjdgu fjkajQ 
ikaksfõok ud¾.hla fyda mßm:hla ia:dms; lrk 
ikaksfõok l%uhls' 
 

This path remains reserved for the entire 

duration of the communication session. 
fuu ud¾.h ikaksfõok ieisfha uq¿ ld,h 
i|ydu fjka lr we;' 
 
There’s no need to reassemble the data since 

the dedicated circuit maintains the sequence. 
fjkajQ mßm:h o;a; wkqms<sfj, mj;ajd f.k hk 
neúka kej; tl,ia lsÍfï wjYH;djhla 
fkdue;' 
 
After the communication is complete, this 

dedicated path is released. 
ikaksfõokh wjika jQ miq" fuu fjka lr.;a 
ud¾.h uqod yßkq ,efí' 
 

Advantages 

 

Since the path is dedicated, there’s no delay 

caused by routing or congestion. 
ud¾.h fjkaù we;s neúka" ud¾..; lsÍu fyda 
;onoh fya;=fjka m%udohla fkdue;' 
 

Guaranteed bandwidth ensures constant 

performance throughout the communication. 
iy;sl l< l,dm m<, ikaksfõokh mqrd ksh; 
ld¾h idOkh iy;sl lrhs' 
 

Disadvantages 

 

The dedicated path is reserved even if no data 

is being transmitted, leading to wasted 

resources. 
o;a; iïfm%aIKh fkdflfrk wji:djd,§ mjd 
ud¾.h fjka lr we;s neúka iïm;a wmf;a hhs' 
 

Maintaining dedicated circuits can be 

expensive, especially for large networks. 
úfYaIfhka úYd, cd, i|yd fjkajQ mßm: kv;a;= 
lsÍu ñ, wêl úh yel' 
 
 

Public Switched Telephone Networks (PSTN) 

 

A worldwide public telephone network (also 

called the traditional/landline telephone 

network) that enables voice communication 

over long distances. 
È.= ÿrla mqrd y~ ikaksfõokh il%Sh lrkq ,nk" 
f,dj mqrd úysÿKq fmdÿ ÿrl:k cd,hls ^fuh 
idïm%odhsl$ia:djr ÿrl:k cd,h f,io 
ye¢kafõ&' 
 
How It Works / th l%shd lrk wdldrh 

1. Caller dials a number  
weu;=ïlre wxlhla wdodkh lrhs 

2. Exchange identifies destination  
uOHia:dkh uÕska .ukdka;h y÷kd .kS 

3. Connection established 
iïnkaO;djh f.dvkÕhs 

4. Users communicate  
mßYS,lhska ikaksfõokh lrhs 

5. Connection terminated after the call. 
weu;=u wjika jQ miq iïnkaO;djh úikaê 
fõ 

 
Analog Voice Transmission 

PSTN was originally designed to carry analog 

voice signals. When you speak into a phone, 

your voice creates analog sound waves, which 

are converted into electrical signals and 

transmitted over telephone lines. 

PSTN uq,ska ks¾udKh lr we;af;a m%;siu y~ 
ix{d /f.k hdugh' Tn ÿrl:khlg l;d 
lrk úg" Tfí y~ m%;siu Yío ;rx. ks¾udKh 
lrhs" tAjd úÿ,s ix{d njg mßj¾;kh lr 
ÿrl:k ud¾. yryd iïfm%aIKh fõ' 
 
Circuit Switching 

PSTN uses circuit switching technology. When 

you make a call, a dedicated communication 

path (or circuit) is established between the 

caller and the receiver for the duration of the 

call. 

PSTN  circuit switching ;dlaIKh Ndú;d lrhs' 
Tn weu;=ula .kakd úg" weu;=fï ld,iSudj mqrd 
wu;kakd iy .%dylhd w;r fjkajQ ikaksfõok 
ud¾.hla ^fyda mßm:hla& msysgqjd we;' 
 
Modems for Digital Data 

When computers use the PSTN to connect to 

the internet (Ex. Dial-Up / ISDN), a modem is 

required. Modems are used for modulation and 

demodulation. 

wka;¾cd,hg iïnkaO ùug mß.Kl PSTN 
Ndú;d lrk úg ^Wod' Dial-Up / ISDN &" 
fudvuhla wjYH fõ' m%ñ;lrKh iy 
m%;sm%ñ;lrKh i|yd fudvï Ndú;d lrkq ,efí' 
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Main Components of PSTN 
PSTN ys m%Odk ixrpl 
 

• Telephone (sends/receives voice)  
ÿrl:kh ̂ y~ ix{d heùu iy ,nd .ekSu isÿ 
lrhs& 

• Communication Channel (twisted pair, 

cables, wireless links)  
ikaksfõok kd,sldj ^weUreKq lïì hq.," 
flan,a fyda /yeka rys; ine¢ uÕska iukaú; 
fõ'& 

• Telephone Exchange (switching center). 
ÿrl:k uOHia:dkh ^weu;=ï ksjerÈ ÈYdjg 
fhduq lrk udre lsÍfï uOHia:dkhhs& 

 

Services Provided by PSTN 

PSTN uÕska imhkq ,nk fiajdjka 
 

Voice calls   Call forwarding 
weu;=ï   weu;=ï bÈßhg heùu 
 

Caller ID  Conference calling 
wu;kakd y÷kd.ekSu iïuka;%K weu;=ï 
 

Advantages and disadvantages of PSTN 

PSTN ys jdis iy wjdis 
 

Advantages jdis Disadvantages wjdis 

Wide coverage 
mq¿,a wdjrKhla 
mej;Su 

Slower than modern 

systems 
kùk moaO;sj,g jvd 
fõ.fhka wvq ùu 

Reliable 
úYajdijka;Ndjh 

Higher Costs 
jeä msßjehla jeh ùu 

Easy to use 
Ndú;h myiq ùu 

Limited multimedia 

support 
iSñ; nyqudOH iydh 

Well-established 

infrastructure 
fyd¢ka ia:dms; jQ 
há;, myiqlï 

Being gradually 

replaced 
l%ufhka Ndú;fhka 
bj;a fjñka mej;Su 

 

PSTN vs. VoIP 

Feature PSTN VoIP 

Switching Circuit Packet 

Network Telephone IP 

Bandwidth Dedicated Shared 

Cost Higher Lower 

Voice 

Quality 

Consistent Depends on 

network 

Scalability Lower Higher 

 

 

Technologies that use PSTN 

PSTN Ndú;d lrk ;dlaIKhka 
 

Internet access technologies using PSTN 

PSTN Ndú;d lrk wka;¾cd, m%fõY ;dlaIKhka 
• Dial-up Internet 

• DSL (ADSL, VDSL, SDSL, etc.) 

• ISDN (Integrated Services Digital Network) 

 

Telephone services using PSTN 

PSTN Ndú;d lrk ÿrl:k fiajdjka 
• Traditional landline telephone service 

idïm%odhsl ia:djr ÿrl:k fiajdj 
• Emergency telephone services 

yÈis ÿrl:k fiajdjka 
 

Other PSTN-based communication 

technologies / PSTN u; mokï jQ fjk;a 
ikaksfõok ;dlaIKhka 
• Fax (Group 3 Fax) 

• Old POS terminals 

mer‚ POS m¾hka; 
• Elevator emergency phones 

úÿ,s fidamdk yÈis ÿrl:k 
 

Technologies that do NOT use PSTN 

PSTN Ndú;d fkdlrk ;dlaIKhka 
 

• Cable Internet using coaxial cable 

• Fiber Internet, such as FTTH/FTTP 

• Fixed wireless Internet 

• Mobile Internet, such as 3G, 4G, and 5G 

• Satellite Internet (Starlink) 

• Wi-Fi  

 

Time Division Multiplexing (TDM) 
ld, úNck nyqm:lrKh 
 

PSTN carries multiple calls over the same line 

simultaneously by dividing bandwidth into 

time slots 

PSTN uÕska l,dm m<, ld, fldgia j,g fn§u 
uÕska tlu ud¾.h Tiafia tljr weu;=ï 
lsysmhla /f.k hhs' 
 

Note: 

Many countries (UK, USA, Japan, etc.) are 

actively decommissioning PSTN and migrating 

entirely to IP-based networks. 
fndfyda rgj,a ^tlai;a rdcOdksh" weußld tlai;a 
ckmoh" cmdkh" wdÈh& il%Shj PSTN Ndú;fhka 
bj;a lrñka iïmQ¾Kfhkau IP u; mokï jQ cd, 
^IP-based networks& fj; ixl%uKh fjñka 
mj;S' 
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2. Packet Switching 

 

Packet switching is a communication method 

where data is broken down into smaller chunks 

called packets, and each packet is sent 

independently over the network. 

Packet switching hkq o;a; melÜgq f,i 
ye¢kafjk l=vd fldgia j,g fnod we;s 
ikaksfõok l%uhls" tys§ iEu melÜgqjlau cd,h 
yryd iajdëkj hjkq ,efí' 
 

Unlike circuit switching, this has no dedicated 

path; each packet can take a different route to 

reach the destination. 

Circuit switching, fuka fkdj" fuhg fjkajQ 
ud¾.hla fkdue;¦ tla tla melÜgqj .ukdka;hg 
<Õd ùug fjkia ud¾.hla .; yelsh' 
 

Packets 

Data is broken into small packets, and each 

packet has the sender’s and receiver’s address 

as well as sequencing information. 
o;a; l=vd melÜ j,g leã we;s w;r" iEu 
melÜgqjlu hjkakdf.a iy ,nkakdf.a ,smskh 
fukau wkql%ñl f;dr;=reo we;' 
 

Dynamic Routing 

Each packet can take different routes to reach 

the destination, based on network conditions, 

congestion, and availability. 
cd, ;;ajh" ;onoh iy mj;sk nj u; mokïj 
tla tla melÜgqjlg .ukdka;hg <Õd ùug úúO 
ud¾. .; yel' 
 

Reassembly 

At the receiver’s end, packets are reassembled 

in the correct order using sequencing 

information. 
.%dyl wka;fha§" wkql%ñl f;dr;=re Ndú;fhka 
melÜ ksjerÈ wkqms<sfj,ska kej; ilia lrkq 
,nhs' 
 
Protocols 

Packet switching relies on communication 

protocols such as IP (Internet Protocol) for 

addressing and routing packets, TCP for reliable 

delivery, and UDP for faster, real-time 

transmission. 
melÜ i|yd ,smsk ,nd§ug iy tajd ksjerÈ ud¾. 
Tiafia heùug IP  jeks ikaksfõok fm%dfgdaflda, 
u;o" úYajdiodhl f,i o;a; fnod yeÍu i|yd 
TCP u;o" iy jvd;a fõ.j;a" ;:H ld,Sk 
iïfma%IKh i|yd UDP u;o mokï fõ' 
 
 

Note:  

How the Internet Uses Packet Switching 

wka;¾cd,h Packet Switching Ndú;d lrk 
wdldrh 
 

When you load a webpage or send a message, 

your data is broken into small chunks called 

packets. Each packet contains 

Tn fjí msgqjla load lrk úg fyda m‚úvhla 
hjk úg" Tnf.a o;a; melÜ f,i ye¢kafjk l=vd 
fldgia j,g lvkq ,efí' iEu melÜgqjlu wvx.= 
jkafka 
  

• A piece of the data / o;a;j,ska fldgila 
• The sender's IP address  

hjkakdf.a IP ,smskh 

• The destination IP address 

,nkakdf.a IP ,smskh 

• A sequence numbers / wkql%ñl wxlhla 
  

Packets travel independently across the internet 

different packets from the same file may take 

entirely different routes through different 

routers, depending on congestion and 

availability. 
melÜ wka;¾cd,h yryd iajdëkj .uka lrhs' 
;onoh iy mj;sk yelshdj u; mokïj" tlu 
f.dkqjl úúO melÜ" úúO rjqgr ^routers& yryd 
iïmQ¾Kfhkau fjkia ud¾. Tiafia .uka l< 
yelsh' 
  

At the destination, the protocol (usually TCP) 

uses the sequence numbers to reassemble the 

packets in the correct order, requesting 

retransmission of any that were lost. 
,nk ia:dkfha§" fm%dfgdaflda,h ^idudkHfhka 
TCP& uÕska melÜ ksjerÈ wkqms<sfj,g kej; 
tl,ia lsÍu i|yd wkql%ñl wxl Ndú;d lrk 
w;r" w;ruÕ§ wysñ jQ ´kEu melÜgqjla kej; 
tjk f,i b,a,d isáhs' 
  

This design makes the internet highly resilient if 

one router or link fails, packets simply find 

another path. It also allows the internet to serve 

millions of users simultaneously without 

dedicating a fixed circuit to each one. 
fuu ie,iqu wka;¾cd,h by< m%;Hia:;djhlska 
^resilient& hqla; lrhs' tkï tla rjqgrhla fyda 
ine¢hla ì| jegqkfyd;a" melÜ fjk;a ud¾.hla 
fidhd .kS' tfukau tla tla mßYS,lhd i|yd 
ia:djr mßm:hla ^fixed circuit& fjka lsÍulska 
f;drj ñ,shk ixLHd; mßYS,lhskag tljr fiajd 
iemhSug o fuh wka;¾cd,hg bv i,ihs' 
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Advantages of Packet Switching 

Packet Switching ys jdis 
 

1. Efficient use of bandwidth 
l,dm m<, ld¾hlaIuj Ndú; lsÍu 

2. Multiple users can share the same network 
mßYS,lhka lsysmfofkl=g tlu cd,h 
fnodyod .; yels ùu 

3. No dedicated connection required 
fjka lrk ,o iïnkaO;djla wjYH fkdùu 

4. Supports data, voice, video, and 

multimedia 
o;a;" y~" ùäfhda iy nyqudOH i|yd iyh 
oelaùu 

5. Can reroute packets if a path fails 
.uka ud¾.hla wjysr jqjfyd;a melÜ fjk;a 
ud¾.hlska heúh yels ùu 

6. Cost-effective for large networks 
úYd, cd, i|yd msßjeh wju ùu 

7. Scalable and easy to expand 
myiqfjka mq¿,a l< yels ùu 

Disadvantages of Packet Switching 

Packet Switching ys wjdis 
 

1. Variable delay (latency) 
fjkia jk m%udo ld,h 

2. Packets may arrive out of order 
melÜ ms<sfj<lska f;drj <Õd úh yels ùu 

3. Packet loss can occur during congestion 
cd,h ;=< ;onohla mj;sk úg melÜ ke;s 
ù hd yels ùu 

4. Jitter can affect real-time applications 
ðg¾ ;;a;ajhka ksid iÔù fhÿïj,g ndOd 
we;s úh yels ùu 

5. Requires packet reassembly at the 

destination 
.ukdka;fha§ melÜ kej; uq, isg 
ms<sfj<lg ieliSug isÿ ùu 

6. More complex than circuit switching 
i¾lsÜ iaúÑka j,g jvd ixlS¾K ùu 

7. Quality of service is not always guaranteed 
fiajdfõ .=Kd;aulNdjh ieuúgu iy;sl 
l< fkdyels ùu 

 
 
 

 
  

Packet Switching vs Circuit Switching 
 

Feature / ,laIKh Packet Switching Circuit Switching 

Bandwidth  
l,dm m<, 

Shared among users dynamically 
mßYS,lhka w;r .;slj yjqf,a 
mßyrKh fõ 

Dedicated per connection 
tla iïnkaO;djhlg fjka lr 
we; 

Efficiency 
ld¾hlaIu;dj 

High (idle bandwidth is reused) 
by<hs ^mj;sk l,dm m<, kej; 
Ndú; flf¾& 

Lower (bandwidth reserved even 

when idle) 
wvqhs ^Ndú;fha fkdue;s úg mjd 
l,dm m<, fjka lr ;nd .kS& 

Delay (latency) 
m%udoh 

Variable (packets may queue at 

routers) 
úp,H fõ ^melÜ rjqgr j, fmda,sï 
.eish yel& 

Predictable and consistent 
mqfrdal:kh l< yels iy ia:djr 
fõ 

Connection setup 
iïnkaO;djh msysgqùu 

None (data is sent immediately) 
wjYH fkdfõ ^o;a; jydu hjkq 
,efí& 

Required before any data can 

flow 
´kEu o;a;hla .,d hdug fmr 
wjYH fõ 

Data delivery 
o;a; fnod yeÍu 

Packets may arrive out of order; 

reassembled at destination 
melÜ wkqms<sfj,ska f;drj meñ‚h 
yel¦ ,nk ia:dkfha§ kej; 
tl,ia flf¾ 

Arrives in-order over a fixed path 
ia:djr ud¾.hla Tiafia ksjerÈ 
wkqms<sfj,g meñfKa 

Fault tolerance 
fodaI ord .ekSfï yelshdj 

High (packets re-route around 

failures) 
by<hs ^fodaI uÕyßñka melÜ 
fjk;a ud¾. Tiafia .uka lrhs& 

Low (circuit breaks if the path 

fails) 
wvqhs ^ud¾.h ì| jegqkfyd;a 
mßm:h wekysà& 

Used by / Ndú;h The Internet (TCP/IP) 
wka;¾cd,h 

PSTN 
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Data transmission modes 
o;a; iïmafraIK úê 
Data transmission modes refer to the ways in 

which data is transmitted between two devices 

in a communication system. 
o;a; iïfm%aIK úê hkq ikaksfõok moaO;shl 
Wmdx. folla w;r o;a; iïfm%aIKh jk 
wdldrhhs' 
 

There are three data transmission modes. 
uQ,sl o;a; iïfm%aIK l%u ;=kla we;' 
 

1. Simplex / tAl m: 
2. Half-Duplex / w¾O oaùm: 
3. Full-Duplex / mQ¾K oaùm: 

 

1. Simplex transmission 
tAl m: iïfm%IKh 
 

In simplex mode, data transmission occurs in 

only one direction. 
tAl m: iïfm%aIKfha§" o;a; iïfm%aIKh isÿ 
jkafka tla ÈYdjlg mu‚' 
 

One device sends the data, and the other 

receives it. 
tla Wmdx.hla o;a; hjk w;r wfkl th ,nd 
.kS' 

 

Examples: 

WodyrK: 

• Radio Broadcasting 

.=jkaúÿ,s iïfm%aIKh 

• Television Broadcasting 

rEmjdyskS iïfm%aIKh 

• Keyboard to Computer 

h;=remqjrefõ isg mß.Klh olajd 

 

2. Half-duplex transmission 
w¾O oaù m: iïfm%IKh 
 

In half-duplex mode, data transmission can 

happen in both directions, but not at the same 

time. 
w¾O oaù m: iïfm%aIKfha§" o;a; iïfm%aIKh 
fomigu isÿ úh yelsh' kuq;a tlu wjia:dfõ§ 
fkdfõ' 
 

Examples: 

WodyrK: 

• Walkie-Talkies 

• Internet Browsing (Dial-up connections) 

 

Hubs 

Hubs function in half-duplex mode. This means 

that data can only travel in one direction at a 

time across the network 
WodyrKhla f,i" yí tllg iïnkaO tla 
Wmdx.hla o;a; hjkafka kï" wfkla ish¨u 
Wmdx. ;ukaf.a o;a; heùug fmr iïfm%aIKh 
iïmQ¾K jk f;la /£ isáh hq;=h' 
 

If one device connected to a hub is sending 

data, all other devices must wait until the 

transmission is complete before they can send 

their own data. 
kdì w¾O oaùm: l%ufhka l%shd lrhs' fuhska woyia 
lrkafka o;a; cd,h yryd .uka l< yelafla tla 
ÈYdjlg muKla njhs'  
 

Fax machines  
When two fax machines communicate, one 

machine sends data (the scanned document) 

while the other receives it. 
*elaia hka;% folla ikaksfõokh lrk úg" tla 
hka;%hla o;a; ^ialEka lrk ,o f,aLkh& hjk 
w;r wfkl th ,nd .kS' 
 

After the sender has transmitted the document, 

the receiving fax machine might send back a 

confirmation signal (like a receipt 

acknowledgment). 
hjkakd f,aLkh iïfm%aIKh l< miq" .%yk *elaia 
hka;%h ;yjqre lsÍfï ix{djla wdmiq túh yelsh 
^ßisÜm;a ms<s.ekSula jeks&' 
 

Both fax machines don’t transmit data at the 

same time. 
*elaia hka;% folu tlu wjia:dfõ§ o;a; 
iïfm%aIKh lrkafka ke;' 
 

3. Full-Duplex transmission 
mQ¾K oaùm: iïfm%aIKh 
 

Full-duplex mode allows data to be transmitted 

in both directions simultaneously. 
mQ¾K oaùm: iïfm%aIKh uÕska o;a; fome;a;gu 
tljr iïfm%aIKh lsÍug bv i,ihs' 
 

Examples: 

WodyrK: 

• Telephone Calls 

• Internet Browsing (ADSL connections) 

• Network Switches 
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Casting methods 

 

1.  Unicasting 

Unicasting is a one-to-one communication 

method where data is sent from a single source 

to a single destination in the network. 

Unicasting hkq cd,h ;=< tla uQ,dY%hlska tla 
.ukdka;hlg o;a; hjk one-to-one 
ikaksfõok l%uhls' 

 

Examples 

• Phone calls 

ÿrl:k weu;=ï 

• Text messages 

flá m‚úv 

• Whatsapp personal messages 

Whatsapp mqoa.,sl m‚úv 

 

2. Multicasting 

In multicasting, data is sent to a specific group 

of recipients within the network. 

Multicasting j,§" cd,h ;=< o;a;" f;dard.;a 
,nkakka lKavdhulg hjkq ,efí' 
 

Only the devices that are part of this multicast 

group will receive the data. 

fuu multicasting iuQyfha fldgila jk Wmdx. 
j,g muKla o;a; ,efnkq we;' 

 

Examples: 

WodyrK: 

• Groups calls 

lKavdhï weu;=ï 

• Group chats 

lKavdhï l;dnia 
 

3. Broadcasting 

In broadcasting, data is sent from a single 

source to all devices on the network. 

Broadcasting yS§" o;a; tla uQ,dY%hl isg cd,fha 
ish¨u Wmdx. fj; hjkq ,efí' 
 

Every device on the network receives the data, 

regardless of whether they need it or not. 
cd,fha iEu Wmdx.hlgu wjYHo keoao hkak 
fkdi,ld o;a; ,efí' 

Examples: 

WodyrK: 

 

• ARP Requests 

In a local area network (LAN), when a device 

wants to know the MAC address associated 

with an IP address, it sends an ARP (Address 

Resolution Protocol) request. 

ia:dkSh cd,hl ^LAN&" Wmdx.hlg IP 

,smskhla yd iïnkaO MAC ,smskh oek 

.ekSug wjYH jQ úg" th ^ARP ,smsk úfNaok 
kshudj,sh& b,a,Sula hjhs' 

 

This request is broadcasted to all devices on 

the network, and only the device with the 

matching IP address responds. 

fuu b,a,Su cd,fha ish¨u Wmdx. fj; 
úldYkh jk w;r" .e,fmk IP ,smskh iys; 
Wmdx.h muKla m%;spdr olajhs' 

 

• TV or Radio Broadcasts 

 

modems 

Summary 

 

Transmission 

Mode 

Examples  

Unicasting Web Browsing, File Transfer 

(FTP), Video Calls, Direct 

Messaging 
fjí n%jqia lsÍu" f.dkq 
yqjudrej ^FTP&" ùäfhda 
weu;=ï" iDcq m‚úv heùu 

Multicasting Online Multiplayer Gaming 
ud¾..; nyq l%Svl l%Svd 

Broadcasting DHCP protocol 

DHCP kshudj,sh 
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Serial Transmission / wkql%ñl iïfm%aIKh 
 

 

Data is transmitted one bit at a time through a 

single communication line. 
;ks ikaksfõok ud¾.hla yryd jrlg ìÜ tl 
ne.ska o;a; iïfm%aIKh fõ' 
 

Requires fewer wires and simpler hardware 

connections. 
wvq jh¾ iy ir, oDvdx. iïnkaO;d wjYH fõ' 
 

Suitable for long-distance communication. 
È.= ÿr ikaksfõokh i|yd iqÿiq fõ' 
 
Less signal interference and timing issues 

compared to parallel transmission. 
iudka;r iïfm%aIKhg idfmalaIj wvq ix{d ndOd 
lsÍï iy ld, .eg¿' 
 

Usually slower than parallel transmission for 

short distances. 
flá ÿr i|yd idudkHfhka iudka;r 
iïfm%aIKhg jvd ukao.dó fõ' 
 

Used to transmit large data sets. 
úYd, o;a; lÜg, iïfm%aIKh lsÍu i|yd Ndú;d 
lrhs' 
 
Examples: 

WodyrK: 

 

Networking 

USB — Universal Serial Bus (úYaj fY%a‚.; nia) 
SATA—Serial Advanced Technology 

Attachment 

Parallel Transmission / iudka;r iïfm%aIKh 

 

Data is transmitted multiple bits simultaneously 

through multiple lines. 
o;a; nyq fraLd yryd tljr ìÜ lsysmhla 
iïfm%aIKh fõ' 
 

Each bit of a byte is sent through a separate 

wire at the same time. 
nhsÜ tll iEu ìÜ tllau tljr fjku jhrhla 
yryd hjkq ,efí' 
 

Provides faster data transfer over short 

distances. 
flá ÿr yryd fõ.j;a o;a; yqjudrejla imhhs' 
 

Requires more wires and more complex 

hardware.  
jeä jh¾ iy jvd;a ixlS¾K oDvdx. wjYH fõ' 
 

Can suffer from signal interference and 

synchronization problems (skew) over long 

distances. 
È.= ÿr yryd ix{d ndOd lsÍï iy iuuqyq¾; 
lsÍfï .eg¿ we;s úh yel' 
 

Used in internal computer communication such 

as memory buses and old printer ports. 
u;l nia iy mer‚ uqøK hka;% jrdhka jeks 
wNHka;r mß.Kl ikaksfõokfha Ndú;d fõ' 
 

Used to transmit small sets of data. 
l=vd o;a; lÜg, iïfm%aIKh lsÍug Ndú;d lrhs' 
 

Examples: 

WodyrK: 

 

Pararell port (iudka;r.; flfjksh) 

IDE — Integrated Drive Electronics 

System Bus* 
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Network Models 
cd, wdlD;s 
 

1. Client-Server Model 
fiajd,dNS-fiajdodhl wdlD;sh 
A network architecture in which clients request 

services or resources, and servers provide those 

services or resources over a network. 
cd,hla yryd fiajd,dNSka úiska fiajdjka fyda 
iïm;a b,a,d isák w;r" fiajdodhlhka úiska tu 
fiajdjka fyda iïm;a imhkq ,nk cd, .Dy 
ks¾udK Ys,amhls' 
 

Server 
fiajdodhlh 

The server is a powerful computer or a central 

device that provides services, resources, or data 

to the clients. 
fiajdodhlh hkq fiajd,dNSkag fiajd" iïm;a fyda 
o;a; imhk n,j;a mß.Klhla fyda uOHu 
flakaøia:dkhls' 
 

Client 
fiajd,dNshd 
The clients are usually individual computers or 

devices that request these resources. 
fiajd,dNSka hkq idudkHfhka fuu iïm;a b,a,d 
isák ;ks mß.Kl fyda Wmdx. fõ' 
 

 

How the Client–Server Model Works 
fiajd,dNS-fiajdodhl wdlD;sh l%shd;aul jk 
wdldrh 
 
The user opens a website or requests a file, and 

the client sends a request to the server.  
mßYS,lhd fjí wvúhla újD; lrk úg fyda 
f.dkqjla b,a,d isák úg" fiajd,dNshd úiska 
fiajdodhlh fj; b,a,Sula hjkq ,nhs' 
 

The request travels through switches and 

routers to the destination server. 
fuu b,a,Su iaúp iy rjqgr yryd .uka lr wod< 
fiajdodhlhd fj; ,Õd fõ' 
 

The server receives and identifies the client's 

request.  
fiajdodhlh úiska fiajd,dNshdf.a b,a,Su ,ndf.k 
th y÷kd .kS' 
 

The server processes the request by retrieving 

data, running an application, or performing the 

required task.  
fiajdodhlh o;a; ,nd .ekSu" fhÿula l%shd;aul 
lsÍu fyda fjk;a wjYH ld¾hhla isÿ lsÍu uÕska 
tu b,a,Su ilikq ,nhs' 
 

The server sends the requested data or results 

back to the client.  
fiajdodhlh úiska b,a,d isá o;a; fyda m%;sM, 
kej; fiajd,dNshd fj; hjkq ,nhs' 
 

The client receives the response and displays 

the webpage, file, image, or other requested 

content. 
fiajd,dNshdg tu m%;spdrh ,efnk w;r" th uÕska 
fjí msgqj" f.dkqj" mska;+rh fyda fjk;a b,a,d isá 
wka;¾.;h o¾Ykh lrkq ,nhs' 
 

 

 

 

 

 

 

 
 
Charactristics 
,laIK 
 

Centralized resource management  
uOH.; iïm;a l<ukdlrKh  
 

Clients request services; servers provide 

services  
fiajd,dNSka fiajdjka b,a,d isák w;r" 
fiajdodhlhka tu fiajdjka imhhs 
 

Supports multiple clients simultaneously  
tljr fiajd,dNSka /ilg iyh olajhs 
 

Scalable by upgrading or adding servers  

fiajdodhlhka W;afY a‚ lsÍu ^upgrade& fyda 
w¨;ska tl;= lsÍu uÕska Odß;dj mq¿,a l< yel  
 

Provides centralized security and 

administration  
uOH.; wdrlaIdjla iy mßmd,khla imhhs 
 

Data is stored on the server  
o;a; .nvd lrkq ,nkafka fiajdodhlh ;=<hs  
 

Easy to maintain and update 
kv;a;= lsÍu iy hdj;ald,Sk lsÍu myiqh 
  

Reliable and efficient for large networks 
úYd, cd, i|yd úYajdiodhl iy ld¾hlaIu fõ 
 

Examples 

Websites, email services, and file-sharing 

systems like Google Drive, Banks 

fjí wvú" Bfï,a fiajd" iy Google Drive jeks 
f.dkq yqjudre moaO;s, nexl=.  

Request 

Response 
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2. Peer-to-Peer (P2P) Model 
iu-iu wdlD;sh 
 

The Peer-to-Peer (P2P) Model is a network 

architecture in which all computers (peers) have 

equal status and can both request and provide 

resources directly to each other without relying 

on a central server. 

iu-iu wdlD;sh hkq uOH.; fiajdodhlhla 
u; r|d fkdmj;sñka" cd,fha we;s ish¨u 
mß.Kl iudk ;;a;ajhla ork iy iDcqju 
tlsfkldf.ka iïm;a b,a,d isàug fukau 
iemhSugo yels cd, .Dy ks¾udK Ys,amhls' 
 

In a P2P network, every computer can act as 

both a client and a server. 

P2P cd,hla ;=<" iEu mß.Klhlgu 
fiajd,dNsfhl= iy fiajdodhlfhl= hk 
fohdldrfhkau l%shd l< yel' 
 

A peer is a computer or device connected to the 

network that can both request and share 

resources with other peers. 

Peer hkq cd,hg iïnkaO lr we;s" wfkl=;a 
Wmdx. iuÕ iïm;a yqjudre lr .ekSug 
iy tajd b,a,d isàug yels mß.Klhla fyda 
Wmdx.hls' 
 
 
How the Peer-to-Peer Model Works 

iu-iu wdlD;sh l%shd;aul jk wdldrh 
 

A peer requests a file, data, or service from 

another peer on the network. 

tla Wmdx.hla úiska cd,fha we;s fjk;a 
Wmdx.hlska f.dkqjla" o;a; fyda fiajdjla 
b,a,d isáhs' 
 

The request is sent directly to the peer that has 

the requested resource. 

fuu b,a,Su wod< iïm; i;= Wmdx.h fj; 
iDcqju hjkq ,nhs' 
 

The requested peer checks whether it has the 

requested file or service. 

b,a,Su ,enqKq Wmdx.h úiska ;ud i;=j tu 
f.dkqj fyda fiajdj ;sfíoehs mÍlaId lrhs' 
 

If the resource is available, the peer sends it 

directly to the requesting peer. 

tu iïm; ;sfí kï" th b,a,Su isÿ l< 
Wmdx.h fj; iDcqju hjkq ,nhs' 
 

The requesting peer receives the data and can 

also share it with other peers if required. 

b,a,Su isÿ l< Wmdx.hg tu o;a; ,efnk 
w;r" wjYH kï th wfkl=;a Wmdx. iuÕo 
fnod .ekSug yelshdj mj;S' 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Characteristics 

,laIK  
 

Acts as both a client and a server.  

fiajd,dNsfhl= fukau fiajdodhlfhl= f,io 
l%shd lrhs' 
 

Shares its own files, storage, or processing 

power.  

;ud i;= f.dkq" .nvd Odß;dj fyda ieliqï 
n,h fnod yod .kS' 
 

Communicates directly with other peers.  

wfkl=;a peers iuÕ iDcqju ikaksfõokh 
lrhs' 
 

Has equal authority with other peers.  

wfkl=;a peers yd iudk n,;,$wêldßhla 
mj;S' 
 

Can join or leave the network at any time. 

´kEu wjia:djl cd,hg iïnkaO ùug fyda 
cd,fhka bj;a ùug yelshdj we;' 
 

Examples 

File-sharing systems like BitTorrent, blockchain 

networks, and some messaging apps. 

BitTorrent" blockchain cd," iy iuyr m‚úv 
fhÿï jeks f.dkq yqjudre moaO;s' 
 
 
 

   

Peer 
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Advantages and disadvantages 
jdis yd wjdis 
 

Client-Server Model Peer-to-Peer (P2P) Model 

Advantages 

Centralized management of resources and 

security. 
iïm;a iy wdrlaIdj ms<sn| uOH.; l<ukdlrKh' 

Decentralized, no central authority needed. 
úuOH.;h" uOHu wêldßhla wjYH ke;' 

Handles large requests with proper infrastructure. 
ksis há;, myiqlï iys; úYd, b,a,Sï yiqrejhs' 

Effective for small networks. 
l=vd cd, i|yd M,odhS fõ' 

Easier to enforce security policies. 
wdrlaIl m%;sm;a;s l%shd;aul lsÍu myiqh' 

No server failure risk. 
fiajdodhlh wiu;a ùfï wjodkula fkdue;' 

Scales well with powerful servers. 
n,j;a fiajdodhlhka iuÕ fyd¢ka mßudKh fjhs' 

Easily scalable with new peers. 
kj  iuÕ myiqfjka mßudKh l< yelsh 

Centralized backup and recovery. 
uOH.; Wmia: iy m%;sidOkh' 

Data distributed across peers. 

Peers w;r o;a; fnod yer we;' 

Disadvantages 

Server failure affects the whole network. 
fiajdodhlfha wid¾:l;ajh uq¿ cd,hgu n,mdhs' 

Network performance degrades if many peers fail. 

Peers lsysmhla wiu;a jqjfyd;a cd, ld¾h idOkh 
msßyS hhs' 

Expensive to set up and maintain. 
ieliSug iy kv;a;= lsÍug ñ, wêlh' 

Lower cost, no server required. 
wvq msßjeh" fiajdodhlhla wjYH fkdfõ' 

Server bottlenecks if overloaded. 
wêl f,i b,a,Sï we;akï fiajdodhl wjysr úh 
yel' 

Varies based on peer resources. 
iu iïm;a u; mokïj fjkia fõ' 

Requires skilled management. 
ukd l<ukdlrKhla wjYHh' 

Hard to manage security across peers. 

Peers w;r wdrlaIdj l<ukdlrKh lsÍug 
wmyiqh' 

Servers are high-value attack targets. 
fiajdodhlhka by< jákdlulska hq;a m%ydr b,lal 
fõ' 

Harder to secure a decentralized network. 
úuOH.; cd,hla iqrlaIs; lsÍu wmyiqh h' 

Centralized storage, susceptible to data loss. 
uOH.; wdphkh" o;a; ke;sùug bv we;' 

Inconsistent data copies across peers. 

Peers w;r fkd.e,fmk o;a; msgm;a mej;sh yel' 
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Networking devices 
cd, Wmdx. 
 

Network devices are hardware components 

that facilitate the operation and connectivity of 

computer networks.  
cd, Wmdx. hkq mß.Kl cd, j, l%shdldÍ;ajh 
iy iïnkaO;djh myiq lrk oDVdx. ixrpl fõ' 
 

They enable devices to communicate, share 

resources, and access information across 

various network types 
úúO cd, j¾. yryd ikaksfõokh lsÍug" iïm;a 
fnod .ekSug iy f;dr;=re fj; m%fõY ùug tAjd 
Wmdx. il%Sh lrhs'  
 

They form the backbone of modern network 

infrastructure, supporting both wired and 

wireless connectivity, and are essential for 

establishing and maintaining effective network 

communication and performance.  
tAjd kùk cd, há;, jHqyfha fld÷ kdráh jk 
w;r" /yeka.; iy /yeka rys; iïnkaO;d 
folgu iydh jk w;r" M,odhS cd, ikaksfõokh 
iy ld¾h idOkh ia:dms; lsÍu iy mj;ajdf.k 
hdu i|yd w;HjYH fõ' 
 

 

Network Interface Card (NIC) 

cd,lrK w;=reuqyqK;a ldâm; ^NIC& 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Also, known as a network adapter or network 

interface controller, critical hardware 

component that enables computers to connect 

to a network. 
cd, wevemagrh fyda cd, w;=reuqyqK;a md,lhla 
f,io ye¢kafõ" mß.Klj,g cd,hlg iïnkaO 
ùug yels ;SrKd;aul oDvdx. ixrplhls' 

Works at OSI Layers 1 and 2, transmitting and 

receiving signals on the physical medium while 

also using MAC addresses to send and receive 

Ethernet frames. 
fN!;sl udOHh Tiafia ix{d iïfm%aIKh lsÍu 
iy ,nd .ekSu isÿ lrk w;ru" B;¾fkÜ rduq 
heùu iy ,nd .ekSu i|yd MAC ,smsko Ndú;d 
lrñka"OSI udÈ,sfha 1 iy 2 ia;rhkays l%shd;aul 
fõ 
 

The NIC serves as the interface between the 

computer and the physical network medium, 

whether that be through wired connections like 

Ethernet or wireless connections like Wi-Fi. 

NIC mß.Klh iy fN!;sl cd, udOHh w;r 
w;=re uqyqK; f,i l%shd lrhs" th Ethernet jeks 
/yeka.; iïnkaO;d yryd fyda Wi-Fi jeks 
/yeka rys; iïnkaO;d yryd l%shd;aul fõ. 

 

Primary functions  
uQ,sl ld¾hhka  
 

Data Conversion 
o;a; mßj¾;kh 
The NIC converts digital data from the 

computer into signals suitable for transmission 

over the network medium. It also translates 

incoming signals back into digital data that the 

computer can process. 

cd,lrK w;=reuqyqK; mß.Klfha we;s äðg,a 
o;a; cd, udOH yryd   iïfm%aIKh lsÍug iqÿiq 
ix{d njg mßj¾;kh lrhs' th meñfKk ix{d 
mß.Klhg ielish yels äðg,a o;a; njg 
mßj¾;kh lrhs 
 

Data Transfer 
o;a; yqjudrej 
It handles the actual sending and receiving of 

data packets. 
th o;a; melÜ ienE heùu iy ,eîu yiqrejhs' 
NIC cd, ikaksfõokh i|yd iqÿiq rduq jHqyh ;=< 
o;a; f.dkq lrhs 
 

Addressing 
,smsklrKh 
Each NIC has a unique MAC address, which is 

essential for identifying the device on the 

network and ensuring accurate packet delivery. 

iEu cd, w;=reuqyqk;a ldâm;lgu wkkH MAC 
,smskhla we;" th cd,fha Wmdx.h y÷kd .ekSug 
iy ksjerÈ melÜ fnod yeÍu iy;sl lsÍug 
w;HjYH fõ' 
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Traffic Control 
;onoh md,kh 
The NIC manages data flow to prevent 

collisions and reduce network congestion, 

employing various algorithms and protocols. 

NIC úúO we,af.dß;u iy fm%dfgdaflda, Ndú;d 
lrñka .egqï je<elaùug iy cd, ;onoh wvq 
lsÍug o;a; m%jdyh l<ukdlrKh lrhs' 
 

Error Detection and Correction 
fodaI y÷kd .ekSu iy ksjerÈ lsÍu 
It checks data packets for errors and can 

request retransmission or attempt to correct 

errors based on the protocols in use. 
th fodaI i|yd o;a; melÜ mÍlaId lrk w;r 
kej; iïfm%aIKh b,a,Sug fyda Ndú;fha we;s 
fm%dfgdaflda, u; mokïj fodaI ksjerÈ lsÍug 
W;aidy l< yelsh' 
 

Buffering 
wka;rdi%s;lrKh 
To accommodate differences in data transfer 

rates and processing speeds, the NIC 

temporarily stores incoming or outgoing 

packets in a buffer, enhancing transmission 

efficiency. 
o;a; yqjudre wkqmd;j, iy ieliqï fõ.fha 
fjkialïj,g wkq.; ùu i|yd" iïfm%aIK 
ld¾hlaIu;dj by< kxjñka" meñfKk fyda 
msg;g hk melÜ ;djld,slj NIC .nvd lrhs' 
 

How an NIC works 

NIC tll l%shdldÍ;ajh 

 

1. When a device is turned on, the NIC initializes 

and configures itself to communicate with the 

network. This includes setting up the MAC 

address and possibly requesting an IP address 

from a DHCP server. 

Wmdx.hla il%sh lr we;s úg" NIC cd,h iuÕ 
ikaksfõokh lsÍug wdrïN lr úkHdi lrhs' 
MAC ,smskh msysgqùu iy DHCP fiajdodhlhlska 
IP ,smskhla b,a,d isàu fuhg we;=<;a fõ' 
 

2. Data from the computer is encapsulated into 

frames by the NIC. Each frame includes the data 

payload, source and destination MAC 

addresses, and error-checking information. 
mß.Klfha o;a; cd, w;=reuqyqk;a ldâm;a u.ska 
rduq j,g fldgq lr we;' iEu rduqjlgu o;a; 
f.ùu" uQ,dY%h iy .ukdka; MAC ,smsk iy fodaI 
mÍlaId lsÍfï f;dr;=re  
we;=<;a fõ' 
 
 

3. The NIC transmits these frames onto the 

network medium, which could be a wired 

connection (e.g., Ethernet) or a wireless 

connection (e.g., Wi-Fi). 

NIC fuu rduq cd, udOH fj; iïfm%aIKh lrhs" 
th /yeka.; iïnkaO;djhla ^Wod( B;¾fkÜ& 
fyda /yeka rys; iïnkaO;djhla ^Wod(Wi-Fi& úh 
yelsh' 
 

4. The NIC listens for incoming frames. When a 

frame addressed to its MAC address is detected, 

the NIC captures the frame, checks for errors, 

and if it’s error-free, passes the data to the 

computer's operating system. 

tk rduq i|yd NIC ijka fohs' tys MAC ,smskhg 
wduka;%Kh lrk ,o rduqjla wkdjrKh jQ úg" 
NIC úiska rduqj .%yKh lr" fodaI i|yd mÍlaId 
lr" th fodaI rys; kï" o;a; mß.Klfha 
fufyhqï moaO;shg hjhs' 

 

5. The operating system processes the data 

received and passes it to the appropriate 

application, allowing for network 

communication like browsing the internet, 

sending emails, or streaming media 
fufyhqï moaO;sh ,enqKq o;a; ilik w;r th 
iqÿiq fhÿug hjhs" wka;¾cd,fha ießieÍu" 
Bfï,a heùu fyda udOH m%jdyh jeks cd, 
ikaksfõokhg bv i,ihs' 
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Types of NICs by Connection Medium 

iïnkaOl udOHh wkqj NIC j¾. 
 

1. Wired NICs 

/yeka.; NIC 
 
Use physical cables to transmit data between 

devices and the network. 
Wmdx. iy cd,h w;r o;a; iïfm%aIKh lsÍu 
i|yd fN!;sl /yeka Ndú;d lrhs' 
 
• Twisted Pair Ethernet NIC (RJ-45) – Uses 

standard Ethernet cables (Cat5e, Cat6, etc.).  

weUß hq., /yeka NIC (RJ-45) – iïu; 
B;¾fkÜ flan,a (Cat5e, Cat6 wdÈh) Ndú;d 
lrhs' 

• Fiber Optic NIC – Uses for high-speed, 

long-distance communication. 

m%ldY ;ka;=  NIC – wêfõ.S iy ÿria: 
ikaksfõokh i|yd Ndú;d lrhs' 

• Coaxial NIC (Legacy) – Mostly found in 

older networks. 

iudlaI NIC (mer‚) – fïjd nyq,j olakg 
,efnkafka mer‚ cd, j,h' 

 
 

2. Wireless NICs 

/yeka rys; NIC 

 

 

 

 

 

 

 

 

Use radio waves instead of cables to connect 

devices to a network. 
cd,hlg Wmdx. iïnkaO lsÍu i|yd flan,a 
fjkqjg .=jka úÿ,s ;rx. Ndú;d lrhs' 
 

• Wi-Fi NIC – Connects devices to wireless 

local area networks (WLANs).  

Wi-Fi NIC – /yeka rys; ia:dkSh cd, fj; 
Wmdx. iïnkaO lrhs' 

• Bluetooth NIC – Commonly used for short-

range communication in IoT and personal 

devices.  

Bluetooth NIC – idudkHfhka IoT (Internet& 

of Things) iy mqoa.,sl Wmdx.j, flá ÿr 
ikaksfõokh i|yd Ndú;d lrhs' 

• Cellular NIC (4G/5G) – Connects devices 

through mobile network providers. 

Cellular NIC (4G/5G) – cx.u ÿrl:k cd, 
fiajd imhkakka  yryd Wmdx. iïnkaO lrhs' 

Types of NICs by Installation 

ia:dmkh lsÍu wkqj NIC j¾. 
 

1.Internal NIC 

• Installed inside the computer through PCI 

or PCIe slots.  

PCI fyda PCIe iaf,dÜ yryd mß.Klh ;=< 
ia:dmkh lrkq ,nhs' 

• Commonly used in desktop computers and 

servers.  
idudkHfhka fïi mß.Kl iy fiajdodhlj, 
nyq,j Ndú;d fõ' 
 

2. External NIC 

 

 

 

 

 

 

 

• Connected externally through a USB port.  

USB w.%hla yryd ndysrj iïnkaO lrkq 
,nhs' 

• Commonly used when a built-in NIC is 

unavailable or damaged. 

idudkHfhka mß.Klh ;=< we;s NIC tlla 
fkdue;s úg fyda thg ydks ù we;s úg nyq,j 
Ndú;d fõ' 
 

3. Integrated NIC 

• Built directly into the motherboard. 
ujqmqjrej u;u iDcqju ksmojd we;'  

• Network connectivity is provided without 

additional hardware.  
wu;r oDvdx. fkdue;sj cd, ikaksfõokh 
imhhs' 

• Commonly found in modern desktops and 

laptops. 
idudkHfhka kùk fvialafgdma iy ,emafgdma 
mß.Klj, olakg ,efí' 
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Repeater 
j¾Olh 
 

A repeater is a network device used to extend 

the range of a network by amplifying and 

retransmitting signals. 
j¾Olhla hkq ix{d úia;drKh lsÍu iy kej; 
iïfm%aIKh lsÍu u.ska cd,hl mrdih mq¿,a 
lsÍug Ndú;d lrk cd, Wmdx.hls' 
 

It operates at the Physical Layer (Layer 1) of the 

OSI model. 

th OSI wdlD;sfha fN!;sl ia:rfha ̂ 1 jk ia:rfha& 
l%shd;aul fõ' 
 

 

Signal Amplification 
ix{d úia;drKh 
 
Analog Repeaters 
m%;siu j¾Ol 
 
Used to receive a weak or degraded analog 

signal, amplify it, and retransmit it with greater 

strength. 
ÿ¾j, jQ fyda úlD;s jQ wxls; ix{djla ,nd 
.ekSug" th j¾Okh lsÍug ^n,.ekaùug& iy 
jvd jeä m%n,;djhlska hq;=j kej; úldYkh 
lsÍug Ndú;d lrhs' 
 

 

 

 

 

 

 

 

 

The received signal is amplified before being 

forwarded to the next section of the network.  
,enqKq ix{dj cd,fha B<Õ fldgi fj; fhduq 
lsÍug fmr j¾Okh lrkq ^n,.kajkq& ,nhs' 
 
 
 

Example: 

WodyrKhla f,i: 

In long-distance telephone networks, analog 

repeaters are placed at intervals to amplify 

weakened voice signals and extend 

communication distance. 
È.= ÿr ÿrl:k cd,j,§" ÿ¾j, jQ y~ ix{d 
j¾Okh lr ikaksfõok ÿr m%udKh jeä lsÍu 
i|yd ksYaÑ; mr;rhka we;=j wxls; j¾Ol 
ia:dmkh lr we;' 
 

Advantages 
jdis 
• Transmission distance is extended.  

iïfm%aIK ÿr m%udKh jeä fõ' 
• Signal strength is restored.  

ix{d m%n,;djh kej; h:d ;;a;ajhg m;a 
flfra'  

 

Limitation 
iSudjka 
• Both the signal and noise are amplified.  

ix{dj iy f>daIdj hk folu j¾Okh fõ' 
• Signal quality may be degraded after 

repeated amplification 
kej; kej;;a j¾Okh lsÍfuka miq 
ix{dfõ .=Kd;aulNdjh wvq úh yel' 

• Original signal distortion is also amplified 

and forwarded, causing signal quality to 

deteriorate over long distances. 
uq,a ix{dfõ we;s jQ úlD;s;djhkao j¾Okh 
ù bÈßhg hjk neúka" È.= ÿrla hEfï§ 
ix{dfõ .=Kd;aulNdjh msßySug ,lafõ' 
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Regeneration 
mqk¾ckkh 
 
Digital Repeaters 
ixLHdxl j¾Ol 
 

A digital repeater is used to receive a weakened 

digital signal, regenerate the original binary 

values (0s and 1s), and retransmit the 

regenerated signal. 
ixLHdxl j¾Ol Ndú;d lrkqfha ÿ¾j, jQ äðg,a 
ix{djla ,ndf.k" tys uq,a oaúuh w.hka 0 iy 1 
kej; W;amdokh lr ^m%;sks¾udKh lr&" tu 
m%;sks¾udKh lrk ,o ix{dj kej; úldYkh 
lsÍu i|ydh' 
 

Does not amplify noise 
f>daIdj j¾Okh fkdlrhs 
 

Example: 

WodyrKhla f,i: 

 

Used in computer networks and fiber-optic 

communication systems to support long-

distance data transmission. 
È.= ÿr o;a; iïfm%aIKhg iyh ùu i|yd 
mß.Kl cd, iy m%ldY ;ka;= ikaksfõok 
moaO;sj, Ndú;d lrkq ,efí' 
 
Advantages 
jdis 
• Signal strength is restored.  

ix{d Yla;sh kej; h:d ;;a;ajhg m;a 
flfra' 

• Original digital data is regenerated.  
uq,a äðg,a o;a; kej; ckkh lrkq ,efí' 

• Noise and distortion effects are reduced.  
f>daIdj iy úlD;s ùï uÕska we;s jk n,mEï 
wju flfra' 

 
Limitation 
iSudjka 
• Can only be used with digital signals.  

äðg,a ix{d iuÕ muKla Ndú;d l< yel' 
• Higher cost and complexity are involved 

compared to analog repeaters. 
wxls; j¾Ol iuÕ ii|k úg by< msßjehla 
iy ixlS¾K;ajhla wka;¾.; fõ' 

• Additional processing is required for signal 

regeneration. 
ix{d kej; ckkh lsÍu i|yd w;sfral 
ieliqï wjYH fõ' 

How a Repeater Works 
j¾Olhl l%shdldÍ;ajh 
 

The repeater first receives the signal from the 

network. 
j¾Olh uq,skau cd,fhka ix{dj ,nd .kS' 
 

This could be an electrical signal in a wired 

network (like Ethernet) or a radio signal in a 

wireless network. 
fuh /yeka.; cd,hl ^B;¾fkÜ jeks& úÿ,s 
ix{djla fyda /yeka rys; cd,hl fraäfhda 
ix{djla úh yelsh 
 

1. Once the signal is received, the repeater 

amplifies it, boosting its power to counteract 

any loss that occurred as it traveled through the 

network medium. 
ix{dj ,enqKq miq" j¾Olh th úia;drKh lrhs" 
cd, udOHh yryd .uka lrk úg isÿjk ´kEu 
w,dNhla j<lajd .ekSug tys n,h jeä lrhs' 
 

2. The repeater then regenerates the signal. This 

involves re-shaping and re-timing the signal to 

remove any noise or distortion that might have 

been introduced during transmission. 
túg j¾Olh ix{dj kej; W;amdokh lrhs' 
iïfm%aIKh w;r;=r y÷kajd § we;s ´kEu 
Yíohla fyda úlD;shla bj;a lsÍu i|yd ix{dj 
kej; yev .ekaùu iy kej; fõ,dj ieliSu 
fuhg we;=<;a fõ' 
 
3. After amplification and regeneration, the 

repeater retransmits the signal onto the 

network. 
úia;drKh iy mqk¾ckkh lsÍfuka miqj" 
j¾Olh cd,h fj; ix{dj kej; iïmafraIKh 
lrhs' 
 

The retransmitted signal is nearly identical to 

the original signal sent by the source, ensuring 

clear and reliable communication over greater 

distances. 
kej; iïfm%aIKh lrk ,o ix{dj m%Njh úiska 
hjk ,o uq,a ix{djg fndfyda ÿrg iudk jk 
w;r" jeä ÿrla yryd meyeÈ,s iy úYajdiodhl 
ikaksfõokhla iy;sl lrhs' 
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Types of Repeaters 
j¾Ol j¾. 
  
Wired Repeaters 
/yeka.; j¾Ol 
These are used in wired networks (like Ethernet) 

to extend the reach of the network cabling. 

They can connect multiple segments of a 

network and help maintain signal strength. 
fïjd /yeka.; cd, j, ^B;¾fkÜ jeks& cd, 
flan,fha m%fõYh È.= lsÍug Ndú;d lrhs' Tjqkag 
cd,hl nyqúO fldgia iïnkaO l< yels w;r 
ix{d Yla;sh mj;ajd .ekSug WmldÍ fõ' 
 

Wireless Repeaters 
/yeka rys; j¾Ol 
Also known as range extenders, these devices 

are used in wireless networks to amplify and 

retransmit Wi-Fi signals, helping to eliminate 

dead zones and improve coverage in larger 

spaces. 

mrdi úia;drl f,io ye¢kafõ" fuu Wmdx. Wi-

Fi ix{d úia;drKh lsÍug iy kej; 
iïfm%aIKh lsÍug /yeka rys; cd, j, Ndú;d 
lrhs" ñh .sh l,dm bj;a lsÍug iy úYd, 
wjldYhkays wdjrKh jeä ÈhqKq lsÍug WmldÍ  
 
 
 
 
 
 
 
 

 
 
 
 

 
Network Hub 
cd,lrK kdìh 
 

A legacy networking device. 
merKs cd,lrK Wmdx.hls' 
 
Hubs operate in half-duplex mode 

Hubs w¾O oaúm: wdldrfhka l%shd;aul fõ  
 

A network hub is a basic networking device 

used to connect multiple computers or network 

devices in a Local Area Network (LAN). 

kdìhla hkq ia:dkSh m%foaY cd,hl LAN nyq 
mß.Kl fyda cd, Wmdx. iïnkaO lsÍug Ndú;d 
lrk uQ,sl cd,lrK Wmdx.hls' 
 

It operates at the Physical Layer (Layer 1) of the 

OSI model and is considered a simple, 

unmanaged device. 

th OSI wdlD;sfha fN!;sl ia:rfha ̂ 1 jk ia:rfha& 
l%shd;aul jk w;r th ir," l<ukdlrKh 
fkdl< Wmdx.hla f,i ie,fla' 
 

Acts as a multi-port repeater 
nyq-w.% mqkrdj¾;lhla f,i l%shd lrhs 
 

Primary functions  
uQ,sl ld¾hhka  
 

Data Transmission 
o;a; iïmafraIKh 
 

A hub receives data from one device on the 

network and transmits it to all other connected 

devices, regardless of the intended recipient. 
kdìhla cd,fha tla Wmdx.hlska o;a; ,nd .kakd 
w;r wfmalaIs; ,nkakd l=ula jqj;a th wfkl=;a 
ish¨u iïnkaê; Wmdx. fj; iïfm%aIKh lrhs' 
 

This broadcasting method is called a flood, 

where all devices on the network receive the 

data, but only the intended recipient processes 

it.   

fuu úldYk l%uh flood f,i ye¢kafõ" tys§ 
cd,fha ish¨u Wmdx. o;a; ,nd .kS" kuq;a 
wfmalaIs; ,nkakd muKla th ilihs'   
 

Extension of Network Ports 
cd, w.% È.= lsÍu 
 
Hubs provide multiple network ports, allowing 

several devices to be connected to the same 

network segment.  

kdìhla, nyq cd, w.% imhk w;r" tuÕska Wmdx. 
lsysmhlg tlu cd, fldgilg iïnkaO ùug bv 
,nd foa' 
 

This increases the number of devices that can 

communicate through a single network 

connection point. 
fuh ;ks cd, iïnkaO;d ,laIHhla yryd 
ikaksfõokh l< yels Wmdx. ixLHdj jeä lrhs' 
 

Example: 

WodyrKhla f,i: 

A Cisco 8-port hub can be used to connect 

eight computers or other network devices in a 

small office or laboratory.  
l=vd ld¾hd,hl fyda ridhkd.drhl mß.Kl 
wgla fyda fjk;a cd, Wmdx. iïnkaO lsÍu i|yd 
isiaflda w.% 8l kdìhla Ndú;d l< yel' 
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Examples of Hubs By Number of Ports 
w.% ixLHdj wkqj kdì i|yd WodyrK 
• 4-Port Hub  

• 8-Port Hub  

• 12-Port Hub  

• 24-Port Hub  
 

Features / ,laIK 
 

Collision Domain 

Collision jiu 
 
All devices connected to a hub share the same 

collision domain, meaning that if two devices try 

to send data simultaneously, a collision occurs, 

and the data must be resent. 
kdìhlg iïnkaO ish¨u Wmdx. tlu >Ügk jiu 
fnod .kS" tkï Wmdx. folla tljr o;a; heùug 
W;aidy l<fyd;a .egqula we;s jk w;r o;a; kej; 
heúh hq;=h' 
 

To manage this situation, networks use Carrier 

Sense Multiple Access with Collision Detection 

(CSMA/CD).  
fuu ;;a;ajh l<ukdlrKh lsÍu i|yd" cd, uÕska 
Carrier Sense Multiple Access with Collision 

Detection (CSMA/CD) hdka;%Kh Ndú; lrkq ,nhs' 
 

No Intelligence 
nqoaêhla ke; 
 
Hubs do not have the capability to differentiate 

between different devices or manage traffic. 
úúO Wmdx. w;r fjki y÷kd .ekSug fyda 
.ukd.ukh l<ukdlrKh lsÍug yíj,g 
yelshdjla ke;' 
 

They do not store MAC addresses or make any 

forwarding decisions based on address 

information. 

tAjd MAC ,smsk .nvd fkdlrhs fyda ,smsk f;dr;=re 
u; mokïj bÈßhg heùfï ;SrK fkd.kS' 
 

How a Network Hub Works 
kdìhl  l%shdldÍ;ajh 
 
When a device on the network, such as a 

computer, sends data to another device, it 

transmits this data as electrical signals through the 

network cable connected to the hub. 
mß.Klhla jeks cd,fha we;s Wmdx.hla fjk;a 
Wmdx.hlg o;a; hjk úg" fuu o;a; kdìhg 
iïnkaO cd, flan,h yryd úÿ,s ix{d f,i 
iïfm%aIKh lrhs' 

 

The hub receives the data signals at one of its 

ports and immediately repeats the signal out to all 

other ports on the hub. This process is known as 

broadcasting. 

kdìh tys tla Port tllska o;a; ix{d ,nd .kakd 
w;r jydu kdìh u; we;s wfkl=;a ish¨u Ports 
fj; ix{dj fhduq lrhs' fuu laßhdj,sh 
broadcasting f,i ye¢kafõ' 
 
Each device connected to the hub receives the 

broadcasted data and checks whether the data is 

intended for it by examining the destination MAC 

address in the data frame. 
kdìhg iïnkaO iEu Wmdx.hlau úldYkh l< 
o;a; ,nd .kakd w;r o;a; rduqj ;=< .ukdka; 
MAC ,smskh mÍlaId lsÍfuka o;a; tA i|yd fhduq 
jkafka oehs mÍlaId lrhs' 
 

Only the device with the matching MAC address 

processes the data, all other devices discard it. 

.e,fmk MAC ,smskh iys; Wmdx.h muKla o;a; 
,nd.kS. wfkl=;a ish¨u Wmdx. th bj;,hs' 
 
Types of Hubs 
kdìhl j¾. 
 

Active Hubs 

These hubs have built-in electronics that 

regenerate and amplify incoming signals, allowing 

for longer distances between devices. They 

require a power source to function. 
fuu kdìfha we;s bf,lafg%dksl WmlrK 
m%;sks¾udKh lrk iy tk ix{d úia;drKh lrk 
w;r tuÕska Wmdx. w;r jeä ÿrla hdug bv i,ihs' 
tAjd l%shd;aul ùug n, m%Njhla wjYH fõ' 
 

Passive Hubs 

These simply connect devices without any signal 

processing. They do not amplify or regenerate 

signals and are typically used in smaller setups. 
fïjd lsisÿ ix{d ieliSulska f;drj Wmdx. 
iïnkaO lrhs' tAjd ix{d j¾Ol fyda m%;sckkh 
fkdlrk w;r idudkHfhka l=vd ieliqï j, Ndú;d 
fõ' 
 

NOTE: 
 

Intelligent Hubs 

These hubs include management features that 

allow for monitoring and troubleshooting 

network issues, functioning similarly to switches 

but with some additional capabilities. 
fuu kdìfha cd, .eg¿ ksÍlaIKh lsÍug iy 
fodaY ksrdlrKh lsÍug bv i,ik l<ukdlrK 
úfYaIdx. we;=<;a fõ" iaúpj,g iudkj l%shd 
lrk kuq;a iuyr wu;r yelshdjka we;'
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Bridge 

fia;=j 
 

A bridge in computer networking is a device 

that connects two local area networks (LANs) or 

network segments, enabling them to 

communicate with each other. 
mß.Kl cd,lrKfha fia;=jla u.ska m%dfoaYSh cd, 
(LANs) folla iïnkaO lrk WmlrKhla jk 
w;r" tAjd tlsfkld iuÕ ikaksfõokh lsÍug 
yelshdj ,efí' 
 
It operates at the data link layer (Layer 2) of the 

OSI model and reads the source MAC address 

of incoming data packets, forwarding them only 

to their target destination instead of 

broadcasting them to all connected segments. 

th OSI wdlD;sfha o;a; iïnkaOl ia:rfha (Layer 

2) l%shd;aul jk w;r meñfKk o;a; melÜ j, 
uQ,dY% MAC ,smskh lshjhs" tAjd iïnkaê; ish¨u 
fldgia fj; úldYkh lsÍu fjkqjg Tjqkaf.a 
b,lal .ukdka;hg muKla tAjd fhduq lrhs' 
 
 
 

 

 

 

 

 

 

 

Filtering and forwarding data packets based on 

their destination MAC address to reduce 

network congestion and improve performance 

is done by this 
cd, ;onoh wju lsÍu iy ld¾h idOkh jeä 
ÈhqKq lsÍu i|yd Tjqkaf.a .ukdka; MAC ,smskh 
u; mokïj o;a; melÜ fmÍu iy fhduq lsÍu 
fuuÕska isÿ lrhs 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

How bridges Works 
fia;=jl l%shdldÍ;ajh 
 
Receives data packets from both connected 

network segments 
iïnkaê; cd, fldgia foflkau o;a; melÜ ,nd 
.kS 
 

Builds an internal table of MAC addresses to 

track which devices are on which segment 
l=uk wxYfha l=uk Wmdx. ;sfío hkak 
ksÍlaIKh lsÍug MAC ,smskj, wNHka;r j.=jla 
f.dvk.hs 
 

Filtering data 
o;a; fmÍu 
If a packet from segment A is meant for a device 

on the same segment, the bridge stops it from 

going further  
A fldgfia melÜgqjla tlu fldgfia Wmdx.hla 
i|yd woyia lrkafka kï" fia;=j th bÈßhg hdu 
k;r lrhs' 
 

Forwarding data 
o;a; fhduq lsÍu 
If a packet from segment A is meant for a device 

on segment B, the bridge sends it to the correct 

place on segment B. 

A fldgfia melÜgqjla B fldgfia Wmdx.hla i|yd 
woyia lrkafka kï" md,u th B fldgfia ksjerÈ 
ia:dkhg hjhs 
 

 

NOTE: 

Bridges are used to improve network 

performance, enhance security by breaking up 

large LANs into smaller ones, and ensure 

reliability by establishing backup paths across 

the network. 
cd, l%shdldß;ajh jeä ÈhqKq lsÍug" úYd, LANs 
l=vd tAjdg leãfuka wdrlaIdj jeä lsÍug iy 
cd,h yryd Wmia: ud¾. msysgqùfuka 
úYajikSh;ajh iy;sl lsÍug fia; = Ndú;d fõ  
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Network Switch 
cd, iaúph 
 
 
 
 
 
 
 
 

A Network switch is a networking device that 

connects multiple devices within a Local Area 

Network (LAN) and intelligently forwards data 

to the specific device that needs it. 

cd, iaúphla hkq Local Area Network (LAN) ;=< 
nyqúO Wmdx. iïnkaO lrk cd,lrK Wmdx.hla 
jk w;r th wjYH ksYaÑ; Wmdx.hg nqoaêu;aj 
o;a; fhduq lrhs' 
 
A switch acts as a multiport bridge because it 

performs the same function as a bridge but has 

many ports. 

iaúphla multi-port fia;=jla f,i l%shd lrhs" 
ukao th fia;=jla yd iudk ld¾hhla bgq lrk 
kuq;a tys Ports rdYshla mj;sk neúks' 
 

Switches can have several ports counts 

iaúÉ j, úúO ports ixLHdjka ;sìh yel  
 

• 4-port switch  • 8-port switch  

• 16-port switch  • 24-port switch  

• 48-port switch  

 

Each switch port is a separate collision domain, 

so devices connected to different ports do not 

interfere with each other.  
iEu iaúÉ fmdaÜ tllau fjku .egqï jiuls 
tneúka úúO fmdaÜ j,g iïnkaO lr we;s Wmdx. 
tlsfklg ndOd muqKqjkafka ke;' 
 

Because collision domains are separated, 

collisions do not occur between different ports, 

improving network efficiency. 
fuu .egqï jiï tlsfklska fjka ù mj;sk neúka" 
úúO fmdaÜ w;r o;a; .eàï isÿ fkdfõ' fuh 
cd,fha ld¾hlaIu;dj jeä ÈhqKq lrhs' 
 

What if switch ports are not enough? 

iaúphl we;s Ports m%udKh uÈ jqjfyd;a l=ula 
isÿfõo@ 
 

 

Replace the small switch with a higher-port 

switch (e.g., 8-port → 24-port). 

l=vd iaúph fjkqjg jeä ports m%udKhla we;s 
iaúphla wdfoaY lsÍu ^WodyrKhla (ports 8 
iaúphla fjkqjg ports 24 iaúphla&' 

An additional switch can be connected to 

increase the number of available ports. 

uq¿ ports .Kk jeä lr .ekSug ;j;a iaúphla 
iïnkaO l< yelsh 
 

Large networks use multiple switches in layers 

(core → distribution → access) to handle many 

devices efficiently. 
úYd, cd,hka" Wmdx. úYd, m%udKhla 
ld¾hlaIuj yeisrùu i|yd iaúp lsysmhla ia:r 
jYfhka Ndú;d lrhs ^core → distribution → 

access&' 
 
Many switches have special uplink ports to 

connect multiple switches with high speed. 
fndfyda iaúphka i;=j iaúp lsysmhla wêl 
fõ.hlska tlsfklg iïnkaO lsÍu i|yd úfYaIs; 
uplink ports mj;shs' 
 

Features 
,laIK 
 

MAC Address Learning 

MAC ,smsk bf.kSu 
 

The switch learns and stores the MAC addresses 

of devices connected to its ports in a MAC 

address table. 

iaúph tys ports iïnkaO Wmdx.j, MAC ,smsk 
MAC ,smsk j.=jl bf.k f.k .nvd lrhs' 
 

This allows the switch to efficiently route 

packets to the correct destination without 

broadcasting to all ports. 

ish¨ua Ports fj; úldYkh fkdlr ksjerÈ 
.ukdka;h fj; melÜ ld¾hlaIuj .uka lsÍug 
fuh iaúphg bv i,ihs' 
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Packet Forwarding 
melÜ bÈßhg heùu 
 

The switch receives incoming data packets and 

forwards them to the appropriate destination port 

based on the MAC address. This targeted 

forwarding reduces unnecessary traffic on the 

network. 

iaúphg ,efnk o;a; melÜ ,efnk w;r tAjd MAC 

,smskh u; mokïj iqÿiq .ukdka; port tl fj; 
fhduq lrhs' fuu b,lal.; fhduq lsÍu cd,fha 
wkjYH ;onoh wvq lrhs 
 
Full-Duplex Communication 
mQ¾K-oaú;aj ikaksfõokh 
 
Switches support full-duplex communication, 

allowing simultaneous data transmission and 

reception on each port. 
iaúphka mQ¾K-oaú;aj ikaksfõokh i|yd iyh jk 
w;r" tla tla Port u; tljr o;a; iïfm%aIKhg 
iy ms<s.ekSug bv i,ihs' 
 

 

 

 

 

 
 
Broadcast, Multicast, Unicast Handling 
úldYkh nyq úldYk iy tal-úldYk yeisrùu 
 

A switch can handle unicast and multicast traffic, 

and it has always been capable of broadcasting. It 

forwards unicast frames to a specific destination 

device, multicast frames to a selected group of 

devices, and broadcast frames to all devices within 

the same VLAN or network segment. 

iaúphlg unicast iy multicast o;a; 
.ukd.ukhka yeisrúh yels w;r" broadcast 
lsÍfï yelshdj thg fmr isgu mj;S' th unicast 
frames lsishï ksYaÑ; .ukdka; Wmdx.hla fj;o" 
multicast frames f;dard.;a Wmdx. iuQyhla fj;o" 
iy broadcast frames tlu VLAN tlla fyda cd, 
fldgila ;=< we;s ish¨ u Wmdx. fj;o fhduq lrhs' 
 
Security Features 
wdrlaIl úfYaIdx. 
Switches can implement security measures such as 

port security, which restricts access to specific 

devices. 
iaúÉ uÕska ksYaÑ; Wmdx. i|yd muKla m%fõYh 
iSud lrk port security jeks wdrlaIK mshjrhka 
l%shd;aul l< yel' 
 

How Network Switch Works  
cd, iaúphl l%shdldÍ;ajh 
 
1. When a switch is first connected to the network, 

it doesn't initially know which MAC addresses are 

associated with which ports. 

iaúphla uq,skau cd,hg iïnkaO jQ úg" l=uk MAC 
,smsk l=uk Port tl;a iuÕ iïnkaO ù we;aoehs th 
uq,ska fkdokS' 
 

When a device sends data, the switch records the 

source MAC address and the port it came from in 

its MAC address table. 

Wmdx.hla o;a; hjk úg" iaúph tys MAC ,smsk 
j.=fõ uQ,dY% MAC ,smskh iy th meñ‚ Port tl 
jd¾;d lrhs' 
 

2. When the switch receives a data frame, it checks 

the destination MAC address. If the address is 

found in the MAC address table, the switch 

forwards the data to the corresponding port. 
iaúphg o;a; rduqjla ,enqKq úg" th .ukdka; MAC 
,smskh mÍlaId lrhs' ,smskh MAC ,smsk j.=fõ ;sfí 
kï" iaúph o;a; wod< Port tl fj; fhduq lrhs'  
 

3. If the destination MAC address is not in the 

table, the switch will broadcast the frame to all 

ports (except the one it was received on), similar 

to how a hub operates. 

.ukdka; MAC ,smskh j.=fõ fkdue;s kï" iaúph 
kdìhla l%shd lrk wdldrh yd iudkj ^th ,enqKq 
tl yer& ish¨ Ports fj; rduqj úldYkh lrhs' 
 

Once the destination device responds, the switch 

updates its MAC address table with the new 

information. 

.ukdka; Wmdx.h m%;spdr oelajQ miq" iaúph tys 
MAC ,smsk j.=j kj f;dr;=re iuÕ hdj;ald,Sk 
lrhs' 
 
4. If the switch receives a data frame intended for 

a device that is on the same port as the sender, it 

filters out the frame and does not forward it to 

other ports. 

hjkakd isák tlu Ports we;s Wmdx.hla i|yd 
woyia lrk ,o o;a; rduqjla iaúph ,nd .kafka kï" 
th rduqj fmryka lrk w;r th fjk;a Ports fj; 
fhduq fkdlrhs' 
 

This reduces unnecessary network traffic. 
fuh wkjYH cd, ;onoh wvq lrhs' 
 

5. While unicast traffic is sent only to the specific 

destination, switches also handle broadcast and 

multicast traffic.  

Unicast .ukd.ukh ksYaÑ; .ukdka;hg muKla 
hjk w;r" iaúphka Broadcast  iy Multi-Cast 
.ukd.ukh o yiqrejhs'  
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6. Broadcast communication reaches every device 

in the network segment, whereas multicast 

communication reaches only selected devices.  

Broadcast uÕska o;a; cd,fha we;s ish¨ u Wmdx. 
fj; hjk w;r" Multicast o;a; .ukd.ukhka 
hjkq ,nkafka tu o;a; ,nd.ekSug Wkkaÿjla 
olajk Wmdx. iuQyhla fj; mu‚' 
 

Types of Network Switches  

cd, iaúp j¾. 
 

Unmanaged Switch 

l<ukdlrKh fkdl< iaúph 
A simple plug-and-play device with no 

configuration options. It is used in small networks 

where traffic management and security are not 

major concerns. 

úkHdi úl,am fkdue;s ir, plug-and-play 
Wmdx.hls' th cd, l<ukdlrKh iy wdrlaIdj 
m%Odk .eg¿ fkdjk l=vd cd, j, Ndú;d fõ' 
 

Managed Switch 

l<ukdlrKh l< iaúph 
A switch that allows for configuration and 

management, providing features like VLANs, 

Quality of Service (QoS), link aggregation, and 

network monitoring. 
úkHdi lsÍu iy l<ukdlrKh i|yd bv fok 
iaúphla" VLAN fiajdfõ .=Kd;aulNdjh QoS ine¢ 
tl;= lsÍu iy cd, wëlaIKh jeks úfYaIdx. 
imhhs' 
 

NOTE: 

Layer 3 Switch (Multilayer Switch)  
ia:r 3 iaúph ^nyq ia:r iaúph& 
 
Combines the functions of a switch (Layer 2) and 

a router (Layer 3), enabling it to perform routing 

functions in addition to switching. 
iaúphl ^f,ah¾ 2& iy rjqgrhl ^f,ah¾ 3& 
l%shdldrlï tAldnoaO lrhs" th udre lsÍug wu;rj 
ud¾..; lsÍfï ld¾hhka isÿ lsÍug yelshdj ,nd 
fohs' 
 

This allows for more efficient handling of traffic 

between different subnets. 
úúO Wmcd, w;r .ukd.ukh jvd;a ld¾hlaIuj 
yeisrùug fuh bv i,ihs' 
 
Connects several networks together  
cd, lsysmhla tlsfklg iïnkaO lrhs' 
Router 
ud¾.lh 

 

A router is a key network device that manages and 

directs traffic between networks. 
rjqgrhla cd, w;r .ukd.ukh l<ukdlrKh 
lrk iy fufyhjk m%Odk cd, Wmdx.hls' 
 

It forwards data packets between computer 

networks  
th mß.Kl cd, w;r o;a; melÜ fhduq lrhs 
 

How Routers Work  
ud¾.lhl l%shdldÍ;ajh 

 

When a data packet arrives at a router, the router 

examines the packet's header to identify its 

destination IP address. 
o;a; melÜgqjla rjqgrhlg meñ‚ úg" rjqgrh tys 
.ukdka; IP ,smskh y÷kd .ekSug melÜgqfõ YS¾Ih 
mÍlaId lrhs' 
 

Using a routing table, which contains information 

about available paths, the router determines the 

best next hop for the packet. 
mj;sk ud¾. ms<sn| f;dr;=re wvx.= ud¾..; 
lsÍfï j.=jla Ndú;d lrñka" rjqgrh melÜgqj 
i|yd fyd|u B<Õ fydma tl ;SrKh lrhs' 
 

The router then forwards the packet to the next 

device or router along the path, continuing this 

process until the packet reaches its final 

destination. 
rjqgrh miqj melÜgqj B<Õ Wmdx.hg fyda ud¾.h 
Tiafia rjqgrhg fhduq lrhs" melÜgqj tys wjidk 
.ukdka;h lrd <Õd jk f;la fuu l%shdj,sh È.gu 
lrf.k hhs' 
 

NOTE: 

Home routers combine multiple functions such 

as default gateway, modem, switch, access 

point, firewall, and DHCP server in a single 

device.  

ksfjia j, Ndú;d lrk rjqgr uÕska Default 

gateway, Modem, Switch, Access point, Firewall" 
iy DHCP server jeks nyqúO ld¾hhka rdYshla 
tlu Wmdx.hla ;=<g taldnoaO lr we;' 
 

However, in industrial or enterprise networks, 

these functions are implemented using 

separate dedicated devices for better 

performance, security, and scalability. 
flfia fj;;a" ld¾ñl fyda úYd, jHdmdßl 
cd,hkays jvd fyd| ld¾h idOkhla" wdrlaIdjla 
iy mßudKh lsÍfï yelshdjla ,nd .ekSu i|yd 
fuu ld¾hhka fjk fjku fjka lrk ,o iqúfYaIS 
Wmdx. Ndú;fhka l%shd;aul lrkq ,efí' 
 

Routers are computers 

Routers o mß.Kl fõ' 
Routers can be built from standard computer 

parts but are mostly specialized purpose-built 

computers. Early routers used software-based 

forwarding, running on a CPU. 
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rjqgr idudkH mß.Kl fldgia j,ska iEÈh yels 
kuq;a tAjd fndfyda úg úfYaIs; wruqKla we;s 
mß.Kl fõ' uq,a rjqgr CPU u; l%shd;aul jk 
uDÿldx. u; mokï jQ bÈßhg heùu Ndú;d lrk 
,§' 
 
More sophisticated devices use application-

specific integrated circuits (ASICs) to increase 

performance or add advanced filtering and 

firewall functionality.  
ld¾h idOkh jeä lsÍug fyda Wiia fmryk iy 
*h¾fjda,a l%shdldÍ;ajh tla lsÍug jvd;a ixlS¾K 
Wmdx. fhÿï-úfYaIs; tAldnoaO mßm: (ASICs) 
Ndú;d lrhs' 
 

Features  
,laIK 
 
Routers allow devices to connect and share data 

over the Internet or an intranet 
rjqgr uÕska Wmdx.j,g wka;¾cd,h fyda 
wka;#cd,h yryd o;a; iïnkaO lsÍug iy fnod 
.ekSug bv ,nd foa 
 
They use the Internet Protocol (IP) to send IP 

packets containing data and IP addresses of 

sending and destination devices located on 

separate local area networks 
tajd fjk;a ia:dkSh m%foaY cd, ;=, mj;sk Wmdx. 
w;r hjkakdf.a iy ,nkakdf.a IP ,smsk iy o;a; 
we;=,;a melÜ yqjudre lsÍug wka;¾cd, kshudj,sh 
Ndú; lrhs 
 
Routers maintain routing tables that list directions 

for forwarding data to particular network 

destinations 
úfYaIs; cd, .ukdka; fj; o;a; fhduq lsÍu i|yd 
ud¾f.damfoaY ,ehsia;=.; lrk ud¾..; j.= rjqgr 
úiska mj;ajdf.k hhs 
 

They can perform Network Address Translation 

(NAT) to shield private IP addresses and improve 

security 

mqoa.,sl IP ,smsk wdrlaId lsÍug iy wdrlaIdj jeä 
ÈhqKq lsÍug Tjqkag cd, ,smsk mßj¾;kh NAT isÿ 
l< yel 
 

NOTE: 

What is Intranet ? 
wka;#cd,h hkq l=ulao @ 

A private network used within an organization to 

share information, resources, and services securely 

among employees.  
fuh fiajlhska w;r f;dr;=re" iïm;a iy fiajdjka 
wdrlaIs;j fnod yeÍu i|yd ixúOdkhla fyda 
wdh;khla ;=< muKla Ndú;d lrk mqoa.,sl cd,hls 
 

It uses the same technologies as the internet (like 

web browsers and TCP/IP) but is accessible only to 

authorized users inside the organization. 
fï i|yd wka;¾cd,fha Ndú;d jk ;dlaIKhkau 
^Web browsers iy TCP$IP jeks& Ndú;d lrk 
kuq;a" fuhg m%fõY úh yelafla wdh;kh ;=< isák 
n,h,;a mßYS,lhskag mu‚' 
 

Types of Routers 
ud¾.l j¾. 
 

Core routers 

Designed to operate in the Internet backbone, or 

core. 

Internet backbone yS l%shd;aul ùug ksmehqï lr 
we;' 
 

 

 

 

 

 

 

 

 

 

Distribution Router 

Distribution routers control and manage traffic for 

area networks within some ISP networks. 
iuyr wka;¾cd, fiajd imhkakkaf.a cd, ;=< 
mj;sk l,dmSh cd,hkays o;a; .ukd.ukh md,kh 
lsÍu iy l<ukdlrKh lsÍu Distribution routers 
uÕska isÿ lrkq ,nhs' 
 

 

 

 

 

Edge routers 

Represent the border crossing between internal 

and external networks . 
wNHka;r iy ndysr cd, w;r udhsï yria lsÍu 
ksfhdackh lrhs' 
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Modem 
fudvuh 
 
A modem (modulator-demodulator) is a device 

that enables communication between your 

home network and your Internet Service 

Provider (ISP). 

fudvuhla (modulator-demodulator) hkq Tnf.a 
ksjfia cd,h iy Tnf.a wka;¾cd, fiajd 
imhkakd ISP w;r ikaksfõokh il%Sh lrk 
Wmdx.hls' 
 

Without a modem, your devices wouldn’t be 

able to connect to the internet. 
fudvuhla fkdue;sj" Tnf.a Wmdx.j,g 
wka;¾cd,hg iïnkaO ùug fkdyels jkq we;'  
 

The modem acts as a translator between the 

digital signals used by your devices and the 

analog signals used by traditional 

communication lines. 
fudvuh Tnf.a Wmdx. Ndú;d lrk äðg,a ix{d 
iy iïm%odhsl ikaksfõok ud¾. Ndú;d lrk 
m%;siu ix{d w;r mßj¾;lhla f,i l%shd lrhs' 
 

Built-in Routers- Many modern modems come 

with integrated routers, allowing them to 

handle both the modem and routing functions 

in one device. fndfyda kùk fudvuhka tAldnoaO 
rjqgr iuÕ tk w;r" tla Wmdx.hla ;=< fudvu 
iy rjqáka hk ld¾hhka folu yeisrùug bv 
i,ihs' 
 

How modem Works 
fudvuhl l%shdldÍ;ajh 
 
Signal Modulation (Outbound Data)  

 

Digital to Analog 

Your computer, smartphone, or other devices 

generate data in a digital format (0s and 1s). 
Tfí mß.Klh" iaud¾Ü cx.u ÿrl:kh fyda 
fjk;a Wmdx. ixLHdxl wdlD;shlska o;a; ckkh 
lrkafka 0 iy 1 f,ihs' 
 

When you send data, such as a request for a 

web page, the modem converts this digital data 

into an analog signal. 
Tn fjí msgqjla i|yd b,a,Sula jeks o;a; hjk 
úg" fudvuh fuu äðg,a o;a; m%;siu  ix{djla 
njg mßj¾;kh lrhs' 
 

This process is called modulation. The analog 

signal is suited for transmission over telephone 

lines, cable systems, or fiber optics. 

fuu l%shdj,sh ^Modulation& f,i ye¢kafõ' 
wekf,d.a ix{dd ÿrl:k ud¾." flan,a moaO;s 
fyda m%ldY ;ka;= yryd iïfm%aIKh lsÍu i|yd 
iqÿiq fõ' 
 

Transmission 

The analog signal is transmitted through the 

communication line (telephone line, cable line, 

or fiber optic cable) to your ISP. 
m%;siu ix{dj ikaksfõok ud¾.h ^ÿrl:k 
ud¾.h" flan,a ud¾.h fyda *hsn¾ Tmaála 
flan,h& yryd Tfí ISP fj; iïfm%aIKh fõ' 
 

Signal Demodulation (Inbound Data)  

 

Analog to Digital 

When data reaches your ISP, it’s converted back 

into a digital format. 

o;a; Tfí ISP fj; <Õd jQ úg" th kej; äðg,a 
wdlD;shla njg mßj¾;kh fõ' 
 

This process is called demodulation. The ISP 

then routes this digital data through their 

network and to the specific online destination 

you requested. 

fuu l%shdj,sh demodulation f,i ye¢kafõ' ISP 
miqj fuu äðg,a o;a; Tjqkaf.a cd,h yryd iy 
Tn b,aÆ ksYaÑ; ine¢ .ukdka;h fj; fhduq 
lrhs' 
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Types of Modems 
fudvï j¾. 

 

1. Based on Transmission Medium 
iïfm%aIK udOHh u; mokïj 

 

A. Wired Modems 

Use physical cables for communication. 
ikaksfõokh i|yd fN!;sl flan,a Ndú;d lrhS'  
 

Type / j¾.h Description / úia;r h 

Dial-Up Modem Uses telephone lines for 

internet access. 
wka;¾cd, m%fõYh i|yd 
ÿrl:k ud¾. Ndú;d 
lrhs' 

DSL Modem Uses digital subscriber 

telephone lines. 
äðg,a .%dyl ÿrl:k 
ud¾. Ndú;d lrhs' 

Cable Modem Uses coaxial cable TV 

networks. 
iudlaI flan,a rEmjdyskS 
cd, Ndú;d lrhs 

Fiber Optic 

Modem 

(ONT/ONU) 

Uses fiber-optic cables 

for very high-speed 

internet. 
wêfõ.S wka;¾cd,h 
i|yd m%ldY ;ka;= flan,a 
Ndú;d lrhs' 

 

B. Wireless Modems 

 

Type / j¾.h Description / úia;rh 

Cellular 

Modem 

Connects to mobile 

networks for internet access. 

Often available as a USB 

modem (dongle/data card) 

that plugs directly into a 

computer's USB port. 
wka;¾cd, m%fõYh i|yd 
cx.u cd, fj; iïnkaO fõ' 
fndfyda úg mß.Klhl USB 
flfjkshg iDcqju iïnkaO 
lrk USB fudvuhla 
^dongle/data card& f,i ,nd 
.; yelsh' 

Satellite 

Modem 

Uses satellites for internet 

connectivity. wka;¾cd, 
iïnkaO;djh i|yd pkaøsld 
Ndú;d lrhs' 

WiMAX 

Modem 

Uses WiMAX wireless 

broadband technology. 

WiMAX /yeka rys; 
fn%daânEkaâ ;dlaIKh Ndú;d 
lrhs' 

2. Based on Installation Method 
ia:dmk l%uh u; mokïj 

 

A. Internal Modem 

• Installed inside the computer.  
mß.Klh ;=< ia:dmkh lr we;' 

• Connected directly to the motherboard.  
ujq mqjrejg fl,skau iïnkaO lr we;' 

 

B. External Modem 

• Separate device connected via USB or 

Ethernet.  

USB fyda Ethernet yryd iïnkaO lr we;s 
fjku Wmdx.hls' 

• Easy to install and troubleshoot.  
ia:dmkh lsÍug iy fodaY ksrdlrKh lsÍug 
myiqh' 

• Portable and flexible.  
wf;a f.k hd yels iy kuHYS,S fõ' 

 

3. Based on Signal Type 
ix{d j¾.h u; mokïj 

 

A. Analog Modem 

• Converts digital data into analog signals 

and back. (ASK/FSK/PSK/QAM) 
wxls; o;a; m%;siu ix{d iy m%;siu o;a; 
wxls; ix{d njg mßj¾;kh lrhs' 

• Commonly used in dial-up connections.  

Dial-up iïnkaO;d j, nyq,j Ndú;d fõ' 
 

B. Broadband Modem 

• Use advanced modulation or optic 

signaling for digital communication. 
äðg,a ikaksfõokh i|yd Wiia uQ¾Pk 
l%ufõo fyda oDYH ix{dlrKh Ndú; lrhs' 
 

Ex: DSL, Cable, and Fiber modems. 

 

4. Based on Network Technology 
cd, ;dlaIKh u; mokïj 
• Dial-Up Modem  

• ISDN Modem  

• DSL Modem  

• Cable Modem  

• Fiber Optic Modem  

• Cellular (3G/4G/5G) Modem  

• Satellite Modem  
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Firewall 

.sksmjqr 
 
A firewall is a network security system designed 

to monitor, filter, and control incoming and 

outgoing network traffic based on 

predetermined security rules. 
.sksmjqr hkq l,ska ;SrKh lrk ,o wdrlaIl kS;s 
u; mokïj meñfKk iy msg;g hk cd, 
.ukd.ukh ksÍlaIKh lsÍu" fmÍu iy md,kh 
lsÍu i|yd ks¾udKh lr we;s cd, wdrlaIK 
moaO;shls' 
 

Firewalls can be hardware-based, software-

based, or a combination of both. 
.sksmjqr  oDVdx. u; mokï jQ" uDÿldx. mokï jQ 
fyda foflau tl;=jla úh yel'] 
 

Their main purpose is to establish a barrier 

between a trusted internal network and 

untrusted external networks, such as the 

internet, to prevent unauthorized access and 

threats. 
Tjqkaf.a m%Odk wruqK jkafka wkjir msúiSï iy 
;¾ck je<elaùu i|yd úYajdiodhl wNHka;r 
cd,hla iy wka;¾cd,h jeks úYajdi fkdl< 
ndysr cd, w;r ndOlhla we;s lsÍuhs' 
 
A firewall inspects and filters traffic between 

private and public networks, allowing 

authorized communication from private to 

public networks and controlling or blocking 

unauthorized access from public to private 

networks to maintain security. 
.sksmjqrla uÕska mqoa.,sl iy fmdÿ cd, w;r 
.,dhk o;a; .ukd.ukh mÍlaId lsÍu iy 
fmÍu isÿ lrhs' tys§ wdrlaIdj mj;ajdf.k hdu 
i|yd mqoa.,sl cd,fha isg fmdÿ cd,h fj; 
n,h,;a ikaksfõokhg bv ,nd fok w;r" fmdÿ 
cd,fha isg mqoa.,sl cd,h fj; isÿjk wkjir 
m%fõYhka md,kh lsÍu fyda wjysr lsÍu isÿ lrkq 
,nhs' 
 

How Firewalls Work 
.sksmjqrl l%shdldÍ;ajh 
 

Packet Filtering 

Firewalls inspect packets of data sent between 

devices on the network. Each packet is analyzed 

based on rules defined by the firewall. 
.sksmjqr cd,fha Wmdx. w;r hjk ,o o;a; melÜ 
mÍlaId lrhs' iEu melÜgqjlau .sksmjqr úiska 
ks¾jpkh lr we;s kS;s u; mokïj úYaf,aIKh 
flfra' 
 

If a packet matches the criteria (e.g., allowed IP 

addresses, port numbers), it is allowed through; 

otherwise, it is blocked. 

melÜgqjla ks¾Kdhlhg .e,fma kï ̂  Ex. allowed 

IP addresses, port numbers&" th yryd wjir 
fokq ,efí tfia fkdue;s kï" th wjysr lrkq 
we;' 
 

Stateful Firewall 

Monitors and tracks the state of active network 

connections connection wise .  
il%Sh cd, iïnkaO;dj, j;auka ;;a;ajh 
iïnkaO;djh iïnkaOfhka .;a úg ksrka;rfhka 
ksÍlaIKh lrk w;r tA ms<sn| jd¾;d ;nd .kshs' 
 

Stateless Firewall 

Examines each packet independently without 

maintaining information about previous 

packets or connection states. 
fmr yqjudre jQ o;a; melÜgq fyda iïnkaO;dj, 
;;a;ajhka ms<sn| lsisÿ f;dr;=rla u;l ;nd 
fkdf.k iEu o;a; melÜgqjlau tlsfklska 
iajdëkj ;ks ;ksj mÍlaId lr n,hs' 
 

Proxy Services 

 

 

 

 

Some firewalls can act as intermediaries 

between a user and the internet. 
iuyr .sksmjqre j,g mßYS,lfhl= iy 
wka;¾cd,h w;r w;rueÈhka f,i l%shd l< yel' 
 

Requests are made through the firewall, which 

then requests the data from the internet on 

behalf of the user. 
.sksmjqr yryd b,a,Sï isÿ lrkq ,nk w;r" miqj 
mßYS,lhd fjkqfjka wka;¾cd,fhka o;a; b,a,d 
isà' 
 
This helps to mask the user's IP address and 

can inspect and block malicious content. 

fuh mßYS,lhdf.a IP ,smskh jix lsÍug WmldÍ 
jk w;r wksIag wka;¾.;hka mÍlaId lr wjysr 
l< yel' 
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Deep Packet Inspection (DPI) 

 

 
 

DPI examines the data part (payload) of the 

packet in addition to the header. 

DPI YS¾Ihg wu;rj melÜgqfõ o;a; fldgi 
^payload& mÍlaId lrhs' 
 

This allows for more thorough analysis, such as 

identifying and blocking malware or enforcing 

data privacy rules. 
fuh wksIag uDÿldx. y÷kd .ekSu iy wjysr 
lsÍu fyda o;a; ryiH;d kS;s n,d;aul lsÍu jeks 
jvd;a iúia;rd;aul úYaf,aIKhlg bv i,ihs' 
 

Purpose of Firewalls 
.sks mjqrl wruqKq 
 

• Firewalls block unauthorized users or 

programs from accessing your network or 

system. 
*h¾fjda,a uÕska wkjir mßYS,lhka fyda 
jevigyka Tfí cd,hg fyda moaO;shg m%fõY 
ùu wjysr lrhs' 

• They help monitor traffic to and from a 

network and enforce policies about what is 

allowed or disallowed. 
Tjqka cd,hlg iy bka msg; .ukd.ukh 
ksÍlaIKh lsÍug iy wjir § we;s fyda 
wkqu; fkdl< foa ms<sn| m%;sm;a;s n,d;aul 
lsÍug Wojq lrhs' 

• Firewalls can block known threats, such as 

viruses, worms, and other malware, from 

entering or spreading within a network. 

*h¾fjda,a j,g ffjria" worms iy fjk;a 
wksIag uDÿldx. Jeks ;¾ck cd,hlg we;=¿ 
ùfuka fyda me;sÍfuka wjysr l< yel' 

• Organizations can restrict access to certain 

websites, applications or services. 
ixúOdkj,g we;eï fjí wvú" fhÿï fyda 
fiajdjka fj; m%fõY ùu iSud l< yelsh' 

• Records network connections and security 

events for auditing and troubleshooting. 
ú.Kkh iy fodaI ksrdlrKh i|yd cd, 
iïnkaO;d iy wdrlaIl isÿùï jd¾;d lr 
;nd .kshs' 

Access Point (AP) 

 

An Access Point (AP) is a networking device that 

allows wireless devices to connect to a wired 

network using Wi-Fi or other wireless standards. 

m%fõY ,laIHhla AP hkq /yeka rys; Wmdx. ̂ Wi-

Fi& fyda fjk;a /yeka rys; m%ñ;Ska Ndú;fhka 
/yeka.; cd,hlg iïnkaO ùug bv i,ik 
cd,lrK Wmdx.hls' 
 

It enables them to communicate with each 

other and access network resources. 
Túg Tjqkag tlsfkld iuÕ ikaksfõokh lsÍug 
iy cd, iïm;a fj; m%fõY ùug yels fõ' 
 

It is connected to the switch or also can be 

connected to the router. Most modern devices 

come integrated. 
th iaúphg fyda rjqgrhg iïnkaO l< yelsh' 
fndfyda kùk Wmdx. fïjd tAldnoaO lr ksmojd 
we;' 
 

Key Features 
m%Odk ,laIK  
 

Wireless Connectivity 
/yeka rys; iïnkaO;dj 
The primary function of an access point is to 

provide wireless connectivity to devices, such as 

smartphones, laptops, tablets, and IoT devices, 

enabling them to join the network without 

physical cables. 
/yeka rys; iïnkaO;dj ( m%fõY ,laIHhl uQ,sl 
ld¾hh jkafka iaudÜf*daka" ,emafgdma" geí,Ü" iy 
IoT Wmdx. jeks Wmdx. fj; /yeka rys; 
iïnkaO;djla iemhSu" fN!;sl flan,a fkdue;sj 
cd,hg iïnkaO ùug Tjqkag yelshdj ,nd §uhs' 
 

Network Bridging 
cd, fia;=lrKh 
An access point connects wireless devices to a 

wired network, often through an Ethernet cable. 

This allows wireless devices to access the 

broader network, including resources like 

servers, printers, and internet connections. 
m%fõY ,laIHhla uÕska /yeka rys; Wmdx." 
fndfyda úg B;¾fkÜ flan,hla yryd" /yeka 
iys; cd,hlg iïnkaO lrkq ,nhs' fuuÕska 
fiajdodhl" uqøK hka;% iy wka;¾cd, iïnkaO;d 
jeks iïm;a we;=¿j mq¿,a cd,hlg m%fõY ùug 
/yeka rys; Wmdx.j,g wjia:dj ,efí' 
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Signal Transmission and Reception 
ix{d iïmafraIKh iy ms<s.ekSu 
The access point transmits wireless signals 

(radio waves) that cover a specific area, known 

as a "coverage area" or "wireless cell." Devices 

within this area can connect to the network 

through the access point. 

m%fõY ,laIahh  —wdjrK m%foaYh— fyda "wireless 

cell" f,i y÷kajk úfYaIs; marfoaYhla wdjrKh 
lrk /yeka rys; ix{d ^fraäfhda ;rx.& 
iïmafraIKh lrhs' 
 

It also receives signals from connected wireless 

devices and forwards them to the wired 

network or other wireless devices. 
fuu m%foaYh ;=< we;s Wmdx. m%fõY ia:dkh yryd 
cd,hg iïnkaO úh yel' 
th iïnkaê; /yeka rys; Wmdx.j,ska ix{d 
,ndf.k tAjd /yeka.; cd,hg fyda fjk;a 
/yeka rys; Wmdx. fj; fhduq lrhs' 
 

SSID Broadcasting 

SSID úldYkh 
The access point broadcasts a Service Set 

Identifier (SSID), which is the name of the 

wireless network. Devices use this SSID to 

identify and connect to the network. 
m%fõY ia:dkh /yeka rys; cd,fha ku jk fiajd 
lÜg, y÷kd.ekSula SSID úldYkh lrhs' Wmdx. 
y÷kd .ekSug iy cd,hg iïnkaO ùug fuu 

SSID Ndú;d lrhs' 
 

Security Management 
wdrlaIl l<ukdlrKh 
Access points often support various security 

protocols, such as WPA3 (Wi-Fi Protected 

Access 3) or WPA2, to encrypt data transmitted 

over the wireless network and prevent 

unauthorized access. 
/yeka rys; cd,h yryd iïfm%aIKh jk o;a; 
ixfla;kh lsÍug iy wkjirfhka m%fõY ùu 
je<elaùug m%fõY ia:dk fndfyda úg WPA3  (Wi-

Fi wdrlaIl m%fõY 3& fyda WPA2 jeks úúO 
wdrlaIl fm%dfgdaflda, i|yd iyh olajhs' 
 

How Access Point Works 

Access Point l % shdldÍ;ajh 
 
1. The access point generates and transmits a 

wireless signal over a certain frequency (usually 

2.4 GHz or 5 GHz bands). This signal covers a 

specific area, creating a wireless network within 

that range. 
m%fõY ,laIHh hï ixLHd;hla ^idudkHfhka ^2'4 
GHz fyda 5 GHz l,dm& yryd /yeka rys; 
ix{djla ckkh lr iïfm%aIKh lrhs' fuu 
ix{dj ksYaÑ; marfoaYhla wdjrKh lrhs" tu 
mrdih ;=< /yeka rys; cd,hla ks¾udKh lrhs' 
 

2. Wireless devices scan for available networks 

by detecting SSIDs broadcasted by access 

points. When a device selects an SSID, it sends 

a connection request to the access point. 
/yeka rys; Wmdx. m%fõY ia:dk u.ska úldYkh 
lrk ,o SSID y÷kd .ekSfuka mj;sk cd, i|yd 
mßf,dalkh lrhs' Wmdx.hla SSID tlla 
f;dard.;a úg" th m%fõY ia:dkhg iïnkaO;d 
b,a,Sula hjhs' 
 

3. The access point authenticates the device 

using security protocols like WPA3/WPA2, and 

once authenticated, it allows the device to join 

the network. 

msúiqï ia:dkh ^WPA3/WPA2& jeks wdrlaIl 
fm%dfgdaflda, Ndú;fhka Wmdx.h i;Hdmkh 
lrhs" iy i;Hdmkh l< miq" th Wmdx.hg 
cd,hg iïnkaO ùug bv i,ihs' 
 

4. When a connected device sends data (such as 

a web request), the access point receives the 

data wirelessly, converts it into a format suitable 

for the wired network, and forwards it through 

the Ethernet connection to the router or other 

network devices. 
iïnkaê; Wmdx.hla o;a; hjk úg ^fjí 
b,a,Sula jeks&" m%fõY ,laIHh /yeka rys;j o;a; 
,nd .kS" th /yeka.; cd,hg iqÿiq wdlD;shla 
njg mßj¾;kh lrhs" iy B;¾fkÜ 
iïnkaO;djh yryd rjqgrhg fyda fjk;a cd, 
Wmdx. fj; fhduq lrhs' 
 

5.Conversely, when data is sent to the wireless 

device from the network, the access point 

receives the data via the wired connection, 

converts it into wireless signals, and transmits it 

to the appropriate device. 
wfkla w;g" cd,fhka /yeka rys; Wmdx.h fj; 
o;a; hjk úg" msúiqï ia:dkh /yeka.; 
iïnkaO;djh yryd o;a; ,nd .kS" th /yeka 
rys; ix{d njg mßj¾;kh lr iqÿiq Wmdx.hg 
iïfmIKh lrhs' 
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Types of Access Points 

m%fõY ia:dk j¾. 
 

1. By Integration  
tAldnoaO;djh wkqj 

 

• Standalone (Independent) Access Point 
iajdëk m%fõY ,laIHh 

A dedicated device that only provides Wi-Fi 

and connects to a router or switch using an 

Ethernet cable, commonly used in offices, 

schools, and campuses. 

Wi-Fi myiqlu muKla imhk iy B;¾fkÜ 
flan,hla Ndú;fhka rjqgrhlg fyda iaúphlg 
iïnkaO jk fjkuu Wmdx.hls' fuh 
idudkHfhka ld¾hd," mdi,a iy úYajúoHd, 
mßY%hkays Ndú; fõ' 
 

• Built-in (Integrated) Access Point 
ldjeoa¥ m%fõY ,laIHh 

An access point built into another device, 

usually a wireless router, commonly used in 

homes and small offices. 
fjk;a Wmdx.hla ^idudkHfhka /yeka rys; 
rjqgrhla& ;=<u ksmojd we;s m%fõY ,laIHhls' 
fuh idudkHfhka ksjdi iy l=vd ld¾hd,j, 
Ndú; fõ' 
 

2. By Installation 
ia:dmkh wkqj  

 

• Indoor Access Point 
.Dyia: m%fõY ,laIHh 

Designed for indoor environments such as 

homes, offices, and schools. 
ksjdi" ld¾hd, iy mdi,a jeks .Dyia: mßirhka 
i|yd ie,iqï lr we;' 
 

• Outdoor Access Point 
ndysr m%fõY ,laIHh 

Weatherproof and designed for outdoor areas 

such as campuses, parks, and stadiums. 
foaY.=‚l úm¾hdihkag Tfrd;a;= fok f,i" 
úYajúoHd, mßY%" WoHdk iy l%Svdx.K jeks 
t<suyka ia:dk i|yd ie,iqï lr we;' 
 

 

 

 

 

 

 

 

 

 

 

3. By Frequency Band 
ixLHd; l,dmh wkqj  

 

• Single-Band Access Point 
;ks l,dm m%fõY ,laIHh 

Supports only one frequency band, typically 

2.4 GHz. 

idudkHfhka 2.4 GHz jk tla ixLHd; 
l,dmhlg muKla iyh olajhs' 
 

• Dual-Band Access Point 
oaú;aj l,dm m%fõY ,laIHh 

Supports both 2.4 GHz and 5 GHz frequency 

bands. 

2.4 GHz iy 5 GHz hk ixLHd; l,dm folgu 
iyh olajhs' 
 

• Tri-Band Access Point 
;%s;aj l,dm m%fõY ,laIHh 

Supports three frequency bands, typically 2.4 

GHz with two 5 GHz bands or 2.4 GHz, 5 GHz, 

and 6 GHz in newer models. 
ixLHd; l,dm ;=klg iyh olajhs' idudkHfhka 
2.4 GHz iuÕ 5 GHz l,dm folla fyda" kùk 
udÈ,sj, 2.4 GHz, 5 GHz, iy 6 GHz l,dm fï 
i|yd we;=<;a fõ' 
 

4. By Power Source 
n,Yla;s m%Njh wkqj  

 

• Standard Access Point 
iïu; m%fõY ,laIHh 

Powered using a separate power adapter. 

fjku Power Adapter Ndú;fhka úÿ,sh ,nd 
.kS' 
 

• PoE (Power over Ethernet) Access Point 

PoE (Power over Ethernet) m%fõY ,laIHh 

Receives both power and data through a 

single Ethernet cable and is widely used in 

enterprise networks. 
tla B;¾fkÜ flan,hla yryd úÿ,sh iy o;a; 
hk folu ,nd .kakd w;r fuh wdh;ksl cd, 
;=< nyq,j Ndú; fõ' 
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Gateway 
fodrgq uÕ 

 

A gateway is a software or networking device that 

connects networks, which allows devices on one 

network to communicate with devices on a 

different technology network. 
fodrgq uÕla hkq úúO ;dlaIKsl cd,hka tlsfklg 
iïnkaO lrk iy tla cd,hl we;s Wmdx.j,g 
wfkla cd,fha we;s Wmdx. iuÕ ikaksfõokh lsÍug 
bv i,ik cd,lrK Wmdx.hla fyda uDÿldx.hls 
 
Most gateways are hardware devices, while 

software gateways are rare. 
fndfyda fodrgq ux oDVdx. Wmdx. jk w;r" 
iuyrla uDÿldx. u; mokï jQ tajd fõ' 
 
How a Gateway Works 
fodrgq uÕl l%shdldÍ;ajh 
 

1. A device needs to sends data to a destination 

outside its local network.  

Wmdx.hlg tys ia:dkSh cd,fhka msg; msysá 
.ukdka;hla fj; o;a; heùug wjYH fõ 

 

2. The device forwards the data to its default 

gateway.  

tu Wmdx.h úiska wod< o;a; ;ukaf.a fmrksñ 
oajdrh fj; fhduq lrhs' 

 

3. The gateway examines the destination 

address.  

oajdrh uÕska tu o;a; ,eìh hq;= .ukdka; 
,smskh mÍlaId lrhs' 

 

4. If necessary, it translates protocols or data 

formats.  

wjYH;djh wkqj" th cd, kshudj,s fyda o;a; 
wdlD;s tlsfklg mßj¾;kh lrhs' 

 

5. The gateway forwards the data to the 

appropriate external network.  

bkamiq oajdrh uÕska tu o;a; wod< ndysr 
cd,h fj; bÈßhg fhduq lrhs' 

 

6. The destination network receives and 

processes the request.  

.ukdka; cd,h fj; fuu o;a; ,efnk w;r 
th wod< b,a,Su l%shdjg kxjhs' 

 

7. The response returns through the gateway to 

the original device. 

,efnk m%;spdrh kej;;a oajdrh yryd uq,a 
Wmdx.h fj;u .,d ths' 

 

 

Default Gateway 
fmrksñ fodrgq uÕ 
 

A default gateway is the network device (usually a 

router or gateway) that forwards data from a local 

network (LAN) to other networks, such as the 

Internet, when the destination is outside the local 

network. 
fmrksñ fodrgq uÕla hkq o;a; ,eìh hq;= 
.ukdka;h, ia:dkSh cd,fhka msg; msysgd we;s úg" 
tu o;a; ia:dkSh cd,fha isg wka;¾cd,h jeks 
fjk;a ndysr cd, fj; bÈßhg fhduq lrk cd,lrK 
Wmdx.hls ^idudkHfhka rjqgrhla fyda oajdrhla&' 
 

Characteristics of a Gateway 
fodrgq uÕl ,laIK  
 

Links networks that use different technologies, 

architectures, or protocols.  
úúO ;dlaIKhka" jHqyhka fyda kshudj,s  Ndú;d 
lrk cd,hka tlsfklg iïnkaO lrhs' 
 

Can translate data between different 

communication protocols when required.  
wjYH wjia:dj,§ úúO ikaksfõok fm%dfgdaflda, 
w;r o;a; mßj¾;kh l< yelsh' 
 

May function at several OSI layers, including the 

Application Layer.  

fhÿï ia:rh we;=¿j OSI ia:r lsysmhlu 
l%shd;aul úh yelsh' 
 

Serves as the point through which traffic enters or 

leaves a network.  
cd,hlg o;a; .ukd.ukh we;=¿ jk fyda bka 
msgjk m%Odk ia:dkh f,i fiajh lrhs' 
 

Can connect LANs, WANs, the Internet, and other 

types of networks.  

LAN" WAN" wka;¾cd,h iy fjk;a ´kEu j¾.hl 
cd,hka tlsfklg iïnkaO l< yelsh' 
 

Analyzes traffic and determines the appropriate 

way to forward or translate data.  
o;a; .ukd.ukh úYaf,aIKh lr" o;a; bÈßhg 
fhduq lsÍug fyda mßj¾;kh lsÍug iqÿiqu l%uh 
;SrKh lrhs' 
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Types of Gateways 
fodrgq ux j¾. 

 

Network Gateway 
cd, fodrgq uÕ  
Connects different networks (most common).  
úúO cd,hka tlsfklg iïnkaO lrhs ^jvd;au 
fmdÿ j¾.hhs&' (IPv4 → IPv6) 
 
Internet Gateway  
wka;¾cd, fodrgq uÕ  
Connects a LAN to the Internet.  
ia:dkSh cd,hla wka;¾cd,h iuÕ iïnkaO 
lrhs' (ISP/ Wi-Fi Router) 

 

VoIP Gateway  

VoIP fodrgq uÕ  
Converts voice calls between telephone and IP 

networks.  

ÿrl:k cd, iy IP cd, w;r y~ weu;=ï 
tlsfklg mßj¾;kh lrhs 
 

Cloud Gateway  
j,dl=¿ fodrgq uÕ   
Connects on-premises systems with cloud 

services.  
wdh;kh ;=< we;s moaO;s j,dl=¿ fiajdjka iuÕ 
iïnkaO lrhs' 
 

IoT Gateway  

IoT fodrgq uÕ  
Connects IoT devices to networks or cloud 

platforms.  

IoT Wmdx." cd,hka fyda cloud platforms iuÕ 
iïnkaO lrhs' (Zig bee) 

 

Email Gateway   
úoHq;a ;eme,a fodrgq uÕ  
Filters and routes email traffic. 
úoHq;a ;eme,a .ukd.ukh fmÍu iy .uka u. 
;SrKh lsÍu isÿ lrhs

 

Difference Between Gateway and Router 
fodrgq uÕ  iy rjqgrh w;r fjki' 
 

• Although a router and a gateway are different devices, a router often acts as a gateway in home 

and office networks. 

rjqgrhla iy fodrgq uÕla hkq tlsfklg fjkia Wmdx. folla jqjo" ksjdi iy ld¾hd,Sh cd,hkays 
rjqgrhla fndfyda úg fodrgq uÕla f,i l%shd lrhs' 

 

• All routers are gateways, but they can also route between internal networks 

ish¨ u rjqgr fodrgq ux jk kuq;a" tajdg wNHka;r cd, w;r o;a; ud¾..; lsÍu o isÿ l< yelsh' 
 

• All gateways are not routers. It’s a device or software that when protocol translation or format 

conversion is involved  

ish¨ u fodrgq ux rjqgr fkdfõ' th fm%dfgdaflda, mßj¾;kh fyda o;a; wdlD;s mßj¾;kh we;=<;a jk 
wjia:dj,§ Ndú; jk Wmdx.hla fyda uDÿldx.hls 
 
 

Gateway Router 

Connects different networks and may translate 

protocols. 
úúO cd,hka tlsfklg iïnkaO lrk w;r 
kshudj,s mßj¾;kh l< yelsh'  

Connects networks that usually use the same 

protocol (IP). 
tlu kshudj,shla Ndú;d lrk cd,hka tlsfklg 
iïnkaO lrhs'  

May include routing, NAT, firewall, VPN, and 

proxy functions.  

Routing" NAT" firewall" VPN iy proxy ld¾hhka 
we;=<;a úh yelsh'  

Primarily forwards packets between networks. 
uQ,sl jYfhka cd,hka w;r o;a; melÜgq bÈßhg 
fhduq lsÍu isÿ lrhs'  

Can operate at multiple OSI layers. 

OSI ia:r lsysmhlu l%shd;aul úh yelsh'  

Primarily operates at the Network Layer (Layer 3). 
uQ,sl jYfhka cd, ia:rfha l%shd;aul fõ'  
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Network Topologies 
cd, ia:, úoHdj 
 

Network topology refers to the arrangement of 

different elements like nodes, links, and devices in 

a computer network. 

cd, ia:, úoHdj hkq mß.Kl cd,hl we;s nodes, 

links iy Wmdx. jeks úúO uQ,dx. ieliSuhs' 
 

It defines how these components are connected 

and interact with each other. 
fuu ixrpl tlsfkl iïnkaO ù wka;¾l%shd lrk 
wdldrh thska ks¾jpkh lrhs' 
 

1.Point to Point Topology  / ir, ia:,lh 
  (Simple Topology) 

 

 

 

 

 

 

 

 

The simplest type of network topology in which 

two devices are directly connected to each 

other through a dedicated communication link. 

Each device's network interface connects 

directly to the other device, with no 

intermediate networking devices. 
Wmdx. folla" ioyd ikaksfõok ine¢hla yryd 
tlsfklg iDcqju iïnkaO jk ir,u cd, ia:,l  
j¾.h fuhhs' fuys§ lsisÿ w;rueÈ cd,lrK 
Wmdx.hlska  f;drj" tla tla Wmdx.fha cd, 
w;=reuqyqK; wfkla Wmdx.h fj; iDcqju 
iïnkaO fõ' 
 

The connection can be established using either 

wired media (such as Ethernet, fiber-optic, or serial 

cables) or wireless technologies (such as 

Bluetooth, Wi-Fi Direct, or microwave links).  

fuu iïnkaO;djh /yeka iys; udOH ^Ethernet" 
*hsn¾ Tmaála fyda iSßh,a flan,a jeks& fyda /yeka 
rys; ;dlaIKhka ^Bluetooth" Wi-Fi Direct& fyda 
uhsfl%dafõõ ine¢ jeks& Ndú;fhka ia:dmkh l< 
yel' 
 

To Establish a Simple Topology  
ir, ia:,lhla ia:dmkh lsÍug 
 
• 2 Devices / Wmdx. 2la 

• 2 NICs (one for each device) /cd, w;=reuqyqK;a 

ldâm;a 2la ^iEu Wmdx.hlgu tl ne.ska& 

• 1 Dedicated Communication Link (wired or 

wireless) 

1 ikaksfõok ine¢hla ^/yeka iys; fyda /yeka 
rys;& 

Examples / WodyrK: 

• A computer directly connected to a network 

printer. 

cd, uqøK hka;%hlg iDcqju iïnkaO lr we;s 
mß.Klhla' 

• Two computers connected using an Ethernet 

cable. 

t;¾fkÜ flan,hla Ndú;fhka iïnkaO lr we;s 
mß.Kl folla' 

• A Bluetooth connection between a laptop and a 

smartphone. 

,emafgdma mß.Klhla iy iaud¾Ü cx.u 
ÿrl:khla w;r we;s íÆgQ;a iïnkaO;djhla' 

 

Advantages of Point-to-Point Topology 
ir, ia:, úoHdfjys jdis 
 

Has a simple structure because only two devices 

are connected. 
fuys we;af;a Wmdx. folla muKla neúka" fuys 
ie,iqu f;areï .ekSug b;d myiqh' 
 

Requires only one direct communication link, 

making installation easy. 
Wmdx. fol w;r wjYH jkafka tla iDcq 
iïnkaO;djhla mu‚' 
 

Uses minimal hardware and cabling, resulting in 

a low setup cost. 
wju oDvdx. iy flan,a m%udKhla wjYH jk 
neúka fuh úhoï wvqh' 
 

Provides fast communication since data travels 

directly between devices. 
ine¢h ;=< Wmdx. folla muKla we;s neúka 
o;a; yqjudrej fõ.j;a fõ' 
 

Offers better security because the dedicated 

link is not shared with other devices. 
fjk;a lsisÿ Wmdx.hla fuu ine¢h yjqf,a Ndú; 
fkdlrk neúka" o;a; msg;g ksrdjrKh ùfï 
bvlv wvqh' 
 

Eliminates data collisions as only two devices 

use the communication channel.  
ikaksfõokh lrkafka Wmdx. folla muKla 
neúka" o;a; tlsfkl .eàfï wjia:djla fkdue;' 
 

Makes fault detection easier due to the 

presence of a single communication path. 
mj;skafka tla iïnkaO;djhla muKla neúka" 
.eg¨ b;d blaukska y÷kd.; yel' 
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Ensures reliable communication through a 

dedicated connection between devices. 
;udgu fjka jQ ine¢hla uÕska ia:djr iy tAldldÍ 
ikaksfõokhla iy;sl lrhs' 
 

Disadvantages of Point-to-Point Topology 
ir, ia:, úoHdfjys wjdis 
 

Supports communication between only two 

devices, limiting network size. 
Wmdx. folla w;r muKla ikaksfõokhg iydh 
olajk neúka cd,fha m%udKh iSud fõ' 
 

Cannot be scaled as additional devices require 

separate connections. 
w;sfral Wmdx. ioyd fjku iïnkaO;d wjYH jk 
neúka mßudKh l, fkdyel 
 

Is not suitable for large networks due to its limited 

connectivity. 
mj;sk iSñ; iïnkaO;djh fya;=fjka úYd, cd, 
i|yd iqÿiq fkdfõ' 
 

Restricts resource sharing to only the two 

connected devices. 
iïm;a fnod.ekSu iïnkaê; Wmdx. folg muKla 
iSud lrhs' 
 

Stops communication completely if the 

communication link fails. 
ikaksfõok ine¢h ì| jegqKfyd;a ikaksfõokh 
iïmQ¾Kfhkau k;r fõ' 
 

 

2. Bus Topology 
nia ia:,lh 

 

Bus Topology is a network type in which every 

computer and network device is connected to a 

single cable. 
nia ia:, úoHdj hkq iEu mß.Klhlau iy cd, 
Wmdx.hlau ;ks flan,hlg iïnkaO lr we;s cd, 
j¾.hls' 
 
 

 

 

 

 

 

 

 

 

 

 

Bus topologies commonly use coaxial cables. 
nia ia:,lhl idudkHfhka iudxIl /yeka Ndú;d 
lrhs' 

Since all devices use the same communication 

channel, they belong to a single collision domain.  
ish¨u Wmdx. tlu ikaksfõok kd,sldj  Ndú; 
lrk neúka" tAjd ;ks .egqï jiulg wh;a fõ' 
 
As a result, if two devices transmit data 

simultaneously, a collision may occur, affecting 

network performance.  
tys m%;sM,hla f,i" Wmdx. folla tljr o;a; 
iïfm%aIKh l<fyd;a" o;a; tlsfkl .eàula isÿ úh 
yels w;r" th cd,fha l%shdldÍ;ajhg n,mdhs' 
 

Terminators are installed at both ends of the 

backbone cable to absorb signals and prevent 

signal reflection, which could disrupt network 

communication. 
cd, ikaksfõokhg ndOd we;s l< yels ix{d 
mrdj¾;kh je<elaùu iy ix{d wjfYdaIKh lr 
.ekSu i|yd m%Odk flan,fha fofl<jrgu w.%ia: 
^terminators& iú lr we;' 
 
To Establish a Bus Topology  
nia ia:,lhla ia:dmkh lsÍug  
 
• n Devices / Wmdx. n m%udKhla 

• n NICs (one for each device) / cd, w;=reuqyqK;a 

m;a n m%udKhla ^iEu Wmdx.hlgu tl ne.ska& 

• 1 Backbone Cable / 1 m%Odk flan,hla 

• n, T-Connectors (T-Junctions)   

T-ikaê  n m%udKhla 
• n Drop Lines / /yeka n m%udKhla 

• 2 Terminators (one at each end of the backbone 

cable) / w.%ia: 2la ^m%Odk flan,fha fofl<jrgu 
tl ne.ska& 

 

Minimum Number of Computer/ wju mß.Kl 
ixLHdj: 3 or more / 3 fyda jeämqr 

Maximum Number of Computers/ Wmßu 
mß.Kl ixLHdj: Depends on the network 

standard and cable type. / cd, m%ñ;sh iy flan,a 
j¾.h  u; r|d mj;S' 
 

CSMA/CD 

To reduce the impact of collisions, networks use 

Carrier Sense Multiple Access with Collision 

Detection (CSMA/CD).  
o;a; .eàïj, n,mEu wju lsÍu i|yd" cd, uÕska 
Carrier Sense Multiple Access with Collision 

Detection (CSMA/CD) hdka;%Kh Ndú; lrkq ,nhs' 
 
Examples WodyrK 

• A small office network / l=vd ld¾hd, cd,hla' 
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Connecting Devices Using a BNC T-Connector 

BNC T-iïnkaOlhla Ndú;fhka Wmdx. iïnkaO 
lsÍu 
 

 

 

 

 

 

 

 

 

 

 

The main coaxial cable acts as the backbone and 

connects all devices in the network. 
m%Odk iudxIl flan,h m%Odk cd, /yek 
^backbone& f,i l%shd lrk w;r cd,fha we;s ish¨u 
Wmdx. tlsfklg iïnkaO lrhs' 
 

A BNC T-connector is inserted into the backbone 

cable at each device connection point. 
iEu Wmdx. iïnkaOl ,laIHhl§u m%Odk flan,hg 
BNC T-iïnkaOlhla we;=¿ lrkq ,efí' 
 

The two horizontal ports of the T-connector 

connect to the backbone cable, allowing data to 

travel along the bus. 

T-iïnkaOlfha we;s ;sria flfjks fol m%Odk 
flan,hg iïnkaO jk w;r" tuÕska o;a; cd,h 
Èf.a .uka lsÍug bv i,ihs' 
 

The vertical port connects to the device's Network 

Interface Card (NIC), enabling the device to send 

and receive data. 
tys isria flfjks Wmdx.fha cd, w;=reuqyqK;a m;g  
iïnkaO jk w;r" tuÕska Wmdx.hg o;a; heùug 
iy ,nd .ekSug yelshdj ,efnhs' 
 

Advantages of Bus Topology 
nia ia:, úoHdfjys jdis 
 

Has a low installation cost because it requires 

fewer networking components and less cabling. 
wju cd,lrK ixrpl iy wvq flan,a m%udKhla 
wjYH jk neúka ia:dmk msßjeh wvqh' 
 

Has a simple structure, making it easy to 

understand, install, and configure.  
ir, jHqyhla mj;sk neúka f;areï .ekSug" 
ia:dmkh lsÍug iy úkHdi lsÍug myiqh' 
 

Does not require a central networking device such 

as a hub or switch for communication. 
ikaksfõokh i|yd yí fyda iaúÉ jeks uOHu 
cd,lrK Wmdx.hla wjYH fkdfõ' 
 

Is suitable for temporary networks because it can 

be set up and removed quickly. 
b;d blaukska ieliSug iy bj;a lsÍug yels neúka 
;djld,sl cd, i|yd iqÿiq fõ' 
 

Allows new devices to be connected easily by 

attaching them directly to the backbone cable. 
Wmdx. iDcqju m%Odk flan,hg iïnkaO lsÍu uÕska 
kj Wmdx. myiqfjka tla lsÍug bv i,ihs' 
 

Other devices can continue communicating if one 

device fails.  
tla Wmdx.hla wl%sh jqjo" wfkla Wmdx.j,g È.gu 
ikaksfõokh l< yel' 
 
Disadvantages of Bus Topology 
nia ia:, úoHdfjys wjdis 
 

If the main cable is damaged, communication 

stops for all devices.  
m%Odk flan,hg ydks jqjfyd;a" ish¨u Wmdx.j, 
ikaksfõokh k;r fõ 
 

Experiences reduced performance as network 

traffic increases because all devices share the 

same communication channel.  
ish¨u Wmdx. tlu ikaksfõok kd,sldj  yjqf,a 
Ndú; lrk neúka" cd, ;onoh jeä jk úg 
l%shdldÍ;ajh wvq fõ' 
 

Makes fault isolation difficult because identifying 

the source of a problem can be challenging.  
.eg¨jla we;s jQ uQ,dY%h y÷kd.ekSu wNsfhda.d;aul 
úh yels neúka" fodaI fjkalr y÷kd.ekSu wmyiq 
lrhs' 
 
Has a limited cable length, restricting the 

maximum distance over which devices can 

communicate.  
iSñ; flan,a È.la mj;sk neúka" Wmdx.j,g 
ikaksfõokh l< yels Wmßu ÿr iSud fõ' 
 

Supports only a limited number of devices before 

network performance begins to degrade. 
cd,fha l%shdldÍ;ajh ì| jeàug fmr iydh olajkq 
,nkafka iSñ; Wmdx. ixLHdjlg mu‚' 
 

Provides lower security because data transmitted 

on the shared cable can potentially be accessed 

by other devices.  
fmdÿ flan,h yryd iïfm%aIKh jk o;a;j,g 
fjk;a Wmdx. uÕska m%fõY ùfï yelshdj mj;sk 
neúka wvq wdrlaIdjla imhhs' 
 

Makes troubleshooting more difficult as the 

network grows larger and more complex. 
cd,h úYd, iy ixlS¾K jk úg fodaI ksrdlrKh 
jvd;a wmyiq lrhs' 
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Is not suitable for large networks because 

performance and reliability decrease as the 

number of devices increases. 
Wmdx. ixLHdj jeä jk úg l%shdldÍ;ajh iy 
úYajikSh;ajh wvq jk neúka úYd, cd, i|yd 
iqÿiq fkdfõ' 

 

3. Ring Topology 
jguh ia:,lh 
 

In a Ring Topology, it forms a ring connecting 

devices with exactly two neighboring devices. 
jguh ia:, úoHdj ;=<" th yßhgu wi,ajeis 
Wmdx. folla iuÕ Wmdx. iïnkaOl j<,a,la 
idohs' 
 

 

 

 

 

 

 

 

 

 

 

 

Each device acts as a repeater by receiving data 

from one device and forwarding it to the next 

device in the ring. 
tla Wmdx.hlska o;a; ,ndf.k th j<,af,a we;s 
B<Õ Wmdx.h fj; fhduq lsÍu uÕska iEu 
Wmdx.hlau mqkrdj¾;lhla ^repeater& f,i l%shd 
lrhs' 
 
All devices in the ring belong to a single 

collision domain.  
j<,af,a we;s ish¨u Wmdx. ;ks .egqï jiulg 
wh;a fõ'  
 

The data flows in one direction, it is 

unidirectional, but it can be made bidirectional 

by having 2 connections between each Network 

Node, it is called Dual Ring Topology. 
o;a; tla ÈYdjlg .,d hhs" th tAl ÈYdkq.; fõ" 
kuq;a tla tla cd, Nodes w;r iïnkaO;d 2la 
;sîfuka th oaúmd¾Yaúl njg m;a l< yelsh" th 
oaúuh jguh ia:,l f,i ye¢kafõ' 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To Establish a Ring Topology  
j<¨ ia:,lhla ia:dmkh lsÍug 
 
• n Devices / Wmdx. n m%udKhla 

• n NICs (with each having two ports) / cd, 

w;=reuqyqK;a m;a n m%udKhla ^iEu Wmdx.hlu 
flfjks fol ne.ska mj;sk&  

• n Communication Links connecting each 

device to its neighboring devices  

tla tla Wmdx.h tys wi, we;s Wmdx. fj; 
iïnkaO lrk ikaksfõok ine¢  n m%udKhla 
 

To Establish a Dual Ring Topology 
oaú;aj j<¨ ia:,lhla ia:dmkh lsÍug 
 
A secondary ring is added alongside the 

primary ring, and each device is connected to 

two neighboring devices through both rings. 

The secondary ring provides an alternative 

communication path if the primary ring fails. 
m%d:ñl j<,a,g  wu;rj oaú;Shsl j<,a,la  tla 
lrkq ,nk w;r" iEu Wmdx.hlau j<¨ folu 
yryd wi, we;s Wmdx. follg iïnkaO fõ' 
m%d:ñl j<,a, ì| jegqKfyd;a" oaú;Shsl j<,a, 
uÕska úl,am ikaksfõok ud¾.hla imhhs 
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Legacy implementation of ring topology 
j<¨ ia:,lfha mrK l%shd;aul lsÍï 
 

A Multistation Access Unit (MAU) with n ports 

is used to connect n devices through n cables. 

Although the devices are physically connected 

in a star topology, the MAU internally forms a 

logical ring and enables token passing 

communication between the devices. 

flfjks n m%udKhla iys; nyq-m%;sia:dmk m%fõY 
tAllhla " flan,a n m%udKhla yryd Wmdx. n 
m%udKhla iïnkaO lsÍug Ndú; lrhs' fuu 
Wmdx. fN!;slj ;re ia:,lhlg  iïnkaO ù 
;snqKo" MAU Wmdx.h wNHka;rj ;d¾lsl 
j<,a,la idok w;r Wmdx. w;r fgdalk yqjudre 
ikaksfõokh isÿ lsÍug bv i,ihs' 
 

 

 

 

 

 

 

 

 

 

 

 

 

Examples / WodyrK 

• IBM Token Ring networks 

• Metropolitan Area Networks (MANs) 

• Fiber Distributed Data Interface (FDDI) 

networks 

 

Operations of Ring Topology 
jguh ia:,lfhys fufyhqï 
 

A special packet called a token continuously 

circulates around the ring. 

fgdalkh ^token& kñka ye¢kafjk úfYaI 
melÜgqjla j<,a, jgd wLKavj ixirKh fõ' 
 

A device must possess the token before it can 

transmit data. 
Wmdx.hlg o;a; iïfm%aIKh lsÍug fmr tu 
Wmdx.h i;=j fgdalkh ;sìh hq;=h' 
 

Once the token is obtained, the device 

transmits its data to the intended destination. 
fgdalkh ,nd .;a miq" Wmdx.h úiska tys o;a; 
wod< .ukdka;h fj; iïfm%aIKh lrhs' 
 

 

Only one device can hold the token at a time, 

preventing data collisions. 
o;a; tlsfkl .eàu je<elaùu i|yd" tla jrlg 
fgdalkh r|jd ;nd .; yelafla tla Wmdx.hlg 
mu‚' 
 

When no device has data to send, the token 

continues circulating around the ring. 
lsisÿ Wmdx.hlg heùug o;a; fkdue;s úg" 
fgdalkh È.gu j<,a, jgd ixirKh fõ' 
 
Token Release Techniques 
fgdalk uqod yeÍfï Ys,amSh l%u 
 

Early Token Release (ETR) – The token is released 

immediately after data transmission begins, 

improving network efficiency. 

mQ¾j fgdalk uqod yeÍu  – o;a; iïfm%aIKh wdrïN 
jQ jydu fgdalkh uqod yßkq ,nk w;r" tuÕska 
cd,fha ld¾hlaIu;djh jeä ÈhqKq fõ' 
 

Delayed Token Release (DTR) – The token is 

released only after the transmitted data returns to 

the sender or acknowledgment is received. 

m%udÈ; fgdalk uqod yeÍu – fgdalkh uqod yßkq 
,nkafka iïfm%aIKh lrk ,o o;a; kej; tjkakd 
fj; meñŒfuka fyda ,enqKq njg iaÓr lsÍula 
,eîfuka miqj mu‚' 
 

Advantages of Ring Topology 
jguh ia:,lfhyS jdis 
 

Provides equal access to the network because 

every device receives the token in turn. 
iEu Wmdx.hlgu wkqms<sfj,ska fgdalkh ,efnk 
neúka" cd,h fj; iudk m%fõYhla ,nd fohs' 
 

Delivers predictable network performance due 

to controlled data transmission. 
md,kh lrk ,o o;a; iïfm%aIKh fya;=fjka" 
l,ska mqfrdal:kh l< yels cd, l%shdldÍ;ajhla  
,nd fohs' 
 

Maintains good performance even under heavy 

network traffic. 
wêl cd, ;onohla mj;sk úg mjd fyd| 
l%shdldÍ;ajhla mj;ajd .kS' 
 

Does not require a central networking device 

for communication. 
ikaksfõokh i|yd uOHu cd,lrK Wmdx.hla 
wjYH fkdfõ' 
 

Makes fault location easier than in a bus 

topology because data follows a defined path. 
o;a; ksYaÑ; ud¾.hla Tiafia .uka lrk neúka" 
nia ia:,lhlg jvd myiqfjka fodaI mj;sk ia:dk  
y÷kd.; yel' 
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Utilizes network bandwidth efficiently by 

allowing only one device to transmit at a time. 
tla jrlg o;a; iïfm%aIKh lsÍug bv ,nd 
fokafka tla Wmdx.hlg muKla neúka" cd, l,dm 
m<, ld¾hlaIuj Ndú; lrhs' 
 

Supports longer communication distances as 

each device regenerates and forwards signals. 
iEu Wmdx.hlau ix{d kej; W;amdokh lr 
bÈßhg fhduq lrk neúka" È.= ikaksfõok ÿrla 
i|yd iydh olajhs' 
 
 
Disadvantages of Ring Topology 
jguh ia:,lfhyS wjdis 
 

Can experience network disruption if a device 

fails or a communication link breaks. 
;ks j<¨ úkHdihl§ tla Wmdx.hla wl%sh 
jqjfyd;a fyda ikaksfõok ine¢hla ì| 
jegqKfyd;a cd,fha ì| jeàula isÿ úh yel' 
 

May require temporary network interruption 

when adding or removing devices. 
Wmdx. tl;= lsÍfï§ fyda bj;a lsÍfï§ 
;djld,slj cd,fha l%shdldÍ;ajh k;r lsÍug isÿ 
úh yel' 
 

Is more complex to install and configure than a 

bus topology. 
nia ia:,lhlg jvd ia:dmkh iy úkHdi lsÍu 
ixlS¾K fõ' 
 

Can make troubleshooting difficult in large ring 

networks. 
úYd, j<¨ cd,j, fodaI ksrdlrKh wmyiq úh 
yel' 
 

Involves higher installation costs than a bus 

topology. 
nia ia:,lhlg jvd jeä ia:dmk msßjehla oeÍug 
isÿ fõ' 
 

May experience increased transmission delays 

as the number of devices grows. 
Wmdx. ixLHdj jeä jk úg o;a; iïfm%aIK 
m%udohka  jeä úh yel' 
 

4. Star Topology 
;re ia:,l 
 

In Star Topology, all devices are connected to a 

central networking device such as a hub or 

switch. 
;re ia:, úoHdfjys ish¨u Wmdx. yí fyda iaúÉ 
jeks uOHu cd,lrK Wmdx.hlg iïnkaO lr we;' 
 

 

 

 

 

 

 

 

 

 

 

 

Typically implemented using RJ-45 connectors 

and twisted-pair cables connected to a hub or 

switch.  
idudkHfhka fuh l%shd;aul lrkq ,nkafka yí 
fyda iaúÉ  tllg iïnkaO lrk ,o RJ-45 
iïnkaOl iy weUreKq hq., flan,a Ndú;fhks' 
 

Although coaxial cables can be used, RJ-45 

based Ethernet cabling is the most common 

implementation. 
fï i|yd iudlaI flan,a Ndú; l< yels jqjo" 
jvd;au fmdÿ l%shd;aul lsÍu jkafka RJ-45 u; 
mokï jQ t;¾fkÜ flan,a Ndú;hhs' 
 
To Establish a Star Topology  
;re ia:,lhla ia:dmkh lsÍug 
 

• n Devices / Wmdx. n m%udKhla 

• n NICs (one for each device) / cd, w;=reuqyqK;a 

m;a n m%udKhla ^iEu Wmdx.hlgu tl ne.ska& 

• 1 Hub or Switch with at least n Ports wju 

jYfhka flfjks n m%udKhla iys; 1 yí fyda 
iaúÉ  Wmdx.hla 

• n Communication Cables  

ikaksfõok flan,a n m%udKhla 
 

Examples / WodyrK 

• Home networks connected through a Wi-Fi 

router./ Wi-Fi rjqgrhla yryd iïnkaO lr 
we;s ksfjiaj, mj;sk cd, 

• Office networks using Ethernet switches. 
t;¾fkÜ iaúÉ Ndú; lrk ld¾hd,Sh cd, 
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Advantages of Star Topology 
;re ia:, úoHdfjysS  jdis 
 

Simplifies installation and network management 

through a central networking device. 
uOHu cd,lrK Wmdx.hla Ndú; lsÍu ksid 
ia:dmkh iy cd, l<ukdlrKh ir, lrhs' 
 

Allows new devices to be added without affecting 

existing network connections. 
mj;sk cd, iïnkaO;dj,g ndOd fkdlr kj Wmdx. 
tl;= lsÍug bv i,ihs' 
 

Makes fault detection and troubleshooting easier 

because each device has a dedicated connection. 
iEu Wmdx.hlgu fjkajQQ iïnkaO;djhla mj;sk 
neúka" fodaI y÷kd.ekSu iy fodaI ksrdlrKh myiq 
lrhs' 
 

Prevents the failure of one device from affecting 

communication between other devices. 
tla Wmdx.hla wl%sh ùfuka wfkla Wmdx. w;r 
isÿjk ikaksfõokhg n,mEï we;sùu j<lajhs' 
 

Supports easy network expansion by connecting 

additional devices to the central device. 
uOHu Wmdx.hg wu;r Wmdx. iïnkaO lsÍu uÕska 
myiqfjka cd,h jHdma; lsÍug iydh olajhs' 
 

Supports a large number of devices when 

sufficient ports are available. 
m%udKj;a ;rï flfjks mj;sk úg úYd, Wmdx. 
ixLHdjlg iydh olajhs'  
 

Disadvantages of Star Topology 
;re ia:, úoHdfjysS  wjdis 
 
Requires a central networking device such as a 

hub or switch for operation. 
l%shdldß;ajh i|yd yí fyda iaúÉ jeks uOHu 
cd,lrK Wmdx.hla wjYH fõ' 
 

Causes the entire network to become unavailable 

if the central device fails. 
uOHu Wmdx.h wl%sh jqjfyd;a uq¿ cd,hu Ndú; 
lsÍug fkdyels ;;a;ajhg m;a fõ' 
 

Results in higher installation costs than bus 

topology due to additional hardware and cabling. 
w;sfral oDvdx. iy flan,a Ndú;h ksid nia 
ia:,lhg  jvd jeä ia:dmk msßjehla we;s fõ' 
 
Depends heavily on the performance and 

reliability of the central device. 
uOHu Wmdx.fha l%shdldÍ;ajh iy úYajikSh;ajh 
u; fnfyúka r|d mj;S' 
 

Requires a continuous power supply for the 

central networking device. 
uOHu cd,lrK Wmdx.h i|yd wLKav úÿ,s 
iemhqula wjYH fõ 

5. Mesh Topology 
neÈuh$oe,siuh cd, ia:,lh 
 
In a mesh topology, every device is connected 

to every other device via a particular channel.  
oe,siuh cd, ia:,lh ;=<" iEu Wmdx.hlau 
úfYaIs; kd,sldjla yryd wfkl=;a iEu 
Wmdx.hlgu iïnkaO fõ' 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

 

Suppose, the N number of devices are 

connected with each other in a mesh topology, 

the total number of ports that are required by 

each device is N-1. 

Wml%u N ixLHdj oe,siuh cd, ia:,lh ;=< 
tlsfkl iïnkaO ù we;ehs is;uq" tla tla 
Wmdx.hg wjYH jk uq¿ flfjks .Kk N-1 fõ' 
 
Suppose, N number of devices are connected 

with each other in a mesh topology, then the 

total number of dedicated links required (L) to 

connect them is, 

Wml%u N ixLHdjla oe,siuh cd, ia:,lh ;=< 
tlsfkl iïnkaO ù we;ehs is;uq" túg tAjd 
iïnkaO lsÍug wjYH ine¢ .Kk (L), 
 
To Establish a Mesh Topology  
oe,siuh ia:,lhla ia:dmkh lsÍug 
 
• n Devices / Wmdx. n m%udKhla 

• 1 NIC with (n − 1) Ports for each device 

iEu Wmdx.hla i|ydu flfjks n(n − 1)  
m%udKhla iys; 1 cd, w;=reuqyqK;a m;la 

• n(n − 1)/2 Communication Links 

ikaksfõok ine¢ n(n − 1)/2 .Kkla 
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Examples / WodyrK 
• Internet / wka;¾cd,h 

• Military communication networks / 

ñ,sgß$yuqod ikaksfõok cd, 

• Data center networks / o;a; uOHia:dk cd, 

• Wireless mesh networks / /yeka rys; fuIa 
cd, 

 

Advantages of Mesh Topology 
oe,siuh cd, ia:,lfhyS jdis 
 
Provides high reliability through multiple 

communication paths between devices. 
Wmdx. w;r nyqúO ikaksfõok ud¾. mej;Su 
fya;=fjka by< úYajikSh;ajhla ,nd fohs' 
 

Maintains network operation even when one or 

more communication links fail. 
ikaksfõok ine¢ tlla fyda lsysmhla ì| jegqK;a 
cd,fha l%shdldß;ajh wLKavj mj;ajd .kS' 
 

Offers multiple paths for data transmission, 

improving communication flexibility. 
o;a; iïfm%aIKh i|yd ud¾. lsysmhla ,nd fok 
neúka" ikaksfõok kuHYS,SNdjh jeä ÈhqKq lrhs' 
 

Eliminates single points of failure in a full mesh 

network. 
mQ¾K fuIa cd,hl ;ks ì|jeàï ,laIH 
iïmQ¾Kfhkau ke;s lr ouhs' 
 

Provides high security because dedicated links 

are used between devices. 
Wmdx. w;r lemjQ ine¢ Ndú; jk neúka by< 
wdrlaIdjla imhhs' 
 

Makes fault isolation easier due to direct 

device-to-device connections. 
Wmdx. w;r iDcq iïnkaO;d mj;sk neúka" fodaI 
fjkalr y÷kd.ekSu myiq lrhs' 
 

Supports simultaneous data transmission 

across multiple links. 
nyqúO ine¢ yryd tljr o;a; iïfm%aIKh 
lsÍug iydh olajhs' 
 

Is suitable for mission-critical applications that 

require continuous communication. 
wLKav ikaksfõokhla wjYH jk b;d jeo.;a iy 
;SrKd;aul ld¾hhka i|yd iqÿiq fõ' 

Disadvantages of Mesh Topology 
oe,siuh cd, ia:,lfhyS wjdis 
 

Involves high installation costs due to the large 

number of links required. 
wjYH jk ine¢ úYd, ixLHdj fya;=fjka by< 
ia:dmk msßjehla oeÍug isÿ fõ' 
 

Requires extensive cabling to establish direct 

connections between devices. 
Wmdx. w;r iDcq iïnkaO;d we;s lsÍu i|yd 
mq¿,a f,i flan,a t,Su ̂ extensive cabling& wjYH 
fõ' 
 

Increases network management complexity as 

the number of devices grows. 
Wmdx. ixLHdj jeä jk úg cd, l<ukdlrKfha 
ixlS¾K;ajh jeä fõ' 
 

Makes maintenance more difficult due to the 

large number of connections. 
iïnkaO;d úYd, ixLHdjla mj;sk neúka kv;a;= 
lghq;= jvd;a wmyiq fõ' 
 

Requires multiple network interfaces or ports 

on each device. 
iEu Wmdx.hlu nyqúO cd, w;=reuqyqK;a fyda 
flfjks ;sîu wjYH fõ' 
 

Requires more physical space for cabling and 

networking equipment. 
flan,a iy cd,lrK WmlrK i|yd jeä fN!;sl 
bvla wjYH fõ' 
 

Takes longer to deploy because every 

connection must be established and tested. 
iEu iïnkaO;djhlau ia:dmkh lr mÍlaId l< 
hq;= neúka" cd,h il%sh f,i fhoùug jeä 
ld,hla .;fõ' 
 

NOTE: 

In a full mesh topology, every device is directly 

connected to every other device in the network. 
mQ¾K oe,si ia:,lhl " cd,fha we;s iEu 
Wmdx.hlau wfkla ish¨u Wmdx. fj; iDcqju 
iïnkaO ù mj;S'  
 

In a partial mesh topology, only selected 

devices have direct connections to multiple 

devices. 
w¾O oe,si ia:,lhl kï" iDcq iïnkaO;d 
mj;skafka f;dard.;a Wmdx. lsysmhla w;r mu‚' 
 

   

102
ictfromabc.com



Mesh Topology Using Routers 
rjqgr Ndú;fhka oe,siuh ia:,lh 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Each router is directly connected to one or more 

other routers through dedicated 

communication links. 
iEu rjqgrhlau fjkajQ ikaksfõok ine¢ yryd 
fjk;a rjqgr tlla fyda lsysmhla fj; iDcqju 
iïnkaO ù mj;S' 
 

Switches are generally not used in mesh 

topologies because they behave as a single 

interconnected network and cannot provide the 

path redundancy and automatic rerouting 

required in a mesh network.  
iaúÉ uÕska l%shd lrkq ,nkafka ;ks wka;¾ 
iïnkaê; cd,hla f,i neúka iy oe,siuh 
cd,hlg wjYH jk ud¾. w;sßla;;djh fukau 
iajhxl%Shj fjk;a ud¾. Tiafia o;a; heùfï 
yelshdj ,nd §ug tAjdg fkdyels neúka" 
idudkHfhka oe,siuh ia:,l i|yd iaúÉ Ndú; 
fkdflfra' 
 

Routers can identify alternative paths and 

continue communication even when a link 

failure occurs. 
rjqgr uÕska úl,am ud¾. y÷kd.; yels neúka" 
ikaksfõok ine¢hla ì| jegqKfyd;a jqjo 
wLKavj ikaksfõokh mj;ajd f.k hdug tAjdg 
yelshdj mj;S' 

6. Hybrid Topologies 
fouqyqï ia:,l 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Hybrid Topology is a network topology that 

combines two or more different network 

topologies into a single network.  
fouqyqka ia:, úoHdj hkq tlsfklg fjkia cd, 
ia:, úoHdjka folla fyda lsysmhla tlu cd,hla 
f,i taldnoaO lrk cd, ia:, úoHdjls' 
 

It is designed to take advantage of the 

strengths of different topologies while reducing 

their limitations.  
úúO ia:, úoHdjkays we;s iSudjka$wjdis wju 
lr .ksñka" tajdfha we;s Yla;Ska iy jdis 
m%fhdackhg .; yels jk mßÈ fuh ie,iqï lr 
we;' 
 

Different sections of the network can use 

different topologies (such as Star, Bus, Ring, or 

Tree) based on their requirements.  
cd,fha wjYH;d u; mokïj tys úúO fldgia 
i|yd úúO ia:, úoHdjka ^;re" nia" ßka.a fyda 
jDlaI jeks& Ndú; l< yelsh' 
 

The connected topologies work together as one 

integrated network.  
fuf,i iïnkaO lrk ,o ia:, úoHdjka ish,a, 
tlu taldnoaO cd,hla f,i tlg tlaj l%shd 
lrhs' 
 

Hybrid topology provides high flexibility, 

scalability, and reliability, making it suitable for 

complex network environments.  
fouqyqka ia:, úoHdj uÕska by< kuHYS,S njla" 
moaO;sh m%idrKh lsÍfï yelshdjla iy 
úYajdikSh;ajhla ,nd fok neúka" th ixlS¾K 
cd, mßirhka i|yd fnfyúka iqÿiq fõ' 
 

It is commonly used in large organizations, 

universities, hospitals, data centers, and 

enterprise networks where different 

departments have different networking needs. 
úúO fomd¾;fïka;=j,g tlsfklg fjkia 
cd,lrK wjYH;d mj;sk úYd, ixúOdk" 
úYajúoHd," frday,a" o;a; uOHia:dk iy 
jHjidh cd,hkays fuh nyq,ju Ndú; fõ' 
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Types of Hybrid Topologies 
fouqyqqï ia:, j¾. 
 

Star-Bus Topology 

Multiple star networks connected through a 

common bus backbone.  
fmdÿ nia m%Odk ikaksfõok flan,hla yryd 
tlsfklg iïnkaO lrk ,o ;re cd, lsysmhl 
tl;=jls' 
 

Star-Ring Topology 

Several star networks connected in a ring for 

better reliability and management.  
jvd fyd| úYajdijka;Ndjhla iy 
l<ukdlrKhla i|yd jguh wdldrhg tlsfkl 
iïnkaO lrk ,o ;re cd, lsysmhls' 
 

Star-Mesh Topology 

Star networks interconnected using mesh links 

to provide high redundancy and fault tolerance.  
by< w;sßla;;djla iy fodaI bjiSfï yelshdjla 
,nd §u i|yd oe,siuh ine¢ Ndú;fhka 
tlsfklg iïnkaO lrk ,o ;re cd, fõ' 
 

Bus-Ring Topology 

Combines a bus backbone with a ring structure 

to connect different network segments.  
úúO cd, fldgia tlsfklg iïnkaO lsÍu i|yd 
nia m%Odk flan,hla iy jguh jHqyhla tlg 
tl;= lr ks¾udKh lrk ,oaols' 
 

Tree-Star Topology 

Multiple star networks connected in a 

hierarchical tree structure using core and 

distribution switches.  
m%Odk iy fnodyeÍfï iaúphka Ndú;d lrñka" 
Oqrdj,s jDlaI jHqyhlg tlsfklg iïnkaO lrk 
,o ;re cd, lsysmhls' 
 

Tree-Mesh Topology 

A tree topology enhanced with mesh 

connections between key switches for 

redundancy.  
w;sßla;;dj i|yd m%Odk iaúphka w;r oe,siuh 
ine¢ tla lrñka ;jÿrg;a ÈhqKq lrk ,o 
jDlaI cd, jHqyhls' 
 

Snowflake Topology 

An extended star (hierarchical) topology where 

secondary devices connect to additional 

devices, forming a snowflake-like structure.  
oaú;Shsl Wmdx. ;j;a w;sf¾l Wmdx. iuÕ 
iïnkaO fjñka" ysu msh,a,l yevh .kakd mßÈ 
úys§ hk" ÈhqKq lrk ,o ;re cd, jHqyhls' 
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Advantages of Hybrid Topology 
fouqyqqï ia:, úoHdfõ jdis 
 

Different topologies can be combined to meet 

specific network requirements.  
ksYaÑ; cd, wjYH;d imqrd,Su i|yd tlsfklg 
fjkia ia:, úoHdjka tlg taldnoaO l< yelsh' 
 

New devices or network segments can be 

added easily.  
kj Wmdx. fyda cd, fldgia b;d myiqfjka tl;= 
l< yelsh' 
 

Different topologies can be optimized for 

different tasks.  
úúO ld¾hhka i|yd úúO ia:, úoHdjka Wmßu 
M,odhS;djla ,efnk fia ielish yelsh' 
 

Disadvantages of Hybrid Topology 
fouqyqqï ia:, úoHdfõ wjdis 
 

Requires more networking devices and cabling.  
fï i|yd jeämqr cd,lrK Wmdx. iy flan,a 
wjYH fõ' 
 

Planning and configuring the network is more 

difficult.  
cd,h ie,iqï lsÍu iy úkHdi.; lsÍu jvd;a 
wmyiq fõ' 
 

Managing multiple topologies requires skilled 

administrators.  
tlsfklg fjkia ia:, úoHdjka lsysmhla 
l<ukdlrKh lsÍu i|yd olaI$m<mqreÿ cd, 
mßmd,ljreka wjYH fõ' 
 

Different topologies may need different 

networking equipment.  
úúO ia:, úoHdjka i|yd tlsfklg fjkia jQ 
cd,lrK WmlrK wjYH úh yelsh' 
 

Diagnosing issues across multiple topologies 

may take more time.  
úúO ia:, úoHdjka lsysmhla Tiafia mj;sk 
.eg¨ ksjerÈj y÷kd .ekSug jeä ld,hla .; 
úh yelsh' 
 

Poor integration between topologies can 

reduce efficiency. 
ia:, úoHdjka w;r mj;sk ÿ¾j, taldnoaO;dj 
fya;=fjka cd,fha ld¾hlaIu;dj wvq úh yelsh' 

7. Tree Topology 
rela wdldrfha cd, ia:,lh 
 

Tree Topology is a network topology that 

combines the Star and Bus topologies.  
jDlaI iajrEmS ia:, úoHdj hkq ;re iy nia ia:, 
úoHdjka foflys tl;=jla jk cd, ia:,lhls' 
 

Devices are organized into parent and child 

branches, similar to the branches of a tree.  

.il w;= jeks jQ" uõ iy ore YdLdj,g ^parent 

and child branches& wkqj fuys Wmdx. ixúOdkh 
lr we;' 
 

Data travels through the hierarchy, moving 

from the root to branches or vice versa.  
o;a; .uka lrkafka fuu Oqrdj,sh yryd jk 
w;r" tys§ o;a; uq, isg YdLd fj; fyda YdLdj, 
isg kej; uq, fj; .uka lrhs' 
 

It is commonly used in large organizations, 

campuses, schools, and enterprise networks 

where scalability and structured management 

are required. 
moaO;sh úYd, lsÍug we;s yelshdj iy jHqy.; 
l<ukdlrKh wjYH jk úYd, ixúOdk" 
úYajúoHd, mßY%" mdi,a iy jHjidh cd,hkays 
fuh fmdÿfõ Ndú; fõ' 
 

Structure of tree topology 
rela wdldrfha cd, ia:,lhl jHqyh 
 

A central root node (backbone or main hub) 

connects to secondary nodes. 
uOHu uQ, fkdavhla ^fld÷kdráh fyda m%Odk 

Hub tl& oaú;Shsl fkdav j,g iïnkaO fõ' 
 

Each secondary node can further connect to 

additional child nodes, forming branches. 
iEu oaú;Shsl fkdavhlgu w;sf¾l <ud fkdav 
j,g ;jÿrg;a iïnkaO fjñka YdLd ks¾udKh 
l< yel' 
 

Data flows through defined hierarchical paths 

from root to leaf nodes. 
o;a; uQ, fkdavfha isg m;% fkdav olajd ksYaÑ; 
OQrdj,s ud¾. yryd .,d hhs' 
 

There are two primary types of tree topology, 

distinguished by how the branches/segments 

are physically implemented. 
YdLd$LKav fN!;slj ia:dms; lr we;s wdldrh 
wkqj fjkalr y÷kd.; yels m%Odk rela 
wdldrfha cd, ia:,l j¾. folla we;' 
 

1. Bus-Based Tree Topology 
nia u; mokï jQ rela wdldrfha cd, ia:,lh 
 
2. Star-Based Tree Topology 
;re u; mokï jQ rela wdldrfha cd, ia:,lh 
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Bus-Based Tree Topology / nia wdldrh u; 
mokï jQ rela ia:,lh 

(Backbone Tree Topology) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A hierarchical network structure in which 

multiple star networks are connected to a single 

backbone cable (bus). 

nyqúO ;re cd, ;ks m%Odk flan,hlg ^bus& 
iïnkaO lr we;s OQrdj,s cd, jHqyhls 
 

Each branch consists of a hub or switch with 

connected end devices, while all branches 

communicate through the shared backbone 

cable. 
iEu YdLdjlau iïnkaê; wjidk Wmdx. iys; 
yí tllska fyda iaúÉ tllska iukaú; jk w;r" 
ish¨u YdLd yjq,a m%Odk flan,h yryd 
ikaksfõokh lrhs' 
 

Structure / jHqyh 

A single backbone cable serves as the main 

communication path. 
;ks m%Odk flan,hla m%Odk ikaksfõok ud¾.h 
f,i l%shd lrhs' 
 

Hubs or switches are connected to the 

backbone at different points. 
yí fyda iaúÉ úúO ia:dkj,§ m%Odk flan,hg 
iïnkaO lr we;' 
 

Each hub/switch forms a star topology with its 

connected end devices. 

iEu Hub tlla$Switch tllau ;ukag iïnkaO 
lr we;s wjidk Wmdx. iuÕ ;reuh ia:,lhla 
ks¾udKh lrhs' 
 

The backbone interconnects all branches, 

forming the tree. 
m%Odk flan,h uÕska ish¨u YdLd tlsfklg 
iïnkaO lrñka rela jHqyh idohs' 

How it works / l%shdldÍ;ajh 

Each device sends data to its local hub or 

switch. 

iEu Wmdx.hlau ;ukaf.a m%dfoaYSh Hub tl fj; 
fyda Switch tl fj; o;a; hjhs' 
 

The hub/switch forwards the data onto the 

backbone cable. 

Hub $Switch uÕska tu o;a; m%Odk flan,h fj; 
fhduq lrhs' 
 

The data travels along the backbone until it 

reaches the destination branch. 
o;a; .ukdka; YdLdj fj; <Õd jk f;la m%Odk 
flan,h Èf.a .uka lrhs' 
 

The destination hub/switch then forwards the 

data to the intended device. 

wk;=rej .ukdka; Hub$Switch tl uÕska wod< 
Wmdx.h fj; o;a; fhduq lrkq ,nhs' 
 

Since all branches share the same backbone, 

communication between branches depends on 

the availability and performance of the 

backbone cable. 
ish¨u YdLd tlu m%Odk flan,h yjqf,a 
mßyrKh lrk neúka" YdLd w;r ikaksfõokh 
m%Odk flan,fha mj;sk WmfoiH;djh 
^availability& iy ld¾hidOkh u; r|d mj;S' 
 

Characteristics / ,laIK 

 

Cabling / flan,a fh§u 

Uses a single backbone cable (typically coaxial 

cable) with branch connections using hubs or 

switches. Requires less cabling than a star-

based tree. 
;ks m%Odk flan,hla ^idudkHfhka fldawelaish,a 
flan,a& Ndú;d lrk w;r YdLd iïnkaO;d i|yd 
Hub fyda Switch Ndú;d lrhs' ;re wdldrh u; 
mokï jQ rela ia:,lhlg jvd wvq flan,a 
m%udKhla wjYH fõ' 
 

Collision domain / .egqï jiu 

The backbone is a shared communication 

medium. If hubs are used, collisions can occur 

on the shared bus. Using switches reduces 

collisions within branches but the backbone 

remains a shared path. 
m%Odk flan,h hkq yjqf,a mßyrKh jk 
ikaksfõok udOHhls' Hub Ndú;d lrkafka kï" 
yjq,a nia flan,h u; o;a; .egqï ^collisions& 
we;s úh yel' Switch Ndú;d lsÍfuka YdLd ;=< 
.egqï wju jk kuq;a m%Odk flan,h yjq,a 
ud¾.hla f,iu mj;S'
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Central device / uOHu Wmdx.h 

No single central switch for the entire network. 

Instead, multiple hubs or switches connect 

individual branches to the backbone. 

uq¿ cd,h i|ydu tlu uOHu Switch tlla 
fkdue;' ta fjkqjg" Hub fyda Switch lsysmhla 
uÕska tla tla YdLd m%Odk flan,hg iïnkaO 
lrhs' 
 

Scalability / mßudKH;dj 

Moderate. New branches can be added by 

connecting another hub or switch to the 

backbone, but excessive expansion can reduce 

network performance. 

uOHia:h' m%Odk flan,hg ;j;a Hub tlla fyda 
Switch tlla iïnkaO lsÍfuka kj YdLd tl;= l< 
yels kuq;a" wêl f,i jHdma; lsÍfuka cd,fha 
ld¾hidOkh wvq úh yel' 
 

Fault tolerance / fodaI bjiSfï yelshdj 

Lower than a star-based tree. A failure of a 

branch hub affects only that branch, but 

damage to the backbone cable can disrupt 

communication for the entire network. 
;re wdldrh u; mokï jQ rela ia:,lhlg jvd 
wvqh' YdLdjl Hub tlla ì|jeàu n,mdkafka tu 
YdLdjg muKla jqjo" m%Odk flan,hg isÿjk 
ydkshlska uq¿ cd,fhau ikaksfõokh wvd, úh 
yel' 
 

Advantages / jdis 
• Uses less cabling, reducing cost. 

wvq flan,a m%udKhla Ndú;d jk neúka 
msßjeh wvq fõ' 

• Easy to expand by adding new branches. 
kj YdLd tl;= lsÍfuka myiqfjka jHdma; 
l< yel' 

• Lower hardware cost. 
oDvdx. msßjeh wvqh' 

• Suitable for small to medium-sized 

networks. 
l=vd yd uOHu m%udKfha cd, i|yd iqÿiq fõ' 

 

Disadvantages / wjdis 
• Backbone failure can bring down the entire 

network. 
m%Odk flan,h ì|jeàulska uq¿ cd,hu 
wl%sh úh yel' 

• Performance decreases as more devices 

are added. 
Wmdx. jeämqr tl;= jk úg ld¾hidOkh 
wvq fõ' 

• Harder to troubleshoot backbone faults. 
fld÷kdráfha fodaI fiùu jvd;a wmyiqh' 

Star-Based Tree Topology  

(Hierarchical Switched Tree) 

 

 

 

 

 

 

 

 

 

 

 
 

A hierarchical structure where each branch 

operates as a star topology.  
tla tla YdLdj ;reuh ia:,lhla f,i l%shd lrk 
OQrdj,s jHqyhls' 
 

Each node connects to a central switch/hub, 

and these hubs/switches are themselves 

connected hierarchically to form the tree. 

iEu fkdavhlau uOHu Switch tllg$Hub tllg 
iïnkaO jk w;r" fuu Hub$Switch o rela jHqyh 
iE§u i|yd OQrdj,s.;j tlsfklg iïnkaO ù 
we;' 
 

Structure / jHqyh 

Root hub/switch connects to secondary 

hubs/switches. 

uQ, ^Root& Hub$Switch tl oaú;Shsl Hub$Switch 
fj; iïnkaO fõ' 
 

Each secondary hub/switch has its own set of 

connected end devices (star configuration). 

iEu oaú;Shsl Hub$Switch tllgu ;ukagu 
wdfõ‚l jQ wjidk Wmdx. iuQyhla iïnkaO lr 
we; ^;reuh úkHdih&' 
 

No shared bus cable; each device has a 

dedicated (point-to-point) connection to its 

hub. 
yjq,a nia flan,hla fkdue;¦ iEu Wmdx.hlgu 
;u Hub tl fj; lemjQ ^point-to-point& 
iïnkaO;djhla we;' 
 

How it works / l%shdldÍ;ajh 

Each device connects independently to its local 

hub/switch via a dedicated link. 
iEu Wmdx.hlau lemjQ ine¢hla yryd ;u 
m%dfoaYSh Hub $Switch tlg iajdëkj iïnkaO fõ' 
 

Data from a device goes to its local hub, which 

forwards it up/down the hierarchy as needed 

based on the destination. 

Wmdx.hlska tk o;a; tys m%dfoaYSh Hub tl fj; 
hk w;r" th .ukdka;h u; mokïj wjYH mßÈ 
OQrdj,sh Tiafia by<g fyda my<g fhduq lrhs' 
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Switches can filter and forward frames 

intelligently (if using switches rather than hubs), 

reducing unnecessary traffic. 

Switch uÕska o;a; rduq nqoaêu;a f,i fmÍug 
^filter& iy fhduq lsÍug yelshdj we;s neúka ̂ Hub 

fjkqjg Switch Ndú;d lrkafka kï&" wkjYH 
o;a; .ukd.ukh ^traffic& wvq lrhs' 
 

Characteristics / ,laIK 
 

Cabling / flan,a fh§u 

Uses twisted pair (Ethernet) typically, more 

cable required 

idudkHfhka weUreKq hq., flan,a ^twisted pair 

$ Ethernet& Ndú;d lrhs" jeä flan,a m%udKhla 
wjYH fõ 

 

Collision domain / .egqï jiu 

Each switch port creates a separate collision 

domain, so collisions are minimized or 

eliminated. This improves network 

performance. 

iEu Switch flfj‚hlau fjku .egqï jiula 
idok neúka o;a; .egqï wju lsÍu fyda ke;s lsÍu 
isÿ lrhs' fuhska cd,fha ld¾hidOkh jeä ÈhqKq 
fõ' 
 

Central device / uOHu Wmdx.h 

Every branch requires a hub or switch, with a 

root switch at the top of the hierarchy to 

connect all lower-level devices. 

iEu YdLdjlgu Hub tlla fyda Switch tlla 
wjYH jk w;r" my< uÜgfï ish¨u Wmdx. 
iïnkaO lsÍu i|yd OQrdj,sfha by<skau uQ, ̂ root& 
Switch tlla mj;S' 
 

Scalability / mßudKH;dj 

Highly scalable. New devices or entire branches 

can be added easily without affecting the 

existing network. 
by< mßudKH;djhlska hqla;h' mj;sk cd,hg 
n,mEula fkdlr w¨;a Wmdx. fyda iuia; YdLdu 
myiqfjka tl;= l< yel' 
 

Fault tolerance / fodaI bjiSfï yelshdj 

A failure of a device or cable affects only that 

specific connection. However, if a hub or switch 

fails, all devices connected to it lose network 

access. 
Wmdx.hl fyda flan,hl isÿjk ì|jeàula 
n,mdkafka tu ksYaÑ; iïnkaO;djhg mu‚' 
flfia fj;;a" Hub tlla fyda Switch tlla wl%sh 
jqjfyd;a" thg iïnkaO ish¨u Wmdx.j,g cd, 
m%fõYh wysñ fõ' 

Advantages / jdis 
• Easy to expand by adding new devices or 

branches. 
kj Wmdx. fyda YdLd tl;= lsÍfuka jHdma; 
lsÍu myiqh' 

• Good fault isolation. 
fodaI yqol,d lsÍu fydo uÜgul mj;S' 

• Easy to troubleshoot. 
fodaI fiùu myiqh' 

• High performance with switches. 

Switch Ndú;d lsÍfuka by< ld¾hidOkhla 
,efí' 

 
Disadvantages / wjdis 
• Requires more cabling. 

jeä flan,a m%udKhla wjYH fõ' 
• Higher hardware cost. 

oDvdx. msßjeh by<h' 
• Failure of a hub/switch disconnects its 

entire branch. 

Hub$Switch tll ì|jeàulska tys iuia; 
YdLdju cd,fhka úikaê fõ' 

 
NOTE: 

Bus-Based Tree Topology is no longer in use in 

modern networks. 
kQ;k cd,lrKfha§ nia wdldrh u; mokï jQ 
rela ia:,lh ;jÿrg;a Ndú; fkdfõ' 
 
Reasons / fya;= 
Relied on coaxial cable, now replaced by 

twisted-pair and fiber-optic. 
fldawelaish,a flan,a u; r|d mej;s w;r" oeka 
tajd fjkqjg weUreKq hq., iy m%ldY 
;ka;=flan,a wdfoaY ù we;' 
 
Shared bus segments caused collisions and 

bandwidth bottlenecks. 
yjqf,a mßyrKh jQ nia LKav fya;=fjka o;a; 
.egqï iy l,dm m<, wjysr;d we;s úh' 
 
Single backbone failure could disrupt the entire 

network. 
;ks m%Odk flan,hl ì|jeàulska uq¿ cd,hu 
wl%sh ùfï wjodkula mej;=‚'  
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Internet Service Providers (ISP) 
wka;¾cd, fiajd imhkakka 
 

Internet Service Providers (ISPs) are companies 

that provide individuals and organizations with 

access to the Internet. 

wka;¾cd, fiajd imhkakka (ISPs) hkq mqoa.,hkag 
iy ixúOdkj,g wka;¾cd,hg m%fõYh imhk 
iud.ï fõ' 
 

They offer various types of internet 

connections, each with its own technologies 

and characteristics. 
Tjqka úúO wdldrfha wka;¾cd, iïnkaO;d ,nd 
fohs" tA iEu tllgu tAjdg fjkajQ ;dlaIKhka iy 
,laIK we;' 
 

Types of ISPs 
wka;¾cd, fiajd imhkakka j¾. 

 

Dial-Up ISP  

Transmission Type: Analog telephone line  
iïfma%IK j¾.h( wekf,d.a ÿrl:k ud¾.  
Maximum Speed: 56 Kbps  

Wmßu fõ.h( 56 Kbps 
 

ISDN (Integrated Services Digital Network)  

Transmission Type: Digital telephone line  
iïfma%IK j¾.h( äðg,a ÿrl:k ud¾. 
Maximum Speed: 128 Kbps  

Wmßu fõ.h( 128 Kbps 
 

DSL (Digital Subscriber Line)  

Transmission Type: Copper telephone wires  
iïfma%IK j¾.h( ;U ÿrl:k /yeka 
Maximum Speed: 300 Mbps (VDSL2)  

Wmßu fõ.h( 300 Mbps (VDSL2) 
 

Cable ISP  

Transmission Type: Coaxial cable  
iïfma%IK j¾.h( iudlaI flan,a 
Maximum Speed: 10 Gbps  

Wmßu fõ.h( 10 Gbps 

 

Fiber Optic ISP (FTTH/ FTTP) 

Transmission Type: Optical fiber cable  
iïfma%IK j¾.h( m%ldY ;ka;= flan,a 
Maximum Speed: 100+ Gbps  

Wmßu fõ.h( 100+ Gbps 
 
Satellite ISP  

Transmission Type: Radio waves via satellites  
iïfma%IK j¾.h( pkaøsld yryd f¾äfhda ;rx. 
Maximum Speed: 1 Gbps  

Wmßu fõ.h( 1 Gbps 

Fixed Wireless ISP (WISP)  

Transmission Type: Microwave/Radio signals  
iïfma%IK j¾.h( laIqø ;rx.$f¾äfhda ix{d  
Maximum Speed: 1–10 Gbps  

Wmßu fõ.h( 1-10 Gbps 

 

Mobile Broadband ISP (3G/4G/5G)  

Transmission Type: Cellular radio network 
iïfma%IK j¾.h( fi,shq,¾ f¾äfhda cd,h 
Maximum Speed: 20+ Gbps (5G theoretical)  

Wmßu fõ.h( 20+ Gbps ^5G ffioaOdka;sl 
Wmßuh& 
 
 
Connecting to ISP 
ISP fj; iïnkaO ùu 
 
1. Modems 

 

A modem converts digital data from your 

computer into analog signals for transmission 

over phone lines, cable, or fiber optic cables, 

and vice versa. 
fudvuhla uÕska Tnf.a mß.Klfhka ,efnk 
äðg,a o;a;" ÿrl:k ud¾." flan,a fyda m%ldY 
;ka;= yryd iïfma%IKh l< yels mßÈ wekf,d.a 
ix{d njg mßj¾;kh lrk w;r" tys m%;sf,dau 
l%shdj,sh o ^wekf,d.a ix{d kej; äðg,a o;a; 
njg mßj¾;kh lsÍu o& isÿ lrhs' 
 

For instance, in a cable internet setup, the cable 

modem translates the signal from the ISP's 

network into a format your computer or router 

can understand. 
WodyrKhla f,i" flan,a wka;¾cd, ieliqul§ 
flan,a fudvuh uÕska wka;¾cd, fiajd 
imhkakdf.a cd,fhka tk ix{d" Tnf.a 
mß.Klhg fyda rjqgrhg f;areï .; yels 
wdlD;shlg mßj¾;kh lrkq ,nhs' 
 
 
2. Connection Type 
iïnkaO;d j¾.h 
 

Option 1: Dial-Up Internet 

 

Dial-up is a method of connecting to the 

Internet using a telephone line and a modem to 

communicate with an ISP 

Dial-up hkq wka;¾cd, fiajd imhkafkl= iuÕ 
ikaksfõokh lsÍu i|yd ÿrl:k /yekla iy 
fudvuhla Ndú;d lrñka wka;¾cd,hg iïnkaO 
jk l%ufõohls' 
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How Dial-Up Internet Works 

 

The user starts the internet connection using a 

computer and a dial-up modem.  
mßYS,lhd mß.Klhla iy vh,a-wma fudvuhla 
Ndú;fhka wka;¾cd, iïnkaO;djh wdrïN 
lrhs' 
 

The modem dials the Internet Service Provider's 

(ISP) phone number through a telephone line.  
fudvuh uÕska ÿrl:k /yekla Tiafia wka;¾cd, 
fiajd imhkakdf.a ÿrl:k wxlh wu;kq ,nhs' 
 
The ISP's modem answers the call and 

establishes a connection with the user's 

modem.  

ISP wdh;kfha we;s fudvuh uÕska tu weu;=ug 
m%;spdr olajk w;r" mßYS,lhdf.a fudvuh iuÕ 
iïnkaO;djhla f.dvkÕd .kS' 
 

The modem converts digital computer data into 

analog signals for transmission over the 

telephone network.  
ÿrl:k cd,h Tiafia iïfma%IKh lsÍu i|yd" 
fudvuh uÕska mß.Klfha we;s äðg,a o;a; 
wekf,d.a ix{d njg mßj¾;kh lrhs' 
 

The analog signals travel through the public 

telephone network to the ISP.  
tu wekf,d.a ix{d fmdÿ ÿrl:k cd,h yryd 
ISP fj; .uka lrhs' 
 

The ISP receives the data and forwards the 

request to the appropriate internet server.  

ISP fj; fuu o;a; ,efnk w;r" Tjqka tu b,a,Su 
wod< wka;¾cd, fiajdodhlh fj; fhduq lrhs' 
 

The destination server processes the request 

and prepares the required response.  
.ukdka; fiajdodhlh uÕska b,a,Su ilid wjYH 
m%;spdrh iQodkï lrhs' 
 

The server sends the response back through the 

ISP and telephone network.  

fiajdodhlh úiska wod< m%;spdrh ISP iy ÿrl:k 
cd,h yryd kej; tjkq ,nhs' 
 

The modem converts the received analog 

signals back into digital data.  
fudvuh uÕska ;ukag ,enqKq wekf,d.a ix{d 
kej;;a mß.Klhg f;areï .; yels äðg,a 
o;a; njg mßj¾;kh lrhs' 
 

The computer receives the data and displays 

the requested webpage, email, or other online 

content. 
mß.Klhg tu o;a; ,efnk w;r" mßYS,lhd 
b,a,d isá fjí msgqj" Bfï,a m‚úvh fyda fjk;a 
ine¢ wka;¾.;hla ;srh u; o¾Ykh fõ' 
 
 
Limitations of Dial-Up 

Dial-Up ;dlaIKfha we;s iSudjka 
 

The telephone line remains occupied while 

connected.  
wka;¾cd,hg iïnkaO ù isák ;dla ÿrl:k 
/yek fjk;a ld¾hhlg fhdod.; fkdyels f,i 
wjysr ù mj;S' 
 

You cannot normally use the phone and 

Internet simultaneously on the same line.  
idudkHfhka Tng tlu ÿrl:k /yekla Tiafia 
tlu wjia:djl§ ÿrl:kh iy wka;¾cd,h hk 
folu Ndú;d l< fkdyel' 
 
 
Option 2: Mobile internet 

 

Mobile internet is a wireless technology that 

allows users to access the internet using mobile 

devices such as smartphones and tablets. 

Mobile internet hkq iaud¾Üf*daka iy geí,Ü 
jeks cx.u Wmdx. Ndú;fhka mßYS,lhkag 
wka;¾cd,hg msúiSug bv i,ik /yeka rys; 
;dlaIKhls 
 
How Mobile Internet Works 

 

The user opens a website, app, or online service 

on a mobile device.  
mßYS,lhd cx.u Wmdx.hla uÕska fjí wvúhla" 
wema tlla fyda ine¢ fiajdjla újD; lrhs' 
 

The mobile device sends the request as radio 

signals through its antenna.  
cx.u Wmdx.h tys wekagkdj yryd fuu b,a,Su 
f¾äfhda ix{d f,i msg;g fhduq lrhs' 
 

The nearest cell tower receives the signals from 

the mobile device.  
<Õu we;s ikaksfõok ix{d l=¿K uÕska cx.u 
Wmdx.fhka ksl=;a jQ ix{d .%yKh lr.kq ,nhs' 
 

The cell tower forwards the request to the 

mobile operator’s core network.  
ix{d l=¿K uÕska tu b,a,Su cx.u ÿrl:k 
l%shdlref.a m%Odk uOHu cd,h fj; bÈßm;a 
lrhs' 
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The network verifies the user's SIM/eSIM and 

data service permissions.  
cd,h uÕska mßYS,lhdf.a SIM/ eSIM m; iy 
o;a; fiajd Ndú; lsÍfï wjirh ksjerÈoehs 
mÍlaId lr iy;sl lrhs' 
 

The mobile operator routes the request to the 

appropriate server on the internet.  
cx.u ÿrl:k l%shdlre úiska fuu b,a,Su 
wka;¾cd,h Tiafia wod< i¾jrh fj; fhduq lrkq 
,nhs' 
 

The destination server processes the request 

and prepares the required data.  
.ukdka; i¾jrh uÕska b,a,Su ilid wjYH o;a; 
iQodkï lrhs' 
 

The server sends the response back through the 

internet to the mobile operator.  
i¾jrh úiska wod< m%;spdrh wka;¾cd,h yryd 
kej;;a cx.u ÿrl:k l%shdlre fj; tjkq ,nhs' 
 

The mobile operator forwards the response to 

the serving cell tower, which transmits it to the 

mobile device.  
cx.u ÿrl:k l%shdlre úiska tu m%;spdrh wod< 
fiajd imhk ix{d l=¿K fj; fhduq lrk w;r" 
l=¿K uÕska th kej; cx.u Wmdx.h fj; 
iïfma%IKh lrhs' 
 

The mobile device receives the data and 

displays the requested content, such as a 

webpage, video, or message. 
cx.u Wmdx.hg tu o;a; ,efnk w;r" 
mßYS,lhd b,a,d isá fjí msgqj" ùäfhdaj fyda 
m‚úvh ;srh u; o¾Ykh fõ' 
 
Advantages of Mobile Internet 
 

Mobile internet keeps you connected no matter 

where you are. As long as there's network 

coverage, information and communication are 

always within reach. 
Tn fld;ekl isáh;a Tnj iïnkaO lr ;eîug 
fudnhs,a bkag¾fkÜ WmldÍ fõ' cd, wdjrKh 
mj;sk ;dla l,a" f;dr;=re iy ikaksfõokh 
ieuúgu Tng <Õd úh yels uÜgul mj;S' 
 

Mobile internet can be shared with other 

devices through a hotspot, turning your phone 

into a portable Wi-Fi router for instant 

connectivity anywhere. 
Tnf.a ÿrl:kh ´kEu ;ekl laI‚l 
iïnkaO;djhla i|yd wf;a f.k hd yels Wi-Fi 
rjqgrhla njg m;a lrñka" fydÜiafmdÜ tlla 
yryd cx.u wka;¾cd,h fjk;a Wmdx. iuÕ 
fnod .; yelsh' 

Option 3: Fiber Optics internet 
 

Fiber optic internet is a high-speed 

communication technology that uses light 

signals transmitted through optical fibers to 

provide fast, reliable, and efficient internet 

connectivity. 
*hsn¾ Tmaála wka;¾cd,h hkq fõ.j;a" 
úYajdiodhS iy ld¾hlaIu wka;¾cd, ine¢hdjla 
,nd §u i|yd m%ldY ;ka;= yryd iïfma%IKh jk 
wdf,dal ix{d Ndú;d lrk wêfõ.S ikaksfõok 
;dlaIKhls' 
 

How Fiber Optic Internet Works 

 

The user opens a website, app, or online service.  
mßYS,lhd fjí wvúhla" wema tlla fyda ine¢ 
fiajdjla újD; lrhs' 
 

The request travels from the device through the 

router to the Optical Network Terminal  
fuu b,a,Su Wmdx.fha isg rjqgrh yryd Tmaál,a 
fkÜj¾la g¾ñk,h fj; .uka lrhs' 
 

The ONT converts electrical signals into light 

signals.  

ONT uÕska úoHq;a ix{d wdf,dal ix{d njg 
mßj¾;kh lrhs' 
 

The light signals travel through fiber optic 

cables at high speed.  
wdf,dal ix{d *hsn¾ Tmaála flan,a yryd b;d 
by< fõ.hlska .uka lrhs' 
 

The ISP receives and routes the request to the 

destination server.  
wka;¾cd, fiajd imhkakd fj; fuu b,a,Su 
,efnk w;r" Tjqka th wod< .ukdka; i¾jrh 
fj; fhduq lrhs' 
 

The server processes the request and prepares 

the required data.  
i¾jrh uÕska b,a,Su ilid wjYH o;a; iQodkï 
lrhs' 
 

The server sends the response back through the 

ISP's network.  

i¾jrh úiska wod< m%;spdrh kej;;a ISP cd,h 
yryd tjkq ,nhs' 
 

The response travels as light signals through 

the fiber optic cables.  
m%;spdrh wdf,dal ix{d f,i *hsn¾ Tmaála 
flan,a yryd kej; .uka lrhs' 
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The ONT converts the light signals back into 

electrical signals.  

ONT uÕska tu wdf,dal ix{d kej;;a úoHq;a 
ix{d njg mßj¾;kh lrhs' 
 

The device receives the data and displays the 

requested content. 
Wmdx.hg tu o;a; ,efnk w;r" mßYS,lhd 
b,a,d isá fjí msgqj fyda wka;¾.;h ;srh u; 
o¾Ykh fõ' 
 
 
Option 3: Satellite Internet 

 

How Satellite Internet Works 

 

The user opens a website, app, or online service.  
mßYS,lhd fjí wvúhla" wema tlla fyda ine¢ 
fiajdjla újD; lrhs' 
 

The request travels from the device through the 

router to the satellite modem and dish.  
fuu b,a,Su Wmdx.fha isg rjqgrh iy ieg,hsÜ 
fudvuh yryd ksjfia fyda f.dvkeÕs,af,a iúlr 
we;s ieg,hsÜ wekagkdj fj; .uka lrhs' 
 

The satellite dish sends the request as radio 

signals to a satellite in orbit.  
ieg,hsÜ wekagkdj uÕska tu b,a,Su f¾äfhda 
ix{d f,i wNHjldYfha llaI.; lr we;s 
ieg,hsÜ tl fj; fhduq lrhs' 
 

The satellite receives the signal and forwards it 

to a ground station (gateway).  
ieg,hsÜ tlg tu ix{dj ,efnk w;r" th 
mDÓúfha msysá m%Odk N+.; uOHia:dkhla fj; 
yrjd hjhs' 
 

The ground station routes the request to the 

destination server on the internet.  
N+.; uOHia:dkh uÕska tu b,a,Su wka;¾cd,h 
Tiafia wod< .ukdka; i¾jrh fj; fhduq lrkq 
,nhs' 
 

The server processes the request and prepares 

the required response.  
i¾jrh uÕska b,a,Su ilid wjYH m%;spdrh 
iQodkï lrhs' 
 

The server sends the response back to the 

ground station.  
i¾jrh úiska wod< m%;spdrh kej;;a N+.; 
uOHia:dkh fj; tjkq ,nhs' 
 

The ground station transmits the response to 

the satellite.  

N+.; uOHia:dkh úiska tu m%;spdrh kej;;a 
wNHjldYfha we;s ieg,hsÜ tl fj; iïfma%IKh 
lrhs' 
 

The satellite relays the response back to the 

user's satellite dish.  
ieg,hsÜ tl uÕska tu m%;spdr ix{dj 
mßYS,lhdf.a ieg,hsÜ wekagkdj fj; yrjd 
tjkq ,nhs' 
 

The modem converts the signals into data, and 

the device displays the requested content. 
fudvuh uÕska tu ix{d kej; o;a; njg 
mßj¾;kh lrk w;r" Wmdx.h uÕska mßYS,lhd 
b,a,d isá wka;¾.;h ;srh u; o¾Ykh lrhs' 
 

Advantages of Satellite Internet 
 

Satellite internet reaches places where cables 

and cell towers cannot. Even in rural or isolated 

locations, users can stay connected without 

relying on ground-based infrastructure. 
flan,a iy fi,shq,¾ l=¿Kq <Õd úh fkdyels 
ia:dk lrd pkaøsld wka;¾cd,h <Õd fõ' .%dóh 
fyda yqol,d m%foaYj, mjd" N+ñh u; mokï jQ 
há;, myiqlï u; hemSulska f;drj 
mßYS,lhskag iïnkaO ù isáh yelsh' 
 

Satellite internet is less affected by local 

disruptions like damaged cables or power 

outages. As long as the dish has a clear view of 

the sky, the connection remains stable. 
ydks jQ flan,a fyda úÿ,s ì|jeàï jeks foaYSh 
ndOdjkaf.ka pkaøsld wka;¾cd,hg t,a, jk 
n,mEu wjuh' pkaøsld ;eáhg wyi meyeÈ,sj 
fmfkk ;dla l,a" iïnkaO;djh ia:djrj mj;S' 
 

Since it operates from space, satellite internet is 

available across entire countries and continents. 

It is one of the few options that can provide 

truly global coverage. 
th wNHjldYfha isg l%shd;aul jk neúka" 
pkaøsld wka;¾cd,h uq¿ rgj,a iy uydoaùm mqrdu 
,nd .; yelsh' ienúkau f.da,Sh wdjrKhla 
iemhsh yels iSñ; úl,amhkaf.ka tlla jkafka 
fuhhs' 
 

Setting up satellite internet requires no digging 

or laying of cables. A dish and a receiver are all 

that's needed, making installation fast and 

straightforward. 
pkaøsld wka;¾cd,h ieliSu i|yd fmdf<dj 
yeÍula fyda flan,a t,Sula wjYH fkdfõ' fï 
i|yd wjYH jkafka pkaøsld ;eáhla iy .%dylhla 
muKla jk neúka" th ia:dmkh lsÍu fõ.j;a 
fukau ir, fõ' 
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DSL (Digital Subscriber Line) 
 

DSL uses frequency division multiplexing to 

separate voice and data signals. 

y~ iy o;a; ix{d fjka lsÍu i|yd DSL Ndú;d 
lrkafka ixLHd; fn§fï nyqm:lrKhhs' 
 

This allows you to use the phone line for 

internet and voice calls simultaneously. 
fuu.ska Tng tljr wka;¾cd, iy y~ weu;=ï 
i|yd ÿrl:k ud¾.h Ndú;d lsÍug bv i,ihs' 
 
The performance of DSL is affected by the 

distance between your home and the ISP’s 

central office. 

DSL ys l%shdldß;ajhg Tnf.a ksji iy ISP f.a 
uOHu ld¾hd,h w;r we;s ÿr m%udKh n,mdhs' 
 

DSL typically requires a DSL modem and may 

use filters (microfilters or splitters) to prevent 

interference between voice and data signals. 

DSL ;dlaIKh i|yd idudkHfhka DSL fudvuhla 
wjYH jk w;r" y~ iy o;a; ix{d w;r ndOd 
we;sùu je<elaùu i|yd fmryka ^Microfilters 
fyda Splitters& Ndú;d l< yelsh' 
 

The modem connects to the telephone line, and 

the filter is used to ensure clear voice 

communication while using the internet. 
fudavuh ÿrl:k ud¾.hg iïnkaO jk w;r" 
wka;¾cd,h Ndú;d lrk w;r;=r meyeÈ,s y~ 
ikaksfõokh iy;sl lsÍu i|yd fmryk Ndú;d 
lrhs' 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Advantages of DSL 
 

Independent Services 

DSL allows you to maintain telephone service 

even if the internet connection has issues. 

Unlike cable services, problems with DSL do not 

typically affect your phone line. 
wka;¾cd, iïnkaO;djfha .eg¿ we;s jqjo 
ÿrl:k fiajdj mj;ajd .ekSug DSL Tng bv 
i,ihs' flan,a fiajd fuka fkdj" DSL iuÕ we;s 
.eg¿ iudkHfhka Tnf.a ÿrl:k ud¾.hg 
n,mdkafka ke;' 
 

Security 

Each DSL connection is separate from others, 

providing better security. This isolation reduces 

vulnerability compared to cable modems, 

where multiple users share the same network 

and might be exposed to security risks. 

iEu DSL iïnkaO;djlau wfkla tAjdf.ka fjkaj" 
jvd fyd| wdrlaIdjla imhhs' fuu yqol,d lsÍu 
flan,a fudvï yd ii|k úg wjodku wvq lrhs" 
tys§ nyq mßYS,lhska tlu cd,h fnod .kakd 
w;r wdrlaIl wjodkï j,g ksrdjrKh úh 
yelsh' 
 
Integration 

DSL easily integrates with various technologies 

like ATM (Asynchronous Transfer Mode), Nx64, 

and WAN (Wide Area Network), which can 

simplify network management and enhance 

telecommuting options. 

DSL myiqfjka ATM (Asynchronous Transfer 

Mode), Nx64 iy WAN (Wide Area Network) 
jeks úúO ;dlaIKhka iuÕ tAldnoaO jk w;r 
tuÕska cd, l<ukdlrKh ir, lsÍug iy úÿ,s 
ixfoaY úl,am jeäÈhqKq l< yel' 
 
ADSL (Asymmetric DSL) 
 

ADSL is asymmetric, meaning that it offers 

higher speeds for downloading (receiving data) 

and lower speeds for uploading (sending data). 

ADSL wiuñ;sl fõ" tkï th nd.; lsÍu ^o;a; 
,nd .ekSu& i|yd jeä fõ.hla iy Wvq.; lsÍu 
i|yd ^o;a; heùu& wvq fõ.hla ,nd fohs' 
 

This suits typical internet usage where users 

often download more than they upload. 
fndfyda úg Wvq.; lrkjdg jvd nd.; lrk 
idudkH wka;¾cd, Ndú;hg fuh .e,fma' 
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Advantages of ADSL 
 

Cheaper Rates 

ADSL often provides cost-effective internet 

service with high speeds and typically includes 

a static IP address. ISPs offer straightforward 

ADSL connections that are budget-friendly. 

ADSL fndfyda úg wêl fõ.hlska wvq úhoï iys; 
wka;¾cd, fiajdjla imhk w;r idudkHfhka 
iaÓ;sl IP ,smskhla we;=<;a fõ' ISPs u.ska 
whjeh-ys;ldó iDcq ADSL iïnkaO;d ,nd fohs' 
 

Fully Configurable 

WAN engineers can manage and adjust ADSL 

VPN tunnels flexibly, making it easier to address 

network issues or configuration changes as 

needed. 

WAN bxðfkarejkag ADSL VPN ud¾. kuHYS,Sj 
l<ukdlrKh lsÍug iy ieliSug yelsh" 
tuÕska cd, .eg¿ úi£ug fyda wjYH mßÈ 
úkHdi fjkia lsÍug myiq fõ' 
 

High-Speed Access 

ADSL offers significantly faster speeds for 

downloading and streaming compared to older 

narrowband technologies like ISDN and dial-up 

modems.  

ISDN iy vh,a-wma fudvuhka jeks mer‚ mgq 
nEkaâ ;dlaIKhkag idfmalaIj ADSL nd.; lsÍu 
iy m%jdyh i|yd ie,lsh hq;= fõ.j;a fõ.hla 
,nd fohs'  
 

3. Creating a home LAN 

ksjfia LAN ^ia:dkSh cd,hla& ks¾udKh lsÍu 
 

A Network that connects devices within your 

home so they can communicate with each other 

and access the internet through the same 

router. 
Tfí ksji ;=< we;s Wmdx. tlsfkld iuÕ 
ikaksfõokh lsÍug iy tlu rjqgrhla yryd 
wka;¾cd,hg m%fõY ùug yels jk mßÈ tajd 
tlsfklg iïnkaO lrk cd,hls' 
 
Public IP Address 

fmdÿ IP ,smsk 

This is a globally unique IP address that can be 

accessed over the internet, much like a postal 

address. It identifies your home network to the 

outside world. 
fuh ;eme,a ,smskhla fuka wka;¾cd,h yryd 
m%fõY úh yels f.da,Sh jYfhka wkkH IP 
,smskhls' th Tnf.a ksjfia cd,h ndysr f,dalhg 
y÷kd fohs' 
 

 

Private IP Address 

fm!oa.,sl IP ,smsk 

These are used within your home network to 

identify each device (computers, smartphones, 

tablets) connected to your router. These private 

addresses are not accessible from the internet. 
Tfí rjqgrhg iïnkaO tla tla Wmdx.h 
^mß.Kl" iaud¾Ü f*daka" geí,Ü& y÷kd .ekSug 
ksjfia cd,h ;=< fïjd Ndú; flfra' fuu mqoa.,sl 
,smsk j,g wka;¾cd,fhka m%fõY úh fkdyel' 
 

Your router is assigned a public IP address by 

your ISP, which allows it to communicate with 

the internet. 

Tnf.a ISP úiska Tnf.a rjqgrhg fmdÿ IP ,smskhla 
,nd § we;" th wka;¾cd,h iuÕ ikaksfõokh 
lsÍug bv i,ihs' 
 
The router then assigns private IP addresses to 

the devices within your home network using the 

DHCP. 

túg rjqgrh DHCP Ndú;fhka Tnf.a ksjfia 
cd,h ;=< we;s Wmdx. fj; mqoa.,sl IP ,smsk 
mjrhs' 
 
This setup helps isolate your devices from direct 

exposure to the internet, providing an added 

layer of security while enabling internal 

communication within the home. 
fuu ieliqu Tnf.a Wmdx. wka;¾cd,hg iDcqj 
ksrdjrKh ùfuka je,elaùug WmldÍ jk w;r" 
ksji ;=< wNHka;r ikaksfõokh il%Sh lrk 
w;ru wu;r wdrËs; ia;rhlao imhhs' 
 
4. Network Address Translation (NAT) 
cd, ,smsk mßj¾;kh 
 

NAT is a method used to translate private IP 

addresses used within a local network into a 

public IP address for communication over the 

internet. 

NAT hkq ia:dkSh cd,hla ;=< Ndú;d lrk 
mqoa.,sl IP ,smsk wka;¾cd,h yryd ikaksfõokh 
i|yd fmdÿ IP ,smskhla njg mßj¾;kh lsÍug 
Ndú;d lrk l%uhls' 
 

This allows multiple devices in a private network 

(such as a home or corporate LAN) to share a 

single public IP address provided by the ISP. 

fuh mqoa.,sl cd,hl ^ksjila fyda wdh;ksl LAN 
jeks& nyqúO Wmdx.j,g ISP úiska imhk ,o ;ks 
fmdÿ IP ,smskhla fnod .ekSug bv i,ihs' 
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How NAT Works 

NAT l%shd lrk wdldrh 
 
Devices inside the LAN are assigned private IP 

addresses which are not accessible over the 

internet. 

LAN ;=< we;s Wmdx.j,g wka;¾cd,hg m%fõY 
úh fkdyels mqoa.,sl IP ,smsk mjrkq ,efí' 
 

A device in a private network (e.g. 10.0.0.1) 

sends a request to access the internet.  
mqoa.,sl cd,hl we;s Wmdx.hla ^WodyrKhla 
f,i - IP ,smskh( 10.0.0.1& wka;¾cd,hg msúiSug 
b,a,Sula hjhs' 
 

The router (with NAT enabled) replaces the 

private IP with its public IP address (e.g., 

150.150.0.1).  

NAT il%Sh lr we;s rjqgrh" tu Wmdx.fha 
mqoa.,sl IP ,smskh bj;a lr" ta fjkqjg rjqgrhg 
wh;a fmdÿ IP ,smskh ^Wod( 150.150.0.1& thg 
we;=<;a lrhs' 
 
The router keeps a NAT table to remember 

which internal device made the request.  
wNHka;rj isá l=uk Wmdx.ho fuu b,a,Su isÿ 
lf<a hkak u;l ;nd .ekSu i|yd rjqgrh úiska 
NAT j.=jla mj;ajdf.k hkq ,nhs' 

 
 
 
Once the request reaches the destination 

server, the server sends a response back to the 

router's public IP. 
b,a,Su .ukdka; fiajdodhlh fj; <Õd jQ miq" 
fiajdodhlh rjqgrfha fmdÿ IP fj; m%;spdrhla 
hjhs' 
 

When the response comes back from the 

internet (e.g. 200.100.10.1), the router checks 

the NAT table.  
wka;¾cd,fhka wod< fjí wvúfha o;a; 
^WodyrKhla f,i - IP ,smskh( 200.100.10.1& 
rjqgrh fj; wdmiq meñ‚ úg" rjqgrh ish NAT 
j.=j mÍlaId lr n,hs' 
 

It then forwards the response to the correct 

private IP inside the network. 
bkamiq rjqgrh úiska tu o;a; cd,h ;=< we;s 
ksjerÈ mqoa.,sl IP ,smskh ̂ b,a,Su l, mß.Klh& 
fj;u fhduq lrkq ,nhs' 
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Advantages of NAT 

NAT ys jdis 
 

IP Address Conservation 

IP ,smsk mßj¾;kh 
NAT helps conserve public IP addresses, as one 

public IP can be used by many devices inside 

the private network. 

NAT fmdÿ IP ,smsk ixrlaIKh lsÍug Wmldr 
lrhs" ukao tla fmdÿ IP ,smskhla mqoa.,sl cd,h 
;=< fndfyda Wmdx. i|yd Ndú;d l< yel' 
 

Added Security 
w;sf¾l wdrlaIdj 
By hiding the private IP addresses of internal 

devices, NAT prevents direct access from 

outside, adding a layer of protection against 

certain types of attacks. 

wNHka;r Wmdx.j, mqoa.,sl IP ,smsk iÕjd 
;eîfuka" NAT u.ska we;eï m%ydrj,g tfrysj 
wdrlaIK ia:rhla tla lrñka ndysßka isÿ jk iDcq 
m%fõYh j<lajhs' 
 

Reduces Cost 
msßjeh wvq lrhs 
Organizations do not need a public IP address 

for every device.  
ixúOdkj,g Tjqka i;= iEu Wmdx.hla i|ydu 
fmdÿ IP ,smskhla ;sîu wjYH fkdfõ' 
 

Supports Private Networks 
fm!oa.,sl cd, i|yd iyh olajhs 
Devices can use private IP addresses internally 

while still accessing the Internet.  

Wmdx.j,g wNHka;rj fm!oa.,sl IP ,smsk Ndú;d 
lrñka jqjo" ndysrj wka;¾cd,hg msúiSfï 
yelshdj mj;S' 
 

Simplifies Network Management 
cd, l<ukdlrKh ir, lrhs 
Internal IP addressing can be changed without 

affecting external connectivity. 
ndysr ikaksfõokhg fyda ine¢hdjg lsisÿ 
n,mEula fkdlr" cd,fha wNHka;r IP ,smsk 
fjkia lsÍug yelshdj we;' 
 
NAT vs. Proxy vs. VPN 

Proxy Servers 
ksfhdack fiajdodhl 
 
A proxy server acts as an intermediary between 

client devices (such as computers, smartphones, 

or other network devices) and the internet. 
ksfhdack fiajdodhlhla fiajd,dNS Wmdx. 
^mß.Kl" iaud¾Ü f*daka fyda fjk;a cd, Wmdx. 
jeks& iy wka;¾cd,h w;r w;rueÈfhl= f,i 
l%shd lrhs' 
 

The main purpose of a proxy is to handle 

requests on behalf of the client and forward 

them to the appropriate destination on the 

internet. 
ksfhdack fiajdodhlhl m%Odk wruqK jkafka 
fiajd,dNshd fjkqfjka b,a,Sï yiqrejd tAjd 
wka;¾cd,fha iqÿiq .ukdka;hg fhduq lsÍuhs' 
 

This can be situated inside & outside of a LAN 
fuh ia:dkSh m%foaY cd,hla we;=<; fyda msg; 
msysgqúh yel' 
 
It acts as an application layer intermediary. 
th fhÿï ia:rfha w;rueÈfhl= f,i l%shd lrhs' 
 

The proxy terminates the client connection, 

interprets the request, then opens a new 

connection to the destination on the client's 

behalf. 

Proxy uÕska fiajd,dNS iïnkaO;djh wjika lr" 
b,a,Su f;areï f.k" miqj fiajd,dNshd fjkqfjka 
.ukdka;h fj; kj iïnkaO;djhla wdrïN 
lrhs' 
 
Proxies can cache frequently requested content, 

reducing bandwidth usage and improving 

response times. 

Proxies uÕska ks;r b,a,d isák wka;¾.;hka leIa 
lr ;nd .; yels w;r" tuÕska l,dm m<, 
Ndú;h wvq lr m%;spdr oelaùfï ld,h jeä ÈhqKq 
lrhs' 
  

Feature NAT Proxy VPN 

OSI Layer L3 L7 L3/L2 

Connection Termination No Yes No 

Protocol Awareness None Full None 

Encryption No Optional Yes 

Scope All traffic Per-application All traffic 

Primary Use IP conservation Filtering/caching Privacy/remote access 
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Internal Proxy Server 
wNHka;r ksfhdack fiajdodhlh 
 

An internal proxy server is a proxy located 

inside an organization's LAN that provides 

proxy services to internal users or internal 

applications. 
wNHka;r ksfhdack fiajdodhlhla hkq 
ixúOdkhl LAN ^foaYSh cd,h& tlla ;=< msysgd 
we;s" tys isák wNHka;r mßYS,lhskag fyda 
wNHka;r fhÿï i|yd fm%dlais fiajd imhk 
fiajdodhlhls' 
 
Main functions $ m%Odk ld¾hhka 
 

Controls users' access to Internet resources. 
wka;¾cd, iïm;a fj; mßYS,lhskag we;s 
m%fõYh md,kh lsÍu' 
 

Authenticates users before allowing access. 
m%fõY ùug bv §ug fmr mßYS,lhskaf.a 
wkkH;djh ;yjqre lsÍu' 
 

Filters websites and content. 
fjí wvú iy wka;¾.;hka Filter lsÍu' 
 

Monitors and logs user activity. 
mßYS,l l%shdldrlï ksÍlaIKh lsÍu iy tajd 
igyka lr ;nd .ekSu' 
 

Caches frequently accessed web pages to 

reduce bandwidth usage. 
l<dm m<, Ndú;h wju lsÍu i|yd ks;r 
msúfik fjí msgq ;djld,slj .nvd lr ^Cache 
lr& ;nd .ekSu' 
 

Hides internal client IP addresses from external 

servers. 

ndysr i¾j¾ j,ska wNHka;r mßYS,lhskaf.a ^IP& 
,smsk ieÕùu' 
 

Examples: School, office, or university proxy 

server. 
 

Internal vs. External Proxy 

External Proxy Server 
ndysr ksfhdack fiajdodhlh 
 
An external proxy server is a proxy server 

located outside an organization's LAN, usually 

on the Internet or operated by a third-party 

service provider. 
ndysr ksfhdack fiajdodhlhla hkq idudkHfhka 
wka;¾cd,fhys msysá fyda f;jk md¾Yùh fiajd 
imhkafkl= úiska l%shd;aul lrkq ,nk" 
ixúOdkhl LAN ^foaYSh cd,h& tflka ndysrj 
msysgd we;s fm%dlais fiajdodhlhls' 
 

Main functions $ m%Odk ld¾hhka 
 

Hides the client's public IP address from 

external websites.  

ndysr fjí wvú j,ska fiajd,dNshdf.a fmdÿ IP 
,smskh iÕjhs' 
 

Allows access to region-restricted or blocked 

online content (where permitted).  
l,dmShj iSud lrk ,o fyda wjysr lrk ,o 
wka;¾cd, wka;¾.;hka fj; m%fõY ùug bv 
i,ihs ^wjir § we;s ia:dkj,§&' 
 

Routes internet traffic through servers in 

different geographic locations.  
úúO N+f.da,Sh msysàïj, we;s i¾j¾ yryd 
wka;¾cd, .ukd.ukh fhduq lrhs' 
 

Distributes outgoing requests across multiple 

public IP addresses to reduce the chance of rate 

limiting. 
fõ. iSud lsÍï isÿùfï iïNdú;dj wvq lsÍu 
i|yd" msg;g hk b,a,Sï fmdÿ IP ,smsk lsysmhla 
w;r fnod yßkq ,nhs' 
 

Examples: Cloud proxy services, public proxy 

servers, VPN provider proxy gateways. 

Feature  
,laIKh 

Internal Proxy   
wNHka;r ksfhdack fiajdodhlh 

External Proxy 
ndysr ksfhdack fiajdodhlh 

Location 
ia:dkh 

Inside the LAN 
LAN ^foaYSh cd,h& ;=< 

Outside the LAN / cloud 
LAN tflka msg; ^Cloud& 

Primary Use 
m%Odk Ndú;h 

Content filtering, caching, monitoring 
wka;¾.;h u;l ;nd .ekSu, ksÍlaIKh 
lsÍu 

Anonymity, bypassing 
restrictions 
ks¾kdñlNdjh" iSudjka uÕ 
yeÍu 

Who Controls It 
md,kh  

Organization 
wdh;kh 

Third-party provider 
f;jk md¾Yùh iemhqïlre 

Typical Users 
idudkH 
mßYS,lhska 

Employees within a network 
cd,hla ;=< isák fiajlhska 

Individual or remote users 
;ks mqoa., fyda ÿria: 
mßYS,lhska 
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How a Proxy Server Works 
ksfhdack fiajdodhlhla l%shd lrk wdldrh 
 

A client sends a request (such as a web page 

request) to the proxy server instead of directly 

to the internet. 
fiajd,dNsfhl= iDcqju wka;¾cd,hg fkdj 
ksfhdack fiajdodhlhg b,a,Sula ^fjí msgq 
b,a,Sula jeks& hjhs' 
 

The proxy server processes the request, sends it 

to the destination server, and receives the 

response. 
ksfhdack fiajdodhlh b,a,Su l%shdjg kxjd th 
.ukdka; fiajdodhlhg hjd m%;spdrh ,nd .kS' 
 

The response is then forwarded back to the 

client. 
túg m%;spdrh fiajd,dNshd fj; wdmiq hjkq 
,efí' 
 

This indirect connection allows the proxy to 

handle various functions, including security, 

content filtering, logging, and caching. 
fuu jl% iïnkaO;djh ksfhdackhg wdrlaIdj" 
wka;¾.; fmÍu" f,d.a ùu iy ksys; lsÍu we;=¿ 
úúO ld¾hhka yeisrùug bv i,ihs' 
 

More functions of a Proxy Server 
ksfhdack fiajdodhlhl ld¾hhka 
 

Helps multiple devices share internet access 

while managing IP addresses efficiently.  

IP ,smsk ld¾hlaIuj l<ukdlrKh lrk 
w;r;=r" Wmdx. lsysmhlg tlu wka;¾cd, 
ine¢hdj fnodyod .ekSug ^Share lr .ekSug& 
WmldÍ fõ' 
 

Limits or prioritizes network traffic to improve 

performance.  
cd,fha iuia; l%shdldÍ;ajh iy fõ.h jeä ÈhqKq 
lsÍu i|yd" wka;¾cd, o;a; .ukd.ukh iSud 
lsÍu fyda m%uqL;d ,nd §u isÿ lrhs' 
 

Distributes requests among multiple servers to 

prevent overload.  
lsishï i¾j¾ tlla u; wêl ;onohla fyda 
mSvkhla ^Overload& we;sùu je<elaùu i|yd" 
mßYS,lhkaf.ka ,efnk b,a,Sï i¾j¾ lsysmhla 
w;r iuj fnod yßkq ,nhs' 
 

Compresses web content to reduce bandwidth 

usage.  
wka;¾cd, o;a; Ndú;h wju lr.ekSu i|yd" 
fjí wvúj, we;s o;a; l=vd lr fmkajhs' 

Inspects traffic for malicious content before it 

reaches users. 
wka;¾cd, o;a; mßYS,lhd fj; <Õd ùug fmr" 
tajdfha wys;lr ffjria fyda wksIag uDÿldx. 
wvx.= oehs mÍlaId lr n,hs' 
 
Modern networking devices often combine 

multiple network functions, allowing routers 

and firewalls to perform proxy server 

operations in addition to their primary roles. 
kQ;k cd,lrK Wmdx. fndfyda úg cd,lrK 
ld¾hhka lsysmhla tlg taldnoaO lr we;' fï 
ksid routers iy firewalls j,g tajdfha m%Odk 
ld¾hNdrhkag wu;rj fm%dlais i¾j¾ l%shdj,Ska o 
isÿ lsÍug yelshdj ,eî we;' 
 
How Firewalls, Routers, and Proxies Differ 
 

Firewalls inspect packets and filter or forward 

them based on predefined rules, controlling 

traffic flow and blocking unauthorized access. 

Firewalls l,a;shd ks¾jpkh lrk ,o Í;s u; 
mokïj melÜgq mÍlaId lr tajd fmÍu fyda 
bÈßhg heùu isÿ lrhs" tuÕska o;a; .ukd.uk 
m%jdyh md,kh lr wkjir m%fõYhka wjysr 
lrhs' 
 

Routers are responsible for directing traffic 

between networks. Routers perform Network 

Address Translation (NAT) (mapping private IP 

addresses to public ones) rather than proxying. 
rjqgr cd, w;r o;a; .ukd.ukh fufyhùug 
j.lsj hq;=h' rjqgr uÕska fm%dlais lsÍu fjkqjg 
cd, ,smsk mßj¾;kh ^NAT& ^mqoa.,sl IP ,smsk 
fmdÿ tajd njg m;a lsÍu& isÿ lrhs' 
 

Proxies terminate the client connection, 

interpret the request, and open a new 

connection to the destination on the client's 

behalf, acting as an active intermediary rather 

than simply passing traffic through. 
mßYS,lhdf.a iïnkaO;djh wjika lr" b,a,Su 
úYaf,aIKh lr" mßYS,lhd fjkqfjka .ukdka;h 
fj; kj iïnkaO;djhla f.dvkÕhs' tuÕska 
o;a; .ukd.ukh kslïu bÈßhg hjkjd fjkqjg 
il%Sh w;rueÈfhl= f,i l%shd lrhs'  
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Types of Networks 
cd, j¾. 
 

Type Coverage / wdjrKh 

PAN ~10 m   

Around a single person  
tla mqoa.,fhl= jgd 
(e.g. Bluetooth, USB) 

LAN ~100 m  

A home, office, or single building 
ksjila" ld¾hd,hla fyda tla 
f.dvkeÕs,a,la 

CAN ~1 km  

A university or corporate campus 
úYajúoHd,hla fyda wdh;ksl 
mßY%hla 

MAN ~10–50 km  

A city or town / k.rhla 

WAN Global  

Across countries (e.g. the Internet) 
rgj,a yryd ^Wod' wka;¾cd,h& 

 

Personal Area Network (PAN) 
fm!oa.,sl fmfoia cd, 

A PAN is the smallest type of network, primarily 

used for connecting personal devices like 

smartphones, tablets, laptops, and wearable 

devices within a very short range. 

PAN hkq l=vdu cd, j¾.h jk w;r" uQ,sl 
jYfhka iaud¾Ü f*daka" geí,Ü" ,emafgdma" iy 
me<¢h yels Wmdx. jeks mqoa.,sl Wmdx. b;d 
flá mrdihla ;=< iïnkaO lsÍu i|yd Ndú;d 
lrhs' 
 

Owned by one person. 
tla mqoa.,fhl=g wh;a fõ' 
 

Local Area Network (LAN) 
ia:dkSh fmfoia cd, 
 
A LAN is used to connect devices in a small 

geographic area, like a home, office, or building. 
ksjila" ld¾hd,hla fyda f.dvke.s,a,la jeks l=vd 
N+f.da,Sh m%foaYhl Wmdx. iïnkaO lsÍug LAN 
Ndú;d lrhs' 
 

Owned by one person or one organization. 
tla mqoa.,fhl=g fyda tla ixúOdkhlg wh;a fõ' 

Campus Area Network (CAN) 
wdh;ksl fmfoia cd, 
 
A CAN is similar to a LAN but typically covers a 

larger area like a school, university campus, or a 

business campus. It connects multiple buildings 

and departments. 

CAN tlla LAN tllg iudk kuq;a idudkHfhka 
mdi,la" úYaj úoHd, uKavmhla fyda jHdmdßl 
uKavmhla jeks úYd, m%foaYhla wdjrKh lrhs' 
th nyq f.dvke.s,s iy fomd¾;fïka;= iïnkaO 
lrhs' 
 
Owned by one organization. 
tla ixúOdkhlg wh;a fõ' 
 

Metropolitan Area Network (MAN) 
uyd k.r fmfoia cd, 
 

A MAN covers a larger geographic area than a 

LAN but is smaller than a Wide Area Network 

(WAN). 

MAN tlla LAN tllg jvd úYd, N+f.da,Sh 
m%foaYhla wdjrKh lrk kuq;a mq¿,a fmfoia 
cd,hlg (WAN) jvd l=vd fõ' 
 

It spans across a city and is typically used by 

government or large organizations to 

interconnect multiple LANs within a city. 
th k.rhla yryd úysfok w;r idudkHfhka 
rch fyda úYd, ixúOdk úiska k.rhla ;=< LAN 
lsysmhla tlsfkl iïnkaO lsÍug Ndú;d lrhs' 
 

Many MANs involve a network service provider. 

fndfyda MAN cd, i|yd cd, fiajd imhkafkl= 
iïnkaO fõ' 
 

MANs may be owned by multiple organizations 

that are connected together. 
tajd tlg iïnkaO lr we;s nyqúO ixúOdk 
lsysmhlg wh;a úh yelsh' 
 
Wide Area Network (WAN) 
mq¿,a m%foaY cd,h 

 

A WAN covers a broad geographic area, such as 

an entire country or even globally. It 

interconnects multiple LANs, MANs, and other 

smaller networks. 

WAN u.ska uq¿ rgla fyda f.da,Sh jYfhka mjd 
mq¿,a N+f.da,Sh m%foaYhla wdjrKh lrhs' th nyq 
LANs" MANs" iy wfkl=;a l=vd cd, tlsfklg 
iïnkaO lrhs' 
 

The internet is the largest example of a WAN. 

wka;¾cd,h WAN i|yd úYd,;u WodyrKhhs' 
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Can cover large geographic distances, from 

multiple cities to across countries and 

continents. 
úúO k.rj, isg rgj,a iy uydoaùm olajd úYd, 
N+f.da,Sh ÿrla wdjrKh l< yelsh' 
 
Often involves several network service 

providers. 
fndfyda úg cd, fiajd imhkakka lsysm fofkl= 
iïnkaO fõ' 
 

Owned by multiple organizations. 
nyqúO ixúOdk lsysmhlg wh;a fõ' 
 
Wired & Wireless Implementation Across 

Network Types 
cd, j¾. ioyd /yeka iys; iy /yeka rys; 
l%shd;aul lsÍï 
 

Networks are not restricted to a single 

transmission medium, whether it is a LAN, MAN, 

or WAN, each can be implemented using wired, 

wireless, or a hybrid of both methods, 

depending on the needs of the environment. 
cd," tla iïfma%IK udOHhlg muKla iSud 
fkdfõ' th LAN" MAN fyda WAN jqjo" mßirfha 
wjYH;d u; mokïj /yeka iys;" /yeka rys; 
fyda fuu l%u foflysu fouqyqka tl;=jla 
Ndú;fhka l%shd;aul l< yelsh' 
 

A PAN can be wired through a direct USB or 

lightning cable connection between personal 

devices, or wireless via Bluetooth, infrared, or 

Airdrop, commonly seen in connecting phones, 

laptops, smartwatches, and earbuds. 

PAN tlla" mqoa.,sl Wmdx. w;r iDcq USB fyda 
lightning flan,a iïnkaO;djhla yryd /yeka 
iys;j fyda Bluetooth" infrared fyda Airdrop 
yryd /yeka rys;j l%shd;aul l< yelsh' fuh 
idudkHfhka ÿrl:k" ,emafgdma" iaud¾Ü Trf,daiq 
iy earbuds iïnkaO lsÍfï§ oelsh yelsh' 
 

A LAN can run over Ethernet cables or operate 

entirely over Wi-Fi as a WLAN, with most 

modern setups combining both. 

LAN tlla B;¾fkÜ flan,a yryd Odjkh úh 
yels w;r" ke;fyd;a WLAN tlla f,i 
iïmQ¾Kfhkau Wi-Fi yryd l%shd;aul úh yelsh' 
fndfyda kùk ieliqï ;=< fuu l%u folu 
taldnoaOj mj;S' 
 

 

 

 

A MAN can be built using fiber optic cables 

connecting buildings across a city, or wirelessly 

using microwave links and WiMAX towers 

between locations. 

MAN tlla" k.rhla mqrd we;s f.dvkeÕs,s 
iïnkaO lrk *hsn¾ Tmaála flan,a Ndú;fhka 
fyda ia:dk w;r uhsfl%dafõõ ine¢ iy WiMAX 
l=¿Kq Ndú;fhka /yeka rys;j f.dvkeÕsh 
yelsh' 
 

A WAN can be established through physical 

infrastructure like undersea fiber optic cables 

and leased lines, or wirelessly via satellite links 

and cellular networks such as 4G/5G. 

WAN tlla" uqyqÿ m;=, yryd Èfjk *hsn¾ Tmaála 
flan,a iy nÿ .;a ud¾. jeks fN!;sl há;, 
myiqlï yryd fyda pkaøsld ine¢ iy 4G$5G jeks 
fi,shq,¾ cd, yryd /yeka rys;j ia:dms; l< 
yelsh' 
 

In essence, the terms LAN, MAN, and WAN 

define the scope of a network, not its medium. 

The choice between wired and wireless is purely 

an implementation decision driven by factors 

like cost, mobility, reliability, and coverage. 

uQ,sl jYfhka .;a l," LAN" MAN iy WAN hk 
mo uÕska w¾: oelafjkafka cd,hl úIh m:h ñi 
tys udOHh fkdfõ' /yeka iys; iy /yeka rys; 
l%u w;r f;aÍu" msßjeh" ixp,;dj" 
úYajikSh;ajh iy wdjrKh jeks idOl u; 
mokï jQ ;SrKhla mu‚' 
 
 
 
Virtual Private Network (VPN) 
 

A Virtual Private Network (VPN) is a technology 

that creates a secure and encrypted connection 

over a public or less secure network, such as the 

internet. 
w;;H mqoa.,sl cd, hkq wka;¾cd,h jeks fmdÿ 
fyda wvq wdrËs; cd,hla yryd wdrlaIs; iy 
ixfla;d;aul iïnkaO;djhla ks¾udKh lrk 
;dËKhls'  
 

It allows users to send and receive data as if 

their devices were directly connected to a 

private network, ensuring data privacy and 

security. 
th mßYS,lhskag Tjqkaf.a Wmdx. mqoa.,sl 
cd,hlg iDcqju iïnkaO ù we;s wdldrhg o;a; 
heùug iy ,nd .ekSug bv i,ihs" o;a; 
fm!oa.,sl;ajh iy wdrlaIdj iy;sl lrhs' 
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Components of a VPN 

VPN ixrpl 
 

VPN Client 

The software or application on the user’s device 

that connects to the VPN server. It encrypts data 

before sending it over the internet. 

VPN& fiajdodhlhg iïnkaO jk mßYS,lhdf.a 
Wmdx.fha we;s uDÿldx.h fyda fhÿu fõ' th 
wka;¾cd,h yryd o;a; heùug fmr tAjd 
fla;kh lrhs' 
 

VPN Server 

A remote server that receives the encrypted 

data from the client, decrypts it, and forwards it 

to the desired destination (Ex. a company’s 

internal network or a website). 
fiajd,dNshdf.ka fla;kh l< o;a; ,nd .kakd 
ÿria: fiajdodhlhls" tu.ska tu o;a; úfla;kh 
lr wfmalaIs; .ukdka;h fj; fhduq lrhs ^Wod' 
iud.ul wNHka;r cd,hla fyda fjí wvúhla&' 
 
Tunnel 

The secure, encrypted pathway through which 

data travels between the client and server. This 

"tunneling" ensures privacy and security over 

public networks. 
fiajd,dNshd iy fiajdodhlhd w;r o;a; .uka 
lrk wdrlaIs;" fla;s; ud¾.hhs' fuu ud¾.h 
fmdÿ cd, yryd mqoa.,sl;ajh iy wdrlaIdj 
iy;sl lrhs' 
 

How VPN Works 

VPN l%shd lrk wdldrh 
 

Initiating a VPN Connection 

A user (client) starts a VPN connection through 

a VPN client, which could be an app or built-in 

software. 

mßYS,lfhl= ^fiajd,dNsfhl=& VPN fiajd,dNsfhla 
yryd VPN iïnkaO;djhla wdrïN lrhs" th 
fhÿula fyda built-in uDÿldx.hla úh yelsh' 
 

Encryption of Data 

The VPN client encrypts the user’s data before 

it leaves the device. This encrypted data is now 

unreadable to any unauthorized party. 

VPN fiajd,dNshd úiska mßYS,lhdf.a o;a; 
Wmdx.fhka msgùug fmr fla;kh lrhs' fuu 
fla;d;aul o;a; oeka lsisÿ wkjir md¾Yjhlg 
lshúh fkdyel' 
 

Routing Through the VPN Server 

The encrypted data is sent over the internet to 

the VPN server. This server acts as an 

intermediary, forwarding the user’s requests to 

the intended destination (Ex. a website). 

fla;kh l< o;a; wka;¾cd,h yryd VPN 
fiajdodhlh fj; hjkq ,efí' fuu fiajdodhlh 
mßYS,lhdf.a b,a,Sï wfmalaIs; .ukdka;hg ̂ Wod' 
fjí wvúhla& fhduq lrñka w;rueÈfhl= f,i 
l%shd lrhs' 
 

Data Forwarding 

The VPN server decrypts the data and sends the 

request to the destination. When the 

destination responds, the VPN server encrypts 

the response and sends it back to the client. 

VPN fiajdodhlh o;a; úfla;kh lr 
.ukdka;hg b,a,Su hjhs' .ukdka;h u.ska 
m%;spdr olajk úg" VPN fiajdodhlh m%;spdrh 
fla;kh lr fiajd,dNshd fj; wdmiq hjhs' 
 

Final Decryption at Client Side 

The client receives the encrypted data from the 

VPN server, decrypts it, and presents it to the 

user as normal. 

fiajd,dNshd úiska VPN fiajdodhlfhka 
fla;d;aul o;a; ,nd .kS" th úfla;kh lr 
idudkH wdldrfhka mßYS,lhdg bÈßm;a lrhs' 
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How VPNs hide our IP address 

VPNs u.ska wmf.a IP ,smskh iÕjk wdldrh 
 
VPN server acts as a proxy to hide users IP 

address. 

mßYS,lhdf.a IP ,smskh ieÕùu i|yd VPN 

fiajdodhlh fm%dlaishla ^proxy& f,i l%shd lrhs' 
 

For example, if you connect to a VPN server 

located in New York, your device will appear to 

have an IP address based in New York, even if 

you are physically located elsewhere. 
WodyrKhla f,i" Tn ksõ fhda¾la ys msysgd we;s 
VPN fiajdodhlhlg iïnkaO jkafka kï" Tn 
fN!;slj fjk;a ia:dkhl isáh;a" Tnf.a 
Wmdx.hg ksõ fhda¾la ys IP ,smskhla we;s nj 
fmfka' 
 

Throughout this process, websites and online 

services only see the VPN server’s IP address 

and location, not your actual IP address. 
fuu l%shdj,sh mqrdu" fjí wvú iy ine¢ fiajd 
olskafka VPN fiajdodhlfha IP ,smskh iy ia:dkh 
ñi Tfí ienE IP ,smskh fkdfõ' 
 
Example 
 

Let’s say you are in London, and you connect to 

a VPN server in New York. 

Tn ,kavka yS isák nj;a ksõ fhda¾la ys VPN 
fiajdodhlhlg iïnkaO jk nj;a is;uq' 
 

Your real IP address (in London) 82.45.123.67. 
 

VPN server’s IP address (in New York) 

192.168.1.2. 
 

Once connected to the VPN, 
 

Before VPN 

Websites see your real IP (82.45.123.67), and 

they know you are in London. 

fjí wvú u.ska Tfí ienE IP ,smskh 
^82'45'123'67& olsk w;r" Tn ,kavka yS isák nj 
Tjqka okS' 
 

After VPN 

Websites see the VPN server’s IP (192.168.1.2), 

and they think you are in New York. 

fjí wvú VPN fiajdodhlfha IP ,smskh 
^192'168'1'2& olsk w;r" Tjqka is;kafka Tn ksõ 
fhda¾lays isák njhs'

 
Feature VPN Proxy 

Operating 

Level 

l%shdldÍ 
uÜgu 

Entire device 

or selected 

applications. 

iuia; 
Wmdx.hu fyda 
f;dard.;a 
fhÿï 

Usually, specific 

applications or 

browsers. 

idudkHfhka 
ksYaÑ; fhÿï 
fyda n%jqir 

Encrypts 

Traffic 

.ukd.ukh 
ixfla;kh 
lsÍu 

 Yes / Tõ  Usually No 

idudkHfhka ke; 

Privacy 

mqoa.,sl;ajh 

High / by<hs Low to Moderate 

wvq isg uOHia: 

Hides IP 

Address 

IP ,smskh 
ieÕùu 

 Yes / Tõ Yes / Tõ 

Protects on 

Public Wi-Fi 

fmdÿ ^Wi-
Fi& cd,j,§ 
wdrlaId lsÍu 

 Yes / Tõ  No / ke; 

Speed 

fõ.h 

Slightly 

slower.  

;rula 
ukao.dó fõ 

Usually faster. 

idudkHfhka 
fõ.j;a fõ 

Security 

wdrlaIdj 

High / by<hs Low / wvqhs 

Setup 

msysgqùu 

Requires VPN 

software or 

built-in OS 

support. 

VPN uDÿldx. 
fyda fufyhqï 
moaO;sfha we;s 
iyh wjYH 
fõ 

Browser or 

application proxy 

settings. 

n%jqirfha fyda 
fhÿfï fm%dlais 
ieliqï 

Cost 

msßjeh 

Often paid 

(free options 

available). 

fndfyda úg 
f.ùï l< 
hq;=h 
^fkdñf,a 
,efnk 
ixialrK o 
we;& 

Often free (paid 

options also 

available). 

fndfyda úg 
fkdñf,a ^f.ùï 
l< hq;= 
ixialrK o 
we;& 
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Networking Commands 
cd,lrK úOdk 
 
Networking commands are instructions used in 

a command-line interface to check, manage, 

and troubleshoot network connections.  
cd,lrK úOdk hkq cd, iïnkaO;d mÍlaId lsÍu" 
l<ukdlrKh lsÍu iy fodaI ksrdlrKh lsÍu 
i|yd úOdk f¾Ld w;=reuqyqK;l Ndú;d lrk 
Wmfoia fõ' 
 

They help users find network details, test 

whether devices are connected, identify 

connection problems, and view information 

such as IP addresses, routes, and active 

connections. 
tajd uÕska mßYS,lhskag cd, úia;r fiùug" 
Wmdx. iïnkaO ù we;aoehs mÍlaId lsÍug" 
iïnkaO;d .eg¨ y÷kd .ekSug iy IP ,smsk" 
ud¾. ^routes& iy il%sh iïnkaO;d jeks 
f;dr;=re ne,Sug WmldÍ fõ' 
 
1) ipconfig 
 

This command displays the IP address, subnet 

mask, and default gateway for all network 

adapters on your computer. Useful for 

troubleshooting network issues. 
fuu úOdkh uÕska Tfí mß.Klfha we;s ish¨u 
cd, wevemagr i|yd IP ,smskh" Wmcd, udiala iy 
fmrksñ oajdrh fmkajhs' cd, .eg¿ ksrdlrKh 
i|yd m%fhdckj;a fõ' 
 
Platforms 

ipconfig - Windows 

ifconfig   - macOS, Linux (BSD systems) 

ip addr   - Linux (Modern) 
 
Information it shows 
thska oek.; yels f;dr;=re 
 

IPv4 Address 

The unique address identifying this device on 

the local network 
foaYSh cd,h ;=< fuu Wmdx.h y÷kd .kakd 
wkkH ,smskh 
 

Subnet Mask 

Defines which part of the IP address is the 

network vs the device 

IP ,smskfha l=uk fldgi cd,hg o iy l=uk 
fldgi Wmdx.hg o hkak ks¾jpkh lrhs 
 

Default Gateway 

The IP address of the router. (the doorway to 

the internet) 

rjqgrfha IP ,smskh' ^wka;¾cd,hg msúfik 
fodrgqj& 
 

Purpose / wruqK 

It quickly confirms whether a computer is 

connected to a network and shows its currently 

assigned IP address. 
th mß.Klhla cd,hlg iïnkaO ù we;aoehs 
blaukska ;yjqre lrk w;r oekg Bg mjrd we;s 
IP ,smskh fmkajhs' 
 

Example (Windows) 

 

 

 

 

 

 

 

 

Useful Variations / m%fhdackj;a m%fNaohka 
 

ipconfig /release 
Drops the current IP address assigned by the 

router 

rjqgrh uÕska mjrd we;s j;auka IP ,smskh bj;a 
lrhs 
 

ipconfig /renew 
Requests a new IP address from the router 

rjqgrfhka kj IP ,smskhla b,a,d isáhs 
 

ipconfig /flushdns 
Clears the saved list of website addresses (fixes 

some browsing issues) 
iqrlsk ,o fjí wvú ,smsk ,ehsia;=j uld ouhs 
^iuyr n%jqia lsÍfï .eg¨ ksrdlrKh lrhs& 
 
ipconfig /all (detailed ipconfig) 
 

The extended/detailed version of ipconfig. It 

shows everything the basic command shows, 

plus much more about every network adapter 

on the device. 

ipconfig ys §¾>$úia;rd;aul wkqjdoh' th uQ,sl 
úOdkh uÕska fmkajk ish,a, iy Wmdx.fha we;s 
iEu cd, wkqj¾;lhla .eku ;j;a fndfyda 
f;dr;=re fmkajhs' 

> ipconfig 

 

Windows IP Configuration 

 

Ethernet adapter Ethernet: 

 Connection-specific DNS Suffix  . : localdomain 

 IPv4 Address. . . . . . . . . . . : 192.168.1.105 

 Subnet Mask . . . . . . . . . . . : 255.255.255.0 

 Default Gateway . . . . . . . . . : 192.168.1.1 
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Additional information it shows 
th fmkajk w;sf¾l f;dr;=re 
 

Host Name 

The name of this computer on the network 
cd,h ;=< fuu mß.Klfha ku 
 

Physical Address (MAC)  

A unique hardware ID burned into the network 

adapter 
cd, wkqj¾;lh ;=<g iaÓrju we;=<;a lr we;s 
wkkH oDvdx. ye÷kqïm;la 
 

DHCP Enabled 

Yes  = IP was assigned automatically 

  = IP ,smskh iajhxl%Shj mjrd we;¦ 
No  = IP was set manually 

 = IP ,smskh yia;Shj ilid we; 
 

DHCP Server  

The device (usually the router) that assigned the  

IP ,smskh mjrd ÿka Wmdx.h ^idudkHfhka 
rjqgrh& 
 

IPDNS Servers  

Servers that translate website names into IP 

addresses 

fjí wvú kdu IP ,smsk njg mßj¾;kh lrk 
fiajdodhlhka 
 

Lease Obtained 

When the current IP address was assigned 

j;auka IP ,smskh mjrd ÿka Èkh iy fõ,dj 

 

Lease Expires 

When the router will reassign a new IP address 

rjqgrh úiska kj IP ,smskhla kej; mjrkq ,nk 
Èkh iy fõ,dj 

 

Example (Windows) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

2) ping (All Platforms) 
 

Ping is a command used to test whether a 

connection exists between your computer and 

another device, website, or server on a network 

or the internet. 

Ping hkq Tfí mß.Klh iy cd,hl fyda 
wka;¾cd,fhys we;s fjk;a Wmdx.hla" fjí 
wvúhla fyda fiajdodhlhla w;r iïnkaO;djhla 
mj;Soehs mÍlaId lsÍug Ndú;d lrk úOdkhls' 
 

Purpose / wruqK 
Check basic connectivity to a destination 
fiajdodhlhlg we;s uQ,sl iïnkaO;djh mÍlaId 
lsÍu 
Measure how long it takes for data to travel 

there and back 
o;a; tys f.dia kej; meñŒug fldmuK ld,hla 
.;fõo hkak uek ne,Su 
Identify if a connection problem is general (no 

internet at all) or specific (one site not 

responding) 
iïnkaO;d .eg¨jla fmdÿ tllao ^wka;¾cd,h 
lsisfia;au ke;& fyda ksYaÑ; tllao ^tla fjí 
wvúhla muKla m%;spdr fkdolajhs& hkak y÷kd 
.ekSu 

 

How it works / l%shd lrk wdldrh 

Your computer sends 4 small test messages 

(called echo requests) to the destination. If the 

destination is reachable, it sends a reply back. 

Ping records whether each reply was received 

and how long it took. 
Tfí mß.Klh uÕska ,Õdúh hq;= ia:dkh fj; 
l=vd mÍlaIK m‚úv 4la ^echo requests f,i 
ye¢kafõ& hjhs' tu ia:dkhg <Õd úh yels kï" 
th kej; ms<s;=rla tjhs' Ping uÕska tla tla 
ms<s;=r ,enqfKao hkak iy ta i|yd fldmuK 
ld,hla .; jQfhao hkak jd¾;d lrhs' 
 

Example (Successful ping) 

 

 

 

 

 

 

 

 

 

 

Example (Failed ping) 

 

 

 

 

 

> ping google.com 
 
PING google.com (142.250.80.46): 56 data bytes 
64 bytes from 142.250.80.46: icmp_seq=0 ttl=116 
time=12.4 ms 
64 bytes from 142.250.80.46: icmp_seq=1 ttl=116 
time=11.9 ms 
64 bytes from 142.250.80.46: icmp_seq=2 ttl=116 
time=12.1 ms 
 
--- google.com ping statistics --- 
3 packets transmitted, 3 received, 0% packet loss 
round-trip min/avg/max = 11.9/12.1/12.4 ms 

> ipconfig /all 
 
Windows IP Configuration 
 

   Host Name . . . . . . . . . : DESKTOP-AB12CD 
   Primary Dns Suffix  . . . . : 
   Node Type . . . . . . . . . : Hybrid 
   IP Routing Enabled. . . . . : No 
   WINS Proxy Enabled. . . . . : No 
 

Wireless LAN adapter Wi-Fi: 
 

   Description . . . . : Intel(R) Wi-Fi 6 AX201 
   Physical Address. . : A4-C3-F0-85-2D-11 
   DHCP Enabled. . . . : Yes 
   IPv4 Address. . . . : 192.168.1.105(Preferred) 
   Subnet Mask . . . . : 255.255.255.0 
   Lease Obtained. . . : July 1, 2026 8:00:00 AM 
   Lease Expires . . . : July 2, 2026 8:00:00 AM 
   Default Gateway . . : 192.168.1.1 
   DHCP Server . . . . : 192.168.1.1 
   DNS Servers . . . . : 8.8.8.8 
                         8.8.4.4 

> ping google.com 
 

Pinging google.com with 32 bytes of data: 
Request timed out. 
Request timed out. 
Request timed out. 
Request timed out. 
 

Ping statistics for 142.250.185.46: 
Packets: Sent = 4, Received = 0, Lost = 4  
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3) tracert 
 
Traces the path packets take from your machine 

to a destination, showing each router (hop) 

along the way and the latency at each hop. 
Tnf.a hka;%fha isg .ukdka;hla olajd melÜ 
.uka lrk ud¾.h ¨yqn¢k w;r" w;ruÕ we;s 
tla tla rjqgrh ^hop& iy tu tla tla ia:dkfha§ 
isÿjk m%,ïNkh ^latency& fmkajhs' 
 

Useful for diagnosing where a connection slows 

down or fails. 
inO;djla ukao.dó jkafka fyda ì|jefgkafka 
fld;ekoehs y÷kd .ekSug m%fhdackj;a fõ' 
 
Platforms 

tracert   - Windows 

traceroute  - macOS, Linux 

 

Purpose / wruqK 

 

• See every point (called a "hop") that data 

passes through on its way to a destination 
o;a; ,Õdúh hq;= ia:dkh lrd hk .ufka§ 
miqlr hk iEu ,laIHhlau ^hop tlla f,i 
ye¢kafõ& oeln,d .ekSu 
 

• Identify exactly where in that path a 

problem or delay is happening 
tu ud¾.fha .eg¨jla fyda m%udohla 
isÿjkafka l=uk ia:dkhloehs yßhgu y÷kd 
.ekSu 

 

How it works / l%shd lrk wdldrh 

 

Data traveling across the internet passes 

through multiple intermediate routers before 

reaching its destination.  
wka;¾cd,h yryd .uka lrk o;a; tys ,Õdúh 
hq;= ia:dkhg meñŒug fmr w;rueÈ rjqgr 
lsysmhla miqlr hhs' 
 

tracert sends test messages with progressively 

increasing limits, causing each router along the 

path to respond one at a time. Each response is 

one "hop" in the list. 

tracert uÕska wkql%ñlj jeä jk iSudjka iys; 
mÍlaIK m‚úv hjk w;r" tuÕska ud¾.h Èf.a 
we;s tla tla rjqgrh tlska tl m%;spdr olajhs' tla 
tla m%;spdrh ,ehsia;=fõ we;s tla hop tlla fõ' 

Example (Windows) 

 

 

 

 

 

 

 

 

A  * * *  in the output means a hop didn't 

respond, often due to firewalls, not necessarily 

a problem. 

m%;sodkfha  * * *  f,i oelaùfuka woyia jkafka 
wod< rjqgrh ^hop& m%;spdr fkdoelajQ njhs' fuh 
fndfyda úg firewalls fya;=fjka isÿjk w;r" th 
wksjd¾hfhkau .eg¨jla fkdfõ' 
 
Useful Variations / m%fhdackj;a m%fNaohka 
 
tracert -d google.com 
Skips converting IP addresses to names (runs 

faster) 

IP ,smsk kduhka njg mßj¾;kh lsÍu uÕyßhs 
^fõ.fhka l%shd;aul fõ& 
 

tracert -h 15 google.com 
Limits trace to a maximum of 15 hops 

mÍlaIK ud¾.h Wmßu hops 15 lg iSud lrhs 
 
When it is used / Ndú;d lrkq ,nk wjia:d 
 

• When ping confirms a problem but doesn't 

show where it is 

ping uÕska .eg¨jla we;s nj ;yjqre lrk 
kuq;a th fld;ekoehs fmkajkafka ke;s úg 
 

• When a site loads slowly and you want to 

know which part of the route is causing the 

delay 
fjí wvúhla fiñka l%shd;aul jk úg iy 
tu ud¾.fha m%udohg fya;=jk fldgi 
l=ulaoehs Tng oek .ekSug wjYH jQ úg 
 

• To determine whether a problem is on 

your end or your ISP's end 
.eg¨j mj;skafka Tfí md¾Yjfhkao 
ke;fyd;a Tfí wka;¾cd, fiajd 
imhkakdf.a ^ISP& md¾Yjfhkao hkak 
;SrKh lsÍug 

 
 

> tracert google.com 
 
Tracing route to google.com [142.250.80.46] over a 
maximum of 30 hops: 
 
  1     1 ms     1 ms     1 ms   192.168.1.1 
  2    10 ms     9 ms    10 ms   10.0.0.1 
  3     *        *        *      72.14.215.165 
  4    12 ms    12 ms    13 ms   142.250.80.46 
 
Trace complete. 
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4) nslookup 
 

Queries DNS servers to resolve domain names 

to IP addresses (and vice versa). Useful for 

diagnosing DNS issues. 

jiï kdu IP ,smsk njg ^iy tys wfkla me;a;g& 
yerùu i|yd DNS fiajdodhlhkaf.ka úuiSï 
lrhs' DNS .eg¨ y÷kd .ekSug m%fhdackj;a fõ' 
 

Platforms 

nslookup  - Windows, macOS, Linux 

dig   - macOS, Linux  

 

dig provides more detailed output than 

nslookup in macOS and Linux. 

macOS iy Linux j,§ dig uÕska nslookup j,g 
jvd iúia;rd;aul m%;sodkhla ,nd fohs' 
 

Example 

 

 

 

 

 

 

 

 
 
5) netstat (All Platforms) 
 

Displays active network connections, listening 

ports, routing tables, and network interface 

statistics. Great for seeing what services are 

listening and what connections are currently 

open. 
l%shdldÍ cd, iïnkaO;d" l%shdldÍ ports" rjqáka 
j.= iy cd, w;=reuqyqK;a ixLHdf,aLk fmkajhs' 
l=uk fiajdjka il%Shj mj;skafkao iy oekg 
újD;j we;s iïnkaO;d fudkjdoehs ne,Sug b;d 
fyd|h' 
 

Example 

 

 

 

 

 

6) arp (All Platforms) 
 

Useful for finding the MAC address of a device 

on your local network, or for troubleshooting IP 

conflicts. 

foaYSh cd,fha we;s Wmdx.hl MAC ,smskh 
fiùug fyda IP .egqï ksrdlrKh lsÍug 
m%fhdackj;a fõ' 
 

Displays and modifies the ARP (Address 

Resolution Protocol) cache, which maps IP 

addresses to MAC addresses on the local 

network. 

foaYSh cd,h ;=< IP ,smsk MAC ,smsk iuÕ 
is;shï.; lrk ARP ^Address Resolution 

Protocol& leIh ^cache& fmkajk w;r th fjkia 
lsÍug bv i,ihs' 
 

Example 

 

 

 

 

 

 

 

 

 

7) curl (All Platforms) 
 

Transfers data from or to a server using various 

protocols (HTTP, HTTPS, FTP, etc.). Widely used 

to test APIs, download files, and inspect HTTP 

responses. 

úúO fm%dfgdaflda, ^HTTP" HTTPS" FTP" wdÈh& 
Ndú;fhka fiajdodhlhla ^server& fj; fyda 
fj;ska o;a; yqjudre lrhs' API mÍlaId lsÍug" 
f.dkq nd.; lsÍug iy HTTP m%;spdr mÍlaId 
lsÍug nyq,j Ndú; fõ' 
 

Example 

 

 

 

 

 
 
 
 

$ nslookup github.com 

 

Server:   8.8.8.8 

Address:  8.8.8.8#53 

 

Non-authoritative answer: 

Name:   github.com 

Address: 140.82.121.4 

> netstat 

 

Active Internet connections (servers and established) 

Proto  Local Address        Foreign Address    State 

tcp    0.0.0.0:22           0.0.0.0:*          LISTEN 

tcp    192.168.1.105:52341  140.82.121.4:443   ESTABLISHED 

tcp    192.168.1.105:52355  142.250.80.46:443  ESTABLISHED 

udp    0.0.0.0:53           0.0.0.0:* 

> arp 
 
Interface: 192.168.1.105 
 Internet Address     Physical Address    Type 
 192.168.1.1          d4-6e-0e-ab-12-34   dynamic 
 192.168.1.110        a8-51-ab-cd-ef-00   dynamic 

$ curl -I https://example.com 

 

HTTP/2 200 

content-type: text/html; charset=UTF-8 

content-length: 1256 

server: ECS (nyb/1D07) 

last-modified: Thu, 17 Oct 2019 07:18:26 GMT 
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Networking Ports / cd,lrK flfj‚ 
 

A port is a 16-bit logical number used by the 

transport layer (TCP or UDP) to identify the 

specific application or service that should send 

or receive network data on a device. 
flfj‚hla hkq Wmdx.hla u; cd, o;a; heúh 
hq;= fyda ,eìh hq;= ksYaÑ; fhÿu fyda fiajdj 
y÷kd .ekSu i|yd m%jdyk ia:rh ^TCP fyda UDP& 
úiska Ndú;d lrkq ,nk ìgq 16 l ;d¾lsl wxlhls' 
 

Why are ports needed  
flfj‚ wjYH jkafka wehs 
 

IP address / IP ,smskh 

Identifies which device should receive data 
o;a; ,eìh hq;af;a l=uk Wmdx.hgo hkak y÷kd 
.kS 
 

Port number / flfj‚ wxlh 

Identifies which application on that device 

should handle the data 
tu Wmdx.fha we;s l=uk fhÿu uÕska o;a; 
yeisrúh hq;=o hkak y÷kd .kS 
 

Without ports, the operating system would not 

know whether incoming data is meant for the 

web browser, email application, game, or 

another program. 

Ports fkdue;sj" meñfKk o;a; meñfkkafka fjí 
n%jqirh" úoHq;a ;eme,a ^email& fhÿu" l%Svdj fyda 
fjk;a jevigykla i|ydo hkak fufyhqï 
moaO;shg oek .; fkdyel' 
 
Simple analogy / ir, WodyrKh 
 

Think of a company building, 
iud.ï f.dvke.s,a,la .ek is;kak" 
 

IP address = the building's street address 

IP ,smskh = f.dvke.s,af,a ùÈ ,smskh 
 
Port number = a specific office or room inside 

the building 

flfj‚ wxlh = f.dvke.s,a, we;=<; we;s 
ksYaÑ; ld¾hd,hla fyda ldurhla 
 
Application = the person working in that office 

fhÿu = tu ld¾hd,fha jev lrk mqoa.,hd 
 

The postal service delivers mail to the correct 

building (IP address), then routes it to the 

correct office (port), where the intended 

recipient (application) receives it. 

;eme,a fiajh úiska ,sms ksjerÈ f.dvke.s,a,g ^IP 
,smskh& fnod yßk w;r" miqj th ksjerÈ 
ld¾hd,h ̂ flfj‚h& fj; fhduq lrhs" tys§ wod< 
,nkakd ^fhÿu& th ,nd .kS' 
 

Port number ranges / flfj‚ wxl mrdihka 
 

Ports are 16-bit numbers / flfj‚ ìgq 16l wxl 
fõ 

(2¹⁶ = 65,536 possible values, from 0 to 65535) 

^216 = 65"536 úh yels w.hka" 0 isg 65535 olajd& 
 

0 – 1023 (Well-known ports) 

Reserved for standard internet services (HTTP, 

FTP, SSH…) 
iïu; wka;¾cd, fiajdjka i|yd fjka lr we; 
^HTTP" FTP" SSH'''& 
 

1024 – 49151 (Registered ports) 

Assigned to specific applications by IANA  

IANA úiska ksYaÑ; fhÿï fj; mjrd we; 

(e.g. MySQL: 3306) 
 

49152 – 65535 (Dynamic / Ephemeral ports) 

Temporary ports assigned by the OS to clients 

during a session 
iuld,khla w;r;=r fufyhqï moaO;sh úiska 
fiajd,dNSka fj; mjrkq ,nk ;djld,sl flfj‚ 
 

 Common port numbers / fmdÿ flfj‚ wxl 
 

Port Service Protocol Purpose 

20, 21 FTP TCP File transfer 

22 SSH TCP Secure remote 

login 

23 Telnet TCP Unsecured 

remote login 

25 SMTP TCP Sending email 

53 DNS TCP/UDP Domain name 

resolution 

67, 68 DHCP UDP IP address 

assignment 

80 HTTP TCP Web traffic 

110 POP3 TCP Download 

email (single 

device) 

143 IMAP TCP Sync email 

across 

multiple 

devices 

443 HTTPS TCP Web traffic 

3306 MySQL TCP Database 

connections 
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How it works (visiting a website) 
th l%shd lrk wdldrh ^fjí wvúhlg msúiSu& 
 

1. Your browser sends a request to the 

website's IP address 

Tnf.a n%jqirh fjí wvúfha IP ,smskh fj; 
b,a,Sula hjhs 

2. The request is directed to port 443 (HTTPS) 

b,a,Su 443 flfj‚h ^HTTPS& fj; fhduq 
flf¾ 

3. The web server receives the request on 

port 443 

fjí fiajdodhlh úiska 443 flfj‚h yryd 
b,a,Su ,nd .kS 

4. The server processes it and sends the 

response back to your browser 
fiajdodhlh th ilid m%;spdrh kej; 
Tnf.a n%jqirh fj; hjhs 

 

Physical vs Network ports 
fN!;sl iy cd, flfj‚ w;r fjki 
 

A network port is not a physical connector like 

a USB port or Ethernet port. 

Network port hkq USB fyda B;¾fkÜ jeks 
fN!;sl iïnkaOlhla fkdfõ' 
 

Physical port / fN!;sl flfj‚ 

A hardware socket where you plug in a cable 

(USB, Ethernet, HDMI) 
Tn flan,hla iïnkaO lrk oDvdx. fidlÜ tlla 
(USB, Ethernet, HDMI) 
 

Network port / cd, flfj‚ 

A logical number used by TCP/UDP software to 

route data to the correct application, it has no 

physical form 
o;a; ksjerÈ fhÿu fj; fhduq lsÍu i|yd 
TCP$UDP uDÿldx. úiska Ndú;d lrkq ,nk 
;d¾lsl wxlhla" fuhg fN!;sl iajrEmhla 
fkdue; 
 
Port states / flfj‚ ;;a;aj 

A port on a device can be in one of three states 
Wmdx.hla u; we;s flfj‚hla m%Odk ;;a;aj 
;=klska tll mej;sh yel 
 

1. Open (actively listening) 

2. Closed (reachable but no service) 

3. Filtered (blocked by a firewall) 
 

Port forwarding 

Routers use this to forward traffic arriving on a 

specific port to a specific device on the local 

network. 
rjqg¾ úiska foaYSh cd,fha we;s ksYaÑ; Wmdx.hla 
fj;" ksYaÑ; flfj‚hla yryd meñfKk o;a; 
.ukd.ukh fhduq lsÍu i|yd fuh Ndú;d lrhs' 

By forwarding ports 80 or 443 on your router to 

your local PC, you can host a website directly 

from your own computer, making it accessible 

to anyone on the internet. 

Tnf.a rjqgrfha fmdaÜ 80 fyda 443 Tnf.a foaYSh 
mß.Klhg forward lsÍu uÕska" Tng iDcqju 
Tnf.au mß.Klfha isg fjí wvúhla host l< 
yels w;r" tuÕska wka;¾cd,fha isák ´kEu 
wfhl=g thg msúish yels fõ' 
 

Socket (IP address + port number) 
 

A socket is the combination of an IP address 

and a port number. It uniquely identifies a 

single connection endpoint. A full connection 

uses two sockets one at each end. 

fidlÜ tlla hkq IP ,smskhl iy flfj‚ wxlhl 
tl;=jls' th ;ks iïnkaO;d wka; ,laIHhla 
wkkH f,i y÷kd .kS' iïmQ¾K iïnkaO;djhla 
i|yd tla tla fl<jf¾ fidlÜ tl ne.ska fidlÜ 
folla Ndú;d lrhs' 
 

When your computer connects to Google's web 

server over HTTPS, two sockets are created to 

form the connection. 

Tnf.a mß.Klh HTTPS yryd Google ys fjí 
fiajdodhlh iuÕ iïnkaO jk úg" 
iïnkaO;djh f.dvke.Su i|yd fidlÜ folla 
ks¾udKh fõ' 
 

Google's side always uses port 443 (well-known 

HTTPS port). 

Google ys md¾Yjh ieuúgu 443 flfj‚h 
Ndú;d lrhs' 
 

Your computer -> 192.168.1.1:51234 

Google's server  -> 142.250.190.46:443 
 

The full connection is identified by the pair of 

sockets. 
iïmQ¾K iïnkaO;djh y÷kd .kq ,nkafka 
fidlÜ hq.,h uÕsks' 
 
Port space per protocol 
kshudj,shlg we;s flfj‚h bv m%udKh 
 

Both TCP and UDP maintain their own 

independent port spaces. 

TCP iy UDP hk folu ;ukaf.au iajdëk 
flfj‚ bv m%udKhka mj;ajd .kS' 
 

TCP port 80 and UDP port 80 are separate 

endpoints. 

TCP flfj‚ 80 iy UDP flfj‚ 80 hkq fjkia 
wka; ,laIHhka folls' 
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Protocols 
kshudj,s 
 

A protocol is a set of rules and standards that 

define how data is transmitted, received, and 

interpreted between different devices in a 

network. 
kshudj,shla hkq cd,hl úúO Wmdx. w;r o;a; 
iïfm%aIKh" .%ykh iy w¾:l:kh lrk wdldrh 
ks¾jpkh lrk Í;s iy m%ñ;s iuQyhls' 
 

Ensures that communication between devices is 

reliable, secure, and efficient. 
Wmdx. w;r ikaksfõokh úYajikSh" wdrlaIs; 
iy ld¾hlaIu nj tu.ska iy;sl lrhs' 
 

Protocols determine the format, timing, 

sequencing, and error-checking methods used 

for data transmission. 
kshudj,s u.ska o;a; iïfm%aIKh i|yd Ndú;d 
lrk wdlD;sh" fõ,dj" wkql%uKh iy fodaI 
mÍlaId lsÍfï l%u ;SrKh lrhs' 
 

HTTP (Hypertext Transfer Protocol) 

 

 
 

Used to transfer webpages on the internet. 
wka;¾cd,fha ;=< fjí msgq yqjudre lsÍug Ndú;d 
lrhs' 
 

Use port 80. 
80 flfjksh Ndú; lrhs' 
 

The foundation of data communication for the 

World Wide Web. 
f,dal úisß úhuk i|yd o;a; ikaksfõokfha 
mokuhs' 
 

Operates in a client-server model. 
fiajd,dNS-fiajdodhl wdlD;shla ;=< l%shd lrhs' 
 

Works by sending requests from a client 

(usually a web browser) to a web server, which 

responds by sending the requested content  
l%shd lrkafka fiajd,dNsfhl=f.ka ^idudkHfhka 
fjí n%jqirhla& fjí fiajdodhlhlg b,a,Sï 
heùfuka iy tu.ska b,a,k ,o wka;¾.;h 
heùfuka m%;spdr olajñkah' 

A stateless protocol, meaning each request is 

treated independently without remembering 

previous requests. 

Stateless kshudj,shls" tkï" fmr isÿ lrk ,o 
b,a,Sï ms<sn| u;lhla ;nd fkd.ksñka" iEu 
b,a,Sula foiu iajdëk jQ w¨;a b,a,Sula f,i 
n,kq ,nhs' 
 

HTTP does not encrypt data, so transmitted 

information can be intercepted by attackers. 

HTTP uÕska o;a; .=ma;fla;kh fkdlrk neúka" 
yqjudre jk f;dr;=re w;ruÕ§ ihsn¾ 
m%ydrlhska w;g m;aùfï wjodkula mj;S' 
 

Supports persistent connections (Keep-Alive), 

allowing multiple requests to use the same TCP 

connection and improving performance. 
ksrka;r iïnkaO;d i|yd iyh olajhs( fï ksid 
tlu TCP iïnkaO;djh yryd b,a,Sï lsysmhla 
isÿ lsÍug bv ie,fik w;r" tuÕska cd,fha 
iuia; l%shdldÍ;ajh jeäÈhqKq fõ' 
 

Follows a simple request-response model. A 

client makes a request, and the server returns a 

response. 
ir, b,a,Sï-m%;spdr wdlD;shla wkq.ukh lrhs' 
fiajd,dNsfhla b,a,Sula lrhs" fiajdodhlh 
m%;spdrhla ,nd fohs' 
 

Common HTTP methods 

 

GET Requests data from the server. 
fiajdodhlfhka o;a; b,a,hs' 

POST Sends data to the server (Ex. form 

submission). 
fiajdodhlh fj; o;a; hjhs ^Wod( 
fmdaru bÈßm;a lsÍu&' 

PUT Updates existing server data. 
fiajdodhlfha o;a; hdj;ald,Sk 
lrhs' 

DELETE Removes data from the server. 
fiajdodhlfhka o;a; bj;a lrhs' 

 

Requests and responses consist of two parts 
b,a,Sï iy m%;spdr fldgia follska iukaú; fõ 
 

1. Headers 

Contain metadata, such as the type of request, 

encoding type, and information about the 

client. 
b,a,Sï j¾.h" fla;SlrK j¾.h iy fiajd,dNshd 
ms<sn| f;dr;=re jeks mdr-o;a; wvx.= fõ' 
 

2. Body 

Contains the actual data being transmitted (like 

the webpage content). 
iïfm%aIKh jk i;H o;a; wvx.= fõ ^fjí msgqfõ 
wka;¾.;h jeks&'  
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HTTP Status Codes 

Servers respond to requests with status codes that 

indicate the outcome. 
m%;sM,h fmkakqï lrk ;;aj fla; iuÕska 
b,a,Sïj,g fiajdodhlhka m%;spdr olajhs 
 

200 OK 

 

Request was successful. 
b,a,Su id¾:l úh' 

404 Not Found 

 

Requested resource 

couldn't be found. 
b,aÆ iïm; fidhd.; 
fkdyels úh' 

500 Internal 

Server Error 

 

A server-side issue 

occurred. 
fiajdodhl wka;fha 
.eg¨jla we;s úh' 
 

HTTPS (HTTP Secure) 
 

An extension of the standard HTTP protocol that 

uses encryption 

.=ma;fla;kh Ndú;d lrk idudkH HTTP 
kshudj,sfhau È.=jls' 
 

HTTPS operates on TCP port 443. 

HTTPS l%shd lrkafka TCP 443 flfjksh yrydh' 
 

Uses SSL (Secure Sockets Layer) or TLS (Transport 

Layer Security) to encrypt data during 

transmission. 
o;a; yqjudre jk úg tajd .=ma;fla;kh lsÍu i|yd 
SSL fyda TLS ;dlaIKh Ndú;d lrhs' 
 

Provides confidentiality by preventing 

unauthorized access to transmitted data. 
yqjudre jk o;a; fj; wkjirfhka m%fõY ùu 
j<lajñka ryiHNdjh imhhs' 
 

Provides integrity by ensuring that data is not 

altered during transmission. 
o;a; yqjudre jk w;r;=r tajd fjkia fkdjk nj 
iy;sl lrñka wLKav;dj imhhs' 
 

Provides authentication by verifying the identity of 

websites through digital certificates. 
wxls; iy;sl uÕska fjí wvúj, wkkH;djh 
;yjqre lr i;Hdmkh imhhs' 
 

Widely used for secure login systems, online 

banking applications and e-commerce websites to 

protect financial transactions. 
wdrlaIs; f,d.ska moaO;s" ud¾..; nexl= lghq;= iy 
uqo,a .kqfokq wdrlaId lsÍu i|yd úoHq;a jd‚c fjí 
wvú i|yd nyq,j Ndú;d fõ' 
 

Protects sensitive information such as usernames, 

passwords, and credit card details. 
mßYS,l kdu" uqrmo iy fl%äÜ ldâ úia;r jeks 
ixfõ§ f;dr;=re wdrlaId lrhs' 

FTP (File Transfer Protocol) 
 

A standard network protocol used for transferring 

files between a client and a server. 
fiajd,dNsfhl= iy fiajdodhlfhl= w;r f.dkq 
yqjudre lr .ekSu i|yd Ndú;d lrk iïu; cd, 
kshudj,shls' 
 

Operates using the TCP protocol and uses TCP 

port 21 and 20. 

TCP kshudj,sh hgf;a l%shd lrk w;r TCP 21 iy 
20 flfjks Ndú;d lrhs' 
 

Allow users to upload files to a remote server, 

manage files and directories and download files 

from a remote server. 
ÿria: fiajdodhlhlg f.dkq Wvq.; lsÍug" f.dkq 
iy f*da,avr l<ukdlrKh lsÍug iy t;ekska 
f.dkq nd.; lsÍug mßYS,lhskag bv i,ihs' 
 
Uses a client-server architecture and supports 

both authenticated (username / password) and 

anonymous access. 

Client-Server jHqyhla Ndú;d lrk w;r" mßYS,l 
kdu$uqrmo iys;j fyda rys;j m%fõY ùug iyh 
olajhs' 
 

FTP transfers data in plain text by default and does 

not provide built-in encryption. 

FTP uÕska o;a; idudkH fm<$wl=re f,i yqjudre 
lrk neúka tys built-in .=ma;fla;k moaO;shla ke;'  
 

Because of the lack of encryption, FTP is 

vulnerable to packet sniffing and unauthorized 

interception. 
fï ksid" o;a; fidrlï lsÍï iy wkjirfhka o;a; 
w;ruÕ§ ,nd .ekSïj,g f.dÿre ùfï wjodkula 
we;' 
 

FTPS (using SSL/TLS) and SFTP (using SSH) are 

secure alternatives that provide encrypted 

communication and better security than FTP. 

FTPS ^SSL/TLS Ndú;d lrñka& iy SFTP ^SSH 
Ndú;d lrñka& hkq .=ma;fla;kh l< ikaksfõokhla 
iy FTP j,g jvd fyd| wdrlaIdjla imhk wdrlaIs; 
úl,am fõ' 
 

130
ictfromabc.com



SMTP (Simple Mail Transfer Protocol)  
 

 
 
An application layer protocol used for sending 

emails between clients and mail servers as well as 

between mail servers. 
fiajd,dNSka iy úoHq;a ;eme,a fiajdodhlhka w;r 
fukau" fiajdodhlhka tlsfkl w;ro úoHq;a ,smsk 
heùu i|yd Ndú;d lrk fhÿï ia:rfha 
kshudj,shls' 
 

Operates on TCP port 25, 587 or 465. 

TCP 25" 587 fyda 465 flfjks yryd l%shd lrhs' 
 

Responsible only for sending emails, while email 

retrieval is performed by IMAP or POP3. 
úoHq;a ,smsk heùu i|yd j.lshkq ,nhs' úoHq;a ,smsk 
,nd .ekSu IMAP fyda POP3 u.ska isÿ lrhs' 
 

Follows a push model in which emails are 

transferred from the sender's mail server to the 

recipient's mail server. 

fuh Push model wkq.ukh lrhs" tkï hjkakdf.a 
úoHq;a ,smsk fiajdodhlfha isg ,nkakdf.a úoHq;a 
,smsk fiajdodhlh fj; ,smsk hjkq ,nhs' 
 

Supports user authentication through SMTP AUTH 

and secure communication through SSL/TLS 
encryption. 

SMTP AUTH yryd mßYS,l wkkH;djh ;yjqre 
lsÍug;a" SSL/TLS .=ma;fla;kh yryd wdrlaIs; 
ikaksfõokhg;a iyh olajhs' 
 

Widely used by email services such as Gmail, 

Outlook, and Yahoo Mail for outgoing email 

delivery. 

Gmail" Outlook" iy Yahoo Mail jeks úoHq;a ,smsk 
fiajdjka uÕska ndysrg úoHq;a ,smsk heùu i|yd 
nyq,j Ndú;d fõ' 
 

 

IMAP (Internet Message Access Protocol) 
 

An application layer protocol used to access, 

manage, and synchronize emails stored on a mail 

server. 
úoHq;a ;eme,a fiajdodhlhl .nvd lr we;s úoHq;a 
,smsk fj; m%fõY ùug" l<ukdlrKh lsÍug iy 
iuuqyq¾; lsÍug Ndú;d lrk fhÿï ia:rfha 
kshudj,shls' 
 

Operates on TCP port 143 or port 993(Secure). 

TCP 143 fyda 993(wdrlaYs;) flfjks yryd l%shd lrhs'

Stores emails on the mail server, allowing users to 

access the same mailbox from multiple devices. 
úoHq;a ,smsk m‚úv" úoHq;a ,smsk fiajdodhlfhau 
iq/lsj ;nd .kakd neúka" mßYS,lhdg tlu úoHq;a 
,smsk .sKqu Wmdx. lsysmhlska mßYS,kh lsÍfï 
yelshdj ,efí' 
 

Synchronizes email status, folders, and messages 

across all connected devices in real time. 
ish¨ u iïnkaê; Wmdx. w;r úoHq;a ,smsk j, 
;;a;ajh" f*da,avr iy m‚úv iÔùj iuuqyq¾; 
lrhs' 
 

Supports server-side folder management, 

message flags, and partial email downloads, 

improving efficiency and mailbox organization. 
fiajdodhlh me;af;ka f*da,avr l<ukdlrKh" 
m‚úv i,l=Kq lsÍu iy úoHq;a ,smskj, fldgia 
jYfhka muKla nd.; lr ne,Sfï yelshdj ,nd 
fok neúka fuh b;d ld¾hlaIu fõ' 
 
POP3 (Post Office Protocol) - Legacy 
 

An application layer protocol used to retrieve 

emails from a mail server and download them to a 

local device. 
úoHq;a ,smsk fiajdodhlfhka úoHq;a ,smsk ,ndf.k 
tajd ;ukaf.a Wmdx.hg nd.; lr .ekSug Ndú;d 
lrk kshudj,shls' 
 

Operates on TCP port 110 or 995(Secure). 

TCP 110 fyda 995(wdrlaYs;) flfjks yryd l%shd 
lrhs' 
 

POP3 downloads emails from the mail server to 

the user's device and, by default, removes them 

from the server after retrieval. 

POP3 uÕska úoHq;a ,smsk mßYS,lhdf.a Wmdx.hg 
nd.; lr.;a miq" idudkHfhka tajd fiajdodhlfhka 
uld oukq ,nhs' 
 

Does not synchronize email status, folders, or 

messages across multiple devices, making it 

more suitable for single-device access. 
Wmdx. lsysmhla w;r úoHq;a ,smsk ;;a;ajhka fyda 
f*da,avr iuuqyq¾; fkdlrk neúka" fuh ;ks 
Wmdx.hlska muKla úoHq;a ,smsk mßYS,kh lrk 
whg jvd;a iqÿiq fõ' 
 

Requires less server storage space because emails 

are typically transferred from the server to the 

client device. 
úoHq;a ,smsk ish,a, mßYS,lhdf.a Wmdx.hg udre 
jk neúka" fiajdodhlh ;=< úYd, bvla wjYH 
fkdfõ' 
 

Provides faster email access on low-bandwidth 

networks since messages are downloaded and 

managed locally. 
m‚úv foaYShj nd.; lr l<ukdlrKh lrk 
neúka" wka;¾cd, fõ.h wvq mßirhkays§ mjd úoHq;a 
,smsk fj; fõ.fhka m%fõY ùfï yelshdj ,efí' 
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DNS (Domain Name System/Server) 
jiï kdu moaO;sh$fiajdodhlh 
 

A hierarchical and decentralized naming system 

that translates human-readable domain names 

into IP addresses.  
ñksiqkag myiqfjka u;l ;nd .; yels jiï kdu 
mß.Klj,g f;areï .; yels IP ,smskhkanjg 
mßj¾;kh lrk" Oqrdj,s.; iy úuOH.; 
kdulrK moaO;shls' 
 

NOTE: 
A domain name is a human-readable address used 

to identify a location on the internet. 
jiï kduhla hkq wka;¾cd,fha ia:dkhla y÷kd 
.ekSug Ndú;d lrk ñksiqkag lshúh yels ,smskhls' 
 

It corresponds to a specific IP address. 

th ksYaÑ; IP ,smskhlg wkqrEm fõ 
 

Domain Names 
jiï kdu 
 

A domain name is one part of a URL. 

jiï kduhla hkq URL tll tla fldgila fõ' 
 

Parts of a URL 

URL tll fldgia 
 

 
 

What is a URL 

A URL (Uniform Resource Locator) is the address 

used to locate a resource on the Internet. 

URL tlla hkq wka;¾cd,fhys mj;sk iïm;la 
fidhd .ekSu i|yd Ndú; lrk ,smskhhs' 
 

Top-Level Domain (TLD) 

The rightmost part of a domain name, following 

the last dot, and it signifies the domain’s type or 

geographical origin. 
jiï kduhl wjidk ;s;g miqj we;s ol=‚kau msysá 
fldgi jk w;r" tuÕska jifuys j¾.h fyda 
N+f.da,Sh iïNjh fmkakqï lrhs' 
 
Example / WodyrK 

In example.com, .com is the Top-Level Domain 

(TLD). 

example.com ys  .com m<uq uÜgfï jiu fõ' 
In example.org, .org is the Top-Level Domain 

(TLD). 

example.org ys  .org m<uq uÜgfï jiu fõ' 
 

Second-Level Domain (SLD) 

The part of the domain name directly to the left 

of the TLD. 

jiï kdufha TLDg iDcqju we;s jï fldgihs' 
 

It typically represents the specific name or 

brand of the organization or entity. 
th idudkHfhka ixúOdkfha fyda wdh;kfha 
ksYaÑ; ku fyda fj<| kduh ksfhdackh lrhs' 
 

Example / WodyrK 

In example.com, example is the second-level 

domain. 

example.com ys" example fojk uÜgfï jiu 
fõ' 
 
Subdomains / Wmjiï 
 

Any domain that exists below another domain, 

regardless of how many levels it contains. (not 

a numbered level) 
fjk;a jiulg my<ska msysgk ´kEu jiula Wm-
jiula f,i ye¢kafõ' 
 
So , an SLD is a subdomain of the TLD, and www 

is a subdomain of the SLD. 
tneúka" SLD tlla hkq TLD tll Wm-jiula jk 
w;r" zwwwz hkq SLD tflys Wm-jiuls' 
 

Example / WodyrK 

www.example.com , mail.example.com , 

cs.example.com , student.cs.example.com 

 

All of these are subdomains of example.com, 

even though they are at different numbered 

levels. 
ñh úúO wxls; uÜgïj, mej;=Ko" fï ish,a, 
example.com ys Wm-jiï fõ'— 
 

Hostname 
i;aldrl kduh 
The part of the domain name that identifies a 

specific host or service within a domain. 
jiula ;=< ksYaÑ; Odrlhla fyda fiajdjla y÷kd 
.kakd jiï kdufha fldgihs' 
 

It is often used interchangeably with 

subdomain. 
th fndfyda úg Wm jiu iuÕ yqjudre f,i 
Ndú;d fõ' 
 

Example / WodyrK 

mail.example.com – mail identifies the mail 

server within the example.com domain. 

mail uÕska example.com jiu ;=< we;s ;eme,a 
fiajdodhlh y÷kd .kS' 
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Domain Name Hierarchy 
jiï kdu Oqrdj,sh  
 

The structure used by DNS to organize domain 

names. It is arranged in a tree-like hierarchy, 

with the most general level at the top and more 

specific levels below. 

DNS uÕska jiï kdu ixúOdkh lsÍu i|yd 
Ndú;d lrk jHqyhhs' fuh .il yevh .;a 
Oqrdj,shla f,i ilid we;s w;r" tys jvd;au 
fmdÿ uÜgu by<skau o" jvd;au ksYaÑ; uÜgï 
my<skau o msysghs' 
 

mail.cs.example.com 

 

Level Name 

Root . 

Top-Level Domain (TLD) com 

Second-Level Domain (SLD) Example 

Third-Level Domain cs 

Fourth-Level Domain mail 

 

DNS Resolution Process 

DNS úi÷ï l%shdj,sh 

 

When you enter a domain name into a web 

browser, the DNS (Domain Name System) 

resolution process begins. 
Tn fjí n%jqirhlg jiï kduhla we;=<;a l< 
úg" DNS úi÷ï l%shdj,sh wdrïN fõ' 
 

Cache is an important part of the DNS 

resolution process. Before contacting DNS 

servers, the system first checks whether the 

required IP address has already been stored 

locally. 

jdrl u;lh hkq DNS úi÷ï l%shdj,sfha jeo.;a 
fldgils' DNS fiajdodhlhka iïnkaO lr 
.ekSug fmr" moaO;sh uq,skau mÍlaId lrkqfha 
wjYH IP ,smskh oekgu;a ia:dkShj .nvd lr 
;sfío hkakhs' 
 

The browser first checks its own DNS cache for 

the website's IP address. 

n%jqirh uq,skau fjí wvúfha IP ,smskh i|yd tys 
we;s n%jqi¾ DNS jdrl u;lh mÍlaId lrhs' 

If the browser cache does not contain the IP 

address, the operating system (OS) checks its 

DNS cache, allowing other applications and 

browsers on the computer to use previously 

resolved addresses. 

n%jqi¾ jdrl u;lfhys wod< IP ,smskh fkdue;s 
kï" fufyhqï moaO;sh tys DNS jdrl u;lh 
mÍlaId lrhs' tuÕska mß.Klfha we;s wfkl=;a 
fhÿï iy n%jqirj,g óg fmr úi|k ,o ,smsk 
Ndú;d lsÍug wjia:dj ,efnhs' 
 

If the IP address is still not found, the query is 

sent to the local DNS resolver, which is usually 

provided by the Internet Service Provider (ISP). 

IP ,smskh ;ju;a fidhd.; fkdyels kï" tu 
úuiqu foaYSh DNS ßfida,aj¾ fj; hjkq ,efí' 
fuh idudkHfhka imhkq ,nkafka wka;¾cd, 
fiajd imhkakd úisks' 
 

If the resolver has the IP address stored in its 

cache, it immediately returns the result to the 

computer. 

ßfida,aj¾ tflys jdrl u;lfha tu IP ,smskh 
.nvd lr we;akï" th jydu tu m%;sM,h 
mß.Klh fj; kej; ,nd fohs' 
 

If the resolver does not have the IP address, it 

queries other DNS servers (Root, TLD, and 

Authoritative DNS servers) until the correct IP 

address is located. 

ßfida,aj¾ tl i;=j tu IP ,smskh fkdue;s kï" 
ksjerÈ IP ,smskh fidhd .kakd f;la th wfkl=;a 
DNS fiajdodhlhkaf.ka ^Root, TLD, iy 
Authoritative DNS servers& úuiSï isÿ lrhs' 
 

As the DNS response is returned, the DNS 

resolver caches the DNS record according to its 

Time to Live (TTL) value, allowing future 

requests for the same domain to be answered 

more quickly without repeating the entire 

lookup process. 

^DNS m%;spdrh kej; ,efnk úg" DNS ßfida,aj¾ 
tl tys we;s “Time to Live” (TTL) w.hg wkqj tu 
DNS jd¾;dj jdrl u;lfha ;nd .kS' tuÕska tu 
jiu i|ydu bÈßfha§ ,efnk b,a,Sïj,g 
iïmQ¾K fijqï l%shdj,sh kej; isÿ fkdlr jvd;a 
blaukska ms<s;=re ,nd §ug wjia:dj ,efnhs' 
 

The resolved IP address is then returned to the 

computer, allowing the browser to connect to 

the requested website. 

bkamiq fidhd.;a IP ,smskh mß.Klh fj; ,nd 
fok w;r" tuÕska b,a,d isá fjí wvúh iuÕ 
iïnkaO ùug n%jqirhg yelshdj ,efnhs'  
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Finally, the resolved IP address is cached by the 

browser and the operating system (according to 

its TTL), enabling faster access to the same website 
in future requests. 

wjidkfha§" fidhd.;a ^úi|k ,o& IP ,smskh 
n%jqirh iy fufyhqï moaO;sh uÕska ̂ tys TTL w.hg 
wkqj& u;l ;nd .kakd w;r" tuÕska bÈß 
b,a,Sïj,§ tu fjí wvúhgu b;d fõ.fhka msúiSfï 
yelshdj ,efnhs' 
 

 
 

Distributed Structure of DNS servers 
fiajdodhl j, fnod yßk ,o jHqyh 
 
DNS is organized in levels 

DNS uÜgï j,ska ixúOdkh ù we; 

Root, Top-Level Domains (TLDs), Second-Level 

Domains, and Subdomains. 
 
This hierarchy helps distribute the workload across 

different servers. 
fuu Oqrdj,sh úúO fiajdodhl yryd jev nr fnod 
yeÍug WmldÍ fõ' 
 
Root Servers 
At the top of the DNS hierarchy are Root Servers. 

These servers store information about where to 

find the TLD servers (like .com, .org, .net). 

DNS Oqrdj,sfha by<skau we;af;a Root Servers h' 
fuu fiajdodhlhka TLD fiajdodhlhka ^'com" 'org" 
'net jeks& fidhd .; hq;= ia:dkh ms<sn| f;dr;=re 
.nvd lrhs' 
 
There are 13 root server clusters around the world. 

f,dj mqrd root fiajdodhl fmdl=re 13 la we; 

TLD Servers 

 

These servers hold information about specific top-
level domains, such as .com, .org, or country codes 

like .uk. 

fuu fiajdodhlhka 'com" 'org jeks úfYaIs; by< 
uÜgfï jiï fyda 'uk jeks rg fla; ms<sn| f;dr;=re 
orhs' 
 

They direct queries to the appropriate second-

level domain servers. 
tAjd iqÿiq fojk uÜgfï jiï fiajdodhlhka fj; 
úuiqï fhduq lrhs' 
 

Authoritative Name Servers 

 

Each domain (Ex. example.com) has authoritative 
name servers that hold the exact IP address of the 

website or service. 

iEu jiulgu ̂ Ex' example'com& fjí wvúfha fyda 
fiajdfõ ksYaÑ; IP ,smskh ;nd we;s n,h,;a kdu 
fiajdodhl we;' 
 

These servers provide the final answer to a DNS 

query. 

fuu fiajdodhlhka DNS úuiqulg wjidk ms<s;=r 
imhhs' 
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DHCP (Dynamic Host Configuration 

Protocol) 
.;sl Odrl úkHdi kshudj,sh 
 

DHCP is a network protocol used to 

automatically assign IP addresses and other 

network configuration settings to devices on a 

network. 

DHCP hkq cd,hl Wmdx. fj; IP ,smsk iy 
wfkl=;a cd, úkHdi ieliqï iajhxl%Shj mejÍug 
Ndú;d lrk cd, kshudj,shls' 
 

This eliminates the need for manual IP address 

configuration for each device. 

fuh tla tla Wmdx.h i|yd yia;Sh f,i IP ,smsk 
úkHdi lsÍfï wjYH;djh bj;a lrhs' 
 

When a device (like a computer or smartphone) 

connects to a network, it needs an IP address to 

communicate. 
Wmdx.hla ^mß.Klhla fyda iaud¾Ü cx.u 
ÿrl;khla jeks& cd,hlg iïnkaO jk úg" 
thg ikaksfõokh lsÍug IP ,smskhla wjYH fõ' 
 

The device sends out a request called a DHCP 

Discover message to find DHCP servers on the 

network (Broadcast). 

Wmdx.h cd,fha DHCP fiajdodhlhka fidhd 
.ekSug DHCP Discover message f,i b,a,Sula 
hjhs((Broadcast)' 
 

DHCP servers respond with a DHCP Offer 

message, which includes an available IP address 

and configuration details (like subnet mask, 

gateway, and DNS servers). 

DHCP fiajdodhlhka DHCP Offer m‚úvhla 
iuÕ m%;spdr olajhs" thg ,nd .; yels IP 
,smskhla iy úkHdi lsÍfï úia;r ^Wmcd, 
wdjrKh" fodrgq iy DNS fiajdodhl jeks& 
we;=<;a fõ' 
 

The device selects an offer and sends a DHCP 

Request message to the server, indicating that 

it wants to use the offered IP address. 

msßkuk IP ,smskh Ndú;d lsÍug wjYH nj 
olajñka Wmdx.h tlla f;dard fiajdodhlhg 
DHCP b,a,Sï m‚úvhla hjhs' 
 

Large organizations may have dedicated DHCP 

servers inside the local network. 
úYd, ixúOdk fyda wdh;k i;= ia;dkSh cd,h 
;=<" tA i|ydu fjkajQ iqúfYaIS DHCP 
fiajdodhlhka ;sìh yelsh' 

Within a local network, the router acts as a 

DHCP server and assigns private IP addresses 

(LAN IP addresses) to connected devices. 

foaYSh cd,hla ;=<§" ud¾..;h DHCP 
fiajdodhlfhl= f,i l%shd lrñka iïnkaO ù we;s 
Wmdx. i|yd mqoa.,sl IP ,smsk ,nd fohs' 
 

The Internet Service Provider (ISP) uses 

dedicated DHCP servers to efficiently assign 

public IP addresses (WAN IP addresses) to its 

customers. 
wka;¾cd, fiajd imhkakd úiska ;u 
mdßfNda.slhka fj; fmdÿ IP ,smsk (WAN IP 

addresses& ld¾hlaIuj ,nd §u i|yd tA 
fjkqfjkau fjkajQ DHCP fiajdodhlhka Ndú;d 
lrhs' 
 

The DHCP server sends a DHCP Acknowledgment 

message to the device, confirming that the IP 

address and configuration settings are assigned. 

IP ,smskh iy úkHdi ieliqï mjrd we;s nj ;yjqre 
lrñka DHCP fiajdodhlh úiska Wmdx.h fj; 

DHCP ms<s.ekSfï m‚úvhla hjhs' 
 

The device now uses the assigned IP address to 

communicate on the network. 
Wmdx.h oeka cd,fha ikaksfõokh lsÍug mjrd we;s 
IP ,smskh Ndú;d lrhs' 
 

The IP address is assigned for a specific period 

(lease time). 

IP ,smskh ksYaÑ; ld, iSudjla i|yd mjrd we;' 
 

The device may need to renew the lease before it 

expires. 
Wmdx.h l,a bl=;a ùug fmr l,anÿ ld,h w¨;a 
lsÍug wjYH úh yelsh' 
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Address Resolution Protocol (ARP) 
,smsk úfNaok kshudj,sh 
 

ARP is a network protocol used to map a device’s 

IP address to its physical MAC (Media Access 

Control) address on a local network. 

ARP hkq Wmdx.hl IP ,smskh ia:dkSh cd,hl tys 
fN!;sl MAC ^udOH m%fõY md,k& ,smskhg 
is;shï.; lsÍug Ndú;d lrk cd, kshudj,shls' 
 

How ARP Works 

ARP l%shd lrk wdldrh 
 

First we should know the ip address of the 

destination. 
m<uqfjkau wm .ukdka;fha ^IP& ,smskh oek.; 
hq;=h' 
 
When a device wants to send data to another 

device on the same local network, it needs to 

know the recipient’s MAC address, but it only 

knows the IP address. 
Wmdx.hlg tlu ia:dkSh cd,fha fjk;a Wmdx.hlg 
o;a; heùug wjYH jQ úg" thg .%dyldhdf.a MAC 
,smskh oek .ekSug wjYH fõ" kuq;a .%dylhd okafka 
IP ,smskh mu‚' 
 

The device sends out an ARP Request message to 

all devices on the local network. This message 

includes the IP address for which the MAC address 

is being sought. 

Wmdx.h ia:dksh cd,fha ish¨u Wmdx. fj; ARP 
b,a,Sï m‚úvhla hjhs' fuu m‚úvfha MAC ,smskh 
fidhk Wmdx.hg wod, IP ,smskh we;=<;a fõ' 
 

The device with the matching IP address replies 

with an ARP Reply message, providing its MAC 

address. 

.e<fmk IP ,smskh iys; Wmdx.h tys MAC ,smskh 
,nd foñka ARP ms<s;=re m‚úvhla iuÕ ms<s;=re 
fohs' 
 

The requesting device receives the ARP Reply and 

updates its ARP cache (a table storing IP-to-MAC 

address mappings) with this new information. 

b,a,d isák Wmdx.hg ARP ms<s;=r ,efnk w;r fuu 
kj f;dr;=re iuÕ tys ARP ksys;h IP-to-MAC 
,smsk is;shï.; lsÍï .nvd lrk j.=jla& 
hdj;ald,Sk lrhs' 
 

With the MAC address now known, the device can 

send data packets to the recipient device using the 

MAC address. 
oeka okakd MAC ,smskh iuÕ" Wmdx.hg MAC 
,smskh Ndú;fhka o;a; rduq .%dylhdf.a Wmdx.hg 
heúh yel' 

 
 

ARP is only for local communication. A 

computer never tries to learn MAC address of a 

device on another network because MAC has 

local significance only. 

ARP mj;skafka ia:dkSh ikaksfõokh i|yd mu‚' 
mß.Klhla lsisúfgl;a fjk;a cd,hl we;s 
Wmdx.hl MAC ,smskh fiùug W;aidy fkdlrhs" 
ukao MAC ,smskhla jeo.;a jkafka tu foaYSh 
cd,h ;=< muKla neúks' 
 

 

Random Access Protocols 
wyUq m%fõY kshudj,s 
 

1. ALOHA protocol 

 

The ALOHA protocol was developed in the early 

1970s by Norman Abramson and his team at 

the University of Hawaii. 

ALOHA kshudj,sh 1970 ld,fha uq,a Nd.fha§ 
yjdhs úYaj úoHd,fha fkdauka wen%ïika iy Tyqf.a 
lKavdhu úiska ixj¾Okh lrk ,§' 
 

It was originally designed as a simple way to 

allow computers spread across the Hawaiian 

Islands to communicate with each other using 

radio waves (Wireless communication). 
th uq,ska ks¾udKh lr we;af;a yjdhs ¥m;a mqrd 
me;sÍ we;s mß.Klj,g fraäfhda ;rx. 
Ndú;fhka tlsfkld iuÕ ikaksfõokh lsÍug 
bv i,ik ir, l%uhla f,i h ^/yeka rys; 
ikaksfõokh&' 
 

So, ALOHA is a simple communication protocol 

used in network systems to manage access to a 

shared communication channel, ensuring that 

multiple devices can send data without causing 

constant collisions. 

tneúka" ALOHA hkq yqjudre lr.;a ikaksfõok 
kd,sldjlg m%fõYh l<ukdlrKh lsÍu i|yd 
cd, moaO;sj, Ndú;d lrk ir, ikaksfõok 
kshud,shls" tu.ska ksrka;r .egqï we;s fkdù 
úúO Wmdx.j,g o;a; heúh yels nj iy;sl 
lrhs'  
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How ALOHA Works 
l%shd lrk wdldrh 
 

In ALOHA, devices do not check if the 

communication channel is clear before 

transmitting. 

ALOHA ys" Wmdx. u.ska iïfm%aIKh lsÍug fmr 
ikaksfõok kd,sldj meyeÈ,soehs mÍlaId 
fkdlrhs' 
 

Uncoordinated Access 

 

In ALOHA, devices can send data whenever they 

have information to transmit. There’s no 

centralized control to manage when each 

device should send data. 

ALOHA ys" iïfm%aIKh lsÍug Wmdx.j,g 
f;dr;=re we;s ´kEu wjia:djl o;a; heúh yel' 
tla tla Wmdx.h o;a; heúh hq;= úg 
l<ukdlrKh lsÍug uOH.; md,khla fkdue;' 
 

Collisions 

Because devices send data without 

coordination, two or more devices might send 

data simultaneously, causing a collision. When 

this happens, the data gets garbled and needs 

to be resent. 
Wmdx. iïnkaëlrKhlska f;drj o;a; hjk 
ksid" Wmdx. folla fyda jeä .Kkla tljr o;a; 
heúh yels w;r" tu.ska .egqula we;s lrhs' fuh 
isÿ jQ úg" o;a; fjkia jk w;r kej; heùug 
isÿ fõ' 
 
Acknowledgment 

The sender waits for an acknowledgment from 

the receiver that the data was received 

successfully. If no acknowledgment is received, 

it assumes a collision occurred and resends the 

data after a random waiting time. 
hjkakd o;a; id¾:lj ,enqKq njg ,nkakdf.ka 
ms<s.ekSula n,dfmdfrd;a;=fjka isà' ms<s.ekSula 
fkd,enqfka kï" th .egqula isÿ jQ nj Wml,amkh 
lrk w;r wyUq /£ isàfï ld,hlska miqj o;a; 
kej; hjhs' 
 

Randomized Retransmission 

After a collision, devices wait for a random time 

before retransmitting. This reduces the chance 

of repeated collisions. 
.egqulska miq" Wmdx. kej; iïfm%aIKh lsÍug 
fmr wyUq fõ,djla n,d isáhs' fuh kej; kej; 
.eàfï iïNdú;dj wvq lrhs' 

In Pure ALOHA 

 

Data can be transmitted to any device at any 

time. 
´kEu Wmdx.hlg ´kEu wjia:djl§ o;a; 
iïfm%aIKh l, yel' 
 

Since devices send data at random times, there 

is a high possibility that two or more devices 

may transmit at the same time, leading to 

collisions. 
Wmdx. wyUq fõ,djkays§ o;a; hjk neúka" tljr 
Wmdx. folla fyda jeä .Kkla iïfm%aIKh 
lsÍfï by< iïNdú;djla mj;sk w;r th .egqï 
j,g ;=vq fohs' 
 

This random wait time helps reduce the 

likelihood of repeated collisions. 
fuu wyUq /£ isàfï ld,h kej; kej; .eàfï 
iïNdú;dj wvq lsÍug WmldÍ fõ' 
 

 
 

Pure ALOHA has a relatively low efficiency because 

of frequent collisions. 

ks;r .efgk ksid Pure ALOHA g idfmalaIj wvq 
ld¾hlaIu;djhla we;' 
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Slotted ALOHA 

 

Slotted ALOHA improves efficiency by dividing 
time into discrete slots. 

Slotted ALOHA u.ska ld,h úúla; slots j,g 
fn§fuka ld¾hlaIu;dj jeä ÈhqKq lrhs' 
 

Devices can only send data at the beginning of a 
time slot. 
Wmdx.j,g o;a; heúh yelafla ld, mrdihl 
wdrïNfha§ mu‚' 
 

Since devices can only send data at the start of a 

time slot, collisions are reduced compared to Pure 

ALOHA, where devices can transmit data at any 

time. 
Wmdx.j,g o;a; heúh yelafla ld, mrdihl 
wdrïNfha§ muKla neúka" Wmdx.j,g ´kEu 
fõ,djl o;a; iïfm%aIKh l< yels Pure ALOHA yd 
ii|k úg fuys .egqï wvq fõ' 
 

If a device misses out the allowed time, it must 

wait for the next time slot. 
Wmdx.hlg wjir § we;s ld,h u. yeÍ .shfyd;a" 
th B<Õ time slot tl i|yd /£ isáh hq;=h' 
 

 
 

Applications 
Ndú;hka 
 
Pure ALOHA is suitable for simple, 

unsynchronized communication systems, 

whereas Slotted ALOHA is suitable for systems 

that support synchronized transmission. 

Pure ALOHA ir," iuld,SklrKh fkdl< 
ikaksfõok moaO;s i|yd iqÿiq jk w;r" Slotted 

ALOHA iuld,Sk iïfm%aIKhka i|yd iyh 
olajk moaO;s i|yd iqÿiq fõ' 
 

Success Rate in ALOHA Protocols 

The success rate in ALOHA protocols depends on 

the offered load (G), which represents the average 

number of transmission attempts during a frame 

time. 

ALOHA kshudj,sj, id¾:l;aj wkqmd;h r|d 
mj;skafka Offered Load (G) u;h' fuuÕska 
ksrEmKh jkafka tla l=vd ld,hla ;=< o;a; 
iïfma%IKh lsÍug isÿjk idudkH W;aidyhka 
.Kkhs' 
 

As the number of transmitting devices increases, 

the offered load (G) increases, and the probability 

of collision becomes higher. 
cd,h ;=< o;a; iïfma%IKh lrk Wmdx. .Kk by< 
h;au" Offered Load (G) w.ho by< hk w;r o;a; 
tlsfkl .eàfï iïNdú;dj jeä fõ' 
 

A higher collision probability results in a lower 

success rate and reduced Throughput. 

o;a; .eàfï iïNdú;dj jeä ùu" id¾:l;ajfha 
m%;sY;h wvq ùug iy o;a; iïfm%aIK 
fõ.h$ld¾hlaIu;dj wvq ùug fya;= fõ' 
 

When only a few devices transmit, collisions are 

rare and the success rate remains high. 
Wmdx. lsysmhla muKla o;a; iïfm%aIKh lrk 
úg" o;a; tlsfkl .eàu b;d l,d;=rlska isÿ jk 
w;r id¾:l;ajfha m%;sY;h by< uÜgul mj;S' 
 
Slotted ALOHA has twice the maximum 

Throughput of Pure ALOHA because 

transmissions are restricted to slot boundaries, 

reducing the vulnerable period from 2T to T and 

significantly decreasing packet collisions. 

Slotted ALOHA i;= Wmßu Throughput w.h Pure 

ALOHA fuka fo.=Khla jkafka tys o;a; 
iïfma%IKhka ld, mßÉfþo j, wdrïNhg muKla 
iSud lr we;s neúks' tuÕska o;a; .eàug ,laúh 
yels wjodkï ld, iSudj  2T isg T olajd wvq ù" 
melÜ tlsfkl .eàu ie,lsh hq;= f,i my; jefÜ' 
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2. CSMA/CD 
 

Ethernet uses CSMA/CD (Carrier Sense Multiple 

Access with Collision Detection) to manage how 

multiple devices share a common communication 

channel. 
Wmdx. lsysmhla fmdÿ ikaksfõok kd,sldjla fnod 
.kakd wdldrh l<ukdlrKh lsÍug Ethernet úiska 
CSMA/CD (Carrier Sense Multiple Access with 

Collision Detection) Ndú; lrhs' 
 

This protocol ensures orderly data transmission 

and minimizes data collisions in a shared network. 
fuu kshudj,sh úêu;a o;a; iïfm%aIKh iy;sl 
lrk w;r yjq,a cd,hl o;a; .egqï wju lrhs' 
 
Carrier Sense (CS) 

 

Before sending data, a device listens to the 

network to check if another device is already 

transmitting. 
o;a; heùug fmr" fjk;a Wmdx.hla oekgu;a 
iïfm%aIKh lrkafka oehs mÍlaId lsÍug Wmdx.hla 
cd,hg ijka fohs' 
 

If the channel is busy, it waits before sending its 

data. This helps avoid immediate collisions. 
kd,sldj ld¾hnyq, kï" th tys o;a; heùug fmr 
n,d isà' fuh laI‚l .egqï j<lajd .ekSug WmldÍ 
fõ' 
 

 
 

Multiple Access (MA) 
 

Multiple Access (MA) is the ability of multiple 

devices to share and use the same communication 

medium (network cable or wireless channel). 

Multiple Access (MA) hkq Wmdx. lsysmhlg tlu 
ikaksfõok udOHhla ^cd, flan,hla fyda /yeka 
rys; kd,sldjla& fnodyod .ksñka Ndú; lsÍug 
we;s yelshdjhs' 
 

A multiple access protocol controls how devices 

access the shared medium, helping to reduce data 

transmission conflicts and improve network 

efficiency. 
nyq m%fõY kshudj,sh uÕska Wmdx. fmdÿ udOHhg 
m%fõY jk wdldrh md,kh lrkq ,nhs' tuÕska o;a; 
iïfm%aIKh lsÍfï§ isÿjk .egqï wju lsÍug iy cd 
,fha ld¾hlaIu;dj jeä lsÍug Wojq fõ' 

Collision Detection (CD) 

Despite checking, collisions can still occur if two 

devices start transmitting at nearly the same time. 
mÍlaId l<o" Wmdx. folla wdikak jYfhka tlu 
fõ,djl iïfm%aIKh lsÍug mgka .kafka kï .eàï 
;ju;a isÿúh yel' 
 

To handle this, devices monitor the network while 

transmitting. If a collision is detected (when signal 

interference is noticed), both devices stop 

transmitting immediately. 
fuh yeisrùug" iïfm%aIKh lrk w;r;=r Wmdx. 
cd,h ksÍlaIKh lrhs' .egqula wkdjrKh jqjfyd;a 
^ix{d ndOdjka ksÍlaIKh jQ úg&" Wmdx. folu 
jydu iïfm%aIKh lsÍu k;r lrhs' 
 

Collision Avoidance (CA) 

 

Collision Avoidance (CA) is a technique used to 

reduce the chance of data collisions before 

transmission occurs. 

Collision Avoidance (CA) hkq o;a; iïfm%aIKh 
ùug fmr" o;a; tlsfkl .eàfï iïNdú;dj wvq 
lsÍu i|yd Ndú; lrk ;dlaIKhls' 
 

Before sending data, a device listens to the 

communication medium. If the medium is busy, it 

waits for a random period before checking again 

and transmitting only when the medium is free. 
 

Backoff and Retry 
 

After a collision, devices wait for a random 

backoff period before resending data, helping 

to prevent repeated collisions. 
o;a; tlsfkl .eàulska miqj" kej; kej;;a 
.eàï isÿùu je<elaùu i|yd" Wmdx. kej; 
o;a; heùug fmr wyUq miqneiSfï ld, iSudjla 
/£ isáhs' 
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Feature ,laIKh Pure ALOHA Slotted ALOHA CSMA/CD 

Transmission Method 
iïfm%aIK l%uh 

Devices transmit at any 

time. 
Wmdx. ´kEu fõ,djl 
o;a; iïfm%aIKh lrhs 

Devices transmit only at 

the beginning of a time 

slot. 
Wmdx.j,g o;a; 
iïfm%aIKh l< yelafla 
ld, iSudjl 
wdrïNfha§u mu‚ 

Devices listen before 

transmitting. 
Wmdx. o;a; iïfm%aIKh 
lsÍug fmr udOHhg 
ijka fohs' 

Carrier Sensing 
jdyl ixfõokh 

No/ke; No/ke; Yes/ we; 

Collision Detection 
.egqï y÷kd.ekSu 

No/ke; No/ke; Yes/ we; 

Collision Probability 
.egqï iïNdú;dj 

Very High 
b;d by<hs 

Lower than Pure ALOHA 

Pure ALOHA j,g jvd 
wvqhs 

Low/ wvqhs 

Time Synchronization 
ld, iuld,SklrKh 

Not Required 
wjYH fkdfõ 

Required 
wjYH fõ 

Not Required 
wjYH fkdfõ 

Efficiency ld¾hlaIu;dj Low wvqhs (≈18%) Moderate uOHia:hs 
(≈37%) 

High/ by<hs 

Collision Handling 
.egqï l<ukdlrKh 

Waits a random time 

and retransmits. 
wyUq fõ,djla /£ isg 
kej; iïfm%aIKh lrhs 

Waits a random time 

and retransmits. 
wyUq fõ,djla /£ isg 
kej; iïfm%aIKh lrhs 

Detects collision, stops 

transmission 

immediately, then 

retransmits after a 

random backoff time. 
.egqula y÷kd.;a iekska 
iïfm%aIKh kj;d wyUq 
miqneiSfï ld,hlg miq 
kej; iïfm%aIKh lrhs 

Typical Network 
m%dfhda.sl cd,lrK 
Ndú;h 

Early radio 

communication 
uq,ald,Sk fraäfhda 
ikaksfõokh 

Synchronized satellite 

communication 
iuld,Sk pkaøsld 
ikaksfõokh 

Wired Ethernet (Half-

duplex) 

/yeka iys; Ethernet 

Transport Layer Protocols (TCP and UDP) 

 

Both TCP and UDP are transport-layer protocols 

that define how data is sent across a network. 

They serve different purposes and suit different 

use cases. 

TCP iy UDP hk folu cd,hla yryd o;a; hjkq 
,nk wdldrh ks¾jpkh lrk m%jdyk ia:r 
kshudj,s fõ' tajd úúO wruqKq bgq lrk w;r 
úúO Ndú; wjia:d i|yd iqÿiq fõ' 
 

TCP (Transmission Control Protocol) 

 

A connection-oriented protocol, meaning that 

a reliable connection is established between the 

sender and receiver before any data is 

transferred.  
iïnkaO;d-keUqre kshudj,shls" thska woyia 
lrkafka ´kEu o;a;hla yqjudre lsÍug fmr 
hjkakd iy .%dylhd w;r úYajdikSh 
iïnkaO;djhla ia:dms; lr .kakd njhs' 

How a TCP connection is established  

(3-Way Handshake) 

 

1. SYN  

The sender sends a synchronize (SYN) request 

to initiate the connection. 
iïnkaO;djh wdrïN lsÍu i|yd hjkakd úiska 
iuuqyq¾;lrK ^SYN& b,a,Sula hjhs' 
 

2. SYN-ACK  

The receiver responds with a synchronize-

acknowledge (SYN-ACK). 

,nkakd úiska iuuqyq¾;lrK-ms<s.ekSfï ^SYN-

ACK& m‚úvhla uÕska m%;spdr olajhs' 
 

3. ACK  

The sender replies with an acknowledgment 

(ACK), completing the connection setup. 

hjkakd úiska ms<s.ekSfï ^ACK& m‚úvhla uÕska 
ms<s;=re imhk w;r" tuÕska iïnkaO;djh 
msysgqùu iïmQ¾K fõ'  
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Three steps are needed because both sides 

must independently confirm they can send and 

receive. 
mshjr ;=kla wjYH jkafka fomd¾Yjhgu ;ukag 
o;a; heùug iy ,eîug yels nj iajdëkj 
;yjqre lr .; hq;= neúks' 
 

Two steps would leave one side's readiness 

unverified. 
mshjr folla muKla ;snqfka kï" tla md¾Yjhl 
iQodku ;yjqre fkdù mj;skq we;' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Characteristics of TCP 

TCP yS ,laIK 

 

Connection-Oriented / iïnkaO;d-keUqre 
Requires a handshake before data transmission. 
o;a; iïfma%IKhg fmr w;g w; §ula 
^handshake& wjYH fõ' 
 

Reliable / úYajikSh fõ 

Guarantees error-free, ordered delivery. Lost 

packets are retransmitted. 
fodaI rys;" wkqms<sfj,ska hq;a fnodyeÍula 
iy;sl lrhs' uÕ yereKq o;a; melÜgq kej; 
iïfma%IKh lrkq ,efí' 
 

Congestion Control / ;onoh md,kh 

Monitors network traffic and reduces 

transmission speed if congestion is detected. 
cd, .ukd.ukh ksÍlaIKh lrk w;r ;onohla 
wkdjrKh jqjfyd;a iïfma%IK fõ.h wvq lrhs' 
 

Sequencing / wkql%uKh 

Assigns sequence numbers to packets so they 

can be reassembled in the correct order. 
o;a; melÜgq ksjerÈ wkqms<sfj,g kej; ielish 
yels jk mßÈ tajdg wkql%ñl wxl ,nd fohs' 
 

Acknowledgment (ACK) / ms<s.ekSu 

The receiver confirms every packet received. If 

no ACK is received, the sender retransmits. 
,nkakd úiska ,enqKq iEu melÜgqjlau ;yjqre 
lrhs' lsisÿ ACK m‚úvhla fkd,enqfka kï" 
fma%rlhd úiska th kej; iïfma%IKh lrhs' 
 

Header Size / YS¾I m%udKh 

20–60 bytes 

A header is a block of metadata prepended to 

each packet that tells the network how to 

handle and deliver it. 
YS¾Ihla hkq cd,h úiska th yiqrejk iy 
fnodyßk wdldrh mjik" tla tla o;a; 
melÜgqjlg l,ska tla lrkq ,nk mdro;a; 
fldgils' 
 
Common Use Cases / Ndú;d jk wjia:d 
Any scenario where data accuracy matters more 

than speed. 
fõ.hg jvd o;a;j, ksrjoH;djh jeo.;a jk 
´kEu wjia:djla' 
 

• Web browsing (HTTP/HTTPS) 

• Email (SMTP, IMAP, POP3) 

• File transfers (FTP, SFTP) 

• SSH connections 

 

 

UDP (User Datagram Protocol) 
 
A connectionless protocol. Data is sent directly 

without establishing a connection first. 

iïnkaO;dj,ska f;dr ^connectionless& 
kshudj,shls' m<uqj iïnkaO;djhla msysgqùulska 
f;drj o;a; iDcqju hjkq ,efí' 
 
Characteristics of UDP 

UDP yS ,laIK 
 
Faster than TCP / TCP j,g jvd fõ.j;ah 

UDP skips connection setup, acknowledgments, 

retransmissions, and ordering reducing latency 

and processing cost significantly. 

UDP úiska iïnkaO;djh msysgqùu" ms<s.ekSï" 
kej; iïfma%IKh lsÍï iy wkqms<sfj,lg 
ieliSï uÕyßk neúka m%udo ld,h iy ieliqï 
msßjeh ie,lsh hq;= f,i wvq lrhs' 
 
Connectionless / iïnkaO;d fkdue; 

No handshake or setup required. Data is sent 

immediately. 

w;g w; §ula ^handshake& fyda msysgqùula wjYH 
fkdfõ' o;a; jydu hjkq ,efí' 
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Unreliable / úYajikSh fkdjk 

No guarantee of delivery. Lost packets are not 

retransmitted. 
fnodyeÍu ms<sn| iy;slhla fkdue;' uÕ 
yereKq o;a; melÜgq kej; iïfma%IKh 
fkdflf¾' 
 

No Sequencing / wkql%uKhla fkdue; 
Packets may arrive out of order; UDP does not 

reorder them. 
o;a; melÜgq wkqms<sfj,ska neyerj meñ‚h 
yelsh¦ UDP uÕska tajd kej; wkqms<sfj,lg ilia 
fkdlrhs' 
 
No Flow Control / m%jdy md,khla fkdue; 

Data is sent at whatever rate the application 

generates it. 

fhÿu ^application& uÕska ckkh lrk ´kEu 
fõ.hlska o;a; hjkq ,efí' 
 
No Congestion Control / ;onoh md,khla 
fkdue; 

Does not slow down when the network is 

congested. 
cd,h ;onohla we;s úg § o fõ.h wvq fkdlrhs' 

No Acknowledgment / ms<s.ekSula fkdue; 

The sender never knows if the data arrived. 
o;a; ,enqfKao keoao hkak hjkakd lsisúfgl 
fkdokS' 
 
Low Overhead / wvq YS¾I m%udKh 

Header is only 8 bytes, making it faster and 

more lightweight than TCP. 

YS¾Ih nhsg 8 la muKla jk neúka" th TCP j,g 
jvd fõ.j;a iy ieye,a¨ fõ' 
 
Common Use Cases / Ndú;d jk wjia:d 
 
Any scenario where speed matters more than 

perfect delivery.  
mßmQ¾K fnodyeÍug jvd fõ.h jeo.;a jk 
´kEu wjia:djla' 
 

• Live video and audio streaming 

• Online gaming 

• VoIP (Voice over IP) 

• DNS queries 

• IoT sensor data 
 

 

TCP vs UDP (Summary) 

Property / ,laIKh TCP UDP 

Connection 
iïnkaO;dj 

Connection-oriented 
iïnkaO;d-keUqre 

Connectionless 
iïnkaO;d-rys; 

Reliability 
úYajikSh;ajh 

Guaranteed delivery 
o;a; ,efnk njg iy;sl lrhs 

No guarantee 
o;a; ,efnk njg iy;slhla ke; 

Ordering 
ms<sfj< ilia lsÍu 

Packets reordered 
melÜgq ksis ms<sfj<g ilia flfra 

Packets may arrive out of order 
melÜgq wl%uj;aj ,eìh yel 

Speed 
fõ.h 

Slower (due to overhead) 

ukao.dóhs ^Overhead ksid& 
Faster (minimal overhead) 

fõ.j;a ^wju overhead& 

Header Size 
YS¾Ifha m%udKh 

20–60 bytes 

nhsg ^20–60& 
8 bytes 

nhsg 8 

Error Checking 
fodaI mÍlaIdj 

Yes (with retransmission) 
Tõ ^kej; iïfm%aIKh lsÍï o 
iys;j& 

Basic checksum only 
uQ,sl fplaiï tlla mu‚ 
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Multiplexing 
nyqm:lrKh 
 
Multiplexing is the process of sending multiple 

signals or data streams over a single 

communication channel, such as a wire or a 

radio frequency at the same time.  
nyqm:lrKh hkq jhrhla fyda fraäfhda 
ixLHd;hla jeks ;ks ikaksfõok kd,sldjla yryd 
tlu wjia:dfõ§ ix{d fyda o;a; m%jdy lsysmhla 
heùfï l%shdj,shhs' 
 

A Multiplexer (MUX) combines the signals at 

the sender.  
nyqm:lrKh uÕska hjkakdf.a md¾Yjfha§ fuu 
ix{d tlsfkl tAldnoaO lrkq ,nhs' 
 

A Demultiplexer (DEMUX) separates the signals 

at the receiver.  
m%;s-nyqm:lrKh uÕska ,nkakdf.a md¾Yjfha§ 
tu ix{d tlsfkl fjka lrkq ,nhs' 
 
 
There are four types of multiplexing 
nyqm:lrKfhys wdldr y;rla ;sfí 
 
• Time Division Multiplexing(TDM) 

ld,h fn§fï nyqm:lrKh 
 

• Frequency Division Multiplexing(FDM) 
ixLHd;h fn§fï nyqm:lrKh 
 

• Wavelength Division Multiplexing(WDM) 
;rx. wdhduh fn§fï nyqm:lrKh 
 

• Code Division Multiplexing(CDM/CDMA) 
fla;h fnod .ekSfï nyqm:lrKh 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Advantages of multiplexing 
nyqm:lrKfha jdis 
 
• Efficient utilization of bandwidth  

l,dm m<, ld¾hlaIuj Ndú; lrhs 
• Allows multiple users to share one 

communication channel  
nyqúO mßYS,lhkag tla ikaksfõok 
kd,sldjla fnod .ekSug bv i,ihs 

• Reduces communication cost  
ikaksfõok msßjeh wvq lrhs 

• Increases channel capacity  
kd,sld Odß;dj jeä lrhs 

• Simplifies network infrastructure 
cd, há;, myiqlï ir, lrhs 

• Supports many users simultaneously 
tljr mßYS,lhska úYd, m%udKhlg iyh 
olajhs 

• Simplifies network expansion 
cd, jHdma;sh ir, lrhs 

• Communication medium is used at all times 

more and more effectively by someone 
ikaksfõok udOHh iEu úgu jv jvd;a 
M,odhS f,i ljqreka fyda Ndú; lrkq ,nhs 
 

Disadvantages of multiplexing 
nyqm:lrKfha wjdis 
 
• Failure of the shared channel affects all 

users 
yjq,a kd,sldfõ ì|jeàu ish¨u mßYS,lhskag 
n,mdhs 

• Requires additional hardware (mux and 

demux) 

wu;r oDvdx. ^mux iy demux& wjYH fõ 
• Communication becomes more complex 

ikaksfõokh jvd;a ixlS¾K fõ 
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Time Division Multiplexing (TDM) 
ld,h fn§fï nyqm:lrKh 
 
 

 

 

 

 

 

 

Time Division Multiplexing transmits multiple 

signals over a single communication channel by 

dividing the transmission time into slots. 
ld,h fnod.ekSfï nyqm:lrKh u.ska iïfm%aIK 
ld,h slot j,g fnod ;ks ikaksfõok kd,sldjla 
yryd nyq ix{d iïfm%aIKh lrhs' 
 

Time Slots 

The total transmission time is divided into small 

segments called time slots. Each signal or data 

stream gets a specific time slot to transmit its 

information. 

iïmQ¾K iïfm%aIK ld,h time slots f,i 
ye¢kafjk l=vd fldgia j,g fnod we;' iEu 
ix{djlau fyda o;a; m%jdyhlau tys f;dr;=re 
iïfm%aIKh lsÍug ksYaÑ; time slot tlla ,nd 
.kS' 
 
Frames  

A frame is one complete set of time slots, with 

one slot assigned to each input channel. Are 

transmitted repeatedly to allow all channels to 

share the same communication link. 
rduqjla hkq iïmQ¾K ld, mrdihkalÜg,hls' 
fuys§ tla tla wdodk kd,sldj i|yd tla ld, 
mrdih neúka fjkalr we;' ish¨u kd,sldj,g 
tlu ikaksfõok ine¢h  fnodyod .ekSug bv 
ie,iSu i|yd fïjd kej; kej;;a iïfm%aIKh 
lrkq ,efí' 
 

Round-Robin Fashion 
The time slots are allocated to each signal in a 

sequential, round-robin manner. After all 

signals have transmitted their data in their 

respective time slots, the cycle repeats. 
tla tla ix{d i|yd  wkql%ñl" rjqkaâ frdìka 
wdldrfhka time slots fjka lrkq ,efí' ish¨u 
ix{d tAjdfha o;a; kshñ; time slot tl ;=< 
iïfm%aIKh l< miq" fuu pl%h kej; isÿfõ' 
 

Synchronization 

Both the sender and receiver must be 

synchronized to ensure that each signal 

transmits and receives data in the correct time 

slot. 

iEu ix{djlau ksjerÈ time slot tl ;=< o;a; 
iïfm%aIKh lsÍu iy ,nd .ekSu iy;sl lsÍu 
i|yd hjkakd iy ,nkakd hk folu iuuqyq¾; 
l< hq;=h' 
 

Guard Time 

Guard time is a small unused interval inserted 

between consecutive time slots to prevent 

overlapping caused by synchronization errors. 
wdrlaIl ld,h hkq iuuqyq¾;lrK fodaI 
fya;=fjka isÿjk tlsfkl u; w;sÉPdokh ùï 
je<elaùu i|yd" wkq.dñl ld, mrdihka w;rg 
we;=<;a lrkq ,nk Ndú;hg fkd.kakd l=vd ld, 
mr;rhls' 
 
Advantages of TDM 

TDMys jdis 
 
• Efficient channel utilization.  

ld¾hlaIu kd,sld Ndú;h' 
 

• No signal interference.  
ix{d ndOd lsÍï fkdue;s ùu' 
 

• Reliable digital transmission.  
úYajikSh wxls; iïfm%aIKh' 
 

• Cost-effective communication.  
msßjeh-M,odhS ikaksfõokh' 

 

Disadvantages of TDM 

TDMys wjdis 
 
• Requires precise synchronization. 

ksjerÈ iuuqyq¾;lrKhla wjYH fõ' 
  

• Time slots may be wasted.  
ld, mrdihka wmf;a hd yel' 
 

• Transmission delay may occur.  
iïfm%aIK m%udohka isÿúh yel' 

 
• Higher implementation complexity. 

l%shd;aul lsÍfï ixlS¾K;ajh jeä ùu' 
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Types of TDM 

TDM j¾. 
 

Synchronous TDM 

iuuqyq¾; TDM 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Each input device is assigned a fixed time slot in 

every transmission cycle regardless of whether it 

has data to send. As a result, time slots remain 

reserved even when no data is transmitted, which 

can lead to inefficient bandwidth utilization. 
iEu wdoekhg u iEu m%idrK jdrhl§u ia:djr ld, 
mrdihla fjka lrkq ,efí' o;a; iïfm%aIKh 
fkdl<o tu ld, mrdihka fjka lr we;s neúka 
l,dm m<,fhka hï wmdf;a hEula isÿ úh yelsh. 
 

Statistical (Asynchronous) TDM 

ixLHdkuh $ wiuuqyq¾; TDM 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Time slots are allocated dynamically only to 

devices that have data to transmit. Since unused 

slots are not reserved, the available bandwidth is 

utilized more efficiently and channel capacity is 

improved. 
ld, mrdihka fjka lrkq ,nkafka o;a; mj;sk 
wdoehk i|yd mu‚' Ndú; fhdackd fkdlrk ld, 
mrdihka wmdf;a fkdhk neúka l,dm m<,h jvd 
ldrhlaIu f,i Ndú;d l< yelsh. 

Common Applications 
fmdÿ Ndú;hka 
 
• Digital Telephone Networks (PSTN): Multiple 

voice calls share a single communication line. 

äðg,a ÿrl:k cd, ̂ PSTN&( nyqúO y~ weu;=ï 
;ks ikaksfõok ud¾.hla fnodyod .kS' 
 

• GSM Cellular Networks (TDMA): Multiple 

users communicate over the same frequency 

using assigned time slots. 

GSM fi,shq,¾ cd, ^TDMA&( mßYS,lhska lsysm 
fofkl= ;ukag fjka lrk ,o ld, mrdihka 
Ndú;fhka tlu ixLHd;h yryd ikaksfõokh 
lrhs 
 

• Fiber Optic Networks (SONET/SDH): Multiple 

digital signals are transmitted through a 

single optical fiber. 

m%ldY ;ka;= cd, ^SONET/SDH&( nyqúO wxls; 
ix{d m%ldY ;ka;=jla yryd iïfm%aIKh fõ' 
 

• Satellite Communication: Several ground 

stations share the same satellite channel 

using time-slot allocation. 
pkaøsld ikaksfõokh( N+ñia:dk lsysmhla ld, 
mrdi fjka lsÍï Ndú;fhka tlu pkaøsld 
kd,sldj fnodyod .kS' 
 

• Industrial Automation: Data from multiple 

sensors and controllers is transmitted over a 

common communication link. 
ld¾ñl iajhxl%ShlrKh(ixfõol iy md,l 
lsysmhlska ,efnk o;a; fmdÿ ikaksfõok 
ine¢hla yryd iïfm%aIKh fõ' 
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Frequency Division Multiplexing (FDM)  
ixLHd;h fn§fï nyqm:lrKh 
 

 

 

 

 

 

 

 

FDM transmit multiple signals over a single 

communication channel by assigning each 

signal a different frequency band within the 

given bandwidth. 

FDM uÕska § we;s l,dm m<, ;=< tla tla 
ix{djg tlsfklg fjkia ixLHd; mrdihka 
ne.ska ,nd §fuka" ;ks ikaksfõok kd,sldjla 
Tiafia nyqúO ix{d iïfm%aIKh lrkq ,nhs' 
 

Dividing the Frequency Spectrum 

The available bandwidth is divided into multiple 

frequency bands, and each signal is assigned to 

a specific band. 
mj;sk l,dm m<, nyq ixLHd; l,dmj,g fnod" 
iEu ix{djlau ksYaÑ; l,dmhlg mjrd we;' 
 
Simultaneous Transmission 

All signals are transmitted simultaneously, but 

each occupies its own frequency range. 
ish¨u ix{d tljr iïfm%aIKh fõ" kuq;a iEu 
tllau ;ukaf.au ixLHd; mrdihla .kS' 
 

Bandpass Filters 

At the receiver end, filters are used to separate 

the signals based on their frequency bands, 

ensuring that each signal is correctly decoded 

without interference from others. 
.%dyl wka;fha§" tAjdfha ixLHd; mrdi u; 
mokïj ix{d fjka lsÍug fmryka Ndú;d lrkq 
,efí" tu.ska iEu ix{djlau wfkla tAjdf.ka 
ndOdjlska f;drj ksjerÈj úfla;kh lrk nj 
iy;sl lrhs' 
 

Guard Bands 

Guard bands are small unused frequency 

ranges placed between adjacent channels to 

prevent interference. 
wdrlaIl l,dm hkq ueÈy;aùï je<elaùu i|yd 
hdno kd,sld w;r msysgqjd we;s" Ndú;hg 
fkd.kakd l=vd ixLHd; mrdihka fõ 
 
Examples of FDM 

FDM ms<sn| WodyrK 
 

AM/FM Radio Broadcasting 

AM/FM fraäfhda úldYkh   
Each radio station is assigned a different 

frequency.  
iEu fraäfhda kd,sldjlgu tlsfklg fjkia jQ 
ixLHd;hla ne.ska ,nd § we;' 
 

Cable Television (CATV)  
flan,a rEmjdyskS fiajd 
Multiple TV channels are transmitted 

simultaneously on different frequency bands 

through the same coaxial cable.  
tlu iudlaI flan,hla yryd tlsfklg fjkia 
ixLHd; mrdihka Tiafia rEmjdyskS kd,sld 
lsysmhla tljr iïfm%aIKh lrkq ,nhs' 
 

Satellite Communication  
Wm.%yK ikaksfõokh 
Different communication channels use separate 

frequency bands on the same satellite link.  
tlu Wm.%yK ine¢hla ;=<" úúO ikaksfõok 
kd,sld i|yd tlsfklg fjkia jQ ixLHd; 
mrdihka Ndú;d lrkq ,nhs' 
 

 

DSL (Digital Subscriber Line)  

Voice and Internet data are transmitted 

simultaneously over the same telephone line 

using separate frequency bands. 
tlu ÿrl:k /yekla yryd tlsfklg fjkia 
ixLHd; mrdihka Ndú;d lrñka y~  iy 
wka;¾cd, o;a; tljr iïfm%aIKh lrkq ,nhs' 
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Advantages of FDM 

FDM ys jdis 
 

• Simultaneous transmission allows all users 

to communicate without waiting for 

channel access.  
iu.dó iïfm%aIKh kd,sldjg m%fõY ùu 
i|yd n,d isàulska f;drj ish¨u 
mßYS,lhskag tlsfkld iuÕ ikaksfõokh 
lsÍug bv i,ihs' 
 

• Very low transmission delay (latency) due 

to dedicated frequency channels.  
ixLHd; kd,sld Ndú;h ksid iïfm%aIK 
m%udoh b;d wju fõ'    
 

• Continuous data transfer is possible 

because each user is assigned a fixed 

frequency band.  
tla tla mßYS,lhd i|yd ia:djr ixLHd; 
l,dmhla mjrd we;s neúka wLKavj o;a; 
yqjudre lsÍfï yelshdj mj;S' 
 

• Suitable for real-time applications, such as 

radio and television broadcasting.  
.=jkaúÿ,s iy rEmjdyskS úldYkh jeks 
;;ald,Sk fhÿï i|yd jvd;a iqÿiq fõ 

 

Disadvantages of FDM 
FDM ys wjdis 
 

• Bandwidth utilization is inefficient, as an 

allocated frequency band remains. 
o;a; iïfm%aIKh fkdjk úg mjd fjka lrk 
,o ixLHd; l,dmhla tf,iu r|jd ;nd 
.kakd neúka" l,dm m<, Ndú;h 
wld¾hlaIu fõ' 

 

• Unused frequency bands cannot be shared 

with other users during communication.  
ikaksfõokh w;r;=r Ndú;hg fkd.;a 
ixLHd; l,dm wfkl=;a mßYS,lhka iuÕ 
fnod .; fkdyel' 
 

• Guard bands are required between 

adjacent frequency channels to minimize 

interference, reducing the effective 

bandwidth.  
ndOd wju lsÍu i|yd hdno ixLHd; kd,sld 
w;r wdrlaIl l,dm wjYH jk w;r" tuÕska 
M,odhS l,dm m<, wvq fõ' 
 

• Susceptible to crosstalk and adjacent-

channel interference if channels are not 

adequately separated. 
kd,sld m%udKj;a f,i fjka lr fkdue;s kï" 
tAjd crosstalk iy hdno kd,sld ndOdj,g 
f.dÿre ùfï bvlv jeäh' 

Wavelength division multiplexing (WDM) 
;rx. wdhduh fn§fï nyqm:lrKh 
 
 
 
 
 
 

 

 

 

 

 

Used only with optic fiber (same as FDM using 

light) 
m%ldY ;ka;= iuÕ muKla Ndú;d fõ ^wdf,dalh 
Ndú;d lrk FDM l%shdj,shg iudk fõ&' 
 

Wavelength Division Multiplexing is a 

technique that allows multiple data streams to 

be transmitted simultaneously over a single 

optical fiber by using different wavelengths (or 

colors) of light for each data stream. 
;rx. wdhduh fn§fï nyqm:lrKh hkq tla tla 
o;a; m%jdyh i|yd wdf,dalfha úúO ;rx. wdhdu 
^fyda j¾K& Ndú;d lrñka tla m%ldY ;ka;=jla 
yryd nyq o;a; m%jdyhka tljr iïfm%aIKh 
lsÍug bv i,ik ;dlaIKhls' 
 

Each wavelength carries its own data signal, and 

since these wavelengths do not interfere with 

each other, they can travel together on the 

same fiber. 
iEu ;rx. wdhduhlau thg fjkajQ o;a; 
ix{djla /f.k hk w;r" fuu ;rx. wdhdu 
tlsfklg ndOd fkdlrk neúka" tlu ;ka;=jla 
;=<ska tlg .uka l< yel' 
 

There are two main types 
m%Odk j¾. folls 
 
Dense Wavelength Division Multiplexing 

(DWDM) 

Uses closely spaced wavelengths, allowing 

more channels to be transmitted over the same 

fiber. 
tlu ;ka;=j yryd jeä kd,sld iïfm%aIKh 
lsÍug bv i,iñka ióm mr;rhka iys; ;rx. 
wdhdu Ndú;d lrhs' 
 

Coarse Wavelength Division Multiplexing 

(CWDM) 

Uses fewer wavelengths with wider spacing 

between them, typically for shorter-distance 

communication.idudkHfhka flá ÿr 
ikaksfõokh i|yd" wvq ;rx. wdhdu tAjd w;r 
mq¿,a mr;rhla iys; Ndú;d lrhs'
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How WDM works 

WDM l%shd lrk wdldrh 
 

Optical multiplexer 

At the transmitting end, an optical multiplexer 

combines multiple signals from different 

sources onto a single fiber, each at a different 

wavelength. 
iïfm%aIK wka;fha §" oDYH nyqm:lrKhla úúO 
m%Nj j,ska ,efnk ix{d lsysmhla" iEu tllau 
fjkia ;rx. wdhduhlska tla ;ka;=jla u;g 
tAldnoaO lrhs' 
 

Optical fiber transmission 

The multiplexed signals are transmitted over 

the optical fiber. 
nyq ix{d m%ldY ;ka;= yryd iïfm%aIKh fõ' 
 

Optical demultiplexer 

At the receiving end, an optical demultiplexer 

separates the individual signals based on their 

wavelength. 
.%dyl wka;fha §" m%ldY m%;s nyqm:lrKhla 
uÕska tAjdfha ;rx. wdhduh u; mokïj ;ks ;ks 
ix{d fjka lrhs' 
 

Applications of WDM 

WDM ys fhÿï 
 

Long-haul optical networks 

WDM is widely used in long-haul optical 

networks to transmit large amounts of data 

over long distances.(Ex:Submarine cables) 

WDM È.= ÿr m%ldY cd, j, úYd, o;a; 
m%udKhla È.= ÿrlg iïfm%aIKh lsÍug nyq,j 
Ndú;d fõ'(Wod( iíueÍka flan,a) 
 

Data centers 

WDM can be used to interconnect servers and 

storage devices in data centers. 
o;a; uOHia:dkj, fiajdodhl iy .nvd Wmdx. 
wka;¾ iïnkaO lsÍug WDM Ndú;d l< yel' 
 

Optical Fiber Backbone Networks  
m%ldY ;ka;= nelafndaka cd, 
Enables multiple wavelengths to carry large 

volumes of data over a single optical fiber, 

increasing network capacity and efficiency. 
cd,fha Odß;dj iy ld¾hlaIu;dj by< kxjñka" 
;ks m%ldY ;ka;=jla yryd úYd, o;a; m%udKhla 
/f.k hdug ;rx. wdhdu lsysmhlg bv i,ihs' 
 

Advantages of WDM 
WDM ys jdis 

 

• Extremely High Capacity 
b;d by< Odß;dj 

Multiple signals are transmitted 

simultaneously over a single optical fiber. 
;ks m%ldY ;ka;= flan,hla Tiafia tljr 
ix{d lsysmhla iïfm%aIKh l< yelsh' 
 

• Efficient Fiber Utilization 
ld¾hlaIu m%ldY ;ka;= Ndú;h 

Maximizes the capacity of existing optical 

fiber infrastructure. 
oekg mj;sk m%ldY ;ka;= há;, 
myiqlïj, Odß;dj Wmßu f,i Ndú;hg 
.kS' 
 

• Scalable 
myiqfjka mq¿,a l< yels ùu 

Capacity can be increased by adding more 

wavelengths. 
;rx. wdhdu jeä m%udKhla tl;= lsÍu 
uÕska Odß;dj ;jÿrg;a by< kexúh yelsh' 
 

• Low Transmission Loss 
wvq iïfm%aIK ydksh 

Supports reliable long-distance 

communication with minimal signal loss. 
wju ix{d ydkshla iys;j" úYajdiodhl 
f,i È.= ÿr ikaksfõokhka isÿ lsÍug iyh 
olajhs' 
 

Disadvantages of WDM 
WDM ys wjdis 
 

• Requires specialized and expensive 

equipment 
úfYaIs; iy ñ, wêl WmlrK wjYH fõ  

 

• Can be complex to install and manage 
ia:dmkh iy l<ukdlrKh lsÍu ixlS¾K 
úh yelsh 
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Code division multiplexing (CDM) 
fla;h fnod .ekSfï nyqm:lrKh 
 

In CDM, multiple data signals are transmitted 

over the same frequency band at the same time, 

but each signal is encoded with a unique code. 

CDM ys" nyq o;a; ix{d tlu ixLHd; l,dmhla 
yryd tljr iïfm%aIKh fõ" kuq;a iEu 
ix{djlau wkkH fla;hlska fla;kh lr we; 
 
This process spreads the signal across a wider 

frequency band. 
fuu l%shdj,sh mq¿,a ixLHd; l,dmhla yryd 
ix{dj úysÿjhs' 
 
Receiver Operation 
.%dyl l%shdldß;ajh 
 
• The receiver extracts only the signal 

encoded with its matching spreading code. 
.%dylh u.ska Wlyd .kq ,nkafka tys 
.e,fmk úysÿï fla;h u.ska fla;kh lrk 
,o ix{dj mu‚'  
 

• Signals using different codes are treated as 

background noise and ignored.  
fjk;a fla; Ndú;d lrk ix{d" miqìï Yío 
f,i i,ld fkdi,ld yßkq ,efí' 
 

• Similar to several groups of people 

speaking simultaneously in different 

languages within the same room. 
fuh tlu ldurhla ;=< mqoa.,hska lKavdhï 
lsysmhla tlsfklg fjkia NdIdj,ska tljr 
l;d lrkjd yd iudk fõ' 
 

• Each listener understands only the 

language they know and ignores the others. 
iEu ijkafokafkl=gu f;areï .; yelafla 
;uka okakd NdIdj muKla jk w;r Tjqka 
wfkla NdIdjka fkdi,ld yßhs' 

 

CDM is primarily used in wireless networks, 

while wired networks typically use TDM, FDM, 

or WDM, however, CDM is also applicable to 

wired communication systems. 

CDM m%Odk jYfhkau /yeka rys; cd, i|yd 
Ndú;d jk w;r" /yeka iys; cd, idudkHfhka 
TDM, FDM, fyda WDM Ndú;d lrhs' flfia jqjo" 
CDM /yeka iys; ikaksfõok moaO;s i|ydo wod< 
lr .; yel' 

Applications of CDM 
CDM ys fhÿï 
 

CDMA cellular networks 

CDM is widely used in Code Division Multiple 

Access (CDMA) cellular networks. 

CDM nyq,j Ndú;d jkafka Code Division 

Multiple Access (CDMA) fi,shq,¾ cd, j,hs' 
 

Wireless local area networks (WLANs) CDM 

can be used in WLANs to improve capacity and 

reduce interference. 

CDM" Odß;dj jeä ÈhqKq lsÍug iy ueÈy;aùï 
wvq lsÍug WLAN j, Ndú;d l< yel' 
 

Satellite communications 

CDM is used in satellite communication systems 

to allow multiple users to share the same 

frequency band. 
tlu ixLHd; l,dmh fnod .ekSug nyq 
mßYS,lhskag bv §u i|yd CDM pkaøsld 
ikaksfõok moaO;sj, Ndú;d fõ' 
 

Military Communications  
yuqod ikaksfõokh 
Secure, anti-jamming communication systems. 
wdrlaIs;" cEñx-úfrdaë ikaksfõok moaO;s' 
 

 

GPS (Global Positioning System)  

GPS ^f.da,Sh ia:dk ks¾Kdhl moaO;sh& 
Uses unique spreading codes for satellite 

signals. 
pkaøsld ix{d i|yd wkkH jQ úysÿï fla; Ndú;d 
lrhs' 
 

Wireless Sensor Networks 
/yeka rys; ixfõol cd, 
Enables simultaneous communication among 

multiple sensor nodes. 
nyq ixfõol fkdaâ w;r tljr ikaksfõokh 
lsÍug bv i,ihs' 
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Advantages  
jdis 
 

CDM can support a large number of users on a 

single frequency channel. 

CDM yg ;ks ixLHd; kd,sldjl mßYS,lhska 
úYd, ixLHdjla i|yd iyh úh yel' 
 

The spread spectrum technique makes CDM 

more resistant to interference from other 

signals. 

me;sÍfï j¾Kdj,s ;dlaIKh u.ska CDM fjk;a 
ix{d j,ska ndOd ùu j,lajhs. 
 

CDM can provide a degree of security, as the 

spreading code can be kept secret. 
me;sÍfï fla;h ryis.;j ;nd .; yels neúka 
CDM yg hï uÜgul wdrlaIdjla iemhsh yel' 
 

Disadvantages  
wjdis 
 

CDM is more complex to implement because 

encoding and decoding requires significant 

computation. 
fla;kh lsÍu iy úfla;kh lsÍu i|yd ie,lsh 
hq;= mß.Kluh .Kkh lsÍï wjYH jk neúka" 
CDM l%shd;aul lsÍu jvd;a ixlS¾K fõ' 
 

CDM can have lower data rates compared to 

other multiplexing techniques, especially for a 

given bandwidth. 

CDM yg wfkl=;a u,aámaf,laisx Ys,amSh l%u yd 
ii|k úg wvq o;a; wkqmd; ;sìh yel" 
úfYaIfhkau § we;s l,dm m<,la i|yd' 
 
Performance decreases as the number of 

simultaneous users increases. 
tljr iïnkaO jk mßYS,lhska ixLHdj jeä jk 
úg ld¾h idOkh wvq fõ' 

 
 
 

 

  

Feature 
,laIKh 

TDM FDM WDM CDM 

Division 
fn§u 

Time 
ld,h 

Frequency 
ixLHd;h 

Wavelength 
;rx. wdhduh 

Code 
fla;h 

Medium 
udOHh 

Digital 
wxls; 

Analog 
m%;siu 

Optical Fiber 
m%ldY ;ka;= 

Wireless 
/yeka rys; 

Simultaneous 
iuld,Sk nj 

No 
ke; 

Yes 
Tõ 

Yes 
Tõ 

Yes 
Tõ 

Synchronization 
iuuqyq¾;lrKh 

Required 
wjYH fõ 

Not Required 
wjYH fkdfõ 

Not Required 
wjYH fkdfõ 

Required 
wjYH fõ 

Example 
WodyrK 

Telephone Radio Fiber CDMA 

Bandwidth Efficiency 
l,dm m<, Ndú;h 

Medium 
uOHia: 

Medium 
uOHia: 

Very High 
b;d by< 

High 
by< 

Comparison of Multiplexing Techniques 
nyqm:lrK Ys,amSh l%u ixikaokh 
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OSI Reference Model 

OSI úu¾Yk wdlD;sh 
 

The OSI (Open Systems Interconnection) Model 

is a seven-layer conceptual reference model 

developed by the International Organization for 

Standardization (ISO) that describes how data is 

transmitted between two devices over a 

network. 

OSI wdlD;sh hkq cd,hla yryd Wmdx. folla 
w;r o;a; iïfm%aIKh jk wdldrh úia;r lsÍu 
i|yd m%ñ;slrKh i|yd jQ cd;Hka;r ixúOdkh 
^ISO& uÕska ilia lrk ,o" ia:r y;lska hq;a 
ixl,amSh úu¾Yk wdlD;shls' 
 

It divides the communication process into 

seven layers, where each layer performs a 

specific function and provides services to the 

layer above while receiving services from the 

layer below. 
th ikaksfõok l%shdj,sh ia:r y;lg fnod 
olajk w;r" tys§ tla tla ia:rh uÕska ksYaÑ; 
ld¾hhla bgq lrñka ;udg by<ska we;s ia:rhg 
fiajdjka imhk w;ru ;udg my<ska we;s 
ia:rfhka fiajdjka ,nd .kS' 
 

Purpose of the OSI Reference Model 

OSI wdlD;sfha wruqK 
 

• Enables interoperability between different 

hardware and software vendors. 
úúO oDvdx. iy uDÿldx. ksYamdolhska w;r 
wka;¾ l%shdldÍ;ajh il%Sh lrhs' 

• Simplifies network design, implementation, 

and maintenance. 
cd, ie,iqïlrKh" l%shd;aul lsÍu iy 
kv;a;= lsÍu ir, lsÍu' 

• Makes network troubleshooting easier by 

isolating problems to a specific layer. 
.eg¨ mj;sk ksYaÑ; ia:rh fjkalr y÷kd 
.ekSu uÕska cd,hkays fodaI ksrdlrKh myiq 
lsÍu' 

• Provides a common reference model for 

learning and developing networking 

technologies. 
cd,lrK ;dlaIKhka bf.kSu iy ixj¾Okh 
lsÍu i|yd fmdÿ úu¾Yk wdlD;shla iemhSu' 

 

Data Transmission in the OSI Model 

OSI wdlD;sh ;=< o;a; iïfm%aIKh 
 

At the Sender (Transmit Data)  
hjkakdf.a md¾Yjfha§ 
 

The data is created at the Application Layer and 

moves downward through each layer to the o;a; 
uq,skau fhÿï ia:rh ;=< ks¾udKh jk w;r" t;eka 
isg fN!;sl ia:rh olajd tla tla ia:rh Tiafia 
my<g .uka lrhs' 
 

As data passes through each layer, protocol 

information is added. This process is called 

Encapsulation. 
o;a; tla tla ia:rh yryd .uka lsÍfï§" 
fm%dfgdflda, f;dr;=re tA fj; tl;= lrkq ,efí' 
fuu l%shdj,sh lemaishq,lrKh f,i y÷kajhs' 
 

At the Receiver (Receive Data)  
,nkakdf.a md¾Yjfha§ 
 

The received signal enters through the Physical 

Layer and moves upward to the Application Layer.  
,efnk ix{dj uq,skau fN!;sl ia:rh yryd 
moaO;shg we;=¿ jk w;r" t;eka isg fhÿï ia:rh 
olajd tla tla ia:rh Tiafia by<g .uka lrhs' 
 

Each layer removes its protocol information from 

the data before passing it to the next layer. This 

process is called Decapsulation. 
tla tla ia:rh uÕska o;a; B<Õ ia:rhg fhduq 
lsÍug m%:u" tA fj; tl;= lr ;snQ ;udg wod< 
fm%dfgdflda, f;dr;=re bj;a lrkq ,nhs' fuu 
l%shdj,sh m%;slemaishq,lrKh f,i y÷kajhs' 
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Software and Hardware Layers 
uDÿldx. iy oDVdx. ia:r 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The OSI model is divided into Software Layers 

and Hardware Layers based on their primary 

functions. 

OSI wdlD;sh tys uQ,sl ld¾hhka mokï lrf.k 
uDÿldx. ia:r iy oDvdx. ia:r f,i fldgia 
follg fnod olajhs' 
 

The Transport Layer acts as the heart of the OSI 

model because it connects the software layers 

with the hardware layers and provides end-to-

end communication. 
m%jdyk ia:rh uDÿldx. ia:r iy oDvdx. ia:r 
tlsfkld iuÕ iïnkaO lrñka" end-to-end 
ikaksfõokh imhk neúka th OSI wdlD;sfha 
yDoh f,i ye¢kafõ' 
 

Software Layers: / uDÿldx. ia:r( 
Application, Presentation, Session  
fhÿï ia:rh" ksrEmK ia:rh" ieis ia:rh 
 

Heart of OSI: / OSI ys yDoh jia;=j( 

Transport Layer  
m%jdyk ia:rh 
  

Hardware Layers: / oDvdx. ia:r( 
Network, Data Link, Physical 
cd, ia:rh" o;a; ine¢ ia:rh" fN!;sl ia:rh

Application layer 
fhÿï ia:rh 
 
The topmost layer of the OSI model. 

fuh OSI wdlD;sfha by<skau msysá ia:rh fõ' 
 

It provides network services directly to end-user 

applications, allowing users to communicate 

over a network. 

th mßYS,lhdf.a fhÿï ^end-user applications& 
fj; iDcqju cd, fiajdjka imhk w;r" tuÕska 
mßYS,lhskag cd,hla yryd ikaksfõokh lsÍug 
wjia:dj i,id fohs' 
 

Functions / ld¾hhka 
 

Provides an interface between user applications 

and the network. 
mßYS,l fhÿï iy cd,h w;r w;=re uqyqK;la 
,nd §u' 
 

Enables applications to access network services. 
fhÿï uDÿldx.j,g cd, fiajdjka fj; m%fõY 
ùug bv ie,iSu' 
 

Identifies communication partners and checks the 

availability of network resources. 
ikaksfõokh isÿ lrk wfkla md¾Yjh  y÷kd .ekSu 
iy cd, iïm;aj, mj;sk iQodku mÍlaId lsÍu' 

 

Common Services / fmdÿ fiajdjka 
 

• Web browsing / fjí ießirKh 

• File transfer / f.dkq yqjudre lsÍu 

• Email communication / úoHq;a ;eme,a 
ikaksfõokh 

• Remote login / ÿria: mß.Kl fj; msúiSu 

• Domain name resolution / jiï kdu ksrdlrKh 
 

Protocols / kshudj,s 
 

• HTTP / HTTPS 

• FTP 

• SMTP 

• POP3 / IMAP 

• DNS 

• Telnet / SSH 
 

Examples / WodyrK 

• Opening a website using a web browser. 
fjí w;sßlaiqjla Ndú;fhka fjí wvúhla újD; 
lsÍu' 

• Sending or receiving an email. 
úoHq;a ;emE,la heùu fyda ,eîu' 

• Uploading or downloading files. 
f.dkq  Wvq.; lsÍu fyda nd.; lsÍu' 

• Accessing a remote computer using SSH. 

SSH ;dlaIKh Ndú;fhka ÿria: mß.Klhlg 
iïnkaO ùu' 
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Presentation Layer 
iu¾mK ia:rh 
 
It is responsible for preparing data for the 

Application Layer by ensuring that it is in a format 

suitable for transmission and interpretation by the 

receiving system. 
,nkakdf.a moaO;shg o;a; myiqfjka w¾:l:kh 
lr.; yels iy iïfm%aIKhg iqÿiq wdlD;shlska 
mj;sk nj ;yjqre lrñka" fhÿï ia:rh i|yd o;a; 
ilia lr §u fuys j.lSu fõ' 
 

Functions / ld¾hhka 
 

Translates data between different data formats. 
úúO o;a; wdlD;s w;r o;a; mßj¾;kh lsÍu' 
 

Encrypts data before transmission. 
iïfm%aIKhg fmr o;a; .=ma;fla;kh lsÍu' 
 

Decrypts received encrypted data. 
,enqKq .=ma;fla;kh l< o;a; m%;sfla;kh  lsÍu' 
 

Compresses data to reduce its size before 

transmission. 
iïfm%aIKhg fmr o;a;j, m%udKh wvq lsÍu i|yd 
o;a; ixfldapkh lsÍu' 
 

Decompresses received compressed data. 
,enqKq ixfldaÑ; o;a; m%idrKh lsÍu' 
 

Ensures data is presented in a format compatible 

with the receiving system. 
,efnk moaO;sh iuÕ .e<fmk wdlD;shlska o;a; 
bÈßm;a jk nj ;yjqre lsÍu' 
 

Syntax conversation. 
jdlH úkHdi mßj¾;kh' 
 

Character code conversation. 
wlaIr fla; mßj¾;kh' 
 

Protocols / kshudj,s 
 

• SSL / TLS   

• MIME  

• ASCII – Character encoding  

• Unicode – Character encoding 
 

Examples / WodyrK 

• Converting text between ASCII and Unicode. 

ASCII iy Unicode w;r fm< mßj¾;kh lsÍu' 
• Encrypting data during secure web 

communication (HTTPS). 

wdrlaIs; fjí ikaksfõokfha§ ^HTTPS& o;a; 
.=ma;fla;kh lsÍu' 

• Compressing image or video files before 

transmission. 
iïfm%aIKhg fmr rEm fyda ùäfhda f.dkq 
ixfldapkh lsÍu' 

• Decompressing received compressed files. 
,enqKq ixfldaÑ; f.dkq kej; m%idrKh lsÍu' 

Session Layer 
ieis ia:rh 
 

It is responsible for managing communication 

sessions between applications running on 

different devices. 
úúO Wmdx.j, l%shd;aul jk fhÿï uDÿldx. 
w;r mj;sk ikaksfõok ieis l<ukdlrKh lsÍu 
fuys j.lSu fõ' 
 

Session Management  
ieis l<ukdlrKh 
 

Session Establishment / ieishla wdrïN lsÍu 
 

Creates a communication session between two 

applications before data transmission begins. 
o;a; iïfm%aIKh wdrïN lsÍug m%:u" fhÿï 
uDÿldx. fol w;r ikaksfõok ieishla ks¾udKh 
lrhs' 
 

Session Maintenance / ieish mj;ajdf.k hEu 
 

Keeps the communication session active and 

manages the exchange of data throughout the 

communication process. 
ikaksfõok l%shdj,sh mqrdjgu ikaksfõok ieish 
il%shj ;nd .kakd w;r o;a; yqjudre ùï md,kh 
lrhs' 
 

Session Synchronization / ieis iuuqyq¾;lrKh 
 

Places synchronization checkpoints during data 

transmission, allowing communication to resume 

from the last checkpoint if an interruption occurs. 
o;a; iïfm%aIKh jk w;r;=r iuuqyq¾; i,l=Kq 
we;=<;a lrhs' tuÕska ikaksfõokhg lsishï ndOdjla 
we;s jqjfyd;a" wjika jrg i,l=Kq l< ia:dkfha isg 
kej; ikaksfõokh wdrïN lsÍug wjia:dj ,efí' 

 

Session Restoration (Recovery) / ieish kej; h:d 
;;a;ajhg m;a lsÍu 
 

Recovers an interrupted communication 

session by continuing data transfer from the last 

synchronization checkpoint instead of 

restarting the entire session. 
ndOd we;s jQ ikaksfõok ieishla uq, isgu wdrïN 
lrkjd fjkqjg" wjika jrg ;enQ iuuqyq¾; 
i,l=fKa isg o;a; yqjudrej bÈßhg lrf.k 
hñka ieish h:d ;;a;ajhg m;a lrhs' 
 

Session Termination / ieish wjika lsÍu 
 

Closes the communication session and releases all 

associated resources after communication is 

completed. 
ikaksfõokh iïmQ¾Kfhkau wjika jQ miq" ikaksfõok 
ieish jid oud tA i|yd fjka lr ;snQ ish¨u iïm;a 
ksoyia lrhs' 
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Functions / ld¾hhka 
 

Establishes communication sessions between 

applications. 
fhÿï uDÿldx. w;r ikaksfõok ieis wdrïN 
lsÍu' 
 

Maintains active communication sessions. 
il%sh ikaksfõok ieis ì| jeàug fkd§ 
mj;ajdf.k hEu' 
 

Synchronizes data exchange between 

communicating devices. 
ikaksfõokh isÿ lrk Wmdx. w;r o;a; 
yqjudrej iuuqyq¾;lrkh lsÍu' 
 

Controls dialog between devices (full-duplex or 

half-duplex). 
Wmdx. w;r isÿjk ixjdo md,kh lsÍu ^mQ¾K 
oaúm: fyda w¾O oaúm: f,i&' 
 

Terminates communication sessions after data 

transfer is complete. 
o;a; yqjudrej wjika jQ miq ikaksfõok ieis 
ksudjg m;a lsÍu' 
 

Restores interrupted sessions from 

synchronization checkpoints. 
ndOd we;s jQ ieis" iuuqyq¾; i,l=Kqj, isg kej; 
h:d ;;a;ajhg m;a lsÍu' 
 

Protocols / kshudj,s 
 

• RPC (Remote Procedure Calls) 

• NetBIOS 

• PPTP (Point-to-Point Tunneling Protocol) 

• Socks 

• ASP 

• NFS 

 

Examples / WodyrK 

• A video conference maintaining an active 

communication session. 
ùäfhda iïuka;%Khl§ ikaksfõok ieish 
il%shj mj;ajdf.k hEu' 

• Resuming a large file transfer after a 

temporary network interruption. 
;djld,sl cd, ì| jeàulska miq" úYd, 
f.dkqjla nd.; lsÍu kej;=Kq ;ek isg kej; 
wdrïN lsÍu' 

• Keeping a remote desktop session active 

until the user disconnects. 
mßYS,lhd iïnkaO;djh úikaê lrk f;la 
ÿria: fvialafgdma ieishla il%shj ;nd .ekSu' 

• Logging out of an online banking session 

after completing transactions. 
.kqfokq wjika jQ miq wka;¾cd, nexl= 
ieishlska iajhxl%Shj msgùu' 

 

Applications That Support Session Restoration 
ieis kej; h:d ;;a;ajhg m;a lsÍug iyh olajk 
fhÿï 
 

These applications support resuming 

interrupted sessions. 
fuu fhÿï ndOd jQ ieis kej; kej;=Kq ;ek isg 
wdrïN lsÍug iyh olajhs' 
 

• Web browsers / fjí w;sßlaiq 
• Cloud services / j,dl=¿ fiajdjka 
• E-commerce platforms  

úoHq;a jd‚cH fõÈld 
• Social media applications/ iudc udOH 

fhÿï 
• Streaming services / m%jdy fiajdjka 

 

Applications That Usually Do Not Support Session 

Restoration 
ieis kej; h:d ;;a;ajhg m;a lsÍug idudkHfhka 
iyh fkdolajk fhÿï 
 

These applications do not support session 

restoration to enhance security. 
wdrlaIdj jeä ÈhqKq lsÍu i|yd fuu fhÿï ieis 
kej; h:d ;;a;ajhg m;a lsÍug iyh fkdolajhs' 
 
• Online banking and financial services  

ud¾..; nexl=lrKh iy uQ,H fiajdjka 
• Government services / rdcH fiajdjka 
• High-security applications 

by< wdrlaIdjla iys; fhÿï 

 

 

NOTE: 

In modern networks, the functions of the 

Application, Presentation, and Session layers are 

usually combined into a single Application Layer 

in the TCP/IP model.  

kQ;k cd,lrKfha§" OSI wdlD;sfha mj;sk fhÿï" 
iu¾mK" iy ieis hk ia:r ;=fkysu ld¾hhka 
idudkHfhka TCP$IP wdlD;sh ;=< tlu fhÿï 
ia:rhla f,i tAldnoaO lr we;' 
 

However, in the OSI model, they are studied as 

three separate layers, each with specific 

responsibilities. 

flfia fj;;a" OSI wdlD;sh ;=<§" fuu tla tla 
ia:rhg mejreKq ksYaÑ; j.lSï fjka fjkaj 
y÷kd .ekSu iy wOHhkh lsÍu i|yd tAjd 
tlsfklg fjkia ia:r ;=kla f,i i,ld idlÉPd 
lrkq ,nhs'  
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Transport Layer  
m%jdy ia:rh 

 

The Transport Layer is the fourth layer of the OSI 

model. 

m%jdy ia:rh hkq OSI wdlD;sfha y;rjk ia:rhhs' 
 

It provides end-to-end communication 

between the sender and receiver by ensuring 

that data is delivered reliably, accurately, and in 

the correct order. 
th o;a; úYajdiodhl f,i" ksjerÈj iy ksis 
wkqms<sfj<ska fnod yeÍu ;yjqre lrñka" hjkakd 
iy ,nkakd w;r wka;fha isg wka;hgu ^end-to-
end& ikaksfõokh imhhs' 
 

Functions / ld¾hhka 
 

Provides end-to-end communication between 

devices. 
Wmdx. w;r wka;fha isg wka;hgu ikaksfõokh 
,nd §u' 
 

Segments data into smaller units before 

transmission. 
iïfm%aIKhg fmr o;a; l=vd fldgiaj,g 
^segments& fjka lsÍu' 
 

Reassembles received segments into the 

original data. 
,enqKq o;a; fldgia kej; tl;= lr uq,a o;a; 
njg m%;sixúOdkh lsÍu' 
 

Performs error detection and recovery. 
fodaI y÷kd .ekSu iy tAjd h:d ;;a;ajhg m;a 
lsÍu isÿ lsÍu' 
 

Controls data flow between sender and receiver. 
hjkakd iy ,nkakd w;r o;a; .,d hdfï fõ.h 
md,kh lsÍu' 
 

Ensures reliable and ordered data delivery. 
úYajdiodhl fukau ksis wkqms<sfj<ska hq;a o;a; fnod 
yeÍula ;yjqre lsÍu' 
 

Protocols / kshudj,s 
 

1.TCP (Transmission Control Protocol) 
 

A connection-oriented transport layer protocol 

that provides reliable, ordered, and error-

checked delivery of data between devices. 
Wmdx. w;r o;a; úYajdijka;j" wkqms<sfj,ska 
iy fodaI mÍlaIdjlg ,la lrñka fnod yßk 
iïnkaO;d-wNsuqL ̂ connection-oriented& m%jdyk 
ia:r kshudj,shls' 
 

Characteristics / ,laIK( 
 

• Connection-oriented communication. 
iïnkaO;d-wNsuqL ikaksfõokh' 

• Provides reliable data delivery. 
úYajdijka; o;a; fnodyeÍula imhhs' 

• Ensures data is delivered in the correct order. 
o;a; ksjerÈ wkqms<sfj,g ,eîu iy;sl lrhs' 

• Performs error detection and retransmission 

of lost data. 
fodaI y÷kd.ekSu iy wysñ jQ o;a; kej; 
iïfm%aIKh lsÍu isÿ lrhs' 

• Supports flow control and congestion 

control. 
m%jdy md,kh iy ;ono md,kh i|yd iyh 
olajhs' 

• Suitable for applications that require high 

reliability. 
by< úYajdijka;Ndjhla wjYH fhÿï i|yd 
iqÿiq fõ' 

 

2.UDP (User Datagram Protocol) 
 

A connectionless transport layer protocol that 

provides fast, low-overhead data transmission 

without guaranteeing reliable delivery. 
úYajdijka;j o;a; ,eîu iy;sl fkdlrk" 
fõ.j;a iy wvq fmdÿld¾h msßjehla  iys; o;a; 
iïfm%aIKhla imhk iïnkaO;d-úrys; m%jdyk 
ia:r kshudj,shls' 
 

Characteristics / ,laIK( 
 

• Connectionless communication. 
iïnkaO;d-úrys; ikaksfõokh' 

• Provides fast data transmission. 
fõ.j;a o;a; iïfm%aIKhla imhhs' 

• Does not guarantee reliable data delivery. 
úYajdijka; o;a; fnodyeÍula iy;sl 
fkdlrhs' 

• Does not ensure data is delivered in the 

correct order. 
o;a; ksjerÈ wkqms<sfj,g ,eîu iy;sl 
fkdlrhs' 

• Does not perform retransmission of lost 

data. 
wysñ jQ o;a; kej; iïfm%aIKh fkdlrhs' 

• Suitable for real-time applications where 

speed is more important than reliability. 
úYajdijka;Ndjhg jvd fõ.h jeo.;a jk 
;;ald,Sk fhÿï i|yd iqÿiq fõ'  
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Network layer 
cd, ia:rh 
 
The Network Layer is the Layer 3 of the OSI 

model.   
cd, ia;rh hkq OSI wdlD;sfha 3 jk ia;rhhs 
 
At this layer, the data received from the 

Transport Layer is given source and destination 

IP addresses. 
m%jdyk ia:rfhka ,efnk o;a;hg hjkakdf.a iy 
,nkakdf.a IP ,smsk tl;= lrhs' 
 

After this, the data unit is called a packet. 
túg tu o;a; tAllh melÜ f,i ye¢kafõ' 
 

Functions/ ld¾hhka 
 

Performs logical addressing using source and 

destination IP addresses.  

m%Nj iy .ukdka; IP ,smsk Ndú;fhka ;d¾lsl 
,smsklrKh isÿ lrhs' 
 
Selects the best path for data to travel through 

the network.  
cd,h yryd o;a; .uka lsÍu i|yd fyd|u 
ud¾.h f;dard .kS' 
 

Performs routing to send packets from one 

network to another.  
tla cd,hl isg ;j;a cd,hlg melÜgq heùu 
i|yd ud¾..; lsÍu isÿ lrhs' 
 

Handles packet forwarding through routers. 
ud¾..;h yryd melÜgq bÈßhg heùu 
yiqrejhs'    
 

Protocols/ kshudj,s 
 

• IP (Internet Protocol) 

• ICMP(Internet Control Message Protocol) 

• RIP (Routing Information Protocol) 

• IGMP 

 

Devices operating at the network layer 
cd, ia:rh ;=< Ndú; lrk Wmdx. 
 

• Router 

• Layer 3 switch 

• Gateway 

• Firewall  

 

 

 

 

 

The network layer adds a header to the data 

from the transport layer to create a packet, and 

the receiver removes that header before 

passing the data upward. 
cd, ia;rh uÕska melÜgqjla ks¾udKh lsÍu 
i|yd m%jdyk ia;rfhka ,efnk o;a;j,g 
YS¾Ihla tl;= lrk w;r" ,nkakd tu o;a; 
by<g heùug fmr tu YS¾Ih bj;a lrhs' 
 

 

 

 

 

 

 

 

 

Data Link layer 
o;a; iïnkaOl ia:rh 
 

The Data Link Layer is the Layer 2 of the OSI 

model 

o;a; ine¢ ia:rh hkq OSI wdlD;sfha 2 jk 
ia;rhhs' 
 

It is responsible for reliable data transfer 

between two directly connected devices over a 

physical communication link. 
th fN!;sl ikaksfõok ine¢hla yryd iDcqju 
iïnkaO lr we;s Wmdx. folla w;r úYajdiodhl 
o;a; yqjudrejla isÿ lsÍu i|yd j.lshkq ,nhs' 
 

MAC addresses for data packets coming from 

the network layer are aggregated into data 

frames. 

cd, ia:rfha isg meñ‚ o;a; melÜgq i|yd MAC 
,smsk tl;= ù o;a; rduq njg m;afõ' 
 
 

Functions/ ld¾hhka 
 

Reliable data transmission across a single 

physical network segment.  
;ks fN!;sl cd, fldgila yryd úYajikSh o;a; 
iïfm%aIKhs' 
 

Handles node-to-node data transmission. 
fkdaâ tll isg ;j;a fkdaâ tlla fj; isÿjk 
o;a; iïfm%aIKh yiqrejhs' 
 

Performs error detection and correction. 
fodaI y÷kd .ekSu iy tAjd ksjerÈ lsÍu isÿ lrhs' 

 

Performs framing by dividing data into frames. 
o;a;" rduq j,g fn§u uÕska rduq.; lsÍu isÿ 
lrhs' 
 

Performs flow control to regulate the rate of 

data transmission. 
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o;a; iïfm%aIK fõ.h md,kh lsÍu i|yd m%jdy 
md,kh isÿ lrhs' 
 

There are two sub-layers here. 
fuys Wm ia:r folla mj;S' 
 

1. Logical Link Control (LLC) 
   ;d¾lsl ine¢ md,kh 
Handles error control, flow control, and 

multiplexing. 
fodaI md,kh" m%jdy md,kh iy nyqúOlrKh 
yiqrejhs' 
 

2. Media Access Control (MAC) 
   udOH m%fõY md,kh 
Manages access to the physical medium. 
fN!;sl udOHhg m%fõYh l<ukdlrKh lrhs' 
 

Protocols/ kshudj,s 
 

• Ethernet  

• Point-to-Point Protocol (PPP) 

• Wi-Fi / IEEE 802.11 

• Token Ring 

• HDLC (High-Level Data Link Control) 

 

Devices operating at the data link layer 
o;a; iïnkaOl ia:rh ;=< Ndú; lrk Wmdx. 
 

• Switch 

• Bridge 

• Network Interface Card (NIC) 

• Repeater 

 

 

 

 

 

 

Physical layer 
fN!;sl ia:rh 
 

The Physical Layer is Layer 1 of the OSI model. 

fN!;sl ia:rh hkq OSI wdlD;sfha 1 jk ia;rhhs' 
 
Physical data transmission takes place in the 

Physical Layer, where frames are converted 

into bits for transmission through the 

communication medium. 
fN!;sl o;a; iïfm%aIKh isÿjkafka fN!;sl 
ia;rh ;=< jk w;r" tys§ ikaksfõok udOHh 
yryd iïfm%aIKh lsÍu i|yd rduq" ìgq njg 
mßj¾;kh lrkq ,nhs' 
 
Functions/ ld¾hhka 
 

Transmits and receives raw bits over the 

communication medium. 
ikaksfõok udOHh yryd o;a; ìgq iïfm%aIKh 
lsÍu iy ,nd .ekSu isÿ lrhs' 
 

Defines the physical characteristics of 

transmission media and network devices. 
iïfm%aIK udOHhkays iy cd, Wmdx.hkays 
fN!;sl ,laIK ks¾jpkh lrhs' 
 

Converts bits into electrical, optical, or radio 

signals for transmission. 
iïfm%aIKh i|yd ìgq" úoHq;a" m%ldY ^wdf,dal& 
fyda fraäfhda ix{d njg mßj¾;kh lrhs' 
 

Defines data transmission modes  
o;a; iïfm%aIK udÈ,s ks¾jpkh lrhs' 
 

Defines data transmission methods  
o;a; iïfm%aIK l%u ks¾jpkh lrhs' 
 

Defines the physical topology of the network. 
cd,fha fN!;sl ia:,lh ks¾jpkh lrhs' 
 

Specifies signal timing, voltage levels, data 

rates, and connector types. 
ix{d ld,ikaksfõokh" fjda,aàh;d uÜgï" o;a; 
iïfm%aIK fõ.hka iy iïnkaOl j¾. ksYaÑ;j 
olajhs' 
 
 
 
 
 

Protocols/ kshudj,s 
 

• DSL 

• Ethernet 

• WI-FI 

• Bluetooth 
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Devices operating at the physical layer 
fN!;sl ia:rh ;=< Ndú; lrk Wmdx. 
 
• Network Interface Card(NIC) 

• Cables 

• Repeater 

• Hub 

 

 

Encapsulation 
 

The process of adding protocol information to 

data as it moves down through the layers of the 

OSI model during transmission. 

o;a; iïfm%aIKfha§ OSI wdlD;sfha ia:r yryd 
my<g .uka lrk úg" tu o;a;j,g fm%dfgdaflda, 
f;dr;=re tl;= lsÍfï l%shdj,sh fõ' 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Decapsulation 
 

The process of removing protocol information 

from data as it moves up through the layers of 

the OSI model at the receiving device. 

,nkakdf.a Wmdx.fha§ o;a; OSI wdlD;sfha ia:r 
yryd by<g .uka lrk úg" tu o;a;j,ska 
fm%dfgdaflda, f;dr;=re bj;a lsÍfï l%shdj,sh' 
 

After removing and processing this information, 

the data is passed upward until it reaches the 

application layer, where the original message is 

delivered to the user. 
fuu f;dr;=re bj;a lr ilia lsÍfuka miq" o;a; uq,a 
m‚úvh mßYS,lhd fj; ,efnk fhÿï ia:rh fj; 
<Õd jk f;la by<g fhduq lrkq ,efí'  
 
 

Data Units in OSI / o;a; tAllh  
 

 
 
 
 
 
 
 
 
 
  

OSI Layer 

OSI ia;rh 

Protocol Data Unit 
kshudj,s   o;a; 
tAllh 

Application layer 
fhÿï ia;rh 

Data/ o;a; 

Presentation layer 
iu¾mK ia;rh 

Data/ o;a; 

Session layer 
ieis ia;rh 

Data/ o;a; 

Transport layer 
m%jdyk ia;rh  

Segment (TCP) / 

Datagram (UDP) 

Network layer 
cd, ia;rh  

Packet/ melÜgqj 

Data Link layer 
o;a; iïnkaOl 
ia:rh 

Frame rduqj 

Physical layer 
fN!;sl ia:rh 

Bit/ ìgqj 

Application Layer 
fhÿï ia:rh 

Generates the data. 
o;a; ckkh lrhs' 

Presentation Layer 
iu¾mK ia:rh 

Adds presentation 

information. 
ksrEmK f;dr;=re tl;= 
lrhs' 

Session Layer 
ieis ia:rh 

Adds session 

information. 
ieis f;dr;=re tl;= 
lrhs' 

Transport Layer 
m%jdyk ia:rh 

Adds a transport header 

to create a Segment. 

Segment iE§u i|yd 
m%jdyk YS¾Ilhla tl;= 
lrhs' 

Network Layer 
cd, ia:rh 

Adds an IP header to 

create a Packet. 
melÜgqjla iE§u i|yd 
IP YS¾Ilhla tl;= lrhs' 

Data Link Layer 
o;a; ine¢ ia:rh 

Adds a header and 

trailer to create a Frame. 
rduqjla iE§u i|yd 
YS¾Ilhla iy j,s.hla 
tl;= lrhs' 

Physical Layer 
fN!;sl ia:rh 

Converts the frame into 

Bits for transmission. 
iïfm%aIKh i|yd rduq 
ìgq njg mßj¾;kh 
lrhs' 
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Addressing used in OSI layers: 

OSI  ia;rhkays  Ndú;  jk  ,smsklrKh 
 

OSI Layer 

OSI ia;rh 
Address Used 
Ndú; jk ,smskh 

Transport Layer 
m%jdyk ia;rh 

Port Number/ 
flfjks wxlh 

Network Layer 
cd, ia;rh 

IP Address/ IP 
,smskh  

Data Link Layer 
o;a; iïnkaOlrK ia;rh 

MAC Address 

MAC ,smskh  
 

 

TCP/IP Model (Transmission Control 

Protocol/Internet Protocol) 

 

 
 
 
 
 
 
 
 
 
 
 
 

The TCP/IP Model is a four-layer networking 

model that defines how data is transmitted 

between devices over the Internet and TCP/IP-

based networks. 

TCP/IP wdlD;sh hkq wka;¾cd,h iy TCP$IP 
mdol lr.;a cd, yryd Wmdx. w;r o;a; 
iïfm%aIKh jk wdldrh ks¾jpkh lrk ia:r 
y;rlska hq;a cd,lrK wdlD;shls' 
 
The TCP/IP model is the foundation of modern 

Internet communication and is widely used in 

computer networks. 

TCP$IP wdlD;sh hkq kùk wka;¾cd, 
ikaksfõokfha moku jk w;r th mß.Kl cd, 
;=< nyq,j Ndú;d fõ' 
 

Purpose of the TCP/IP Model 

TCP$IP wdlD;sfha wruqK 
 

Standardizes Internet communication. 
wka;¾cd, ikaksfõokh m%ñ;slrKh lrhs' 
 

Defines how data is transmitted across 

interconnected networks. 
wka;¾-iïnkaê; cd, yryd o;a; iïfm%aIKh jk 
wdldrh ks¾jpkh lrhs' 
 

Enables communication between different 

devices and network technologies. 
úúO Wmdx. iy cd, ;dlaIKhka w;r 
ikaksfõokh il%Sh lrhs' 
 

Provides the foundation for the Internet and 

modern computer networks. 
wka;¾cd,h iy kùk mß.Kl cd, i|yd moku 
imhhs' 
 

Relationship Between the OSI and TCP/IP 

Models 

OSI iy TCP$IP wdlD;s w;r iïnkaO;djh 
 

The TCP/IP model performs the same 

communication functions as the OSI model, but 

it uses only four layers by combining some of 

the OSI layers. 

TCP$IP wdlD;sh uÕska OSI wdlD;shg iudk 
ikaksfõok ld¾hhkau isÿ lrk kuq;a" th OSI 
ia:r lsysmhla tlsfkl tAldnoaO lrñka ia:r 
y;rla muKla Ndú;d lrhs' 
 

• The Application Layer combines the 

Application, Presentation, and Session layers 

of the OSI model. 

fhÿï ia:rh" OSI wdlD;sfha fhÿï" ksrEmK 
iy ieis  ia:r tAldnoaO lrhs' 

• The Transport Layer corresponds to the 

Transport Layer of the OSI model. 

m%jdyk ia:rh" OSI wdlD;sfha m%jdyk ia:rhg 
wkqrEm fõ' 

• The Internet Layer corresponds to the 

Network Layer of the OSI model. 

wka;¾cd, ia:rh" OSI wdlD;sfha cd, ia:rhg 
wkqrEm fõ' 

• The Network Access (Link) Layer combines 

the Data Link and Physical layers of the OSI 

model. 

cd, m%fõY$ine¢ ia:rh" OSI wdlD;sfha o;a; 
ine¢  iy fN!;sl ia:r tAldnoaO lrhs' 
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Data Encapsulation / o;a; lemaishq,.; lsÍu 

 

When data is sent over a network, it doesn't 

travel as-is. It gets wrapped in layers of headers 

as it moves down the network stack, from the 

application down to the physical wire. 
cd,hla yryd o;a; hjk úg" th ta wdldrfhkau 
.uka lrkafka ke;' th fhÿï ia;rfha isg 
fN!;sl jhrh olajd cd, ia;r fm< Tiafia my<g 
hk úg" th YS¾Il ia;rj,ska T;d .kq ,efí' 
 

Each layer adds its own header and renames the 

data unit. This process is called encapsulation. 
iEu ia;rhlau ;ukaf.au YS¾Ilhla tl;= lrk 
w;r o;a; tallh kej; kï lrhs' fuu l%shdj,sh 
lemaishq,.; lsÍu f,i ye¢kafõ' 
 

The Process / l%shdj,sh 

 

1. Data (Application Layer) / o;a; 

An application creates data 
fhÿula uÕska o;a; ks¾udKh lrhs' 
 
e.g., a browser building an HTTP request. 

Wod( n%jqirhla uÕska HTTP b,a,Sula f.dvke.Su' 
 

2. Segment (Transport Layer) / fi.aukaÜ 

TCP or UDP takes the data and adds a header 

with port numbers (and sequencing info for 

TCP). The data is now called a segment. 

TCP fyda UDP uÕska o;a; ,ndf.k fmdaÜ wxl 
^port numbers& wvx.= YS¾Ilhla tla lrhs ^iy 
TCP i|yd wkql%ñl f;dr;=re$sequencing info&' 
o;a; oeka fi.aukaÜ tlla f,i ye¢kafõ' 
 

Purpose / wruqK 

Identifies which application or process the data 

belongs to. 
o;a; wh;a jkafka l=uk fhÿulg fyda 
l%shdj,shlg ^process& oehs y÷kd .kS' 

3. Packet (Network Layer) / melÜgqj 

IP adds a header with source and destination IP 

addresses. The segment is now called a packet. 

IP uÕska uQ,dY% iy .ukdka; IP ,smskhka iys; 
YS¾Ilhla tla lrhs' fi.aukaÜ tl oeka 
melÜgqjla f,i ye¢kafõ' 
 

Purpose / wruqK 

Allows the data to be routed across different 

networks to reach the right device. 
ksjerÈ Wmdx.h fj; <Õd ùu i|yd úúO cd, 
yryd o;a; rjqÜ ^route& lsÍug bv i,ihs' 
 

4. Frame (Data Link Layer) / f*a%ï 

Ethernet or Wi-Fi adds a header with source and 

destination MAC addresses, plus a trailer for 

error-checking. The packet is now called a 

frame. 

Ethernet fyda Wi-Fi uÕska uQ,dY% iy .ukdka; 
MAC ,smskhka iys; YS¾Ilhla" iy fodaI fiùu 
i|yd trailer tlla lrhs' melÜgqj oeka f*a%ï tlla 
f,i ye¢kafõ' 
 

Purpose / wruqK 

allows delivery across a single local link (e.g., PC 

to switch, router to router). 
;ks foaYSh ine¢hla yryd fnod yeÍug bv 
i,ihs ^Wod( mß.Klfha isg iaúphg" rjqgrfha 
isg rjqgrhg&' 
 

5. Bits (Physical Layer) / ìgq 
The frame is converted into a stream of bits (1s 

and 0s) and sent as electrical signals, light 

pulses, or radio waves. 
f*a%ï tl ìgq m%jdyhla ^1 iy 0& njg mßj¾;kh 
lr úoHq;a ix{d" wdf,dal iamkaok fyda f¾äfhda 
;rx. f,i hjkq ,efí' 
 

Purpose / wruqK 

Actual transmission across the physical 

medium. 
fN!;sl udOHh yryd isÿjk ienE iïfma%IKh' 
 

 Quick Summary 

Data → Segment → Packet → Frame → Bits 
 

 Layer  
ia;rh 

Unit Name  
tallfha ku 

Key Addition 
m%Odk tl;= lsÍu 

1 Application / fhÿï Data / o;a; App content / fhÿï wka;¾.;h 

2 Transport / m%jdyk Segment / fi.aukaÜ Port numbers / flfj‚ wxl 

3 Network / cd, Packet / melÜgqj IP addresses / IP ,smskhka 

4 Data Link / o;a; ine¢ Frame / rduqj MAC addresses / MAC ,smskhka 

5 Physical / fN!;sl Bits / ìgq Signal transmission / ix{d iïfma%IKh 
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Frames / rduq (The Unit of Transmission) 

 

When data is generated by a device to be sent 

to another device over a communication 

network, it first goes through the OSI model's 

layers. 
ikaksfõok cd,hla yryd fjk;a Wmdx.hlg 
heùug hï Wmdx.hla uÕska o;a; W;amdokh 
lrk úg" th uq,skau OSI wdlD;sfha ia:r yryd 
.uka lrhs' 
 

By the time the data reaches the Data Link Layer 

(Layer 2), it is encapsulated into a unit called a 

frame. 
tu o;a;" o;a; iïnkaOl ia;rh ^2 ia:rh& fj; 
<Õd jk úg" th rduqjla f,i ye¢kafjk 
tAllhlg ixjD; fõ' 
 

Structure of a frame / rduqjl jHqyh 

 

 

 

 

 

 
 

Preamble 

The preamble is a series of bits that helps 

synchronize communication between devices 

by indicating the start of a frame. 

Preamble hkq rduqjl wdrïNh oelaùfuka Wmdx. 
w;r ikaksfõokh iuuqyq¾; lsÍug Wmldr jk 
ìgq ud,djls' 
 
It allows the receiving device to know when the 

frame is beginning. 
rduqj wdrïN jk úg th .%dyl Wmdx.hg oek 
.ekSug bv i,ihs' 
 

Destination MAC Address 

This is the MAC address of the receiving device. 

It ensures that the frame is delivered to the 

correct device on the local network. 

fuh .%dyl Wmdx.fha MAC ,smskhhs' th rduqj 
ia:dkSh cd,fha ksjerÈ Wmdx.h fj; ,nd §u 
iy;sl lrhs' 
 

Source MAC Address 

This is the MAC address of the sending device. 

It allows the recipient to know which device sent 

the frame, enabling responses or further 

communication. 

fuh o;a; hjk Wmdx.fha MAC ,smskhhs' tu.ska 
m%;spdr fyda jeäÿr ikaksfõokh il%Sh lrñka 
rduqj hejQ Wmdx.h l=ulaoehs oek .ekSug 
.%dylhdg bv i,ihs' 

EtherType/Length 

This field either indicates the type of protocol 

used in the frame's payload (EtherType) or 

specifies the length of the payload data. 

fuu lafIa;%h u.ska rduqfõ payload yS 
^EtherType& Ndú;d lrk kshudj,s j¾.h fyda 
payload o;a;j, È. i|yka lrhs' 
 

It is essential for determining what kind of data 

is being transmitted (Ex. IPv4, IPv6, ARP). 
iïfm%aIKh jkafka l=uk wdldrfha o;a;o hkak 
;SrKh lsÍu i|yd th w;HjYH fõ ^Wod' IPv4, 

IPv6, ARP&' 
 

Payload (Data) 

This is the actual data being transmitted from 

the source to the destination. 
uQ,dY%fhka .ukdka;hg iïfm%aIKh jk i;H 
o;a; fuhhs' 
 

It could be a network packet, such as an IP 

packet, or any other higher-layer data that is 

encapsulated inside the frame. 

th IP melÜgqjla jeks cd, melÜgqjla fyda rduqj 
;=< fldgq lr we;s fjk;a by< ia:r o;a;hla úh 
yelsh' 
 
The payload is typically limited to a certain size 

(e.g., Ethernet frames can carry a maximum of 

1500 bytes of data in the payload). 

Payload tl idudkHfhka hï m%udKhlg iSud fõ 
^Wod' B;¾fkÜ rduq j,g Wmßu nhsg 1500l o;a; 
payload tlla /f.k hd yel&' 
 

Frame Check Sequence (FCS) 

The FCS is used for error detection. It contains a 

cyclic redundancy check (CRC) value, which is a 

mathematical calculation based on the frame’s 

content. 

fodaI y÷kd.ekSu i|yd FCS Ndú;d fõ' tys pl%Sh 
w;sßla; mÍlaIdj (CRC) w.hla wvx.= fõ" th 
rduqfõ wka;¾.;h u; mokï jQ .‚;uh .Kkh 
lsÍuls' 
 

The receiving device recalculates the CRC to 

check for transmission errors. 
iïfm%aIK fodaI i|yd mÍlaId lsÍug .%dyl 
Wmdx.h u.ska CRC kej; .Kkh lrhs' 
 

If the values don't match, the frame is 

considered corrupted and discarded. 
w.hka fkd.e,fma kï" rduqj fjkia ù we; f,i 
i,ld bj;,kq ,efí' 
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Frame Creation 
rduq ks¾udKh 
 

Each frame is created based on the specific 

characteristics and quality of the link between 

the two devices. 
Wmdx. fol w;r iïnkaOlfha ksYaÑ; ,laIK 
iy .=Kd;aulNdjh u; mokïj iEu rduqjlau 
ks¾udKh lrhs' 
 

For example, if the devices are connected by a 

high-speed link, the frame may carry more data; 

if the link is less reliable, the frame may be 

smaller to minimize the impact of errors. 
WodyrKhla f,i" Wmdx. wêfõ.S ine¢hla u.ska 
iïnkaO lr we;akï" rduqjg jeä o;a; /f.k hd 
yel¦ ine¢h wvq úYajikSh kï" fodaI j, n,mEu 
wju lsÍu i|yd rduqj l=vd úh yel' 
 

 

Packets (The Unit of Transmission) 

 

When data is generated by a device to be sent 

to another device over a communication 

network, it first passes through the OSI model's 

layers. 
ikaksfõok cd,hla yryd fjk;a Wmdx.hlg 
heùu i|yd Wmdx.hla uÕska o;a; ckkh lrk 
úg" th uq,skau OSI udÈ,sfha ia;r yryd .uka 
lrhs' 
 

By the time the data reaches the Network Layer 

(Layer 3), it is encapsulated into a unit called a 

packet. 
o;a; cd, ia;rh ^3 jk ia;rh& fj; <Õd jk 
úg" th melÜgqjla f,i ye¢kafjk tallhlg 
lemaishq,.;  lrkq ,efí' 
 

A packet is mainly used to carry data from one 

network to another network. It helps the data 

travel across different networks until it reaches 

the correct destination device. 
melÜgqjla m%Odk jYfhka Ndú;d lrkafka tla 
cd,hl isg ;j;a cd,hlg o;a; /f.k hdu 
i|ydh' th ksjerÈ .ukdka; Wmdx.h fj; <Õd 
jk f;la úúO cd, yryd o;a; j,g .uka lsÍug 
WmldÍ fõ' 

Structure of a Packet / melÜgqjl jHqyh 

 

 

 

 

 

 

 

 

 

 

 

Header / YS¾Ilh 

The header contains important control 

information needed to deliver the packet 

correctly. 
melÜgqj ksjerÈj fnod yeÍug wjYH jeo.;a 
md,k f;dr;=re YS¾Ilh ;=< wvx.= fõ' 
 

It includes details such as the source IP address, 

destination IP address, packet length, protocol 

type, and other routing-related information. 

uQ,dY% IP ,smskh" .ukdka; IP ,smskh" melÜ È." 
kshudj,s j¾.h iy rjqáka j,g wod< fjk;a 
f;dr;=re jeks úia;r fuhg we;=<;a fõ' 
 

Source IP Address / uQ,dY% IP ,smskh 

This is the IP address of the device that sends 

the packet. 

fuh melÜgqj tjkq ,nk Wmdx.fha IP ,smskhhs' 
 

It allows the receiving device to know where the 

packet came from and where to send a reply if 

needed. 
fuh melÜgqj meñ‚fha fldfykao iy wjYH kï 
ms<s;=rla túh hq;af;a fld;ekgo hkak oek 
.ekSug ,nkakdf.a Wmdx.hg bv i,ihs' 
 

Destination IP Address / .ukdka; IP ,smskh 

This is the IP address of the device that should 

receive the packet. 

fuh melÜgqj ,eìh hq;= Wmdx.fha IP ,smskhhs' 
 

Routers use the destination IP address to decide 

the best path for forwarding the packet across 

networks. 
cd, yryd melÜgqj bÈßhg heùu i|yd fyd|u 
ud¾.h ;SrKh lsÍug rjqgr ^routers& úiska 
.ukdka; IP ,smskh Ndú;d lrhs' 
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Protocol Field / kshudj,s lafIa;%h 

This field identifies the type of data being 

carried in the packet. 
fuu lafIa;%h uÕska melÜgqj ;=< /f.k hk 
o;a; j¾.h y÷kd .kS' 
 

For example, it may indicate whether the packet 

contains TCP data, UDP data, or another type of 

higher-layer data. 

WodyrKhla f,i" melÜgqfõ TCP o;a;" UDP 
o;a; fyda fjk;a by< ia;rhl o;a; wvx.= oehs 
thska fmkakqï l< yel' 
 

Time To Live (TTL) / Ôjk ld,h 

TTL is used to prevent packets from moving 

around the network forever. 
melÜgq ioygu cd,h mqrd ixirKh ùu 
je,elaùu i|yd TTL Ndú;d lrhs' 
 

Each time a packet passes through a router, the 

TTL value is reduced by one. 
melÜgqjla rjqgrhla yryd .uka lrk iEu 
wjia:djlu" TTL w.h tllska wvq fõ' 
 

If the TTL reaches zero before the packet 

reaches its destination, the packet is discarded. 

melÜgqj tys .ukdka;hg <Õd ùug fmr TTL 
w.h ìxÿj jqjfyd;a" melÜgqj bj;,kq ,efí' 
 

Payload (Data) / o;a; 

This is the actual data being carried inside the 

packet. 
fuh melÜgqj ;=< /f.k hk ienE o;a; fõ' 
 

The payload may contain data from higher 

layers, such as a TCP segment or UDP datagram. 

fmaf,daâ tflys TCP fi.aukaÜ tlla fyda UDP 
fâgd.%Eï tlla jeks by< ia;rj, o;a; wvx.= 
úh yel' 
 

The size of the payload depends on the network 

and the maximum transmission size supported 

by the link. 
fmaf,daâ ys m%udKh cd,h iy tu ikaksfõok 
ine¢h ^link& uÕska iyh olajk Wmßu iïfma%IK 
m%udKh u; r|d mj;S' 
 

Header Checksum / YS¾Il fplaiï 

The header checksum is used to detect errors in 

the packet header. 
melÜ YS¾Ilfha we;s fodaI y÷kd .ekSug YS¾Il 
fplaiï Ndú;d lrhs' 
 

The receiving device or router checks this value 

to make sure the header has not been 

corrupted during transmission. 
iïfma%IKfha§ YS¾Ilhg ydkshla isÿù fkdue;s 
nj ;yjqre lr .ekSu i|yd ,nkakdf.a Wmdx.h 
fyda rjqgrh fuu w.h mÍlaId lrhs' 
 

If an error is detected, the packet may be 

discarded. 
fodaIhla wkdjrKh jqjfyd;a" melÜgqj bj;,kq 
,eìh yel' 
 

Packet Creation / melÜgq ks¾udKh lsÍu 

 

Each packet is created based on the data being 

sent and the network path it must travel 

through. 
iEu melÜgqjlau ks¾udKh jkafka hjkq ,nk 
o;a; iy th .uka l< hq;= cd, ud¾.h u; 
mokïjh' 
 

For example, if the data is large, it may be 

divided into multiple smaller packets before 

transmission. 
WodyrKhla f,i" o;a; úYd, kï" iïfma%IKhg 
fmr th l=vd melÜgq lsysmhlg fnÈh yelsh' 
 

Each packet can travel independently through 

the network and may take different routes to 

reach the destination. 
iEu melÜgqjlgu cd,h yryd iajdëkj .uka 
l< yels w;r .ukdka;h fj; <Õd ùug úúO 
ud¾. Tiafia hd yel' 
 

At the destination, the packets are reassembled 

to form the original data. 
.ukdka;fha§" uq,a o;a; kej; ilia lsÍu i|yd 
fuu melÜgq kej; tl,ia lrkq ,efí' 
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Best Effort Delivery 

 

A communication model in computer networks 

where the network attempts to deliver data 

packets without guaranteeing delivery, timing, 

order, or reliability. 
mß.Kl cd,j, mj;sk ikaksfõok wdlD;shla 
jk w;r" fnod yeÍu" kshñ; fõ,djg" ksis 
ms<sfj<g ,eîu fyda úYajikSh;ajh hkdÈh 
iy;sl fkdlr" cd,h o;a; melÜ fnod yeÍug 
W;aidy lrhs' 
 

It is called Best Effort because the network 

makes its best attempt to deliver packets. 
cd,h úiska melÜ fnod yeÍug ;ukag yels 
Wmßu W;aidyh ork neúka fuh Best Effort f,i 
ye¢kafõ' 
 

However, it does not promise speed, order, or 

error recovery. 
flfia fj;;a" th fõ.h" ksis ms<sfj< fyda fodaI 
ksjerÈ lsÍu ms<sn|j fmdfrdkaÿ fkdfõ' 
 

What Best-Effort Does Not Guarantee 

Best-Effort uÕska iy;sl fkdlrk foaj,a 
 

Delivery / fnodyeÍu 

A packet may or may not reach the destination. 
melÜgqjla .ukdka;hg ,eîug fyda fkd,eîug 
bv we;' 
 

Delivery Time / fnodyßk ld,h 

Packets may arrive quickly or slowly. There is no 

fixed delay guarantee. 
melÜ fõ.fhka fyda fiñka meñ‚h yel' ia:djr 
m%udo ld, iSudjla iy;sl fkdlrhs' 
 

Packet Order / melÜj, ms<sfj< 

Packets may arrive in a different order from the 

order in which they were sent. 
melÜ tjk ,o ms<sfj<g jvd fjkia ms<sfj<lska 
.ukdka;hg ,eîug bv we;' 
 

Packet Loss / melÜ wysñ ùu 

Packets may be dropped during transmission. 
o;a; iïfma%IKh jk w;r;=r melÜ .s,syS hdug 
bv we;' 
 

Duplicate Packets / wkqmsgm;a melÜ 

In some cases, duplicate packets may be 

received. 
iuyr wjia:dj,§" tlu melÜgqfõ msgm;a 
lsysmhla ,eîug bv we;' 

Simple Analogy 
ir, WodyrKh 
 

Similar to sending postcards through a normal 

postal service. 
fuh idudkH ;eme,a fiajhla yryd ;eme,am;a 
heùug iudkh' 
 

The postal service tries to deliver the postcards. 
;eme,a fiajh ;eme,am;a fnod yeÍug Wmßu 
W;aidyhla .kshs'  
 

However, it cannot guarantee that: 
flfia fj;;a" thg my; oE iy;sl l< fkdyel( 

• Every postcard will arrive. 
iEu ;eme,am;lau ,efnkq nj' 

• The postcards will arrive on time. 
;eme,am;a kshñ; fõ,djg ,efnkq nj' 

• The postcards will arrive in the order. 
;eme,am;a ms<sfj<g ,efnkq nj' 

• No postcard will be lost. 
lsisÿ ;eme,am;la w;ruÕ§ ke;s fkdjk nj' 

 

What's happening here is simply trying to send 

data somehow, not making sure it arrives 

correctly. 
fuys§ isÿjkafka o;a; ksjerÈj ,enqKdoehs 
;yjqre lr.ekSu fkdj" flfia fyda heùug 
W;aidy lsÍu mu‚' 
 

How it works 
l%shd lrk wdldrh 
 

When a router receives a packet, it follows a 

simple forwarding process. 
ud¾.lhlg o;a; melÜgqjla ,enqKq úg" th ir, 
bÈßhg heùfï l%shdj,shla wkq.ukh lrhs( 
 

1. Checking the Destination Address 
.ukdka; ,smskh mÍlaId lsÍu 

The router checks the destination IP address in 

the packet. 

ud¾.lh úiska melÜgqfõ we;s .ukdka; IP 
,smskh mÍlaId lrhs' 
 

2. Finding the Next Hop 

B<Õ mshjr ^Hop& fiùu 

The router uses its routing table to find the next 

router or destination path. 

ud¾.lh ;u Routing j.=j Ndú;fhka B<Õ 
ud¾.lh fyda .ukdka; ud¾.h fidhd .kshs' 
 

3. Forwarding the Packet 
melÜgqj bÈßhg heùu 

The router forwards the packet if network 

resources are available. 
cd,fha iïm;a mj;S kï ud¾.lh melÜgqj 
bÈßhg hjhs'  
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4. Handling Congestion 
;onoh md,kh lsÍu 

If the router is congested, packets may be 

delayed. 
cd,h ;=< wêl ;onohla we;akï" melÜ m%udo 
úh yel' 
 

Some packets may wait in a queue. 
iuyr melÜ fmda,sul /£ isáhs' 
 

Some packets may be dropped. 

iuyr melÜ ye,S ^dropped& hd yelshs' 
 

The router usually does not retransmit dropped 

packets. 
idudkHfhka ud¾.lh úiska fuf,i ye,S .sh 
melÜ kej; iïfma%IKh fkdlrhs' 
 

Best-Effort Service in the Internet 

wka;¾cd,h ;=< Best-Effort fiajdj 
 

The Internet mainly uses a best-effort delivery 

model. 

wka;¾cd,h m%Odk jYfhkau l%shd lrkafka best-

effort fnodyeÍfï wdlD;sh u;h' 
 

The Internet Protocol (IP) is a best-effort 

delivery. 

Internet Protocol (IP) hkq Best-effort 
fnodyeÍuls' 
 

IP does not guarantee: 

IP uÕska my; oE iy;sl fkdlrhs( 

• Successful delivery / id¾:l fnodyeÍu 

• Correct packet order / ksjerÈ melÜ ms<sfj< 

• Reliability / úYajikSh;ajh 

• Error recovery / fodaI ksjerÈ lsÍu 

• Fixed delay / ia:djr m%udo ld,h 

• Reserved bandwidth / fjkal< l,dm m<, 

 

Those responsibilities are handled by higher-

layer protocols if needed. 
wjYH;djhla jqjfyd;a tu j.lSï by< ia:rj, 
kshudj,s uÕska md,kh lrkq ,nhs( 
 

TCP - Adds reliability by retransmitting lost 

packets and ensuring they arrive in order. 

TCP -  wysñ jQ melÜ kej; heùfuka iy tajd 
ksis ms<sfj<g ,efnk nj iy;sl lsÍfuka 
úYajikSh;ajhla tla lrhs' 
 

UDP - Simply relies on IP's best-effort service 

and sends packets without recovery. 

UDP - IP ys we;s best-effort fiajdj u;u muKla 
r|d mj;sk w;r" fodaI ksjerÈ lsÍulska f;drj 
melÜ iDcqju hjhs' 

Advantages 
jdis 
 

1. Simple Design / ir, ie,iqu 

The network does not need complex control 

mechanisms. 
cd,h i|yd ixlS¾K md,k hdka;%K wjYH 
fkdfõ' 
 

2. Fast Packet Forwarding 
fõ.j;a melÜ iïfma%IKh 

Routers can forward packets quickly because 

they do not need to check many guarantee 

conditions. 
ud¾.lj,g iy;sl lsÍfï fldkafoais /ila 
mÍlaId lsÍug wjYH fkdjk neúka melÜ 
blaukska bÈßhg heúh yel' 
 

3. Low Overhead / wvq md,k o;a; msßjeh 

Less control information in the network. 
cd,h ;=< .uka lrk md,k f;dr;=re m%udKh 
wjuh' 
 

4. High Scalability / by< mßudKH;dj 

Best-effort service supports a very large number 

of users and devices. This is one reason why the 

Internet can scale globally. 

Best-effort fiajdjg w;súYd, mßYS,lhska iy 
Wmdx. ixLHdjlg iyh Èh yel' wka;¾cd,h 
f.da,Sh jYfhka jHdma; ùug tlu fya;=jla 
jkafka fuhhs' 
 

5. Efficient Resource Usage 
ld¾hlaIu iïm;a Ndú;h 

Network resources are shared among users. 

Bandwidth is used whenever it is available. 
cd, iïm;a mßYS,lhska w;r fnod.efka' l,dm 
m<, mj;sk ́ kEu wjia:djl th m%fhdackhg .kq 
,nhs' 
 

Disadvantages 
wjdis 
 

1. Packet Loss / melÜ wysñ ùu 

Packets can be lost during transmission. 
iïfma%IKh w;r;=r melÜ ke;s úh yel' 
 

2. Variable Delay / fjkia jk m%udo ld,h 

Packets may experience different delays. This is 

also called Variable Latency. 
melÜ tlsfklg fjkia m%udohkag ,laúh yel' 
fuhg Variable Latency hehso lshkq ,efí' 
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3. Jitter 

Jitter means variation in packet delay. It can 

affect real-time communication. 
melÜ m%udo ùfï ld, mrdihka w;r isÿjk 
úp,khhs' fuh iÔù ikaksfõokhg ndOd lrhs' 
 

4. No Bandwidth Guarantee 
l,dm m<, iy;sl fkdlsÍu 

Applications cannot assume that a fixed 

amount of bandwidth will always be available. 
fhÿï i|yd ia:djr l,dm m<, m%udKhla 
ieuúgu mj;skq we;ehs Wml,amkh l< fkdyel' 
 

5. Reliability Must Be Added Separately 
úYajikSh;ajh fjku tl;= l< hq;= ùu 

Applications that require reliability must use 

protocols such as TCP. Otherwise, they must 

implement reliability by themselves. 

úYajikSh;ajh wjYH jk fhÿï i|yd TCP jeks 
kshudj,s Ndú;d l< hq;=h' ke;fyd;a Tjqka úiskau 
úYajikSh;ajh f.dvk.d .; hq;=h' 
 

Examples / WodyrK 

Suitable for / jvd;a iqÿiq jkafka  

• Web browsing / fjí wvú mßYS,kh' 
• Email / úoHq;a ;emE, 

• File downloads / f.dkq nd.; lsÍï 

• General Internet traffic 
idudkH wka;¾cd, o;a; .ukd.ukh 

• Cloud-based applications 
j,dl=¿ wdY%s; fhÿï 

Less suitable for / jvd;a iqÿiq fkdjkafka  

• Voice over IP 

• Live video conferencing 
iÔù ùäfhda iïuka;%K 

• Online gaming / ud¾..; l%Svd 
• Remote surgery / ÿria: ie;alï 

• Industrial control systems 
ld¾ñl md,k moaO;s 

 

These applications often use Quality of Service 

(QoS) mechanisms to give their traffic higher 

priority and more predictable performance. 
fujeks fhÿï" ;u o;a; .ukd.ukhg by< 
m%uqL;djhla iy mqfrdal:kh l< yels 
ld¾hidOkhla ,nd §u i|yd fndfyda úg Quality 

of Service (QoS) hdka;%Khka Ndú;d lrhs' 
 

Guaranteed Service 

 

A network model that provides absolute 

mathematical guarantees for bandwidth and 

delay bounds.  
l,dm m<, iy m%udo iSudjka i|yd ksrfmalaI 
.‚;uh iy;slhka ,nd fok cd, wdlD;shls'  
 

Ensures that conforming data packets arrive 

within a guaranteed delay bound and are not 

dropped due to network queue congestion. 
wkql+, o;a; melÜgq iy;sl lrk ,o Wmßu ld, 
m%ñ;shla ;=< ,efnk nj ;yjqre lrk w;r" cd, 
fmda,sï ;onoh fya;=fjka tAjd uÕyeÍ hdu 
j<lajhs' 
 

Feature 
,laIKh 

Best-Effort Service Guaranteed Service 

Delivery 
fnodyeÍu 

No delivery guarantee 
fnodyeÍu ms<sn| iy;slhla ke; 

Delivery may be guaranteed or negotiated 
fnodyeÍu iy;sl lr we; ke;fyd;a 
tlÕ;djhlg hg;a fõ 

Packet Loss 
melÜ wysñ ùu 

Packets may be lost 
melÜ wysñ úh yel 

Packet loss is minimized or compensated 
melÜ wysñ ùu wju lr fyda jkaÈ f.jd we; 

Delay 
m%udoh 

Delay is unpredictable 
m%udoh mqfrdal:kh l< fkdyel 

Delay bounds may be guaranteed 
m%udo iSudjka iy;sl l< yel 

Packet Order 
melÜ ms<sfj< 

Order is not guaranteed 
ms<sfj< iy;sl lr ke; 

Order may be controlled 
ms<sfj< md,kh l< yel 

Bandwidth 
l,dm m<, 

No bandwidth guarantee 
l,dm m<, iy;sl fkdlrhs 

Bandwidth may be reserved 
l,dm m<, fjka lr ;eìh yel 

Complexity 
ixlS¾K;ajh 

Simple 
ir,hs 

More complex 
jvd;a ixlS¾Khs 
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Confidentiality and Authentication  
ryiHNdjh iy i;Hdmkh  
 

Confidentiality 
ryiHNdjh 

 

Confidentiality ensures that information is only 

accessible to those authorized to view it. 
ryiHNdjh uÕska f;dr;=re m%fõY úh yelafla 
th ne,Sug n,h ,;a whg muKla nj iy;sl 
lrhs' 
 
Without confidentiality, sensitive data could be 

intercepted and read by unauthorized parties, 

leading to potential misuse or loss of privacy. 
ryiHNdjhlska f;drj" wkjir md¾Yajhka úiska 
ixfõ§ o;a; .%yKh lr lshùug yels jk w;r" 
tuÕska wksis Ndú;hg fyda fm!oa.,sl;ajh wysñ 
ùug fya;= úh yel' 
 

For instance, if personal health records or 

financial information are not kept confidential, 

they could be accessed and exploited by 

cybercriminals or unauthorized individual 
ksoiqkla jYfhka" mqoa.,sl fi!LH jd¾;d fyda 
uQ,H f;dr;=re ryis.;j ;nd fkd.kafka kï" 
ihsn¾ wmrdOlrejka fyda wkjir mqoa.,hska 
úiska tAjdg m%fõY ù iQrdlEug ,la l< yel' 
 

Authentication 
i;Hdmkh 
 

Authentication verifies the identity of the 

sender or the source of information. 
i;Hdmkh hjkakdf.a wkkH;djh fyda f;dr;=re 
uQ,dY%h i;Hdmkh lrhs' 
 

It ensures that the message or data comes from 

a legitimate and trusted source, preventing 

impersonation or fraudulent communications. 
mqoa.,dfrdamKh fyda jxpksl ikaksfõokhka 
j<lajñka m‚úvh fyda o;a; kS;Hdkql+, iy 
úYajdiodhl uQ,dY%hlska meñfKk nj iy;sl 
lrhs' 
 

Without proper authentication, an attacker 

could impersonate a trusted entity, such as a 

bank or service provider, to deceive individuals 

or gain unauthorized access to sensitive 

information. 
ksis i;Hdmkhlska f;drj" m%ydrlfhl=g 
mqoa.,hka /jàug fyda ixfõ§ f;dr;=re fj; 
wkjirfhka m%fõY ùug nexl=jla fyda fiajd 
imhkafkl= jeks úYajdiodhl wdh;khla f,i 
fmkS isáh yel' 

Cryptography 
.=ma;fla;kh 
 
Cryptography is the process of hiding or coding 

information so that only the person a message 

was intended for can read it.  
.=ma;fla;kh hkq m‚úvhla woyia lrk 
mqoa.,hdg muKla th lshúh yels jk f,i 
f;dr;=re ieÕùu fyda fla;kh lsÍfï l%shdj,shhs' 
 
Encryption and Decryption 
fla;kh iy úfla;kh 
 

Encryption is the process of converting 

plaintext (readable data) into ciphertext 

(encoded data) to protect it from unauthorized 

access. 
fla;kh hkq ir, fm< ^lshúh yels o;a;& 
wkjir m%fõYfhka wdrlaId lsÍu i|yd fla;s; 
fm< ^fla;.; o;a;& njg mßj¾;kh lsÍfï 
l%shdj,shhs' 
 

Decryption is the reverse process, converting 

ciphertext back into plaintext so that authorized 

users can read it. 
úfla;kh hkq tys m%;sf,dau l%shdj,sh jk w;r" 
n,h,;a mßYS,lhskag lshúh yels mßÈ fla;s; 
fm< kej; idudkH fm< njg mßj¾;kh lrhs' 
 
 
 
 
 
 
 
 
 
 
 
 

 

Cryptographic Keys 
.=ma;fla;k h;=re 
 

Keys are secret pieces of information used in 

encryption and decryption. The security of the 

encrypted data depends on keeping the key 

confidential. 
h;=re hkq fla;kh iy úfla;kh lsÍfï§ Ndú;d 
lrk ryia f;dr;=re fldgia fõ' fla;d;aul 
o;a;j, wdrlaIdj r|d mj;skafka h;=r ryis.;j 
;nd .ekSu u;h' 
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Encryption types  
fla;k j¾. 
 
There are two main types of encryptions: 
m%Odk fla;k j¾. folla mj;S( 
 

• Symmetric key encryption  

(Private key encryption)  
iuñ;sl h;=re fla;kh  

(fm!oa.,sl h;=re .=ma;fla;kh) 

 

• Asymmetric key encryption  

(Public key encryption)  
wiuñ;sl h;=re fla;kh 
(fmdÿ h;=re fla;kh) 

 
Symmetric key encryption  
iuñ;sl h;=re fla;kh  
 
Symmetric key encryption, also known as 

private-key encryption, uses the same key for 

both encryption and decryption. 
mqoa.,sl h;=re fla;kh f,io ye¢kafjk 
iuñ;sl h;=re fla;kh" fla;kh iy úfla;kh 
hk folgu tlu h;=r Ndú;d lrhs' 
 

How It Works 
th l%shd lrk wdldrh 
 
The sender uses the symmetric key to encrypt 

the plaintext into ciphertext. 
hjkakd ir, fm< fla;kh lsÍug iuñ;sl h;=r 
Ndú; lrhs' 
 

The receiver uses the same symmetric key to 

decrypt the ciphertext back into plaintext. 
.%dylhd fla;s; fm< kej; ir, fm<g 
úfla;kh lsÍug tu iuñ;sl h;=ru Ndú;d 
lrhs' 
 

This means that the same key is used to 

encode for both. 
fuhska woyia lrkafka folu fla;kh lsÍu i|yd 
tlu h;=r Ndú;d lrk njhs' 
 
NOTE: Key Management 

The symmetric key must be shared between the 

sender and the receiver securely. If the key is 

intercepted or compromised, the security of the 

communication is at risk. 
iuñ;sl h;=r hjkakd iy ,nkakd w;r 
wdrlaIs;j fnod .; hq;=h' h;=r fidrd .;fyd;a 
fyda iïuq;shlg ,la jqjfyd;a" ikaksfõokfha 
wdrlaIdj wjodkug ,la fõ' 

Advantages and Disadvantages of 

Symmetric Key Encryption 
iuñ;sl h;=re fla;kfha jdis iy wjdis 
 

Advantages jdis 
 

• Faster than asymmetric encryption 
wiuñ;sl fla;khg jvd fõ.j;a fõ' 

 
• Requires less computational power 
wvq mß.Kl n,hla wjYH fõ' 

 
• Uses a single key, making encryption 

and decryption simple 
tla h;=rla muKla Ndú;d jk neúka 
l%shdj,sh ir, fõ' 

 
Disadvantages wjdis 
 

• Secure key sharing is difficult 
h;=r wdrlaIs;j yqjudre lr .ekSu wmyiqh' 

 
• Risk if the key is intercepted 
h;=r fjk;a wfhl= w;g m;ajqjfyd;a 
wjodkula we;' 

 
• Key management becomes complex 

with many users 
mßYS,lhska jeä jk úg h;=re 
l<ukdlrKh ixlS¾K fõ 
 
 

Asymmetric Key Encryption 
wiuñ;sl fla;kh 
 

No secret key is shared here 
fuys§ ryia h;=re yqjudre lr.ekSula isÿ fkdfõ' 
 
 
How It Works 
th l%shd lrk wdldrh 
 

Key Pair Generation 
h;=re hq.,h ks¾udKh lsÍu 

Each person participating in the communication 

generates pair of keys consisting of a Public Key 

and a Private Key.  
ikaksfõokhg iïnkaO jk iEu wfhl=u ;ukagu 
wdfõ‚l jQ fmdÿ iy fm!oa.,sl h;=re hq.,hla 
ks¾udKh lr.kS' 
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Key Management 

 

Public Key/fmdÿ h;=r 

Can be shared openly and is used to encrypt 

data or verify signatures. 
újD;j fnod .; yels w;r o;a; fla;kh lsÍug 
fyda w;aika i;Hdmkh lsÍug Ndú;d lrhs' 
 

Private Key/fm!oa.,sl h;=r 

Must be kept secret and secure; it is used to 

decrypt data or create signatures. 
ryis.;j iy wdrlaIs;j ;nd .; hq;=h¦ th o;a; 
úfla;kh lsÍug fyda w;aika iE§ug Ndú;d lrhs 
 
These keys are mathematically related, meaning 

that the encryption performed with one key can 

only be decrypted with the corresponding key. 
fuu h;=re .‚;uh jYfhka iïnkaO fõ" tkï 
tla h;=rlska isÿ lrk fla;kh úfla;kh l< 
yelafla thg wod< wfkla h;=frka mu‚' 
 
Ensuring Confidentiality  
ryiHNdjh ;yjqre lsÍu 
 

When Person A wants to ensure that only 

Person B can read the message: 

Bg muKla lshúh yels mßÈ m‚úvhla heùug 
Ag wjYH jQ úg: 
 

• Person A encrypts the message using 

Person B's Public Key.  

mqoa.,hd A úiska mqoa.,hd B f.a fmdÿ h;=r 
Ndú;fhka m‚úvh fla;kh lrhs' 
 

• Only Person B can decrypt it using Person 

B's Private Key.  

mqoa.,hd B g muKla Tyqf.a fm!oa.,sl h;=r 
Ndú;fhka th úfla;kh l< yelsh' 
 

This ensures that no one except the intended 

receiver can read the message. 
fuuÕska woyia lrk ,o ,nkakdg yer fjk;a 
lsisfjl=g m‚úvh lshúh fkdyels nj iy;sl 
lrhs' 
 

Ensuring Authentication  
i;Hdmkh ;yjqre lsÍu 
 
When Person B wants to verify that the message 

was actually sent by Person A: 

mqoa.,hd Bg" m‚úvh ienúkau tjd we;af;a 
mqoa.,hd A úiskau nj ;yjqre lr .ekSug wjYH 
jQ úg( 
• Person A encrypts (signs) the message 

using Person A's Private Key.  

mqoa.,hd A úiska mqoa.,hd A f.a fm!oa.,sl 
h;=r Ndú;fhka m‚úvh mafla;kh lrhs' 

• Person B verifies it using Person A's Public 

Key.  

mqoa.,hd B úiska mqoa.,hd A f.a fmdÿ h;=r 
Ndú;fhka th ;yjqre lr.kshs' 
 

This proves the identity of the sender and 

provides authentication and non-repudiation. 
fuh uÕska m‚úvh tjkakdf.a wkkH;djh Tmamq 
jk w;r" i;Hdmkh iy m%;slafIam l< fkdyels 
nj ^non-repudiation& ;yjqre lrhs' 
 
NOTE: Encrypting the total message require 

additional computational operations. 

Therefore, digital signatures are used to provide 

authentication and integrity, which will be 

discussed later. 
iïmQ¾K m‚úvhu fla;kh lsÍu i|yd w;sfral 
.KkSh fufyhqï wjYH fõ' tneúka" 
úYajikSh;ajh iy wLKav;dj iemhSu i|yd 
äðg,a w;aika Ndú;d lrkq ,nk w;r" tA ms<sn|j 
miqj idlÉPd lrkq we;' 
 
Advantages and Disadvantages of 

Asymmetric Key Encryption 
wiuñ;sl h;=re fla;kfha jdis iy wjdis 
 

Advantages  
jdis 
 

Public keys can be shared openly 
m%isoaO h;=re ´kEu wfhl= iuÕ fnod .; yel' 
 
No need for a secure key exchange channel  
wdrlaIs; h;=re yqjudre kd,sldjla wjYH fkdfõ' 
 
Ensures authentication and data integrity 
o;a;j, i;H;dj iy wLKav;dj iy;sl lrhs' 
 
Supports digital signatures 
äðg,a w;aika i|yd iydh olajhs' 
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Disadvantages wjdis 
 
Slower than symmetric encryption 
iuñ;sl fla;khg jvd fõ.h wvqh' 
 

Requires high computational power 
jeä mß.Kl n,hla wjYH fõ' 
 

Not suitable for large data encryption 
úYd, o;a; fla;kh lsÍug t;rï iqÿiq fkdfõ' 
 

Complex key generation and management 
h;=re ks¾udKh iy l<ukdlrKh ixlS¾K fõ' 
 

Non-Repudiation 

Digital signatures confirm the sender’s identity 

and prevent them from denying their 

involvement. 
äðg,a w;aika hjkakdf.a wkkH;djh ;yjqre 
lrk w;r Tjqkaf.a iïnkaOh m%;slafIam lsÍfuka 
j<lajhs' 
 

 

 

 

 

 

 

 

 

It is commonly achieved using Digital 

Signatures and Public Key Cryptography. 
fuh idudkHfhka wxls; w;aika iy fmdÿ h;=re 
fla;k Ndú;fhka ,nd .kS' 
 

Digital Signatures 
wxls; w;aika 
 
The authenticity of digital documents or 

messages is verified using digital signatures, 

establishing trust in electronic communication. 
wxls; w;aika uÕska úoHq;a f,aLkj, 
úYajdijka;Ndjh iy i;H;dj ;yjqre lrhs' 
 
The origin of the message is verified. 
m‚úvfha uQ,dY%h i;Hdmkh lrhs' 
 

Any unauthorized modification of the message 

is detected. 
m‚úvh fjkia lr we;aoehs y÷kd.; yelsh' 
 
The author, as well as the date and time of 

signing, are verified. 
w;aika l< mqoa.,hd" Èkh iy fõ,dj ;yjqre 
lrhs' 

The integrity of the message content are 

ensured. 
m‚úv wka;¾.;fha wLKav;dj iy;sl flfra' 
 

How to create a digital signature 
wxls; w;aikla ks¾udKh lrk wdldrh 
 

Hash functions 
yEIa Y%s; 
 

A hash function is a mathematical algorithm 

that takes an input (or message) and produces 

a fixed-size string of bytes, typically 

represented as a hexadecimal number. 
yEIa Y%s;hla hkq .‚;uh we,af.dß;uhla jk 
w;r th wdodkhla ^fyda m‚úvhla& ,nd f.k 
idudkHfhka IâoYuh ixLHdjla f,i ksrEms; 
nhsg j, ia:djr m%udKfha string ksmojhs' 
 

The output, known as the hash value or digest, 

is unique to each input. 
yEIa w.h fyda  f,i y÷kajk fuu m%;sodkh tla 
tla wdodkhg wkkH fõ' 
 

Even a small change in the input results in a 

completely different hash value, making hash 

functions ideal for verifying data integrity. 
wdodkfha l=vd fjkila mjd iïmQ¾Kfhkau fjkia 
yeIa w.hla we;s lrhs" o;a; wLKav;dj ;yjqre 
lsÍu i|yd yeIa Y%s;hka jvd;a iqÿiq fõ' 
 
A one-way function, meaning the original input 

cannot be reconstructed from the hash value. 

tla udrA. (One-Way) Y%s;hla jk w;r" yeIa 
w.fhka uq,a wdodkh kej; ,nd .; fkdyels h' 
 
The output hash has a fixed length regardless 

of the input size. For example, SHA-256 always 

produces a 256-bit hash. 
wdodkfha m%udKh l=ula jqjo" yeIa w.fha m%udKh 
ia:djr fõ' WodyrKhla f,i  SHA-256 iuúgu 
256-bit yeIa w.hla ksmojhs' 
 
Hash functions are deterministic, meaning the 

same input always produces the same hash 

value. 
tlu wdodkh iuúgu tlu yeIa w.h ksmojk 
neúka yeIa Y%s;hka ksYap; fõ' 
 
NOTE: 

The security of a digital signature does not 

depend on the secrecy of the hash value, as 

anyone can compute it.  
äðg,a w;aikl wdrlaIdj r|d mj;skafka tys yeIa 
w.fha ryiHNdjh u; fkdfõ" ukao ´kEu 
wfhl=g th .Kkh l< yels neúks' 
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Instead, it depends on the sender's private key, 

which is exclusively capable of generating a 

valid digital signature by encrypting a specific 

hash value of the message.  
tA fjkqjg" th r|d mj;skafka m‚úvfha ksYaÑ; 
yEIa w.hla fla;kh lsÍu uÕska j,x.= äðg,a 
w;aikla W;amdokh lsÍug wkkH f,i yelshdj 
we;s" hjkakdf.a mqoa.,sl h;=r u; h' 
 

Therefore, any unauthorized modification of 

the message will result in a signature 

verification failure because the attacker cannot 

generate a matching signature. 
tneúka" m‚úvhg lsishï wkjir fjkia lsÍula 
isÿ l<fyd;a" w;aik i;Hdmkh lsÍu wid¾:l 
jkq we;' ukaoh;a" m%ydrlhdg Bg .e<fmk 
w;aikla ks¾udKh lsÍug fkdyels neúks' 
 

 

 

 

 

 

 

 

 

1. Hashing the Message 
m‚úvh yeIa lsÍu 

 

A hash function (such as SHA-256) is applied to 

the message or document you want to sign. 
Tng w;aika lsÍug wjYH m‚úvhg fyda 
f,aLkhg yeIa Y%s;hla ^SHA-256jeks& fhdokq 
,efí' 
 
This hash produces a fixed-length value, a 

unique representation of the original message. 
fuu yeIa Y%s;h u.ska ia:djr È. w.hla jk uq,a 
m‚úvfha wkkH ksrEmKhla ksmojhs' 
 

2. Encrypting the Hash 
yeIa tl fla;kh lsÍu 

 

The message hash is encrypted using the 

sender's private key. This encrypted hash forms 

the digital signature. 
yEIa m‚úv hjkakdf.a m qoa.,sl h;=r Ndú;fhka 
fla;kh lrkq ,nhs' fuu fla;s; yeIa tl wxls; 
w;aik idohs' 
 

The encryption ensures that only the sender, 

who holds the private key, could have created 

this signature. 
fla;kh uÕska mqoa.,sl h;=r ;ndf.k isák 
hjkakdg muKla fuu w;aik ks¾udKh l< yels 
nj iy;sl lrhs' 

3. Attaching the Signature 
w;aik weñŒu 

 

The digital signature (the encrypted hash) is 

attached to the original message or document. 
wxls; w;aik ^fla;kh l< yeIa& uq,a m‚úvhg 
fyda f,aLkhg wuqKd we;' 
 

Along with the signature, the sender's public 

key is also shared so the recipient can verify it. 
w;aik iuÕska" .%dyldhg th i;Hdmkh l< yels 
jk mßÈ hjkakdf.a fmdÿ h;=r o fnod .kq we;' 
 

4. Sending the Signed Document 
w;aika lrk ,o f,aLkh heùu 

 

The sender sends the signed document 

(message + digital signature + public key) to 

the recipient. 
hjkakd úiska w;aika lrk ,o f,aLkh ^m‚úvh 
¬ wxls; w;aik ¬ fmdÿ h;=r& .%dylhd fj; hjhs' 
 
5. Decrypting the Signature 

w;aik úfla;kh lsÍu 
 

The receiver uses the sender's public key to 

decrypt the digital signature. This decrypted 

value is the hash that was generated from the 

original message by the sender. 
wxls; w;aik úfla;kh lsÍug .%dylhd 
hjkakdf.a fmdÿ h;=r Ndú;d lrhs' fuu 
úfla;kh l< w.h hjkakd úiska uq,a m‚úvfhka 
W;amdokh lrk ,o yeIa fõ' 
 

6. Generating a Hash from the Received 

Message 
,enqKq m‚úvfhka yeIa tlla W;amdokh 
lsÍu 

 

The receiver generates their own hash from the 

received message using the same hash 

algorithm the sender used. 
.%dylhd úiska ,enqKq m‚úvfhka ;ukaf.au yeIa 
W;amdokh lrkafka hjkakd Ndú;d l< tlu yeIa 
we,af.dß;u Ndú;d lrñks' 
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7. Comparing the Two Hashes 
yeIa w.hka fol iei£u 

 

The receiver compares the hash they just 

generated from the message with the 

decrypted hash that was sent. If the two hash 

values match, it confirms that: 
.%dylhd m‚úvfhk a Tyq úiska ckkh lrk ,o 
yeIa tjd we;s úfla;kh l< yeIa iuÕ 
ixikaokh lrhs' yeIa w.hka fol .e,fmkafka 
kï" th my; oE ;yjqre lrhs( 
 

• The message has not been altered. 
m‚úvh fjkia lr ke;' 

 
• The message is indeed from the sender. 

m‚úvh we;a; jYfhkau hjkakdf.ka meñK 
we;' 

 

NOTE: Any change to the message produces a 

different hash value, causing signature 

verification to fail. 
m‚úvhg isÿ lrk ´kEu fjkia lsÍula uÕska 
fjkia yeIa w.hla ksmojk w;r" tuÕska w;aik 
;yjqre lsÍfï l%shdj,sh wid¾:l fõ' 
 

Because only the sender possesses the private 

key, an attacker cannot generate a valid 

signature for the modified message 
mqoa.,sl h;=r i;= jkafka hjkakdg muKla neúka" 
m%ydrlfhl=g fjkia lrk ,o m‚úvhla i|yd 
j,x.= äðg,a w;aikla ks¾udKh l< fkdyel' 
 

Digital signatures solve the inefficiency of 

double encryption required to ensure both 

authentication and confidentiality.  
i;H;dj ;yjqre lsÍu iy ryiHNdjh hk folu 
iy;sl lsÍu i|yd wjYH jk oaú;aj fla;k 
l%shdj,sfha we;s wld¾hlaIu;djhg äðg,a w;aika 
uÕska úi÷ï ,nd fohs' 
 

By signing only, the message hash and 

encrypting the message once, they provide 

strong security with reduced processing time. 
m‚úvfha yeIa w.h muKla w;aika lsÍfuka iy 
m‚úvh tla jrla muKla fla;kh lsÍfuka" tAjd 
uÕska wvq ieliqï ld,hlska by< wdrlaIdjla 
imhhs' 
 

Uses of Digital Signatures 
äðg,a w;aikaj, Ndú;hka 
 
• Online Banking and Financial Transactions 

Tka,hska nexl=lrKh iy uQ,H .kqfokq 
 

Authenticates users and secures electronic 

financial transactions. 
mßYS,lhska i;Hdmkh lsÍu iy 
bf,lafg%dksl uQ,H .kqfokqj, wdrlaIdj 
;yjqre lsÍu isÿ lrhs' 
 

• E-Government Services 
úoHq;a rdcH fiajd 
 

Secures electronic forms, tax filings, 

licenses, and other government 

documents. 
bf,lafg%dksl fmdaru" nÿ f.dkq lsÍï" n,m;% 
iy wfkl=;a rdcH f,aLkj, wdrlaIdj 
;yjqre lrhs' 

 
• Blockchain and Cryptocurrency 

Transactions 
íf,dlafÉka iy l%smafgdalrkais 
 

Authorizes transactions and verifies 

ownership of digital assets. 
.kqfokq .kqfokq i|yd wjir ,nd §u iy 
äðg,a j;alïj, ysñldß;ajh i;Hdmkh 
lsÍu isÿ lrhs' 
 

• Cryptocurrency Mining 
 

Used to authenticate transaction ownership 

before transactions are validated and 

included in newly mined blocks. 
.kqfokq j,x.= lr w¨;ska ksmojk 
íf,dlaj,g we;=<;a lsÍug fmr" tu 
.kqfokqj, ysñldß;ajh i;Hdmkh lsÍug 
Ndú;d lrhs' 
 

• HTTPS (SSL/TLS Certificates) 
 

Used in SSL/TLS certificates to 

authenticate the identity of websites and 

establish secure HTTPS connections. 
fjí wvúj, wkkH;djh i;Hdmkh lsÍug 
iy wdrlaIs; HTTPS iïnkaO;d f.dvke.Sug 
SSL/TLS iy;sl ;=< Ndú;d fõ' 
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Security of Communication and Internet-

Connected Devices 
ikaksfõok iy wka;¾cd,hg iïnkaO Wmdx.j, 
wdrlaIdj 

Network security is essential for protecting 

sensitive data such as personal information, 

financial transactions, and business operations. 
mqoa.,sl f;dr;=re" uQ,H .kqfokq iy jHdmdßl 
lghq;= jeks ixfõ§ o;a; wdrlaId lsÍu i|yd cd, 
wdrlaIKh w;HjYH fõ' 

Without adequate security, networks are 

vulnerable to threats including hacking, 

malware, data theft, and unauthorized access. 
ksis wdrlaIdjla fkdue;s úg" yel¾jreka wksIag 
uDÿldx. iy o;a; fidrlï lsÍï jeks 
;¾ckj,g cd,hka f.dÿre úh yelsh' 

These threats may result in data breaches, 

financial loss, and loss of privacy. 
fuu ;¾ck fya;=fjka o;a; ldkaÿ ùï" uQ,H mdvq 
iy mqoa.,sl;ajh wysñ ùu isÿ úh yel' 
 

Malware  
wksIag uDÿldx. 
 

Malware refers to malicious software designed 

to damage systems, disrupt services, steal data, 

or gain unauthorized access. 
moaO;sj,g ydks lsÍug" fiajdjka wvd, lsÍug 
fyda o;a; fidrlï lsÍug ks¾udKh lr we;s 
ydkslr uDÿldx. fuf,i ye¢kafõ' 

Common types of malwares include viruses, 

worms, ransomware, and spyware. 
idudkHfhka olakg ,efnk wksIag uDÿldx. j¾. 
w;rg jhsria j¾ïia, /kaiïfjhd¾ iy 
iamhsfjhd¾ we;=<;a fõ' 

Virus 
 

A virus attaches itself to legitimate files or 

programs and is activated when executed. 
jhsria kS;Hdkql+, f.dkq fyda jevigyka iuÕ 
iïnkaO ù l%shd;aul fõ' l%shd;aul jQ miq o;a; 
úkdY lsÍu fyda fjk;a moaO;sj,g me;sÍu isÿ 
lrhs' 

Once activated, data corruption, deletion, and 

spread to other systems may occur. 
th l%shd;aul jQ miq" o;a; o;a; úlD;s ùu o;a; 
uelS hdu iy wfkl=;a moaO;s lrd me;sÍ hdu isÿ 
úh yelsh' 

Viruses are commonly transmitted through 

infected files or email attachments. 
jhsria idudkHfhka wdidÈ; f.dkq fyda úoHq;a 
;eme,a weuqKqï yryd jHdma; fõ' 

Worms 
 

Worms are malicious programs that do not 

require attachment to other files or programs. 

Worms fjk;a f.dkq u; r|d fkdmj;sk" iajhxj 
m%;sks¾udKh fjñka cd,h yryd iajdëkj 
me;sfrk ydkslr jevigyka fõ' 

Software or network vulnerabilities are 

exploited to enable self-replication and 

independent spreading. 
iajhx-m%;sks¾udKh iy iajdëkj me;sÍu isÿ 
lsÍu i|yd uDÿldx. fyda cd, moaO;sj, mj;sk 
ÿ¾j,;djka m%fhdackhg .kq ,nhs' 

Network connections are commonly used to 

propagate from one system to another. 
tla moaO;shl isg ;j;a moaO;shlg jHdma; ùu 
i|yd idudkHfhka cd, iïnkaO;d Ndú;d lrhs' 

Large-scale infections may occur when security 

flaws in network protocols are exploited.\ 
cd, kshudj,s mj;sk wdrlaIl fodaI m%fhdackhg 
.;a úg" uyd mßudKfha wdidokhka isÿ úh 
yelsh' 
 

Trojans (Trojan Horses) 

 

 

 

 

 

 

Trojans are malicious programs that are 

disguised as legitimate software to deceive 

users into installing them. 

fg%dacka (Trojans) fmkqfuka wdrlaIs; uDÿldx. 
f,i fmkS isáñka mßYS,lhd rjgd moaO;shg 
we;=¿ fõ'  

Once installed, unauthorized system access 

may be granted, and data theft or system 

damage may occur. 
ia:dmkh l< miq" moaO;shg wkjirfhka msúiSug 
bv ,eìh yels w;r" o;a; fidrlï lsÍu fyda 
moaO;shg ydks isÿ úh yelsh' 

Unlike viruses and worms, Trojans do not self-

replicate. 
jhsria iy j¾ïia fuka fkdj" fg%dacka uDÿldx. 
iajhxj m%;sks¾udKh (self-replicate) fkdfõ' 

Fake software updates are commonly used as a 

method of Trojan distribution. 

jHdc uDÿldx. hdj;ald,Sk lsÍï (fake software 

updates) fg%dacka jHdma; lsÍfï fmdÿ l%uhla f,i 
Ndú;d lrhs 
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Ransomware 

 

 

 

 

 

 

 

 

Ransomware is a type of malware that encrypts 

files or locks systems, making data or systems 

inaccessible. 

/kaiïfjhd¾ hkq f.dkq fla;kh (encrypt) lrk 
fyda moaO;s w.=¿ ouk wksIag uDÿldx. j¾.hls" 
tuÕska o;a; fyda moaO;s fj; m%fõY ùug 
fkdyels fõ 
 
Victims are demanded to pay a ransom in order 

to restore access to data or systems. 
o;a; fyda moaO;s fj; m%fõYh kej; ,nd .ekSu 
i|yd úkaÈ;hkaf.ka lmamï uqo,la f.jk f,i 
b,a,d isáhs' 
 
Significant data loss, financial damage, and 

operational disruption may result from 

ransomware attacks 
/kaiïfjhd¾ m%ydr uÕska ie,lsh hq;= o;a; wysñ 
ùula" uQ,H ydks iy fufyhqï lghq;= wvd, ùaï 
isÿ úh yelsh' 
 

Cyberattacks ^ihsn¾ m%ydr& 
 
Cyberattacks are illegal attempts to steal data, 

damage systems, or disrupt networks. 
ihsn¾ m%ydr hkq o;a; fidrlï lsÍug" 
moaO;sj,g ydks lsÍug fyda cd, l%shdldß;ajh 
wvd, lsÍug .kq ,nk kS;súfrdaë W;aidyhka fõ' 
 

Phishing  
;;=nEu 
 

Phishing is defined as a social engineering 

attack in which legitimate organizations are 

impersonated to obtain sensitive information 

such as login credentials or credit card details. 
;;=nEu hkq msúiqï f;dr;=re fyda fl%äÜ ldâ 
úia;r jeks ixfõ§ f;dr;=re ,nd .ekSu i|yd 
ms<s.;a wdh;khla f,i fmkS isáñka isÿlrk 
iudc bxðfkare m%ydrhls' 
 

Malicious emails or messages are commonly 

used to direct users to harmful links. 
mßYS,lhska ydkslr ine¢ fj; fhduq lsÍu i|yd 
idudkHfhka wksIag Bfï,a fyda m‚úv Ndú;d 
lrhs' 
 

Denial of Service (DoS) Attacks 

 

Denial of Service attacks are carried out by 

overwhelming a network or server with 

excessive requests. 
fiajd m%;slafIam lsÍfï m%ydr isÿ lrkq ,nkafka 
cd,hla fyda fiajdodhlhla fj; ord.; fkdyels 
;rï b,a,Sï m%udKhla tùfuks' 
 
As a result, systems may crash or become 

unavailable to legitimate users. 
fuys m%;sM,hla f,i" moaO;s ì| jeàug fyda 
kS;Hdkql+, mßYS,lhskag Ndú;d l< fkdyels 
;;a;ajhg m;a úh yelsh' 
 
Botnets 
 

Botnets are networks of compromised devices 

controlled remotely. 
fndÜfkÜ hkq ÿria:j md,kh lrkq ,nk" 
wdidÈ; (compromised) Wmdx. cd,hls' 
 
These are often used to launch large-scale 

DDoS attacks or spread malware. 

fïjd fndfyda úg uyd mßudK (DDoS) m%ydr t,a, 
lsÍug fyda wksIag uDÿldx. me;srùug Ndú;d 
lrhs' 
 

 
 
 
 

 

 

 

 

 

 

Man-in-the-Middle (MitM) Attacks 
 

Communication between two parties is secretly 

intercepted and altered. 
md¾Yjhka folla w;r isÿjk ikaksfõokh 
ryis.;j ndOd lr (intercepted) fjkia lrkq 
,efí' 
 
 

Consequences  
wksis M, 
 
An attacker can modify messages during 

transmission, causing misunderstandings and 

incorrect actions.  
m‚úv yqjudre jk w;r;=r m%ydrlfhl=g tAjd 
fjkia l< yels w;r" tuÕska jerÈ jegySï iy 
jerÈ l%shdud¾. we;s úh yel' 
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The receiver cannot be sure that the received 

data is identical to what the sender originally 

sent.  
,enqKq o;a;" hjkakd uq,skau tjQ o;a;j,g 
iïmQ¾Kfhkau iudk nj ms<s.kakd md¾Yjhg 
iaÓrju m%ldY l< fkdyel' 

 

The attacker can insert, delete, or alter 

information, leading to confusion or 

misinformation.  
m%ydrlhdg f;dr;=re we;=<;a lsÍug" uelSug fyda 
fjkia lsÍug yels w;r" tuÕska jHdl+,;ajhla 
fyda jerÈ f;dr;=re me;sÍula isÿúh yel' 
 
Sensitive information such as passwords, 

banking details, and personal messages can be 

intercepted and read.  
uqrmo" nexl= f;dr;=re iy fm!oa.,sl m‚úv 
jeks ryis.; f;dr;=re w;ruÕ§ fidrdf.k 
lshùug ,laúh yel' 

 
The attacker can pretend to be either the 

sender or the receiver, making both parties 

believe they are communicating directly.  
m%ydrlhdg hjkakd fyda ,nkakd f,i fmkS isáh 
yels w;r" fomd¾Yjhu ;uka iDcqju tlsfkld 
iuÕ ikaksfõokh lrk nj úYajdi lsÍug 
i,iajhs' 

 
Altered transactions, fake instructions, or 

manipulated communications can result in 

financial losses and disrupted operations. 
fjkia lrk ,o .kqfokq" jHdc Wmfoia fyda úlD;s 
lrk ,o ikaksfõokhka fya;=fjka uQ,Huh mdvq 
iy fufyhqï lghq;= wvd, ùï isÿ úh yel' 
 
Zero-Day Exploits 
 

Zero-day exploits occur when unknown 

vulnerabilities in software or hardware are 

exploited before a security patch is developed. 
uDÿldx.hl fyda oDvdx.hl mj;sk fkdokakd 
ÿ¾j,;djla" tA i|yd wdrlaIl ms<shï (patch) 

iE§ug fmr m%fhdackhg .ekSu Zero-day exploits 
f,i ye¢kafõ' 
 

Attackers take advantage of newly discovered 

flaws prior to vendor awareness or remediation. 
ksIamdolhd tA ms<sn|j oekqj;a ùug fyda ms<shï 
fh§ug fmr m%ydrlhska w¨;ska fidhd.;a 
fodaIj,ska m%fhdackh ,nd .kS' 

 
 

 

 

 

 

 

Insider Threats 
 

Insider threats originate from within an 

organization, typically involving individuals with 

authorized access to sensitive data. 
wNHka;r ;¾ck we;sjkafka wdh;khla ;=<sks' 
idudkHfhka fuhg ixfõ§ o;a; fj; m%fõY ùug 
wjir we;s mqoa.,hska iïnkaO fõ' 
 

Data theft or misuse may occur due to 

malicious or negligent internal actors. 
oafõIiy.; fyda fkdi,ld yßk wNHka;r 
l%shdldÍka ksid o;a; fidrlï lsÍu fyda 
wjNdú;h isÿ úh yelsh' 

 
 
 
 
 

 
 

 

 

Password Attacks 
 

Password attacks are carried out by guessing, 

stealing, or cracking user passwords. 
mßYS,l uqrmo wkqudk lsÍu" fidrlï lsÍu fyda 
ì| oeóu (cracking) uÕska uqrmo m%ydr isÿ lrkq 
,efí 
 
Techniques such as brute-force attacks and 

credential stuffing are commonly used. 

fï i|yd brute-force attacks iy credential 

stuffing jeks ;dlaI‚l l%u nyq,j Ndú;d fõ' 
 

Spoofing 
 

Attacker impersonates a trusted user, device, or 

system. 
m%ydrlfhl= úYajdijka; mßYS,lfhl=" 
Wmdx.hla fyda moaO;shla f,i jHdcj fmkS isáhs'  

 

Uses fake identity information (IP, MAC, Email, 

DNS, Website, Caller ID). 

jHdc (IP, MAC, Bfï,a" DNS, fjí wvú fyda 
ÿrl:k wxl Ndú;d lrhs') 

 

Deceives users or security systems into trusting 

the attacker. 
mßYS,lhka fyda wdrlaIl moaO;s fkdue;s 
úYajdihla we;s lrhs' 

  

Bypasses security controls to gain unauthorized 

access. 
wdrlaIl md,khka uÕ yeÍ wkjir m%fõYh ,nd 
.kS'  
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Steals sensitive information or intercepts 

communications. 
ixfõ§ f;dr;=re fidrlï lrhs fyda ikaksfõok 
wkq.ukh lrhs'  

 

Commonly used with phishing and Man-in-

the-Middle (MitM) attacks. 

Phishing iy Man-in-the-Middle (MitM) 
m%ydrhka iu. nyqj Ndú;d fõ'  

 

Prevented using authentication, encryption, 

and digital certificates. 

Authentication, Encryption iy Digital 

Certificates Ndú;fhka wjrKh l< yel' 
 
SQL Injection (SQLi) 

SQL Injection is a cyberattack where malicious 

SQL code is inserted into input fields to 

manipulate a database.  

SQL Injection hkq fjí wvúhl o;a; we;=<;a 
lrk ia:dk yryd wksIag fla; we;=<;a lr o;a; 
.nvdj yeisrùu i|yd lrkq ,nk ihsn¾ 
m%ydrhls' 
 

This technique is used by attackers to bypass 

security measures, view sensitive data, or 

modify database records without authorization. 
m%ydrlhska fuu Wml%uh Ndú;d lrkafka 
wdrlaIl mshjrhka uÕyeÍug" ixfõ§ o;a; 
ne,Sug fyda wjirhlska f;drj o;a; .nvdfõ 
jd¾;d fjkia lsÍughs' 
 

Vulnerabilities 
uDÿldx. ÿ¾j,;d 
 

Security weaknesses or flaws within a system, 

software, or network that may be exploited by 

attackers to gain unauthorized access or cause 

harm are defined as vulnerabilities. 
moaO;shla" uDÿldx.hla fyda cd,hla ;=< mj;sk" 
wkjir m%fõYhla ,nd .ekSug fyda ydks isÿ 
lsÍug m%ydrlhska úiska m%fhdackhg .; yels 
wdrlaIl ÿ¾j,;d fyda fodaI fuf,i ye¢kafõ' 
 
Data Leakage 

 

 

 

 

 

 

Data leakage occurs when sensitive information 

is exposed unintentionally or through 

misconfiguration. 
fkdoekqj;aj fyda jerÈ ieliqï ksid ixfõ§ 
f;dr;=re ksrdjrKh ùu o;a; ldkaÿ ùula f,i 
ye¢kafõ' 
 

Confidential data may be leaked via unsecured 

cloud storage or removable media. 
wdrlaIs; fkdjk j,dl=¿ wdphk fyda bj;a l< 
yels udOH (Wod(USB) yryd ryis.; o;a; ldkaÿ 
úh yelsh' 

 

Unsecured Wi-Fi Networks 
 

Unsecured wireless networks allow 

unauthorized users to intercept data or gain 

network access. 
wdrlaIs; fkdjk /yeka rys; cd, uÕska wkjir 
mßYS,lhskag o;a; ndOd lsÍug fyda cd,hg we;=¿ 
ùug bv ,eìh yelsh' 
 
Sensitive information may be captured through 

packet sniffing techniques. 

packet sniffing ;dlaIKhka yryd ixfõ§ 
f;dr;=re ,nd .; yelsh' 
 

 

Software Vulnerabilities 
 

Security weaknesses in outdated or unpatched 

software may be exploited by attackers. 

hdj;ald,Sk fkdl< fyda ms<shï (patch) fkdfh¥ 
uDÿldx.j, mj;sk wdrlaIl ÿ¾j,;d m%ydrlhska 
úiska m%fhdackhg .; yelsh' 
 

Regular updates and patch management are 

required to reduce this risk. 
fuu wjodku wju lsÍu i|yd ks;sm;d 
hdj;ald,Sk lsÍï iy ms<shï l<ukdlrKh 
wjYH fõ'
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Antivirus 

 

Software designed to detect, prevent, and remove 

malicious software (malware). 
wksIag uDÿldx. y÷kd .ekSug" je<elaùug iy 
bj;a lsÍug ilid we;s uDÿldx.' 
 

Core functions / uQ,sl ld¾hhka 
 

• Real-time/on-access scanning (checks files as 

they're opened/downloaded) 
;shqKq ld,Sk mßf,dalkh lsÍu ^f.dkq újD; 
lrk úg$nd.; lrk úg tajd mÍlaId lsÍu& 

• Scheduled full-system scans 
ie,iqï.; iïmQ¾K moaO;s mßf,dalk 

• Quarantine (isolates infected files instead of 

deleting immediately) 
ksfrdaOdhkh ^wdidÈ; f.dkq jydu uld oeóu 
fjkqjg yqol,d lsÍu& 

• Automatic signature/database updates 
iajhxl%Sh w;aika$o;a; iuqodh hdj;ald,Sk lsÍï 

• Email and web protection (blocks phishing 

links, malicious attachments) 
úoHq;a ;emE, iy fjí wdrlaIKh ^msIsx ine¢" 
wksIag weuqKqï wjysr lsÍu& 

 

Types of malware it targets 
b,lal lrk wksIag uDÿldx. j¾. 

 

Viruses   Worms 

Trojans   Ransomware 

Spyware/Adware Rootkits 

 

How it works / th l%shd lrk wdldrh 

 

Signature-based detection 
w;aika u; mokï jQ y÷kd.ekSu 
Compares files against a database of known 

malware "signatures" (hashes). Fast but can't catch 

brand-new threats. 

okakd wksIag uDÿldx.j, hashes o;a; iuqodhla 
iuÕ f.dkq ixikaokh lrhs' fõ.j;a kuq;a 
yd;amiskau w¨;a ;¾ck y÷kd.; fkdyel' 
 

Heuristic analysis / yQßiaála úYaf,aIKh 

Examines code behavior/structure for suspicious 

patterns, even if no exact signature exists. 
ksjerÈu w;aikla fkdue;s jqjo" iel iys; rgdjka 
i|yd fla;fha yeisÍu$jHqyh mÍlaId lrhs' 
 

Behavioral/real-time monitoring 
yeisÍï$;:H ld,Sk ksÍlaIKh  
 
Watches running processes for malicious actions 

(e.g., encrypting files rapidly, modifying system 

files) and blocks them on the fly. 
wksIag l%shd ^Wod' f.dkq fõ.fhka ixfla;kh lsÍu" 
moaO;s f.dkq fjkia lsÍu& i|yd l%shd;aul jk 
l%shdj,Ska ksÍlaIKh lrk w;r tajd tiekska wjysr 
lrhs' 
 

Sandboxing  

Runs suspicious files in an isolated environment 

(inside the actual OS) to observe behavior safely. 
yeisÍï wdrlaIs;j ksÍlaIKh lsÍu i|yd yqol,d 
mßirhl ^ienE fufyhqï moaO;sh ;=<& iel iys; 
f.dkq Odjkh lrhs' 
 

Key limitations / m%Odk iSudjka 
 

• Zero-day attacks (unknown threats) can slip 

past signature-based detection 
iSfrda-fâ m%ydr ^fkdokakd ;¾ck& w;aika u; 
mokï jQ y÷kd.ekSï uÕ yer hd yel 

• Can't stop social engineering (e.g., user 

willingly giving up a password) 
iudc bxðfkare úoHdj je<elaúh fkdyel 
^Wod' mßYS,lhd leue;af;kau uqrmohla ,nd 
§u& 

• May slow down system performance during 

scans 
mßf,dalkh lsÍfï§ moaO;sfha l%shdldÍ;ajh 
ukao.dó úh yel 

 

Best practices / fyd|u Ndú;hka 
 

• Keep antivirus and OS updated 
wekaáffjria iy fufyhqï moaO;sh 
hdj;ald,Skj ;nd .kak 

• Don't rely on antivirus alone (pair with 

firewalls, backups, and safe browsing habits) 
wekaáffjria u; muKla úYajdih fkd;nkak 
^*h¾fjda,a" Wmia: iy wdrlaIs; n%jqiska mqreÿ 
iuÕ taldnoaOj Ndú; lrkak& 

• Regularly run full scans, not just real-time 

protection 
;:H ld,Sk wdrlaIdj muKla fkdj" ks;sm;d 
iïmQ¾K mßf,dalk l%shd;aul lrkak 

 

Examples 
WodyrK 
 
• Windows Defender 

• Norton 

• Bitdefender 

• Kaspersky 

• Malwarebytes 
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IP addressing       

IP ,smsklrKh  
 

Network addresses 
cd, ,smsk  
 

A network address is an identifier used to 

identify a network or a device on a network. It 

enables devices to locate, communicate, and 

exchange data with each other. 
cd, ,smskhla hkq cd,hla fyda cd,hl we;s 
Wmdx.hla y÷kd .ekSug Ndú;d lrk 
y÷kajkhls' tuÕska Wmdx.j,g tlsfkld fidhd 
.ekSug" ikaksfõokh lsÍug iy o;a; yqjudre 
lr .ekSug yelshdj ,efí' 
 

There are two types of network addresses. 
cd, ,smsk m%Odk jYfhka j¾. folls' 
 
MAC Address identifies what the device is by 

providing its unique hardware identity, while an 

IP Address identifies where the device is by 

indicating its logical location on a network. 

MAC,smskh Ndú;d lrkafka Wmdx.h l=ulao hkak 
y÷kd .ekSug jk w;r" IP ,smskh Ndú;d lrkafka 
Wmdx.h fld;eko hkak cd,hla ;=< y÷kd 
.ekSughs' 
 
 

 

 

 

 

 

 

 

 

 

 

 

Media Access Control (MAC) Address  

 

A MAC Address is a unique physical address 

assigned to a device's Network Interface Card 

(NIC) by the manufacturer. It is used to identify 

devices and enable communication within a 

Local Area Network (LAN). 

MAC ,smskhla hkq Wmdx.hl ksIamdolhd úiska 
tys we;s cd, w;=reuqyqK;a ldâm;g ,nd fok 
iqúfYaIS" fN!;sl ,smskhls' fuh ia:dkSh cd,hla 
;=< Wmdx. y÷kd .ekSug iy tAjd w;r 
ikaksfõokh isÿ lsÍug Ndú;d lrhs' 
 
MAC addresses operate at the Data Link Layer 

(Layer 2) of the OSI Model. 

MAC ,smsk" OSI wdlD;sfha o;a; iïnkaOl ia;rh 
;=< l%shd;aul fõ' 

It's permanent and does not change, as it is 

hard-coded into the device’s Network Interface 

Card (NIC) by the manufacturer during 

production. 
ksIamdokh w;r;=r ksIamdolhd úiska Wmdx.fha 
cd, w;=reuqyqK;a ldâm;g th ;Èka fla;kh lr 
we;s neúka th iaÓr jk w;r fjkia fkdfõ' 
 
A MAC Address uniquely identifies a network 

interface, not the entire device. Therefore, a 

single device can have multiple MAC addresses 

if it has multiple network interfaces, such as 

Ethernet, Wi-Fi, or Bluetooth. 

MAC ,smskhla uÕska iïmQ¾K Wmdx.h fkdj cd, 
w;=reuqyqK;la wkkH f,i y÷kd .kS' tneúka" 
Ethernet" Wi-Fi fyda Bluetooth jeks nyq cd, 
w;=reuqyqK;a ;sfí kï" ;ks Wmdx.hlg nyq MAC 
,smsk ;sìh yelsh' 
 

A MAC address consists of 48 bits in binary. 

MAC ,smskhla oaúuh ìgq 48 lska iukaú; fõ' 
 

For human convenience, it is written as six 

groups of two hexadecimal digits separated by 

colons (:) or hyphens (-). 
ñksidf.a myiqj i|yd" th ;s;a follska ^(& fyda 
flá brlska ^-& fjka lrk ,o" Iâ oYuh mdofha 
ixLHd fol ne.ska jQ ldKav yhla f,i ,shd 
olajkq ,efí' 
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The maximum number of MAC addresses 

=  16 x 16 x ….. x 16  (1612) 

=  248 

=  281,474,976,710,656 

=  Approximately 281 Trillion 

 

Minimum possible MAC address 

mej;sh yels wju MAC ,smskh 
00:00:00:00:00:00 

 

Maximum possible MAC address 

mej;sh yels Wmßu MAC ,smskh 
FF:FF:FF:FF:FF:FF 

 

A random MAC address  

wyUq MAC ,smskhla 
4C:70:17:AB:BC:AC 

 
 

IP Addresses 
 

IPv4 (version 4) 
 

IPv4 uses a 32-bit binary address scheme. 

IPv4 u.ska oaúuh ìgq 32l ,smsk l%uhla Ndú;d 
lrhs' 
 

For human convenience, the IPv4 address is 

written in dotted decimal notation. In this 

format, the 32-bit binary IP address is divided 

into four 8-bit (octet or byte) sections. 

ñksiqkaf.a myiqj i|yd" IPv4 ,smsk ;s;a oYuh 
wxlkhlska ,shd we;' fuu wdlD;sfha §" ìgq 32 
oaúuh IP ,smskh ìgq 8 ^wIagl fyda nhsg& fldgia 
y;rlg fnod we;' 
 
Each section is converted into a decimal 

number, and these four decimal numbers are 

separated by periods (dots). 
iEu fldgilau oYu ixLHdjla njg mßj¾;kh 
lrk w;r" fuu oYu ixLHd y;r kej;Sfï ,l=Kq 
^;s;a& u.ska fjka lrkq ,efí' 
 

For example, the binary IP address 11000000 

10101000 00000000 00000001 becomes 

192.168.0.1 in dotted decimal notation. 

WodyrKhla f,i" oaúuh IP ,smskh jk 
11000000'10101000'00000000'00000001 ;s;a oYu 
wxlkh ;=< 192'168'0'1 njg m;a fõ' 
 
 

 

 

 

Dotted Decimal Notation 

 

 

 

 

 

 

 
 

So, the maximum number of IPv4 addresses 

tneúka" mej;sh yels Wmßu IPb4 ,smsk .Kk 
=  256 x 256 x 256 x 256  

=  4,294,967,296 

=  Approximately 4.3 Billion 
 

Minimum possible IPv4 address 

mej;sh yels wju IPv4 ,smskh 
0.0.0.0 
 

Maximum possible IPv4 address 

mej;sh yels Wmßu IPv4 ,smskh 
255.255.255.255 
 

 

 Random IPv4 address  

wyUq IPv4 ,smskhla 
192.168.0.1 

 

Binary Notation 

 

 

 

 

 

 

 
 

 

So, the maximum number of IPv4 addresses 

tneúka" mej;sh yels Wmßu IPb4 ,smsk .Kk 
=  232  

=  2 x 2 x 2 x ….. x 2 

=  4,294,967,296 

= Approximately 4.3 Billion 
 

Minimum possible IPv4 address 

mej;sh yels wju IPv4 ,smskh 
00000000 00000000 00000000 00000000 
 

Maximum possible IPv4 address 

mej;sh yels Wmßu IPv4 ,smskh 
11111111 11111111 11111111 11111111  
 

 Random IPv4 address  

wyUq IPv4 ,smskhla 
11000000 10101000 00000000 0000000 
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Private IP Address 

mqoa.,sl IP ,smskh 
 
A Private IP Address is an IP address used within 

a local network and is not directly accessible 

from the Internet.  

mqoa.,sl IP ,smskhla hkq foaYSh cd,hla ;=< 
muKla Ndú;d jk ,smskhla jk w;r" 
wka;¾cd,fha isg Rcqju th fj; m%fõY úh 
fkdyel' 
 

These addresses are assigned and managed by 

a Network Administrator or a router and are 

used for communication between devices 

within the same network.  
fuu ,smsk cd, mßmd,lfhl= fyda rjqgrhla uÕska 
mjrkq ,nk w;r md,kh lrkq ,efí' fïjd 
Ndú;d lrkq ,nkafka tlu cd,h ;=< we;s Wmdx. 
w;r ikaksfõokh i|ydh' 
 
Devices in different private networks can have 

the same private IP address, because private IP 

addresses are only unique within their own local 

network. 
úúO mqoa.,sl cd, j, Wmdx.j,g tlu mqoa.,sl 
IP ,smskhla ;sìh yelsh" ukao mqoa.,sl IP ,smsk 
tAjdfha foaYSh cd,h ;=< muKla woaú;Sh fõ' 
 

Private IP ranges 

mqoa.,sl IP mrdihka  
• Class A → 10.0.0.0 - 10.255.255.255 

• Class B → 172.16.0.0 - 172.31.255.255 

• Class C → 192.168.0.0 - 192.168.255.255 

 

Public IP Address 

fmdÿ IP ,smskh 
 
A Public IP Address is a globally unique IP 

address that is assigned by an Internet Service 

Provider (ISP) and is accessible over the 

Internet.  

fmdÿ IP ,smskhla hkq wka;¾cd, fiajd imhkafkl= 
úiska mjrkq ,nk" wka;¾cd,h yryd iDcqju 
m%fõY úh yels" f,dj mqrd wkkH jQ IP ,smskhls' 
 

It allows devices or networks to communicate 

with external networks worldwide. Since public 

IP addresses must be unique across the 

Internet, no two devices can use the same 

public IP address at the same time. 
th uÕska Wmdx.j,g fyda cd,j,g f,dj mqrd we;s 
ndysr cd, iuÕ ikaksfõokh lsÍug bv i,ihs' 
fmdÿ IP ,smsk uq¿ wka;¾cd,h mqrdu tlsfklg 
fjkia úh hq;= neúka" tlu wjia:djl§ Wmdx. 
follg tlu fmdÿ IP ,smskh Ndú;d l< fkdyel' 

Static IP Address 

ia:djr IP ,smskh  
 
A Static IP Address is a permanent IP address 

that remains the same unless it is manually 

changed by a network administrator.  

ia:djr IP ,smskhla hkq cd, mßmd,lfhl= úiska 
th yia;Shj fjkia lrk ;=re fkdfjkiaj mj;sk 
iaÓr IP ,smskhls' 
 

Static IP addresses are commonly used for 

servers, websites, and network devices that 

need a fixed location on the network.  
cd,h ;=< iaÓr msysàula wjYH jk fiajdodhl 
mß.Kl" fjí wvú iy cd, Wmdx. i|yd 
idudkHfhka ia:djr IP ,smsk Ndú;d lrkq ,efí' 
 

Domain names (such as www.google.com) are 

often linked to static IP addresses so that users 

can consistently access the same server or 

service. 
mßYS,lhkag ksrka;rfhkau tlu fiajdodhlh 
fyda fiajdj fj; msúiSug yels jk mßÈ" jiï kdu 
^WodyrKhla f,i www.google.com& fndfyda 
úg fuu ia:djr IP ,smsk iuÕ iïnkaO lr we;' 
 

Dynamic IP Address 

.;sl IP ,smskh  
 
A Dynamic IP Address is a temporary IP address 

that is automatically assigned to a device and 

may change over time.  

.;sl IP ,smskhla hkq Wmdx.hlg iajhxl%Shj 
mjrkq ,nk iy ld,h;a iuÕ fjkia úh yels 
;;ald,Sk IP ,smskhls' 
 

Dynamic IP addresses are managed by a 

Dynamic Host Configuration Protocol (DHCP) 

server, which automatically allocates available 

IP addresses to devices when they connect to a 

network.  

.;sl IP ,smsk md,kh lrkq ,nkafka DHCP 
fiajdodhlhla uÕsks' tuÕska Wmdx.hla cd,hlg 
iïnkaO jk úg" Ndú;hg .; yelsj we;s IP 
,smsk iajhxl%Shj tu Wmdx.h fj; fjka lr fohs' 
 

This method simplifies network management 

and is commonly used in home and office 

networks. 
fuu l%uh uÕska cd, l<ukdlrKh myiq 
lrjk w;r" ksjdi iy ld¾hd,Sh cd,j, 
nyq,ju Ndú;d jkafka fuu l%uhhs' 
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Network Address Translation (NAT) 
cd, ,smsk mßj¾;kh  
 
Network Address Translation (NAT) is a technique 

used by routers to translate private IP addresses 

used within a local network into a public IP 

address used on the Internet, and vice versa. 
cd, ,smsk mßj¾;kh hkq ia:dkSh cd,hla ;=< 
Ndú;d jk mqoa.,sl IP ,smsk" wka;¾cd,h ;=< Ndú;d 
jk fmdÿ IP ,smskhla njg mßj¾;kh lsÍu i|yd 
iy tys m%;sf,dau l%shdj,sh i|yd rjqgr úiska Ndú;d 
lrkq ,nk ;dlaIKhls' 
 

NAT allows multiple devices on a private network 

to share a single public IP address when accessing 

the Internet. 

NAT uÕska mqoa.,sl cd,hl we;s Wmdx. lsysmhlg 
wka;¾cd,hg msúiSfï§ tlu fmdÿ IP ,smskhla 
yjqf,a Ndú;d lsÍug wjia:dj ,nd fohs' 
 
NAT is performed by routers and will be 

discussed in more detail in the Router lesson. 

NAT rjqgr u.ska isÿ lrkq ,nk w;r th rjqg¾ 
mdvfï§ jvd;a úia;rd;aulj idlÉPd flfra' 
 
IPv6 (version 6) 
 

IPv6 was introduced mainly to solve IPv4 

address exhaustion and provide a much larger 

address space, ensuring the continued growth 

and scalability of the Internet. 

IPv4 ,smsk ysÕùug úi÷ula f,i iy jvd;a úYd, 
,smsk wjldYhla ,nd §u fjkqfjka m%Odk 
jYfhkau IPv6 y÷kajd fok ,o w;r" tuÕska 
wka;¾cd,fha wLKav j¾Okh iy mßudKH;dj  
iy;sl lrhs' 
 

They use a 128-bit binary addressing system, 

massively increasing the number of unique 

addresses available compared to IPv4's 32-bit 

system. 
tAjd ìgq 128l oaúuh ,smsk moaO;shla Ndú;d lrhs" 
IPv4 ys ìgq 32ys moaO;shg idfmalaIj mj;sk 
wkkH ,smsk .Kk úYd, jYfhka jeä lrhs' 
 

IPv6 addresses are written in hexadecimal and 

are represented in eight groups of four 

hexadecimal digits, separated by colons for the 

easy use of humans. 

IPv6 ,smsk IâoYuh wdldrfhka ,shd we;s w;r 
colons j,ska fjka lrk ,o IâoYu b,lalï 
y;rl ldKav wglska ñksiqkaf.a myiq Ndú;h 
i|yd ksrEmKh flfra' 
 

 

 

 

 

 

 

 

 

 

 

 

The maximum number of IPv6 addresses 

mej;sh yels Wmßu IPv6 ,smsk .Kk 

=  65536 x 65536 x ….. x 65536  (655368) 

=  2128 

=  340,282,366,920,938,463 

=  Approximately 340 Undecillion 

 

Minimum possible IPv6 address 

mej;sh yels wju IPv6 ,smskh 

0000:0000:0000:0000:0000:0000:0000:0000 

 

Maximum possible IPv6 address 

mej;sh yels Wmßu IPv6 ,smskh 

FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF 

 

A random IPv6 address  

wyUq IPv6 ,smskhla 

3F4B:00A2:7C1D:3A8B:002F:AC11:BB99:E776 

 
 

From this point, the syllabus focuses only on IPv4 

addresses which used to identify a device in a 

network.  
fu;eka isg" úIh ks¾foaYh wjOdkh fhduq lrkafka 
cd,hla ;=< Wmdx.hla y÷kd .ekSug Ndú;d lrk 
^IPv4& ,smsk ms<sn|j mu‚' 
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Classful addressing 
mka;s iys; ,smsk 
 
In the early days of the Internet, organizations 

required networks of different sizes. Some 

needed very large networks with millions of 

host addresses, while others required only 

medium-sized or small networks. 
wka;¾cd,fha uq,a wjêfha§" ixúOdk i|yd úúO 
m%udKj,ska hq;a cd, wjYH úh' iuyrekag Odrl 
,smsk ñ,shk .Kkla iys; b;d úYd, cd, wjYH 
jQ w;r" ;j;a iuyrekag wjYH jQfha uOHu 
m%udKfha fyda l=vd cd, mu‚' 
 
The concept of dividing IPv4 addresses into 

classes was introduced to manage IP address 

allocation efficiently. 

IP ,smsk fnod yeÍu ld¾hlaIuj l<ukdlrKh 
lsÍu i|yd IPv4 ,smsk mka;sj,g fn§fï 
ixl,amh y÷kajd fok ,§' 
 

To simplify IP address allocation and support 

these varying requirements, IPv4 addresses 

were divided into several predefined classes. 

IP ,smsk fjka lsÍu ir, lsÍug iy fuu úúO 
wjYH;dj,g iyh oelaùu i|yd" IPv4 ,smsk 
mQ¾jfhka w¾: olajk ,o mx;s lsysmhlg fnod 
fjka lrk ,§' 
 

Each class provided a different number of 

network and host addresses, allowing 

organizations to choose a class that best 

matched the size of their network. 
iEu mx;shlau tlsfklg fjkia cd, iy Odrl 
,smsk ixLHdjla ,nd ÿka w;r" tuÕska 
ixúOdkj,g Tjqkaf.a cd,fha m%udKhg jvd;au 
.e<fmk mx;shla f;dard .ekSug bv ie,isks' 
 

The class system helped distribute IP addresses 

based on the number of hosts a network 

required. 

cd,hlg wjYH Odrl ixLHdj u; mokïj IP 
,smsk fnod yeÍug mka;s moaO;sh Wojq úh' 
 

This approach, known as classful addressing, 

made IP address allocation straightforward and 

easier to manage during the early growth of the 

Internet. 
mx;s iys; wduka;%Kh f,i ye¢kafjk fuu 
m%fõYh" wka;¾cd,fha uq,ald,Sk j¾Okh 
w;r;=r§ IP ,smsk fjka lsÍu iDcq fukau 
l<ukdlrKh lsÍug myiq tlla njg m;a 
lf<ah' 
 

 

 

There are two parts of an IP address 

IP ,smskhl fldgia folla we; 
 
1. Network part  cd, fldgi 
2. Host part Odrl fldgi 
 

Network part 
cd, fldgi 
 

The network part of an IP address identifies the 

network to which a device belongs. 

IP ,smskhl cd, fldgi Wmdx.hla wh;a cd,h y÷kd 
.kS' 
 

All devices on the same network share the same 

network part in their IP addresses. 

tlu cd,fha we;s ish¨u Wmdx. tjdf.a IP ,smskj, 
tlu cd, fldgi fnod .kS' 
 

This is similar to how a postal code helps identify 

a general location for a group of houses. 
fuh ;eme,a fla;hla ksjdi iuQyhla i|yd fmdÿ 
ia:dkhla y÷kd .ekSug Wmldr jk wdldrh yd 
iudk fõ' 
 

The length of the network part is determined by 

the IP address class. 

cd, fldgfiys È. ;SrKh lrkq ,nkafka IP ,smsk 
mka;sh u.sks' 
 
Note: 

The network portion of an IP address is fixed 

based on the subnet and cannot be changed, as 

it is used to identify the specific network to 

which the device belongs. 

IP ,smskhl cd, fldgi Wmcd,h u; mokïj 
ksh;j mj;sk w;r th Wmdx.h wh;a jk ksYaÑ; 
cd,h y÷kd .ekSug Ndú;d lrk neúka th 
fjkia l< fkdyel' 
 

Host part 
Odrl fldgi 
 
The host part of an IP address identifies the 

individual device (host) within the network. 

IP ,smskhl Odrl fldgi cd,h ;=< we;s ;ks 
Wmdx.hla ^Odrl& y÷kd .kS' 
 

Each device in the network has a unique host 

part. 
cd,fha iEu Wmdx.hlgu wkkH Odrl fldgila 
we;' 
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If the network part is like a postal code, the host 

part is like a house number that identifies each 

house within that postal area. 
cd, fldgi ;eme,a fla;hla jeks kï" Odrl 
fldgi tu ;eme,a m%foaYh ;=< we;s iEu ksjilau 
y÷kd .kakd ksjdi wxlhla jeksh' 
 

The host part length is also determined by the 

IP address class. The remaining bits after the 

network part are used for the host part. 

Odrl fldgfiys È. ;SrKh lrkq ,nkafka IP 
,smsk mka;sh u.sks' cd, fldgfika miq b;sß jk 
ìgq Odrl fldgi i|yd Ndú;d fõ' 
 

Network Address 
cd, ,smskh 
The network address is the first address in any 

given IP network. It identifies the specific 

network itself. It is used to refer to the entire 

network when routing traffic between networks. 

cd, ,smskh hkq ´kEu IP cd,hl m<uq ,smskhhs' 
tu.ska tu ksYaÑ; cd,hu y÷kd .kS' cd, w;r 
.ukd.ukh fufyhùfï§ th uq¿ cd,hgu fhduq 
lsÍug Ndú;d lrhs' 
 

Broadcast Address 
úldYk ,smskh 
The broadcast address is the last address in any 

IP network. It is used to send messages to all 

devices within a particular network. When a 

packet is sent to the broadcast address, all hosts 

on that network will receive the message. 

úldYk ,smskh ´kEu IP cd,hl wjidk ,smskh 
fõ' th ksYaÑ; cd,hla ;=< we;s ish¨u Wmdx. 
fj; m‚úv heùug Ndú;d lrhs' úldYk 
,smskhg melÜgqjla hejQ úg" tu cd,fha ish¨u 
Odrlhkag m‚úvh ,efnkq we;' 
 

Note: 

Since two addresses have to be reserved for the 

network and broadcast addresses, these two 

addresses cannot be assigned to hosts. 
cd,h iy úldYk ,smsk i|yd ,smsk folla fjka 
l< hq;= neúka" fuu ,smsk fol Odrlhka fj; 
mejßh fkdyel' 
 

Therefore, the number of IP addresses that can 

assigned to hosts in a network is always less 

than the total number of IP address by 2. 

tneúka" cd,hl Odrl fj; mejßh yels IP 
,smsk .Kk iEu úgu uq¿ IP ,smsk .Kkg jvd 
2 lska wvq fõ 

 

 

The address space is divided into five 

classes. 
,smsk wjldYh mka;s mylg fnod we;' 
 
1. Class A 

Used by large organizations that require very 

large networks with a huge number of hosts. 
w;súYd, mß.Kl ixLHdjla iys; b;d úYd, cd, 
wjYH jk uyd mßudK ixúOdk$wdh;k úiska 
Ndú;d lrhs' 
 

2. Class B 

Used by universities and medium-to-large 

organizations that need a moderate number of 

hosts and networks. 
uOHia: cd, iy mß.Kl ixLHdjla wjYH jk 
úYajúoHd, iy uOHu fyda uyd mßudKfha 
wdh;k úiska Ndú;d lrhs' 
 

3. Class C 

Used by homes, offices, and small businesses 

that require small networks with fewer hosts. 
wvq mß.Kl ixLHdjla iys; l=vd cd, wjYH jk 
ksjdi" ld¾hd, iy l=vd jHdmdr úiska Ndú;d 
lrhs' 
 

4. Class D 

Used for multicast communication, where data 

is sent to multiple devices simultaneously. 
tlajr Wmdx. lsysmhlg o;a; heùu i|yd jk 
nyq-m%pdrKh ikaksfõokh fjkqfjka Ndú;d 
lrhs' 
 

5. Class E 

Reserved for research, development, and 

experimental networking purposes. 
m¾fhaIK" ixj¾Ok iy mÍlaIKd;aul cd,lrK 
lghq;= i|yd fjka lr we;' 
 

 

 

Class A 

The first bit of the 32 bits is fixed as 0. 
ìgq 32 ka m<uq ìgqj 0 f,i ksh; lr we;' 
 

The first octet (8 bits) identifies the network, 

meaning the first octet is reserved for network 

identification. 
m<uq wIaglh ^ìgq 8& cd,h y÷kd .kS" tkï m<uq 
wIaglh cd,h y÷kd.ekSu i|yd fjka lr we;' 
 
The last three octets (24 bits) are used for the 

host portion, which identifies devices (hosts) on 

that network. 
tu cd,fha Wmdx. ^Odrl& y÷kd .kakd Odrl 
fldgi i|yd wjidk wIagl ;=k ^ìgq 24& Ndú;d 
fõ' 
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This division determines the number of 

networks of a particular type and the device 

count in each network. 
fuu fn§u uÕska ksYaÑ; j¾.hlg wh;a cd, 
ixLHdj iy tla tla cd,h ;=< we;s Wmdx. 
ixLHdj ;SrKh lrhs' 
 

Smaller number of class A networks and a huge 

number of devices per network is available. 

mx;s A j¾.fha cd, l=vd ixLHdjla iy cd,hla 
i|yd b;d úYd, Wmdx. ixLHdjla mj;S' 
 
Every classful IPv4 address that starts with a 0 

as the first bit, belongs to class A. 
m<uq ìgqj f,i 0 lska wdrïN jk iEu mka;s iys; 
IPv4 ,smskhlau A mka;shg wh;a fõ' 
 
Since the first bit is set to 0, the total set of 4.3 

million IPv4 addresses is divided into two equal 

parts. 
m<uq ìÜ tl 0 f,i iú lr we;s neúka" ñ,shk 
4'3 la jk uq¿ IPv4 ,smsk l=,lh iudk fldgia 
follg fnfoa' 
 

Class A owns one of those two parts which 

contains approximately 2.1million IP addresses. 

IP ,smsk wdikak jYfhka ñ,shk  2'1la muK 
wvx.= tu fldgia foflka tlla A mka;sh i;= 
fõ' 

After fixing the first bit as 0, there are 7 

remaining bits for the network part. Therefore, 

the number of unique combinations that 7 bits 

can form will be the number of class A 

networks. 
m<uq ìgqj 0 f,i iú l< miq cd, fldgi i|yd 
b;sß ìgq 7la we;' tneúka" ìgq 7 lg iEÈh yels 
wkkH ixfhdack .Kk A mka;sfha cd, .Kk jkq 
we;' 
 
After reserving 8 bits for the network part, we 

are left with 24 remaining bits out of 32, for the 

host part. 
cd, fldgi i|yd ìgq 8la fjka lsÍfuka miqj" 
Odrl fldgi i|yd 32ka b;sß ìgq 24la wmg b;sß 
fõ' 
 
So, the number of unique combinations that 24 

bits can form will be the maximum number of 

IP addresses in a class A network. 
tneúka" ìgq 24 lg iEÈh yels wkkH ixfhdack 
.Kk A mka;sfha cd,hl Wmßu IP ,smsk .Kk 
jkq we;' 
 

The total number of IP addresses that can be 

assigned to hosts in a class A network is less 

than that maximum number of IP addresses by 

two. 

A mka;sfha cd,hl Odrlhkag mejßh yels uq¿ IP 
,smsk .Kk tu Wmßu IP ,smsk .Kkg jvd 
follska wvqh' 
 
The maximum number of Class A networks 
Wmßu A mka;sfha cd, .Kk 
=  27 =  128 
 

The maximum no. of IP addresses in a class A 

network 

A mka;sfha cd,hl we;s Wmßu IP ,smsk .Kk 
=  224 = 16,777,216 
 

The maximum no. of possible hosts in a class A 

network 

A mka;sfha cd,hl mej;sh yels Wmßu Odrl 
.Kk 
=  224 – 2 

=  16,777,216 – 2 

=  16,777,214 
 

The total no. of class A IP addresses  
A mka;sfha mj;sk uq¿ IP ,smsk .Kk 
=  128 x 16,777,216 or 231  (32-1) 

=  2,147,483,648 

=  Approximately 2.1 billion 
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Note: 

 

 

 

 

 

 

 

 

 

 

 

 

Note: 

 

From 0.0.0.0 to 0.255.255.255  

This block is reserved and is not assigned for 

public use. The address 0.0.0.0 is often used to 

indicate an unknown or unspecified network, 

or during initial system setup. 
fuu fldgi fjka lr we;s w;r fmdÿ Ndú;h 
i|yd mjrd ke;' 0'0'0'0 ,smskh fndfyda úg 
fkdokakd fyda ksYaÑ; fkdjk cd,hla oelaùug 
fyda uQ,sl moaO;s ieliqfï§ Ndú;d fõ' 
 
From 127.0.0.0 to 127.255.255.255 

This block is reserved for loopback and testing 

purposes. The address 127.0.0.1 is commonly 

used as the loopback address for local testing 

on the host machine. 
fuu fldgi Æmanela iy mÍlaIK wruqKq i|yd 
fjka lr we;' 127'0'0'1 ,smskh Odrl hka;%fha 
ia:dkSh mÍlaIdj i|yd Æmanela ,smskh f,i 
nyq,j Ndú;d fõ' 

 

These reservations lead to the wastage of millions of IP addresses. 

fuu fjka lsÍï ñ,shk .Kkl IP ,smsk kdia;shg ;=vq fohs' 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

0th network contains approximately 16.7 million 

IP addresses and vast majority of them are not 

used and wasted. 

0 jk cd,fha IP ,smsk ñ,shk 16'7 la muK wvx.= 
jk w;r tAjdhska w;suy;a nyq;rhla Ndú;d 
fkdlrk w;r wmf;a hhs' 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
127th network also contains another 16.7 million 

IP addresses, but in practice, only one address 

which is 127.0.0.1 is commonly used for the 

loopback function. The remaining addresses in 

this range are almost never used, resulting in 

significant wastage. 

127 jk cd,fha ;j;a IP ,smsk ñ,shk 16'7 la wvx.= 
fõ" kuq;a m%dfhda.slj" Æmanela Y%s;h i|yd nyq,j 
Ndú;d jkafka 127'0'0'1 jk tla ,smskhla mu‚' 
fuu mrdifha b;sß ,smsk fndfyda úfgl Ndú;d 
fkdlrk w;r" ie,lsh hq;= kdia;shla we;s lrhs'  

 
2network part bits  = No. of maximum networks 
 
2 cd, fldgfia ìgq      = uq̈  cd, .Kk 

 
2host part bits  = Maximum no. of addresses 
 
2 i;aldrl fldgfia ìgq   = Wmßu ,smsk .Kk   

 
Usable host count = Maximum no. of addresses – 2  
 
Ndú; l, yels   = Wmßu ,smsk .Kk – 2 
i;aldrl .Kk 

186
ictfromabc.com



Class B 
In class B addresses, the second bit of the 32 

bits is fixed as 0 while the first bit is 1. 

B mka;sfha ,smsk j,§" ìgq 32 ka m<uq ìgqj 1 
mj;sk w;r;=r fojk ìgqj 0 f,i ksh; flfra' 
 
The first two octets (16 bits) identify the 

network, meaning the first two octets are 

reserved for network identification. 
m<uq wIagl fol ^ìgq 16& cd,h y÷kd .kS" tkï 
m<uq wIagl fol cd,h y÷kd.ekSu i|yd fjka 
lr we;' 
 
The last two octets (16 bits) are used for the 

host portion, which identifies devices (hosts) on 

that network. 
tu cd,fha Wmdx. ^Odrl& y÷kd .kakd Odrl 
fldgi i|yd wjidk wIagl fol ^ìgq 16& Ndú;d 
fõ' 
 

This addressing scheme provides a moderate 

number of networks while allowing a moderate 

number of hosts within each network, making it 

suitable for medium sized organizations. 
fuu ,smsk l%uh uÕska uOHia: cd, m%udKhla ,nd 
fok w;ru" tla tla cd,h ;=< uOHia: Odrl 
mß.Kl m%udKhla mj;ajd .ekSug bv i,ihs" 
tuÕska fuh uOHu m%udKfha ixúOdk i|yd 
jvd;a iqÿiq fõ' 
 

Every classful IPv4 address that starts with 10 as 

the first two bits, belongs to class B. 
m<uq ìgq fol 10 lska wdrïN jk iEu mka;s iys; 
IPv4 ,smskhlau B mka;shg wh;a fõ' 
 
When the first bit is 1, it includes half of the total 

IPv4 addresses which is approximately 2.15 

billion. 
m<uq ìÜ tl 1 úg" thg wdikak jYfhka ì,shk 
2'15 jk uq¿ IPv4 ,smskj,ska wvla we;=<;a fõ' 
 

Since all B, C, D, and E classes have to share 

these 2.15 billion addresses, it again has to be 

divided. 

ish¨u B, C, D, iy E mka;s fuu ì,shk 2'15 ,smsk 
fnod .; hq;= neúka" th kej; fnÈh hq;=h' 
 

Therefore, the second bit is fixed as 0 such that 

the remaining set of IP addresses can be 

divided into two equal parts. 

tneúka" b;sß IP ,smsk l=,lh iudk fldgia 
follg fnÈh yels mßÈ fojk ìgqj 0 f,i ksh; 
lrkq ,efí' 
 

Class B owns one of those two parts which 

contains approximately one billion IP 

addresses. 

IP ,smsk wdikak jYfhka ì,shk 1la muK wvx.= 
tu fldgia foflka tlla B mka;sh i;= fõ' 

After fixing the first two bits as 10, there are 14 

remaining bits for the network part. Therefore, 

the number of unique combinations that 14 bits 

can form will be the number of class B networks. 
m<uq ìgq fol 10 f,i iú l< miq cd, fldgi 
i|yd b;sß ìgq 14la we;' tneúka" ìgq 14 lg 
iEÈh yels wkkH ixfhdack .Kk B mka;sfha cd, 
.Kk jkq we;' 
 
After reserving 16 bits for the network part, we 

are left with another 16  remaining bits out of 

32, for the host part. 
cd, fldgi i|yd ìgq 16la fjka lsÍfuka miqj" 
Odrl fldgi i|yd 32ka ;j;a b;sß ìgq 16la wmg 
b;sß fõ' 
 

So, the number of unique combinations that 16 

bits can form will be the maximum number of 

IP addresses in a class B network. 
tneúka" ìgq 16 lg iEÈh yels wkkH ixfhdack 
.Kk B mka;sfha cd,hl Wmßu IP ,smsk .Kk 
jkq we;' 
 

The total number of IP addresses that can be 

assigned to hosts in a class B network is less 

than that maximum number of IP addresses by 

two. 

B mka;sfha cd,hl Odrlhkag mejßh yels uq¿ IP 
,smsk .Kk tu Wmßu IP ,smsk .Kkg jvd 
follska wvqh' 
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The maximum number of Class B networks 

Wmßu B mka;sfha cd, .Kk 
=  214 =  16,384 

 

The maximum no. of IP addresses in a class B 

network 

B mka;sfha cd,hl we;s Wmßu IP ,smsk .Kk 

=  216 = 65,536 

 

The maximum no. of possible hosts in a class B 

network 

B mka;sfha cd,hl mej;sh yels Wmßu Odrl 
.Kk 

=   216 – 2 

=  65,536 – 2 

=  65,534 

 

The total no. of class B IP addresses  
B mka;sfha mj;sk uq¿ IP ,smsk .Kk 
=  16,384 x 65,536 or 230  (32-2) 

=  1,073,741,824 

=  Approximately 1 billion 

 

NOTE: 

Private Class B Range (172.16.0.0) 

The range from 172.16.0.0 to 172.31.255.255 is 

reserved for private use, containing 1,048,576 IP 

addresses. 
172'16'0'0 isg 172'31'255'255 olajd mrdih 
mqoa.,sl Ndú;h i|yd fjka lr we;" tys IP ,smsk 
1"048"576 wvx.= fõ' 
 

These addresses are typically used within 

private networks and cannot be routed on the 

public internet. 
fuu ,smsk idudkHfhka mqoa.,sl cd, ;=< Ndú;d 
jk w;r fmdÿ wka;¾cd,hg fhduq úh fkdyel' 
 

Link-Local Address (169.254.0.0) 

This range is reserved for link-local addressing, 

used when a device cannot obtain an IP address 

via DHCP. 
fuu mrdih iïnkaOl-ia:dkSh ,smsk i|yd fjka 
lr we;" Wmdx.hlg DHCP yryd IP ,smskhla 
,nd .; fkdyels úg Ndú;d fõ' 
 

This range contains 65,536 addresses and is 

used only within a local segment, not for 

communication over the internet. 
fuu mrdifha ,smsk 65"536 la wvx.= jk w;r 
wka;¾cd,h yryd ikaksfõokh i|yd fkdj" 
ia:dkSh wxYhla ;=< muKla Ndú;d fõ 
 

Class C 

In class C addresses, the third bit of the 32 bits 

is fixed as 0 while both the first two bits are 1. 

C mka;sfha ,smsk j,§" ìgq 32 ka m<uq ìgq folu 1 
f,i mj;sk w;fra§ ;=kajk ìgqj 0 f,i ksh; 
flfra' 
 

The first three octets (24 bits) identify the 

network, meaning the first three octets are 

reserved for network identification. 
m<uq wIagl ;=k ^ìgq 24& cd,h y÷kd .kS" tkï 
m<uq wIagl ;=k cd,h y÷kd.ekSu i|yd fjka 
lr we;' 
 
The last octet (8 bits) is used for the host 

portion, which identifies devices (hosts) on that 

network. 
tu cd,fha Wmdx. ^Odrl& y÷kd .kakd Odrl 
fldgi i|yd wjidk wIaglh ^ìgq 8& Ndú;d fõ' 
 
This makes the number of networks huge and 

number of devices per network smaller. 
fuh uÕska cd, ixLHdj úYd, lrk w;r tla 
cd,hlg we;s Wmdx. ixLHdj l=vd lrhs' 
 

Every classful IPv4 address that starts with 110 

as the first three bits, belongs to class C. 
m<uq ìgq ;=k 110 lska wdrïN jk iEu mka;s iys; 
IPv4 ,smskhlau C mka;shg wh;a fõ' 
 

When the first two bits are fixed as 11, it 

includes half of the 2.1 billion addresses which 

is approximately 1 billion. 
m<uq ìÜ tl 1 f,i iú l< úg" thg wdikak 
jYfhka ì,shk 1 jk ì,shk 2.1 IPv4 ,smskj,ska 
wvla we;=<;a fõ' 
 

Since all C, D, and E classes have to share these 

1billion addresses, it again has to be divided. 

ish¨u C, D, iy E mka;s fuu ì,shk 1 ,smsk 
fnod .; hq;= neúka" th kej; fnÈh hq;=h' 
 

Therefore, the third bit is fixed as 0 such that the 

remaining set of IP addresses can be divided 

into two equal parts. 

tneúka" b;sß IP ,smsk l=,lh iudk fldgia 
follg fnÈh yels mßÈ fojk ìgqj 0 f,i ksh; 
lrkq ,efí' 
 

Class C owns one of those two parts which 

contains approximately half of a billion IP 

addresses. 

IP ,smsk ì,shkhlska wvla muK wvx.= tu fldgia 
foflka tlla C mka;sh i;=h'
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After fixing the first three bits as 110, there are 21 

remaining bits for the network part. Therefore, the 

number of unique combinations that 21 bits can 

form will be the number of class C networks. 
m<uq ìgq ;=k 110 f,i iú l< miq cd, fldgi i|yd 
b;sß ìgq 21la we;' tneúka" ìgq 21 lg iEÈh yels 
wkkH ixfhdack .Kk C mka;sfha cd, .Kk jkq 
we;' 
 
After reserving 24 bits for the network part, we are 

left with 8 remaining bits out of 32, for the host 

part. 
cd, fldgi i|yd ìgq 24la fjka lsÍfuka miqj" Odrl 
fldgi i|yd 32ka ;j;a b;sß ìgq 8la wmg b;sß fõ' 
 

So, the number of unique combinations that 8 bits 

can form will be the maximum number of IP 

addresses in a class C network. 
tneúka" ìgq 8 lg iEÈh yels wkkH ixfhdack 
.Kk C mka;sfha cd,hl Wmßu IP ,smsk .Kk jkq 
we;' 
 
The total number of IP addresses that can be 

assigned to hosts in a class C network is less than 

that maximum number of IP addresses by two. 

C mka;sfha cd,hl Odrlhkag mejßh yels uq¿ IP 
,smsk .Kk tu Wmßu IP ,smsk .Kkg jvd follska 
wvqh' 

The maximum number of Class C networks 

Wmßu C mka;sfha cd, .Kk 
=  221 =  2,097,152 
 

The maximum no. of IP addresses in a class C 

network 

C mka;sfha cd,hl we;s Wmßu IP ,smsk .Kk 
=  28= 256 
 

The maximum no. of possible hosts in a class C 

network 

C mka;sfha cd,hl mej;sh yels Wmßu Odrl 
.Kk 
=  28 – 2 

=  256 – 2 

=  254 
 

The total no. of class C IP addresses  
C mka;sfha mj;sk uq¿ IP ,smsk .Kk 
=  2,097,152 x 256 or 229  (32-3) 

=  536,870,912 

=  Approximately 530 million 
 

 

Note: 

There are some reserved Class C networks that 

we don't use for public internet traffic 
fmdÿ wka;¾cd, .ukd.ukh i|yd Ndú;d 
fkdlrk fjka lr we;s Class C cd, lsysmhla 
;sfí 
 

Private IP addresses 

192.168.0.0 - 192.168.255.255 

These are reserved for private network use (Ex. 

home LANs) and are not routed on the internet. 
fïjd mqoa.,sl cd, i|yd fjka lr we; ^Wod' 
ld¾hd, LANs& iy wka;¾cd,h yryd .uka 
fkdflfra' 
 

Reserved for special purposes 

192.0.0.0 

Reserved by IANA for special use. 

úfYaI Ndú;h i|yd IANA úiska fjka lr we;' 
 

192.88.99.0 

Reserved for IPv6-to-IPv4 relay use. 

IPv6-to-IPv4 ßf,a Ndú;h i|yd fjka lr we;' 
 

192.0.2.0, 198.51.100.0, and 203.0.113.0 
Reserved for documentation and example use 

(TEST-NET). 
f,aLk.; lsÍu iy WodyrK Ndú; i|yd fjka 
lr we; ^TEST-NET&' 
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Class D  

In class D addresses, the fourth bit of the 32 bits is 

fixed as 0 while all the first three bits are 1. 

D mka;sfha ,smsk j,§" ìgq 32 ka m<uq ìgq ;=ku 1 
f,i mj;sk w;fra§ y;rjk ìgqj 0 f,i ksh; 
flfra' 
 

When the first three bits are fixed as 111, it 

includes half of the 1 billion addresses which is 

approximately 500 million. 
m<uq ìÜ tl 1 f,i iú l< úg" thg wdikak 
jYfhka ñ,shk 500 jk ì,shk 1l ,smskj,ska wvla 
we;=<;a fõ' 
 

Since there is only one class left, which is class E, 

these two classes can equally share these 500 

million addresses. 

b;sßj we;af;a E mka;sh jk tla mka;shla muKla 
neúka" fuu mka;s folg fuu ñ,shk 500 ,smsk 
iudkj fnod .; yelsh' 
 

Therefore, the fourth bit is fixed as 0 such that 

those 500 million addresses can be divided into 

two equal parts. 
tuksid" tu ,smsk ñ,shk 500 iudk fldgia follg 
fnÈh yels jk mßÈ y;rjk ìgqj 0 f,i ksh; 
lrkq ,efí' 
 

Class D owns one of those two parts which 

contains approximately 250 million IP addresses. 

IP ,smsk ñ,shk  250la muK wvx.= tu fldgia 
foflka tlla D mka;sh i;=h' 
 
 
 
 
 
 
 
 
 
 
 
Class D addresses are needed for multicast 

communication. They allow one sender to send 

data to a group of selected devices at the same  

time, instead of sending separate copies to each 

device. 

nyqfm%alaIK ikaksfõokh i|yd Class D ,smsk wjYH 
fõ' tuÕska tla tla Wmdx.h fj; fjk fjku msgm;a 
heùu fjkqjg" tlu wjia:djl§ f;dard.;a Wmdx. 
iuQyhlg o;a; heùug tla iïfm%aIlfhl=g bv 
i,ihs' 
 

 
 
 
 
 
 

Class E 

In class E addresses, the fourth bit of the 32 bits is 

fixed as 1 while all the first three bits are also 1. 

E mka;sfha ,smsk j,§" ìgq 32 ka m<uq ìgq ;=k o 1 
f,i mj;sk w;fra§ y;rjk ìgqj o 1 f,i ksh; 
flfra' 
 

When the fourth bit is fixed as 1, class E includes 

the rest 250 million addresses 
y;rjk ìgqj 1 f,i iú l< úg" E mka;shg b;sß 
ñ,shk 250 ,smsk we;=<;a fõ 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Class E addresses are reserved for 

experimental and research purposes. They are 

not used for normal device addressing in 

networks. 

Class E ,smsk m¾fhaIK iy mÍlaIKd;aul 
wruqKq i|yd fjka lr we;' tAjd cd, ;=< 
idudkH Wmdx. ,smsklrKh i|yd Ndú;d 
fkdflfra' 
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Summary – Network Part & Host Part of each class 

 

 
 

Note: 

Unlike Classes A, B, and C, Class D and Class E addresses are not allocated using network and host 

divisions. 

A, B iy C mka;s fuka fkdj" D iy E mka;s ,smsk" cd, iy Odrl fldgia Ndú;fhka fjka fkdflfra' 
 

How 4.3 billion addresses are distributed among 5 classes 

mka;Ska 5 w;r IP ,smsk ì,shk 4.3 la fn§ hk wdldrh 
 

 
 

Class of an IP address by looking at the first octet 

m<uq wIaglh foi ne,Sfuka IP ,smskhla wh;a jk mka;sh y÷kd .ekSu 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Class A 0 - 127 

Class B 128 - 192 

Class C 192 - 223 

Class D 224 - 239 

Class E 240 - 255 
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Default mask 
iïu; wdjrKh 
 
A default mask consists of binary 1s and 0s 

where the 1s represent the network portion, 

and the 0s represent the host portion of the IP 

address. 
Wmcd, wdjrKhla oaúuh 1 iy 0 j,ska iukaú; 
fõ' 1 tAjd cd, fldgi ksfhdackh lrk w;r 0 
tAjd IP ,smskfha Odrl fldgi ksfhdackh lrhs' 
 

A default mask is used to identify which 

network an IP address belongs to in internet 

routing, helping routers determine the network 

portion of the address. 

wka;¾cd, .ukd.ukfha§ IP ,smskhla wh;a 
jkafka l=uk cd,hgo hkak y÷kd .ekSug iïu; 
wdjrKhla Ndú;d lrhs" th rjqgrj,g ,smskfha 
cd, fldgi ;SrKh lsÍug WmldÍ fõ' 
 

Ex. 

When a data packet with a random IP address 

arrives at a router, it performs the Bitwise AND 

operation between that IP address and its 

default mask to find the network that it belongs 

to.  

wyUq IP ,smskhla iys; o;a; melÜgqjla 
rjqgrhlg meñ‚ úg" th tu IP ,smskh iy tys 
iïu; wdjrKh w;r ìgq wkqidß; AND 
fufyhqu isÿ lr th wh;a jk cd,h fidhd .kS' 
 

The result of this operation will be the network 

address of the network that the data packet 

belongs to. 
fuu fufyhqfï m%;sM,h jkqfha o;a; melÜgqj 
wh;a jk cd,fha cd, ,smskhhs' 
 

Using this network address, the data packet is 

sent to the router which is connected to that 

destined network. 
fuu cd, ,smskh Ndú;d lrñka o;a; melÜgqj tu 
kshñ; cd,hg iïnkaO lr we;s rjqgrh fj; 
hjkq ,efí' 
 
Default masks of classes  
mka;sj, iïu; wdjrK  
 

A → 11111111 00000000 00000000 00000000 

 255.0.0.0 

 

B → 11111111 11111111 00000000 00000000 

 255.255.0.0 

 

C → 11111111 11111111 11111111 00000000 

 255.255.255.0 

Example 01 

 

192.168.16.32 ⟶ Class C 

 

Default mask of class C ⟶ 255.255.255.0 

 

 

 

 

Network address = 192.168.16.0 

Broadcasting address = 192.168.16.255 

 

Usable minimum IP = 192.168.16.1 

Usable maximum IP = 192.168.16.254 

 

Example 02 

 

172.16.4.9 ⟶ Class B 

 

Default mask of class B ⟶ 255.255.0.0 

 

 

 

 

Network address = 172.16.0.0 

Broadcasting address = 172.16.255.255 

 

Usable minimum IP = 172.16.0.1 

Usable maximum IP = 172.16.255.254 

 

Example 03 

 

10.1.5.7 ⟶ Class A 

 

Default mask of class A ⟶ 255.0.0.0 

 

 

 

 

Network address = 10.0.0.0 

Broadcasting address = 10.255.255.255 

 

Usable minimum IP = 10.0.0.1 

Usable maximum IP = 10.255.255.254 

 

254  
devices 

65,534  
devices 

16,777,214 
devices 
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Classless IP addressing  

mka;s rys; IP ,smsklrKh 
 
Classless IP addressing, also known as Classless 

Inter-Domain Routing (CIDR) allows more 

flexible allocation of IP addresses compared to 

classful addressing. 

Classless Inter-Domain Routing f,io 
ye¢kafjk mka;s rys; IP ,smsk úiska mka;s iys; 
,smskj,g idfmalaIj IP ,smsk jvd;a kuHYS,S f,i 
fnod yeÍug bv i,ihs' 
 
The problem with classful IP addressing 

mka;s iys; IP ,smskhkays mj;sk .eg¨j 
 
Before CIDR, IP addresses were divided into 

fixed classes (A, B, C) with fixed-size default 

masks (/8, /16, /24). This was rigid. 

CIDR y÷kajd §ug fmr" IP ,smskhka ia:djr 
fmrksñ wdjrK ^$8" $16" $24& iys; ia:djr 
mka;sj,g ^A" B" C& fnod ;snq‚' fuh b;d oeä 
^kuHYS,S fkdjk& l%ufõohla úh' 
 

A Class A network gave 16 million+ host 

addresses, a Class C gave only 254, nothing in 

between. 

A mka;sfha cd,hlska Odrl ,smsk ñ,shk 16 lg 
jvd ,nd ÿka w;r" C mka;shlska ,nd ÿkafka ,smsk 

254 la mu‚" ta w;rueo lsisjla ;snqfKa ke;' 
 

An organization needing, say, 1,000 addresses 

had to take a whole Class B (65,000+ addresses) 

and waste the rest, or use multiple Class Cs and 

waste routing table space. 
WodyrKhla f,i" ,smsk 1"000 la wjYH jQ 
ixúOdkhlg iïmQ¾K B mka;shlau ^Class B - 
,smsk 65"000¬& ,ndf.k b;sßh wmf;a yeÍug isÿ 
úh" ke;fyd;a C mka;s lsysmhla Ndú; lr rjqáka 
j.=fõ bv wmf;a yeÍug isÿ úh' 
 

This led to massive IP address wastage and 

rapid depletion of the available IPv4 address 

space, since address blocks couldn't be sized to 

actual need. 
,smsk fldgia ienE wjYH;djhg wkqj m%udK.; 
lsÍug fkdyels jQ neúka" fuhska úYd, jYfhka IP 

,smsk wmf;a hdula iy mj;sk IPv4 ,smsk wjldYh 
iS>%fhka laIh ù hdula isÿ úh' 
 

Why Classless IP addressing is used 

mka;s rys; IP ,smsklrKh Ndú;d lsÍug fya;= 
 

Slow down the exhaustion of IPv4 address 

space by allocating only as many addresses as 

a network actually needs. 
cd,hlg ienúkau wjYH jk ,smsk m%udKh 
muKla fjkalr §u u.ska IPv4 ,smsk wjldYh 
laIh ù hdu m%udo lsÍu' 
 

Reduce the size of global routing tables 

through route summarization/aggregation.  

Multiple smaller networks can be advertised as 

a single combined route (e.g., several /24s 

summarized into one /21), instead of the 

internet's routers needing to track each one 

separately. 
ud¾. idrdxYlrKh$tl;= lsÍu u.ska f.da,Sh 
rjqáka j.= j, m%udKh wvq lsÍu' wka;¾cd,fha 
rjqgr j,g tla tla cd,h fjk fjku ksÍlaIKh 
lsÍug wjYH ùu fjkqjg" l=vd cd, lsysmhla 
tlu taldnoaO ud¾.hla f,i m%pdrh l< yel 
^WodyrKhla f,i" $24 cd, lsysmhla tlu $21 
cd,hla f,i idrdxY lsÍu&' 
 

Give ISPs and organizations flexibility to 

allocate address blocks that match real-world 

demand rather than forcing a class-based fit. 
mka;s u; mokï jQ .e<mSulg n, lsÍu fjkqjg" 
ienE f,dalfha b,ä ug .e,fmk mßÈ ,smsk 
fldgia fjkalr §ug wka;¾cd, fiajd 
imhkakkag ^ISPs& iy ixúOdkj,g 
kuHYS,SNdjhla ,nd §u' 
 

No fixed classes 
ia:djr mka;s fkdue; 
IP addresses are assigned based on network 

size. 

cd, m%udKh u; mokïj IP ,smsk mjrkq ,efí' 
 

Flexible network masks 
kuHYS,S cd, wdjrK  
Network administrators can use default masks 

of any length (Ex. /12, /20, /27) to suit the 

specific needs of the network. 
cd, mßmd,lhskag cd,fha ksYaÑ; wjYH;dj,g 
iß,k mßÈ ´kEu È.lska ^Wod' $12"& $20" $27& 
iïu; wdjrK Ndú;d l< yel' 
 

Efficient IP allocation 

ld¾hlaIu IP fjkalsÍï 
Networks can be tailored to fit the exact 

number of hosts, reducing IP address wastage. 

IP ,smsk kdia;sh wju lrñka" ksjerÈ Odrl 
ixLHdjg .e,fmk mßÈ cd, ilia l< yel' 
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CIDR notation 

(Classless Inter-Domain Routing) 

 

CIDR notation is a compact way to represent an 

IP address along with its associated network 

prefix or default mask. 

CIDR wxlkh hkq cd, Wmi¾.h fyda iïu; 
wdjrKh iuÕ IP ,smskhla ksfhdackh lsÍug 
Ndú;d lrk ixhqla; l%uhls' 
 

It consists of the IP address followed by a slash 

(/) and a number that represents the number of 

bits used for the block part of the address. 

th IP ,smskfhka miqj slash ^$& tlla iy ,smskfha 
ldKav fldgi i|yd Ndú;d lrk ìgq .Kk 
ksfhdackh lrk wxlhlska iukaú; fõ' 
 
IP block 

IP ldKavh  
 

IP block refers to the network part and cannot 

be changed. 
ldKavh hkq cd, fldgi f,i yeÈkaúh yels w;r 
th fjkia l< fkdyel' 
 

The number after the slash (Ex. /26) indicates 

how many bits are reserved for the block. 
ia,eIa ^Wod' $26& tlg miq wxlh ldKavh i|yd 
fldmuK ìgq m%udKhla fjka lr ;sfío hkak 
olajhs' 
 

The remaining bits represent the host part. 
b;sß ìgq Odrl fldgi ksfhdackh lrhs' 
 

Network Mask  
cd, wdjrKh  
 
A network mask identifies which part of an IP 

address represents the network and which part 

represents the host.  

cd, wdjrKhla uÕska IP ,smskhl l=uk 
fldgilska cd,h ksrEmKh lrkafkao iy l=uk 
fldgilska Odrl ksrEmKh lrkafkao hkak y÷kd 
.kS' 
 

In CIDR, the network mask is written using a 

slash (/) followed by the number of network 

bits. 

CIDR l%ufõofha§" cd, wdjrKh ,shkq ,nkafka 
we, brla ^$& iy bka miqj cd, ìgq .Kk i|yka 
lsÍfuks' 
 

 

 

 

Example 01 

 

192.168.10.45/27 

 

Network mask ⟶ 255.255.255.224 

 

 

 

 

Network address = 192.168.10.32 

Broadcasting address = 192.168.10.63 

 

Usable minimum IP = 192.168.10.33 

Usable maximum IP = 192.168.10.62 

 

Example 02 

 

172.20.150.200/20 

 

Network mask ⟶ 255.255.255.224 

 

 

 

 

Network address = 172.20.144.0 

Broadcasting address = 172.20.159.255 

 

Usable minimum IP = 172.20.144.1 

Usable maximum IP = 172.20.159.254 

 

Example 03 

 

10.100.200.150/13 

 

Network mask ⟶ 255.248.0.0 

 

 

 

 

Network address = 10.96.0.0 

Broadcasting address = 10.103.255.255 

 

Usable minimum IP = 10.96.0.1 

Usable minimum IP = 10.103.255.254 

 

  

30 
devices 

4094 
devices 

524,286 
devices 
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Subnetting 

Wmcd,lrKh 

 

Subnetting is the process of dividing a larger 

network into smaller, more manageable 

subnetworks. 
Wmcd,lrKh hkq úYd, cd,hla l=vd" jvd 
l<ukdlrKh l< yels Wmcd, j,g fn§fï 
l%shdj,shhs' 
 

Why subnetting is used  
Wmcd,lrKh Ndú;h 

 

Efficient IP address utilization  

ld¾hlaIu IP ,smsk Ndú;h 

Avoids wasting large blocks of addresses on 

small networks. 
l=vd cd, i|yd úYd, ,smsk l=Üá wmf;a hdu 
j<lajhs' 
 

Simplifies network management 
cd, l<ukdlrKh ir, lrhs 
Departments/locations can be assigned their 

own subnet. 
fomd¾;fïka;=$ia:dk i|yd tajdgu wdfõ‚l jQ 
Wmcd, mejßh yel' 
 

Reduces broadcast traffic  
m%pdrK ix{d .ukd.ukh wvq lrhs 
Smaller broadcast domains mean less network 

congestion. 
l=vd m%pdrK jiï u.ska cd, ;onoh wvq fõ' 
 

Improves network performance  
cd, l%shdldÍ;ajh jeä ÈhqKq lrhs 
Isolates traffic within logical segments. 
;¾ldkql+, fldgia ;=< o;a; .ukd.ukh fjka 
lrhs' 
 

Enhances security  
wdrlaIdj by< kxjhs 
Traffic between subnets can be controlled via 

routers/ACLs/firewalls. 

Wmcd, w;r .ukd.ukh rjqgr$ACL$.sksmjqre 
yryd md,kh l< yel' 
 

Supports hierarchical addressing 
Oqrdj,s.; ,smsklrKh i|yd iyh olajhs 
Enables structured, scalable network design 

(used heavily in routing summarization). 
jHqy.;" mßudKh l< yels cd, 
ie,iqïlrKhlg bv i,ihs ^ud¾. 
idrdxYlrKfha§ nyq,j Ndú;d fõ&' 
 

Advantages / jdis 
• Reduces broadcast domain size 

m%pdrK jiï m%udKh wvq lsÍu 
• Better security via segmentation 

LKavkh u.ska jvd fyd| wdrlaIdjla 
ie,iSu 

• Efficient IP address use 

ld¾hlaIu IP ,smsk Ndú;h 

• Easier fault isolation/troubleshooting 
fodaI fjkalr y÷kd .ekSu$fodaI ksrdlrKh 
myiq ùu 

• Enables route summarization 
ud¾. idrdxYlrKhg bv ie,iSu 

• Supports org/departmental separation 
wdh;ksl$fomd¾;fïka;=uh fjkalsÍï i|yd 
iyh ùu 

 

Disadvantages / wjdis 
• Adds design/config complexity 

ie,iqï lsÍfï ixlS¾K;ajh jeä ùu 
• Needs careful planning (waste risk) 

m%fõYï iy.; ie,iqïlrKhla wjYH ùu 
^wmf;a hdfï wjodku& 

• More admin overhead  
jeä mßmd,k msßjehla mej;Su 

(routes, DHCP, ACLs) 

• Misconfiguration risk  
jerÈ úkHdi.; ùfï wjodku 

(bad masks = outages)  

^jerÈ wdjrK = ì|jeàï& 
• More routing overhead 

jeä rjqáka msßjehla mej;Su 
• Cross-subnet troubleshooting harder 

Wmcd, w;r fodaI ksrdlrKh jvd;a wmyiq ùu 
 

Subnet mask 
Wmcd, wdjrKh 
 

A subnet mask is used to identify which 

subnetwork an IP address belongs to among 

multiple subnets within the same network. 

tlu cd,h ;=< we;s Wmcd, w;ßka IP ,smskhla 
wh;a jkafka l=uk Wmcd,hgoehs y÷kd .ekSug 
Wmcd, wdjrKhla Ndú;d lrhs' 
 

Subnet mask also consists with binary 1s and 0s 

where the 1s represent all the network and 

subnet bits (host bits used to create subnets) 

and 0s represent the host bits. 
Wmcd, wjrKho oaúuh 1 iy 0 j,ska iukaú; 
jk w;r tys§ 1 tAjd u.ska ish¨u cd, iy Wmcd, 
ìgq ^Wmcd, ks¾udKh lsÍug Ndú;d lrk Odrl 
ìgq& iy 0 tAjd u.ska Odrl ìgq ksfhdackh lrhs' 
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When that previous data packet with the 

random IP address arrives at the network it 

belongs to, the router performs bitwise AND 

operation between the IP address and the 

corresponding subnet mask to identify the 

exact subnetwork within the network that this 

data packet should be routed to. 

wyUq IP ,smskh iys; fmr o;a; melÜgqju th 
wh;a cd,hg meñ‚ úg" th ud¾..; l< hq;= 
cd,h ;=< we;s ksYaÑ; Wmcd,h y÷kd .ekSu 
i|yd rjqgrh IP ,smskh iy tu ,smskhg wod, 
Wmcd, wdjrKh w;r ìgq wkqidß; AND 
fufyhqula isÿ lrhs' 
 

The result will be network address of the subnet 

to which the data packet belongs. 
tys m%;sM,h jkqfha o;a; melÜgqj wh;a jk 
Wmcd,fha cd, ,smskhhs' 
 

How a subnet mask is made 
Wmcd, wdjrKhla iEfok wdldrh 
 

A subnet mask is built by dividing the 32 bits of 

an IPv4 address into three parts, network bits, 

subnet bits and host bits. 

IPv4 ,smskj, we;s ìgq 32 m%udKh cd, ìgq" Wmcd, 
ìgq iy Odrl ìgq f,i fldgia ;=klg fn§fuka 
Wmcd, wdjrKhla f.dvkÕkq ,efí' 
 

Network bits → always set to 1  

cd, ìgq → ieuúgu 1 f,i ilihs 
These come from the original class-based mask, 

like the first 24 bits in a /24. 

fïjd $24 l uq,a ìgq 24 fuka" uq,a mx;s iys; 
wdjrKfhka ,nd .efka' 
 

Subnet bits → also set to 1  

Wmcd, ìgq → fïjdo 1 f,i ilihs 
These are borrowed from the host portion to 

create additional subnets. 
w;sf¾l Wmcd, iE§u i|yd fïjd Odrl 
fldgfika b,a,d .kq ,efí' 
 

Host bits → set to 0  

Odrl ìgq → 0 f,i ilihs 
Whatever bits are left over, used to number 

individual devices. 
b;sß jk ́ kEu ìgq m%udKhla" ;ks Wmdx. wxlkh 
lsÍu i|yd Ndú;d lrhs' 

Example / WodyrKh 

 

Take 255.255.255.0/24 and borrow 2 bits to 

make subnets. 

255'255'255'0$24 f.k Wmcd, iE§u i|yd ìgq 
2la ,nd .kak' 
 

11111111.11111111.11111111.11000000 

 

The first 24 bits are network bits (always 1) 

m<uq ìgq 24 cd, ìgq fõ ^ieuúgu 1& 
 

The next 2 bits are subnet bits (turned into 1 to 

create subnets) 

B<Õ ìgq 2 Wmcd, ìgq fõ ^Wmcd, iE§u i|yd 1 
njg m;a lr we;& 
 

The last 6 bits are host bits (left as 0 to number 

devices) 
wjidk ìgq 6 Odrl ìgq fõ ^Wmdx. wxlkh lsÍu 
i|yd 0 f,i b;sß lr we;& 
 

Converting the last octet gives 192, so the mask 

is 255.255.255.192 
wjidk wIaglh mßj¾;kh lsÍfuka 192 ,efnk 
neúka" wdjrKh 255'255'255'192 fõ' 
 

Classful and Classless addressing 
mka;s iys; iy mka;s rys; ,smsKlrkh 
 
Subnetting can be divided into two main types: 

Subnetting in classful and classless addressing. 
Wmcd, m%Odk j¾. follg fnÈh yelsh( mka;s 
iys; iy mka;s rys; ,smskj, Wmcd,lrKh' 
 

Classful addressing follows predefined IP 

address classes (A, B, C, etc.) with fixed 

boundaries for the network and host portions 

based on the class. 
mka;s iys; ,smsklrKh mka;sh u; mokï jQ 
ia:djr udhsï iuÕ cd, iy Odrl fldgia ioyd 
mQ¾j ksYaÑ; IP ,smsk mka;s ^A" B" C"& wdÈh& 
wkq.ukh lrhs' 
 

Classless addressing (CIDR) ignores 

traditional class boundaries and allows flexible 

division of the network (called block) and host 

portions using CIDR (Classless Inter Domain 

Routing) notation. 

mka;s rys; ^CIDR& ,smsklrKh iïm%odhsl mka;s 
iSudjka fkdi,ld yßk w;r CIDR ^mka;s rys; 
wka;¾ jiï ud¾..; lsÍu& wxlkh Ndú;fhka 
cd,h iy Odrl fldgia kuHYS,S f,i fn§ug bv 
i,ihs' 
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Note: 

When creating subnets, the network part must 

remain fixed, its bits cannot be changed. 
Wmcd, ks¾udKh lsÍfï§" cd, fldgi ia:djrj 
mej;sh hq;=h" tys ìgq fjkia l< fkdyel' 
 

The bits of the host portion is used to define the 

subnets. 
Wmcd, w¾: oelaùug Odrl fldgfiys ìgq Ndú;d 
fõ' 
 
Fixed length vs Variable length subnets 
ia:djr È. iy úp,H È. Wmcd, 
 

1. Classful FLSM 

(Fixed-Length Subnet Mask) 

All subnets have the same size and the same 

subnet mask, resulting in equal-sized subnets. 
ish¨u Wmcd, j,g tlu m%udKhla iy tlu 
Wmcd, wdjrK we;" tys m%;sM,hla f,i iudk 
m%udKfha Wmcd, ,efí' 
 

2. Classless FLSM 

Subnets don't adhere to class boundaries but still 

use a uniform subnet mask across all subnets. 
Wmcd, mka;s iSudjkag wkq.; fkdjk kuq;a ;ju;a 
ish¨u Wmcd, yryd tAldldr Wmcd, wdjrKhla 
Ndú;d lrhs' 
 

3. Classless VLSM 

Subnets without class boundaries can have 

different sizes, using variable-length subnet masks 

for more efficient IP address allocation. 
mka;s udhsï fkdue;s Wmcd,j,g úúO m%udK we;" 
IP ,smsk jvd;a ld¾hlaIuj fjka lsÍug úp,H-È. 
Wmcd, wdjrK Ndú;d lrhs' 
 

Note: 

Classful VLSM doesn't exist because classful 

protocols use one fixed mask per network and 

can't carry varying subnet mask info between 

routers. 
mx;s iys; kshudj,s u.ska tla cd,hla i|yd tla 
ia:djr wdjrKhla muKla Ndú;d lrk neúka iy 
rjqgr w;r úúO Wmcd, wdjrK f;dr;=re /f.k 
hdug fkdyels neúka mx;s iys; VLSM fkdmj;S' 
 

 

Subnetting in classful IP addressing  

mka;s iys; IP ,smsklrKfha Wmcd,lrKh 
 

1. Fixed-Length Subnet mask (FLSM) 

 

In FLSM, all subnets within a network use the same 

subnet mask. 

FLSM ys§" cd,hla ;=< we;s ish¨u Wmcd, tlu 
Wmcd, wdjrKhla Ndú;d lrhs' 
 

This results in subnets of equal size, meaning each 

subnet can accommodate the same number of 

hosts. 
fuys m%;sM,hla f,i iudk m%udKfha Wmcd, ,efí" 
thska woyia jkafka iEu Wmcd,hlgu tlu Odrl 
ixLHdjlg bv ie,ish yels njhs' 
 

Advantages / jdis 
 

Simple to Understand and Implement 
f;areï .ekSug iy l%shd;aul lsÍug ir, ùu 
Since every subnet uses the same mask, 

calculations are straightforward, good for 

beginners and quick manual configuration. 
iEu Wmcd,hlau tlu wdjrKhla Ndú;d lrk 
neúka" .Kkh lsÍï ir, fõ" fuh wdrïNlhskag 
iy blauka w;ska úkHdi lsÍug iqÿiq fõ' 
 

Easy to Manage / l<ukdlrKh lsÍug myiq ùu 

Uniform subnet sizes make network 

documentation, troubleshooting, and 

administration simpler. 
taldldÍ Wmcd, m%udKhka cd, f,aLk.; lsÍu" 
fodaY ksrdlrKh iy mßmd,kh jvd;a ir, lrhs' 
 

Faster Design Process / fõ.j;a ie,iqï l%shdj,sh 

No need to calculate different subnet sizes for 

different departments/segments, one formula fits 

all. 
úúO fomd¾;fïka;= fyda fldgia i|yd úúO Wmcd, 
m%udKhka .Kkh lsÍug wjYH fkdfõ" tla iQ;%hla 
ieug .e,fma' 
 

Disadvantages / wjdis 
 

Wastage of IP Addresses / IP ,smsk wmf;a hdu 

If one subnet needs only 10 hosts but the fixed 

subnet size allows 62 or 254, the remaining 

addresses go unused. 
tla Wmcd,hlg wjYH jkafka i;aldrlhka 10 la 
muKla jqjo ia:djr Wmcd, m%udKh uÕska 62 la fyda 
254 la i|yd bv ,nd fokafka kï" b;sß ,smsk 
Ndú;hg fkdf.k b;sß fõ' 
 

Inefficient for Networks with Varying Host 

Requirements 
úúO i;aldrl wjYH;d iys; cd, i|yd 
wld¾hlaIu ùu 
Real-world networks rarely have equal-sized 

segments (e.g., a WAN link needing 2 IPs vs. a LAN 

needing 100), but FLSM forces one-size-fits-all 

subnetting. 

ienE f,dalfha cd, j, l,d;=rlska iudk 
m%udKfha fldgia mj;S ^WodyrKhla f,i" WAN 

ine¢hlg IP ,smsk 2 la wjYH jk w;r LAN 

tllg 100 la wjYH fõ&" tfy;a FLSM uÕska 
ieug tlu m%udKfha Wmcd,lrKhla n, lrhs' 

  

197
ictfromabc.com



Classful IP Addressing 
mka;s iys; Wmcd,lrKh 
 
Question 01 – Fixed Length Subnet Masking 

(FLSM) 

 

Suppose you are given the IP address 

192.168.20.0 and need to divide the network 

into 2 subnets, labeled Subnet A and Subnet B, 

with an equal number of hosts. 

Tng 192.168.20.0 hk IP ,smskh ,nd § we;s 
w;r" fuu cd,h iudk i;aldrl mß.Kl 
ixLHdjla iys; Wmcd, 2 lg" tkï Wmcd, A iy 
Wmcd, B f,i fnÈh hq;= hehs Wml,amkh 
lrkak' 
 

Since the given IP address belongs to Class C, 

the first three octets are used for the network 

part, and the last octet is used for the host part. 

,nd § we;s IP ,smskh Class C .Khg wh;a jk 
neúka" tys uq,a wIagl ;=k cd, fldgi i|yd o" 
wjidk wIaglh i;aldrl fldgi i|yd o Ndú;d 
fõ' 
 

So, in 192.168.20.0: 

Network part = 192.168.20 

Host part = last octet 

 

Let us calculate the number of subnet bits 

required. 
wjYH Wmcd, ìgq .Kk .Kkh lruq( 
 

2Subnet bits= Number of subnets 

2Wmcd, ìgq = Wmcd, .Kk 

2Subnet bits =2 

2Subnet bits =21 

 

Subnet bits = 1 

To create 2 subnets, we borrow 1 bit from the 

host part. 

Wmcd, 2 la ks¾udKh lsÍu i|yd" wm úiska 
i;aldrl fldgfika ìgq 1 la Khg .kq ,nhs' 
 

When we take 1 bit from the host part, only 7 

bits remain for host addresses. 
i;aldrl fldgfika ìgq 1 la ,nd .;a úg" 
i;aldrl ,smsk i|yd b;sß jkafka ìgq 7 la mu‚' 
 

27=128 

 

So, each subnet contains 128 IP addresses. 

However, in each subnet: 

tneúka" tla tla Wmcd,h ;=<  IP ,smsk 128 ne.ska 
wvx.= fõ'flfia fj;;a" iEu Wmcd,hlu(

1 address is used as the network address 
,smsk 1 la cd, ,smskh  f,i Ndú;d fõ' 
1 address is used as the broadcast address 
,smsk 1 la úldYk ,smskh f,i Ndú;d fõ' 
 

128−2=126 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Subnet A 

Network address = 192.168.20.0 

Broadcast address = 192.168.20.127 

Usable IP range = 192.168.20.1 -192.168.20.126 

 

 

Subnet B 

Network address = 192.168.20.128 

Broadcast address = 192.168.20.255 

Usable IP range =192.168.20.129 -192.168.20.254 

 

Maximum IP addresses of each subnet  

tla tla Wmcd,fha Wmßu IP ,smsk 
 

=27=128 

Maximum usable hosts  
Ndú;d l< yels Wmßu i;aldrl .Kk 

 

= 27−2=126 

 

Subnet Mask / Wmcd, wdjrKh 
= 255.255.255.128 
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Question 02 – Fixed Length Subnet Mask 

(FLSM) 

 

Suppose you are given the IP address 

192.168.10.0 and need to divide the network 

into four subnets, labeled A, B, C, and D, with an 

equal number of hosts. 

Tng 192'168'10'0 hk IP ,smskh ,nd § we;s nj;a 
tu cd,h A, B, C iy D f,iska iudk Odrl 
ixLHdjla iys; Wmcd, y;rlg fnÈh hq;= nj;a 
is;kak' 
 

Since the given IP address belongs to Class C, 

the first three octets are used for the network 

part and the last octet is used for the host part. 

§ we;s IP ,smskh C mka;shg wh;a jk neúka" m<uq 
wIagl ;=k iy wjidk wIaglh ms<sfj,ska cd, 
fldgi iy Odrl fldgi i|yd Ndú; fõ' 
 

Let us calculate the number of subnet bits 

required. 
wjYH Wmcd, ìgq .Kk .Kkh lruq( 
 

2Subnet bits = Number of subnets 

2Wmcd, ìgq = Wmcd, .Kk 

 

2Subnet bits / Wmcd, ìgq = 4 

2Subnet bits / Wmcd, ìgq = 22 

 

Subnet bits / Wmcd, ìgq = 2 

 

To achieve this, we can use the first two bits of 

the host part as the subnet bits and assign the 

values 00, 01, 10, and 11, thereby dividing the 

network into four equal subnets. 
th isÿ lsÍu i|yd" wmg Odrl fldgfiys m<uq 
ìgq fol Wmcd, ìgq f,i f.k tajd 00" 01" 10 iy 
11 f,i ksh; lr fuu cd,h iudk iudk Wmcd, 
y;rlg fnÈh yelsh' 
 

When we take 2 bits from the host part, only 6 

bits remain for the host addresses. 
wm úiska Odrl fldgfika ìgq 2 la ,nd .kakd úg 
Odrl ,smsk i|yd ìgq 6 la b;sß fõ' 
 

Maximum IP addresses per subnet 

Wmcd,hlg ;sìh yels Wmßu IP ,smsk .Kk 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Subnet A 

Network address  = 192.168.10.0 

Broadcast address  = 192.168.10.63 

Usable IP range =192.168.10.1 - 192.168.10.62 

 

Subnet B 

Network address  = 192.168.10.64 

Broadcast address = 192.168.10.127 

Usable IP range =192.168.10.65 – 192.168.10.126 

 

Subnet C 

Network address  = 192.168.10.128 

Broadcast address  = 192.168.10.191 

Usable IP range  

=192.168.10.129 – 192.168.10.190 

 

Subnet D 

Network address  = 192.168.10.192 

Broadcast address  = 192.168.10.255 

Usable IP range  

=192.168.10.193 – 192.168.10.254 
 

Max IP addresses of each subnet  

tla tla Wmcd,fha Wmßu IP ,smsk 
= 26 = 64 

Maximum usable hosts  
Ndú;d l< yels Wmßu i;aldrl .Kk 

= 26 - 2 = 62 

Subnet Mask  
Wmcd, wdjrKh 
= 255.255.255.192 
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Question 03 – Fixed Length Subnet Masking 

(FLSM) 

 

Suppose you are given the IP address 172.16.0.0 

and need to divide the network into 8 subnets, 

labeled A, B, C, D, E, F, G, and H, with an equal 

number of hosts. 

Tng 172'16'0'0 hk IP ,smskh ,nd § we;s w;r" 
fuu cd,h iudk i;aldrl mß.Kl ixLHdjla 
iys; Wmcd, 8 lg" tkï A, B, C, D, E, F, G iy H 
f,i fnÈh hq;= hehs Wml,amkh lrkak' 
 

Since the given IP address belongs to Class B, 

the first two octets are used for the network 

part, and the last two octets are used for the 

host part. 

,nd § we;s IP ,smskh Class B .Khg wh;a jk 
neúka" tys uq,a wIagl fol cd, fldgi i|yd o" 
wjidk wIagl fol i;aldrl fldgi i|yd o 
Ndú;d fõ' 
 

So, in 172.16.0.0: 

Network part = 172.16 

Host part = 0.0 

 

Let us calculate the number of subnet bits 

required. 
wjYH Wmcd, ìgq .Kk .Kkh lruq( 
 

2Subnet bits = Number of subnets 

2Wmcd, ìgq = Wmcd, .Kk 

 

2Subnet bits / Wmcd, ìgq = 8 

2Subnet bits / Wmcd, ìgq = 23 

 

Subnet bits / Wmcd, ìgq = 3 

 

To achieve this, we can use the first 3 bits of the 

host part as the subnet bits and assign the 

values 000, 001, 010, 011, 100, 101, 110, and 

111, thereby dividing the network into 8 equal 

subnets. 
fuh idlaId;a lr .ekSu i|yd" wmg i;aldrl 
fldgfia  uq,a ìgq 3 Wmcd, ìgq f,i Ndú;d l< 
yels w;r" tAjd fj; 000" 001" 010" 011" 100"101" 
110" iy 111 hk w.hka wdfoaY lsÍu uÕska cd,h 
iudk Wmcd, 8 lg fnÈh yelsh' 
 

When we take 3 bits from the host part, only 13 

bits remain for host addresses. 
i;aldrl fldgfika ìgq 3 la ,nd .;a úg" 
i;aldrl ,smsk i|yd b;sß jkafka ìgq 13 la mu‚' 
 

Maximum IP addresses per subnet 

tla Wmcd,hlg ,efnk Wmßu IP ,smsk ixLHdj( 
 

213=8192  

So, each subnet contains 8192 IP addresses. 

tneúka" tla tla Wmcd,h ;=< IP ,smsk 8192 ne.ska 
wvx.= fõ' 
 

However, in each subnet: / flfia fj;;a" iEu 
Wmcd,hlu( 
 

1 address is used as the network address 
,smsk 1 la cd, ,smskh f,i Ndú;d fõ' 
1 address is used as the broadcast address 
,smsk 1 la úldYk ,smskh f,i Ndú;d fõ' 
 

8192−2=8190  

 

Therefore, each subnet can have 8190 usable 

host addresses. 
tneúka" tla tla Wmcd,h ;=< Ndú;d l< yels 
i;aldrl ,smsk 8190 la mej;sh yelsh' 
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Subnet A 

Network address = 172.16.0.0 

Broadcast address = 172.16.31.255 

Usable IP range = 172.16.0.1 – 172.16.31.254 

 

Subnet B 

Network address = 172.16.32.0 

Broadcast address = 172.16.63.255 

Usable IP range = 172.16.32.1 – 172.16.63.254 

 

Subnet C 

Network address = 172.16.64.0 

Broadcast address = 172.16.95.255 

Usable IP range = 172.16.64.1 – 172.16.95.254 

 

Subnet D 

Network address = 172.16.96.0 

Broadcast address = 172.16.127.255 

Usable IP range = 172.16.96.1 – 172.16.127.254 

 

Subnet E 

Network address = 172.16.128.0 

Broadcast address = 172.16.159.255 

Usable IP range = 172.16.128.1 – 172.16.159.254 

 

Subnet F 

Network address = 172.16.160.0 

Broadcast address = 172.16.191.255 

Usable IP range = 172.16.160.1 – 172.16.191.254 

 

Subnet G 

Network address = 172.16.192.0 

Broadcast address = 172.16.223.255 

Usable IP range = 172.16.192.1 – 172.16.223.254 

 

Subnet H 

Network address = 172.16.224.0 

Broadcast address = 172.16.255.255 

Usable IP range = 172.16.224.1 – 172.16.255.254 

 

Maximum IP addresses of each subnet = 

213=8192 

Maximum usable hosts = 213−2=8190 

Subnet Mask = 255.255.224.0 

Question 04 – Fixed Length Subnet Masking 

(FLSM) 

 

Suppose you are given the IP address 

192.168.30.0 and need to divide the network 

into 3 subnets, labeled Subnet A, Subnet B, and 

Subnet C, with an equal number of hosts. 

Tng 192'168'30'0 hk IP ,smskh ,nd § we;s w;r" 
fuu cd,h iudk i;aldrl mß.Kl ixLHdjla 
iys; Wmcd,  3 lg" tkï Wmcd, A" Wmcd, B 
iy Wmcd, C f,i fnÈh hq;= hehs Wml,amkh 
lrkak' 
 

Since the given IP address belongs to Class C, 

the first three octets are used for the network 

part, and the last octet is used for the host part. 

,nd § we;s IP ,smskh Class C .Khg wh;a jk 
neúka" tys uq,a wIagl ;=k cd, fldgi i|yd o" 
wjidk wIaglh i;aldrl fldgi i|yd o Ndú;d 
fõ' 
 

So, in 192.168.30.0: 

Network part = 192.168.30 

Host part = last octet 

 

Let us calculate the number of subnet bits 

required. 
wjYH Wmcd, ìgq .Kk .Kkh lruq( 
 

2subnet bits ≥ The number of subnets 

2subnet bits ≥ 3 

21= 2 

1 subnet bit is not enough because it gives only 

2 subnets. / Wmcd, ìgq 1 la muKla m%udKj;a 
fkdfõ" ukao thska ,nd.; yelafla Wmcd, 2 la 
mu‚' 
 

22=4  

Therefore, Subnet bits = 2 

 

Even though we need only 3 subnets, FLSM 

creates subnets in powers of 2. Therefore, 

borrowing 2 bits creates 4 equal subnets, and 

we can use 3 of them. 

wmg wjYH jkafka Wmcd, 3la muKla jqjo" FLSM  
l%ufõofha§ Wmcd, ks¾udKh jkafka 2 ys n,hka 
f,isks' tneúka" ìgq 2 la Khg .ekSfuka iudk 
Wmcd, 4 la ks¾udKh jk w;r" wmg tAjdhska 3 la 
Ndú;d l< yelsh' 
 

To achieve this, we can use the first 2 bits of the 

host part as the subnet bits and assign the 

values 00, 01, 10, and 11. 
fuh idlaId;a lr .ekSu i|yd" wmg i;aldrl 
fldgfia  uq,a ìgq 2 Wmcd, ìgq f,i Ndú;d l< 
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yels w;r" tAjd fj; 00" 01" 10" iy 11 hk w.hka 
wdfoaY l< yelsh' 
 

When we take 2 bits from the host part, only 6 

bits remain for host addresses. 
i;aldrl fldgfika ìgq 2 la ,nd .;a úg" 
i;aldrl ,smsk i|yd b;sß jkafka ìgq 6 la mu‚' 
 

26=64  

So, each subnet contains 64 IP addresses. 

tneúka" tla tla Wmcd,h ;=< IP ,smsk 64 ne.ska 
wvx.= fõ' 
 

However, in each subnet: / flfia fj;;a" iEu 
Wmcd,hlu( 
1 address is used as the network address 
,smsk 1 la cd, ,smskh f,i Ndú;d fõ' 
1 address is used as the broadcast address 
,smsk 1 la úldYk ,smskh f,i Ndú;d fõ' 
 

64−2=62 

  

Therefore, each subnet can have 62 usable host 

addresses. 
tneúka" tla tla Wmcd,h ;=< Ndú;d l< yels 
i;aldrl ,smsk 62 la mej;sh yelsh' 

Subnet A 

Network address = 192.168.30.0 

Broadcast address = 192.168.30.63 

Usable IP range = 192.168.30.1 – 192.168.30.62 

 

Subnet B 

Network address = 192.168.30.64 

Broadcast address = 192.168.30.127 

Usable IP range = 192.168.30.65 – 192.168.30.126 

 

Subnet C 

Network address = 192.168.30.128 

Broadcast address = 192.168.30.191 

Usable IP range = 192.168.30.129–192.168.30.190 

 

Unused / Reserved Subnet 

Network address = 192.168.30.192 

Broadcast address = 192.168.30.255 

Usable IP range = 192.168.30.193-192.168.30.254 

 

This subnet is not used because the question 

asks only for 3 subnets. 

fuu Wmcd,h Ndú;d fkdlrkq ,nkafka" m%Yakh 
uÕska Wmcd, 3la muKla úuid we;s neúks' 
 

Number of subnet bits borrowed  

Khg .;a Wmcd, ìgq ixLHdj 
= 2 

 

Number of subnets created  

ks¾udKh jQ Wmcd, ixLHdj 
= 22=4 

 

Number of required subnets  

wjYH Wmcd, ixLHdj  

= 3 

 

Maximum IP addresses of each subnet  

tla Wmcd,hl we;s Wmßu ^IP& ,smsk ixLHdj 
= 26=64 

 

Maximum usable hosts  

Ndú;d l< yels Wmßu i;aldrl mß.Kl 
ixLHdj  
= 26−2=62 

 

Subnet Mask / Wmcd, wdjrKh  = 

255.255.255.192 
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Question 05 – Fixed Length Subnet Mask 

(FLSM) 

 

Suppose you are given the IP address 131.10.0.0 

and need to divide the network into four 

subnets, labeled A, B, C, and D, with an equal 

number of hosts. 

Tng 131'10'0'0 hk IP ,smskh ,nd § we;s nj;a tu 
cd,h A, B, C iy D f,iska iudk Odrl ixLHdjla 
iys; Wmcd, y;rlg fnÈh hq;= nj;a is;kak' 
 

Since the given IP address belongs to class B, 

the first and the last two octets are used for the 

network and the host parts respectively. 

§ we;s IP ,smskh B mka;shg wh;a jk neúka" m<uq 
iy wjidk wIagl fol ms<sfj,ska cd, fldgi iy 
Odrl fldgi i|yd Ndú;d fõ' 
 

Let’s calculate the number of Subnet bits 

required: 
wjYH Wmcd, ìgq .Kk .Kkh lruq( 
 
2subnet bits = The number of subnets 

2subnet bits = 4 

2subnet bits = 22 

2subnet bits = 22 

Subnet bits = 2 

 

To achieve this, we can use the first two bits of 

the host part as the subnet bits and assign them 

values of 00, 01, 10, and 11, thereby dividing 

these addresses into four equal subnets. 
th isÿ lsÍu i|yd" wmg Odrl fldgfiys m<uq 
ìgq fol Wmcd, ìgq f,i f.k tAjd 00" 01" 10 iy 
11 f,i ksh; lr fuu ,smsk iudk iudk y;rlg 
fnÈh yelsh' 
 

When we take two bits, there are only 14 

remaining bits for the host part. 
wm úiska ìgq folla ,nd .kakd úg Odrl fldgi 
ioyd ìgq 14 la b;sß fõ' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

Subnet A  

Network address = 131.10.0.0 

Broadcast address = 131.10.63.255 

Usable IP range = 131.10.0.1 – 131.10.63.254 

 

Subnet B  

Network address = 131.10.64.0 

Broadcast address = 131.10.127.255 

Usable IP range = 131.10.64.1 – 131.10.127.254 

 

Subnet C  

Network address = 131.10.128.0 

Broadcast address = 131.10.191.255 

Usable IP range = 131.10.128.1 – 131.10.191.254 

 

Subnet D  

Network address = 131.10.192.0 

Broadcast address = 131.10.255.255 

Usable IP range= 131.10.192.1 – 131.10.255.254 

 

Max IP addresses of each subnet = 214 = 16,384 

Maximum usable hosts = 214 - 2 = 16,382 

Subnet mask  = 255.255.192.0 

 

 

203
ictfromabc.com



Classless IP Addressing 

Question 01 – Fixed Length Subnet Mask 

(FLSM) 

 

Suppose we are given the IP block 

192.168.1.0/26 and asked to create four subnets 

as A, B, C, and D that contain an equal number 

of hosts. 

wmg 192'168'1'0$^26& hk IP fldgi ,nd § we;s 
w;r" iudk Odrl ixLHdjla wvx.= jk mßÈ A, B, 

C,  iy D f,i Wm-cd, y;rla ks¾udKh lsÍug 
wjYH hehs Wml,amkh lruq' 
 
The block is given as /26, which means that the 

first 26 bits are reserved for the network portion 

and cannot be changed. 
fuu fldgi $26 f,i ,nd § we;" thska woyia 
jkafka m<uq ìgq 26 cd, fldgi i|yd fjka lr 
we;s neúka tAjd fjkia l< fkdyels njhs' 
 
We need two bits from the host part to create 

these four subnets. 
fuu Wm-cd, y;r ks¾udKh lsÍu i|yd wmg 
Odrl fldgfika ìgq folla wjYH fõ' 
 

To achieve this, we can use the first two bits of 

the host part as subnet bits and assign the 

values 00, 01, 10, and 11, thereby dividing the 

host address space into four equal subnets. 
fuh idlaId;a lr .ekSu i|yd" wmg Odrl 
fldgfia m<uq ìgq fol Wm-cd, ìgq f,i Ndú;d 
l< yels w;r" tAjdg 00"01"10 iy11 hk w.hka 
,nd §fuka Odrl ,smsk wjldYh iudk Wm-cd, 
y;rlg fnÈh yelsh' 
 
When we take two bits, there are only 4 

remaining bits for the host part.  
wm ìgq folla .;a úg" Odrl fldgi i|yd b;sß 
jkafka ìgq 4la mu‚' 

 
 

 
 

Subnet A 

Network address = 192.168.1.0 

Broadcast address = 192.168.1.15 

Usable IP range = 192.168.1.1 – 192.168.1.14 

 

Subnet B 

Network address = 192.168.1.16 

Broadcast address = 192.168.1.31 

Usable IP range = 192.168.1.17 – 192.168.1.30 

 

Subnet C 

Network address = 192.168.1.32 

Broadcast address = 192.168.1.47 

Usable IP range = 192.168.1.33 – 192.168.1.46 

 

Subnet D 

Network address = 192.168.1.48 

Broadcast address = 192.168.1.63 

Usable IP range = 192.168.1.49 – 192.168.1.62 

 

Max IP addresses of each subnet = 2⁴ = 16 

Maximum usable hosts = 2⁴ − 2 = 14 

New subnet mask = 255.255.255.240 /28 
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Question 02 – Fixed Length Subnet Mask 

(FLSM) 

 

Suppose we are given the IP block 

145.18.0.0/20 and asked to create four subnets 

as A, B, C, and D that contain an equal number 

of hosts. 

145'18'0'0$20 hk IP ldKavh ,nd § iudk Odrl 
ixLHdjla A, B, C iy D f,i wvx.= Wmcd, y;rla 
ks¾udKh lsÍug wfmka b,a,d isà hehs is;uq' 
 

The block is given as 20 which means that the 

first 20 bits are reserved for the network portion 

and cannot be changed. 
ldKavh 20 f,i olajd we;s w;r thska woyia 
jkafka m<uq ìgq 20 cd, fldgi i|yd fjka lr 
we;s nj;a th fjkia l< fkdyels nj;ah' 
 

We need two bits from the host part to create 

these four subnets. 
fuu Wmcd, y;r ks¾udKh lsÍu i|yd wmg 
i;aldrl fldgfika ìgq folla wjYH fõ' 
 
To achieve this, we can use the first two bits of 

the host part as the subnet bits and assign them 

values of 00, 01, 10, and 11, thereby dividing 

these addresses into four equal subnets. 
th isÿ lsÍu i|yd" wmg Odrl fldgfiys m<uq 
ìgq fol Wmcd, ìgq f,i f.k tAjd 00" 01" 10 iy 
11 f,i ksh; lr fuu ,smsk iudk iudk y;rlg 
fnÈh yelsh' 
 

When we take two bits, there are only 10 

remaining bits for the host part. 
wm úiska ìgq folla ,nd .kakd úg Odrl fldgi 
ioyd ìgq 10 la b;sß fõ' 
 

 
 

 
 

Subnet A  

Network address = 145.18.0.0 

Broadcast address = 145.18.3.255 

Usable IP range = 145.18.0.1 – 145.18.3.254 

 

Subnet B  

Network address = 145.18.4.0 

Broadcast address = 145.18.7.255 

Usable IP  range  = 145.18.4.1 – 145.18.7.254 

 

Subnet C  

Network address = 145.18.8.0 

Broadcast address = 145.18.11.255 

Usable IP range = 145.18.8.1 – 145.18.11.254 

 

Subnet D  

Network address = 145.18.12.0 

Broadcast address = 145.18.15.255 

Usable IP  range  = 145.18.12.1 – 145.18.15.254 

 

Max IP addresses of each subnet = 210= 1024 

Maximum usable hosts = 210 - 2 = 1022 

Subnet mask = 255.255.252.0 
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Question 01 – Variable Length Subnet Mask 

(VLSM) 

Suppose you are asked to divide the IP block 

192.168.10.0/25 into three subnets as shown 

below. 

Tng 192'168'10'0$25 jk IP ,smsk fldgi my; 
mßÈ Wmcd, ;=klg ^VLSM& fn§ug wjYH nj 
i,lkak' 
 

Subnet A / Wmcd, A 

Half of the IP block (64 addresses) 

IP fldgfika wvla ^,smsk 64& 
 

Subnet B / Wmcd, B 

Quarter of the IP block (32 addresses) 

IP fldgfika ld,la ^,smsk 32& 
 

Subnet C / Wmcd, C 

Quarter of the IP block (32 addresses) 

IP fldgfika ld,la ^,smsk 32& 
 

Subnet A / Wmcd, A 

Network address = 192.168.10.0 

Broadcast address = 192.168.10.63 

Subnet mask= 255.255.255.192 

Usable IP  range =  

192.168.10.1 – 192.168.10.62 

 

Subnet B / Wmcd, B 

Network address = 192.168.10.64 

Broadcast address = 192.168.10.95 

Subnet mask = 255.255.255.224 

Usable IP range =  

192.168.10.65 – 192.168.10.94 

 

Subnet C / Wmcd, C 

Network address = 192.168.10.96 

Broadcast address = 192.168.10.127 

Subnet mask = 255.255.255.224  

Usable IP  range =  

192.168.10.97 – 192.168.10.126 

 

Maximum IP addresses in 192.168.10.0/25 

= 2⁷ = 128 

 

Maximum usable hosts 

= 2⁷ − 2 = 128 − 2 = 126 
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Question 02 – Variable Length Subnet Mask 

(VLSM) 

 

Suppose you are asked to divide the IP block 

192.168.0.0/20 into four VLSM subnets using 

the following allocation: 

192'168'0'0$20 IP fldgi my; oelafjk 
fjkalsÍï Ndú; lrñka VLSM Wmcd, y;rlg 
fn§ug Tng mjikafka hehs Wml,amkh lrkak( 
 

• Subnet A – Half (1/2)  

• Subnet B – Quarter (1/4)  

• Subnet C – One Eighth (1/8)  

• Subnet D – One Eighth (1/8)  

 

 

Subnet A (1/2 of /20) / Wmcd, A 

Network address = 192.168.0.0 

Broadcast address = 192.168.7.255 

Subnet mask = 255.255.248.0  

Usable IP range = 192.168.0.1 – 192.168.7.254 

 

Subnet B (1/4 of /20) / Wmcd, B 

Network address = 192.168.8.0 

Broadcast address = 192.168.11.255 

Subnet mask = 255.255.252.0  

Usable IP range =192.168.8.1 – 192.168.11.254 

 

Subnet C (1/8 of /20) / Wmcd, C 

Network address = 192.168.12.0 

Broadcast address = 192.168.13.255 

Subnet mask = 255.255.254.0 /23 

Usable IP range = 192.168.12.1 –192.168.13.254 

 

Subnet D (1/8 of /20) / Wmcd, D 

Network address = 192.168.14.0 

Broadcast address = 192.168.15.255 

Subnet mask = 255.255.254.0  

Usable IP range =192.168.14.1 – 192.168.15.254 

 

Maximum IP Addresses of the /20 Block 

Maximum IP addresses = 2¹² = 4096 

Maximum usable hosts = 2¹² − 2 = 4094 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

207
ictfromabc.com



Additional question types 
 

Question 01 / m%Yakh 01 

Determine the subnet range for the IP address 

192.168.1.75/27. 

192'168'1'75$27 IP ,smskh i|yd Wmcd, mrdih 
ks¾Kh lrkak' 
 

Answer / ms<s;=r 

The prefix length is /27 
Wmi¾. È. $27 fõ' 
 

The subnet mask for /27 is 255.255.255.224 
$27 i|yd Wmcd, jeiau 255'255'255'224 fõ' 
 

 

 

 

 

 
 

To find the block size 256 - 224 = 32 

fldgia m%udKh fiùug 256 - 224 = 32 
 

So, the subnet ranges increase by 32. 

tneúka" Wmcd, mrdihka 32 ne.ska jeä fõ' 
 

192.168.1.0 - 192.168.1.31 

192.168.1.32 - 192.168.1.63 

192.168.1.64 - 192.168.1.95 

192.168.1.96 - 192.168.1.127 
 

So, the subnet range that 192.168.1.75 belongs 

to is 192.168.1.64 - 192.168.1.95 
tneúka" 192'168'1'75 wh;a jk Wmcd, mrdih 
192'168'1'64 - 192'168'1'95 fõ' 
 

Question 02 / m%Yakh 02 

Identify whether the subnet mask 

255.255.255.250 is valid or invalid. 
255'255'255'250 Wmcd, jeiau j,x.= o ke;fyd;a 
wj,x.= o hkak y÷kd.kak' 
 

Answer / ms<s;=r 

A valid subnet mask must follow this pattern: 

(A set of 1s followed by a set of 0s) 
j,x.= Wmcd, jeiaula fuu rgdj wkq.ukh l< 
hq;=h( 
^1 ldKavhlg miqj 0 ldKavhla mej;Su& 
11111111.11111111.11111111.11111000 
 

Convert 255.255.255.250 to binary. 
255'255'255'250 oaúuh wdldrhg yrjkak' 
11111111.11111111.11111111.11111010 
 

Since the 1s and 0s are mixed, the subnet mask 

is invalid. 
fuys 1 iy 0 ñY% ù we;s neúka" Wmcd, jeiau 
wj,x.= fõ' 

Question 03 / m%Yakh 03 

Determine whether 192.168.1.64/26 is a valid 

host address. 

 

Answer / ms<s;=r 

The subnet mask for /26 is 255.255.255.192 
$26 i|yd Wmcd, jeiau 255'255'255'192 fõ' 
 

Find the block size / fldgia m%udKh fidhkak( 
256 - 192 = 64 

 

So, the subnet ranges increase by 64 

tneúka" Wmcd, mrdihka 64 ne.ska jeä fõ 

 

192.168.1.0 - 192.168.1.63 

192.168.1.64 - 192.168.1.127 

192.168.1.128 - 192.168.1.191 

192.168.1.192 - 192.168.1.255 

 

The given IP address is 192.168.1.64 

,nd § we;s IP ,smskh 192'168'1'64 fõ 

 

This is the first address in the subnet range 
fuh my; Wmcd, mrdifha m<uq ,smskhhs 
192.168.1.64 - 192.168.1.127 

 

The first address of a subnet is the network 

address. 
Wmcd,hl m<uq ,smskh cd, ,smskh fõ' 
 

Therefore, 192.168.1.64/26 is not a valid host 

address. 
tneúka" 192'168'1'64$26 hkq j,x.= Odrl ,smskhla 
fkdfõ' 
 

Question 04 / m%Yakh 04 

A network administrator needs to create a 

subnet that can support at least 60 usable hosts. 

What subnet mask should be used? 
cd, mßmd,lfhl=g wju jYfhka Ndú; l< yels 
Odrlhka 60 lg iyh oelaúh yels Wmcd,hla 
iE§ug wjYH fõ' fï i|yd Ndú; l< hq;= Wmcd, 
jeiau l=ulao? 
 

Answer / ms<s;=r 

Use the formula, for no. of hosts 
Odrlhka ixLHdj iQ;%h Ndú; lrkak'  

2h – 2 = no. of hosts 
 
2⁵ - 2 = 30, 30 usable hosts is not enough. 

Ndú; l< yels Odrlhka 30 la m%udKj;a fkdfõ' 
 

2⁶ - 2 = 62, 62 usable hosts is enough. 

Ndú; l< yels Odrlhka 62 la m%udKj;a fõ' 

B = 256 − N 

Where; / fuys¦ 
B = Block size / fldgia m%udKh 

N = subnet mask value in the last octet 
        wjidk wIaglfha Wmcd, jeiafuys w.h 
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So, we need 6 host bits.  
tneúka" wmg Odrl ìgq 6la wjYH fõ' 
 

Since IPv4 has 32 bits: 32 - 6 = 26 

IPv4 i;=j ìgq 32 la we;s neúka( 32 - 6 } 26 
 

Therefore, the prefix length is 26 
tneúka" Wmi¾. È. 26 ls' 
 

The subnet mask for /26 is 255.255.255.192 
$26 i|yd Wmcd, jeiau 255'255'255'192 fõ' 
 

Therefore, / tneúka" 
The required subnet mask is 255.255.255.192 
wjYH Wmcd, jeiau 255'255'255'192 fõ' 
 

Question 05 / m%Yakh 05 

A Class C network must be divided into subnets 

where each subnet supports at least 50 usable 

hosts. Determine the number of borrowed bits. 

C mx;sfha cd,hla Wmcd,j,g fnÈh hq;= w;r 
tys§ tla tla Wmcd,h wju jYfhka Ndú; l< 
yels Odrlhka 50 lg iyh oelaúh hq;=h' ,nd 
.;a ìgq ixLHdj ks¾Kh lrkak' 
 

Answer / ms<s;=r 

A Class C network has 8 host bits by default. 

C mx;sfha cd,hl fmrksñfhka Odrl ìgq 8 la 
mj;S' 
 

To support 50 usable hosts, 2h - 2 ≥ 50 

Ndú; l< yels Odrlhka 50 lg iyh oelaùug" 

2h - 2 ≥ 50 

 

2⁵ - 2 = 30, 30 usable hosts is not enough. 

Ndú; l< yels Odrlhka 30 la m%udKj;a fkdfõ' 
 

2⁶ - 2 = 62, 62 usable hosts is enough. 

Ndú; l< yels Odrlhka 62 la m%udKj;a fõ' 
 

So, 6 host bits must remain. 
tneúka" Odrl ìgq 6 la b;sß úh hq;=h' 
 

Since a Class C network originally has 8 host 

bits, / C mx;sfha cd,hl uq,skau Odrl ìgq 8 la 
we;s neúka" 
8 - 6 = 2 

 

Therefore, 2 bits are borrowed. 
tneúka" ìgq 2 la ,nd f.k we;' 
 

Question 06 / m%Yakh 06 

The network 192.168.1.0/24 is subnetted using 

the subnet mask 255.255.255.192. Determine 

the network address of the subnet which the IP 

address 192.168.1.130 belongs to. 
192'168'1'0$24 cd,h 255'255'255'192 Wmcd, 
jeiau Ndú;fhka Wmcd,lrKh lr we;' 
192'168'1'130 IP ,smskh wh;a jk Wmcd,fha cd, 
,smskh ks¾Kh lrkak' 
 

Answer / ms<s;=r 

The given subnet mask is, 255.255.255.192 
,nd § we;s Wmcd, jeiau 255'255'255'192 fõ' 
 

To find the block size, 256 - 192 = 64 

fldgia m%udKh fiùug" 256 - 192 = 64 
 
So, the subnet ranges increase by 64 
tneúka" Wmcd, mrdihka 64 ne.ska jeä fõ 
 
192.168.1.0 - 192.168.1.63 

192.168.1.64 - 192.168.1.127 

192.168.1.128 - 192.168.1.191 

192.168.1.192 - 192.168.1.255 

 

The given IP address is 192.168.1.130 

,nd § we;s IP ,smskh 192'168'1'130 fõ' 
 

This IP address falls within the range 

fuu IP ,smskh my; mrdih ;=<g jefÜ' 
192.168.1.128 - 192.168.1.191 

 

Therefore, it belongs to the subnet  
tneúka" th 192'168'1'128$26 Wmcd,hg wh;a fõ' 
192.168.1.128/26 

 

Question 07 / m%Yakh 07 

Given the IP address 172.16.25.10/20, identify 

the network address and broadcast address. 

172'16'25'10$20 IP ,smskh i,ld" tys cd, ,smskh 
iy úldYk ,smskh y÷kd.kak' 
 

Answer / ms<s;=r 

The prefix length is /20 
Wmi¾. È. $20 fõ' 
 

This means the number of ones in the subnet 

mask is 20. 
ñka woyia jkafka Wmcd, jeiafï we;s tfla 
tajdfha ixLHdj 20 la njhs' 
 

The subnet mask for /20 is 255.255.240.0 
$20 i|yd Wmcd, jeiau 255'255'240'0 fõ' 
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To find the block size 256 - 240 = 16 

fldgia m%udKh fiùug 256 - 240 = 16 
 

So, the subnets increase by 16 in the third octet. 

tneúka" f;jk wIaglh ;=< Wmcd, 16 ne.ska 
jeä fõ' 
 

172.16.0.0 - 172.16.15.255 

172.16.16.0 - 172.16.31.255 

172.16.32.0 - 172.16.47.255 

 

The given IP address is 172.16.25.10 

,nd § we;s IP ,smskh 172'16'25'10 fõ' 
 

This belongs to the subnet 
fuh my; Wmcd,hg wh;a fõ' 
172.16.16.0 - 172.16.31.255 

 

Therefore, / tneúka" 
The network address is 172.16.16.0 
cd, ,smskh 172'16'16'0 fõ' 
 

The broadcast address is the last address in that 

subnet, 172.16.31.255 
úldYk ,smskh hkq tu Wmcd,fha wjidk ,smskh 
jk 172'16'31'255 fõ' 
 

Question 08 / m%Yakh 08 

Determine whether the two hosts 

192.168.1.70/26 and 192.168.1.130/26 are in 

the same network. 
192'168'1'70$26 iy 192'168'1'130$26 hk Odrlhka 
fofokd tlu cd,hl isào hkak ks¾Kh lrkak' 
 

Answer / ms<s;=r 

 

The given prefix length is /26 
,nd § we;s Wmi¾. È. $26 fõ' 
 

This means the subnet mask is 255.255.255.192 
ñka woyia jkafka Wmcd, jeiau 255'255'255'192 
njhs' 
 

To find the block size 256 - 192 = 64 

fldgia m%udKh fiùug 256 - 192 = 64 

 

So, the subnet ranges increase by 64 

tneúka" Wmcd, mrdihka 64 ne.ska jeä fõ' 
 

192.168.1.0 - 192.168.1.63 

192.168.1.64 - 192.168.1.127 

192.168.1.128 - 192.168.1.191 

192.168.1.192 - 192.168.1.255 

192.168.1.70 

This falls within 192.168.1.64 - 192.168.1.127 

So, its network address is 192.168.1.64 
fuh 192'168'1'64 - 192'168'1'127 w;rg jefÜ' 
tneúka" tys cd, ,smskh 192'168'1'64 fõ' 
 

192.168.1.130 

This falls within 192.168.1.128 - 192.168.1.191 

So, its network address is 192.168.1.128 
fuh 192'168'1'128 - 192'168'1'191 w;rg jefÜ' 
tneúka" tys cd, ,smskh 192'168'1'128 fõ' 
 

Therefore, / tneúka" 
192.168.1.70/26 and 192.168.1.130/26 are not 

in the same network. 
192'168'1'70$26 iy 192'168'1'130$26 tlu cd,hl 
fkdmj;S' 
 

Question 09 / m%Yakh 09 

A company is given the network 

192.168.10.0/24. It needs subnets for 

departments requiring 60 hosts, 30 hosts, 12 

hosts, and 6 hosts. Use VLSM to allocate 

suitable subnets. 
iud.ulg 192'168'10'0$24 cd,h ,nd § we;' 
Odrlhka 60 la" Odrlhka 30 la" Odrlhka 12 la 
iy Odrlhka 6 la wjYH jk fomd¾;fïka;= i|yd 
Bg Wmcd, wjYH fõ' iqÿiq Wmcd, fjka lsÍu 
i|yd VLSM Ndú; lrkak' 
 

Answer / ms<s;=r 

In VLSM, always allocate subnets starting from 

the largest host requirement. 

VLSM ys §" iEu úgu Wmcd, fjka lsÍu úYd,;u 
Odrl wjYH;djfha isg wdrïN lrkak' 
60, 30, 12, 6 

 

Find the suitable subnet size  
iqÿiq Wmcd, m%udKh fidhkak 
 

Usable hosts = 2ⁿ − 2;  

where n is the number of host bits. 
fuys n hkq Odrl ìgq ixLHdjhs' 
 

Subnets / Wmcd, 

 

192.168.10.0/26 - Used for 60 hosts 

Network: 192.168.10.0 

Usable:  192.168.10.1 - 192.168.10.62 

Broadcast: 192.168.10.63 
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192.168.10.64/27 - Used for 30 hosts 

Network: 192.168.10.64 

Usable:  192.168.10.65 - 192.168.10.94 

Broadcast: 192.168.10.95 

 

192.168.10.96/28 - Used for 12 hosts 

Network: 192.168.10.96 

Usable:  192.168.10.97 - 192.168.10.110 

Broadcast: 192.168.10.111 

 

192.168.10.112/29 - Used for 6 hosts 

Network: 192.168.10.112 

Usable:  192.168.10.113 - 192.168.10.118 

Broadcast: 192.168.10.119 

 

Question 10 / m%Yakh 10 

The subnet 192.168.1.64/27 has already been 

allocated. Find the next available subnet. 
192'168'1'64$27 Wmcd,h oekgu;a fjka lr we;' 
B<Õg ,nd.; yels Wmcd,h fidhkak' 
 

Answer / ms<s;=r 

The subnet mask for /27 is 255.255.255.224 
$27 i|yd Wmcd, jeiau 255'255'255'224 fõ' 
 

Find the block size: / fldgia m%udKh fidhkak( 
256 - 224 = 32 

 

So, each subnet increases by 32 in the last octet. 

tneúka" tla tla Wmcd,h wjidk wIaglh ;=< 32 
ne.ska jeä fõ' 
 

The subnet ranges are: / Wmcd, mrdihka jkafka( 
 

192.168.1.0 - 192.168.1.31 

192.168.1.32 - 192.168.1.63 

192.168.1.64 - 192.168.1.95 

192.168.1.96 - 192.168.1.127 

 

The given subnet is 192.168.1.64/27 
,nd § we;s Wmcd,h 192'168'1'64$27 fõ' 
 

Its range ends at 192.168.1.95 
tys mrdih 192'168'1'95ka wjika fõ' 
 

So, the next available subnet starts at 

192.168.1.96 
tneúka" B<Õg ,nd.; yels Wmcd,h wdrïN 
jkafka 192'168'1'96ka h' 
 
Range: 192.168.1.96 – 192.168.1.127. 

 

Question 11 / m%Yakh 11 

Given that the broadcast address of a subnet is 

192.168.1.95/27, determine the network 

address. 
Wmcd,hl úldYk ,smskh 192'168'1'95$27 f,i § 
we;s úg" tys cd, ,smskh ks¾Kh lrkak' 
 
Answer / ms<s;=r 

The prefix length is /27 
Wmi¾. È. $27 fõ' 
 

The subnet mask for /27 is 255.255.255.224 
$27 i|yd Wmcd, jeiau 255'255'255'224 fõ' 
 

256 - 224 = 32 

So, each subnet has 32 addresses. 
tneúka" tla tla Wmcd,hlg ,smsk 32 la mj;S' 
 

Since the broadcast address is the last address 

in the subnet, the network address can be 

found by subtracting 31 from the broadcast 

address, 95 - 31 = 64 
úldYk ,smskh Wmcd,fha wjidk ,smskh jk 
neúka" úldYk ,smskfhka 31 la wvq lsÍfuka cd, 
,smskh fiúh yel" 95 - 31 = 64 

 

So, the network address is 192.168.1.64/27 
tneúka" cd, ,smskh 192'168'1'64$27 fõ' 
 
Question 12 / m%Yakh 12 

Given the subnet 192.168.1.64/26, find the first 

usable host address and last usable host 

address. 

192.168.1.64/26 Wmcd,h i,ld" m<uq Ndú; l< 
yels Odrl ,smskh iy wjidk Ndú; l< yels 
Odrl ,smskh fidhkak' 
 

Answer / ms<s;=r 

The prefix length is /26  
Wmi¾. È. $26 fõ' 
 

The subnet mask for /26 is 255.255.255.192 
$26 i|yd Wmcd, jeiau 255'255'255'192 fõ' 
 

256 - 192 = 64 

 

So, this subnet has 64 addresses. 

tneúka" fuu Wmcd,hg ,smsk 64 la mj;S' 
 

The network address is 192.168.1.64 
cd, ,smskh 192'168'1'64 fõ' 
 

The subnet range is / Wmcd, mrdih jkafka 
192.168.1.64 - 192.168.1.127 

 

211
ictfromabc.com



So, the broadcast address is 192.168.1.127 
tneúka" úldYk ,smskh 192'168'1'127 fõ' 
 

The first usable host is one address after the 

network address 192.168.1.65 
m<uq Ndú; l< yels Odrlhd jkafka cd, ,smskhg 
miqj we;s tla ,smskhla jk 192'168'1'65 fõ' 
 

The last usable host is one address before the 

broadcast address 192.168.1.126 
wjidk Ndú; l< yels Odrlhd jkafka úldYk 
,smskhg fmr we;s tla ,smskhla jk 192'168'1'126 
fõ' 
 

Question 13 / m%Yakh 13 

Given the subnet mask 255.255.255.224, find 

the prefix length. 
255'255'255'224 Wmcd, jeiau § we;s úg" Wmi¾. 
È. fidhkak' 
 
Answer / ms<s;=r 

The given subnet mask is 255.255.255.224 
,nd § we;s Wmcd, jeiau 255'255'255'224 fõ' 
 

Convert to binary: / oaúuh wdldrhg yrjkak( 
 

11111111. 11111111. 11111111. 11100000 

 

Number of ones = 27 / tfla tajdfha ixLHdj = 27 

 

So, the prefix length is /27 
tneúka" Wmi¾. È. $27 fõ' 
 

Question 14 / m%Yakh 14 

Given the prefix length /28, find the subnet 

mask. 
$28 Wmi¾. È. § we;s úg" Wmcd, jeiau 
fidhkak' 
 

Answer / ms<s;=r 

This means the subnet mask has 28 ones. 

ñka woyia jkafka Wmcd, jeiaug tfla tajd 28 la 
we;s njhs' 
 

IPv4 addresses have 32 bits in total. 

IPv4 ,smsk i;=j iuia;hla f,i ìgq 32 la mj;S' 
 

Write 28 ones followed by the remaining zeros: 

tfla tajd 28 la ,shd bkamiq b;sß ìgq i|yd ìxÿ 
,shkak( 
11111111.11111111.11111111.11110000 

 

Now convert each octet into decimal: 
oeka tla tla wIaglh oYu wdldrhg yrjkak( 
 

11111111 = 255 

11111111 = 255 

11111111 = 255 

11110000 = 240 

 

So, the subnet mask is 255.255.255.240 
tneúka" Wmcd, jeiau 255'255'255'240 fõ' 
 

Question 15 / m%Yakh 15 

How many total addresses and usable host 

addresses are available in the subnet 

192.168.1.0/27? 
192'168'1'0$27 Wmcd,h ;=< iuia; ,smsk lShla 
iy Ndú; l< yels Odrl ,smsk lShla mj;So? 

 

Answer / ms<s;=r 

The given subnet is 192.168.1.0/27 
,nd § we;s Wmcd,h 192'168'1'0$27 fõ' 
 

IPv4 has 32 bits. / IPv4 i;=j ìgq 32 la mj;S' 
 

The number of host bits is 32 - 27 = 5 

Odrl ìgq ixLHdj jkafka 32 - 27 = 5 

 

Total addresses: / uq¿ ,smsk ixLHdj( 

25 = 32 

 

Therefore, the subnet has 32 total addresses. 
tneúka" Wmcd,hg iuia; ,smsk 32 la mj;S' 
 

However, two addresses cannot be assigned to 

devices: 
flfia fj;;a" Wmdx. i|yd ,smsk folla mjrd Èh 
fkdyel( 
Network address: 192.168.1.0 

Broadcast address: 192.168.1.31 

 

So, usable addresses are calculated using: 
tneúka" Ndú; l< yels ,smsk .Kkh lrkq 
,nkafka, iQ;%h Ndú;fhks( 
 2ʰ - 2 

2⁵ - 2 = 30 

 

Therefore, the subnet has 30 usable host 

addresses. 
tneúka" Wmcd,hg Ndú; l< yels Odrl ,smsk 30 
la mj;S' 
 

Total addresses: / uq¿ ,smsk ixLHdj: 32 

Usable host addresses: 30 

Ndú; l< yels Odrl ,smsk( 30 
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Question 16 / m%Yakh 16 

A Class C network 192.168.1.0/24 is subnetted 

using the prefix /27. How many subnets are 

created? 

C mx;sfha cd,hla jk 192'168'1'0$24" $27 
Wmi¾.h Ndú;fhka Wmcd,lrKh lr we;' 
ks¾udKh jk Wmcd, ixLHdj fldmuKo? 

 

Answer / ms<s;=r 

The original network is 192.168.1.0/24 
uq,a cd,h 192'168'1'0$24 fõ' 
 

The new prefix is /27 
kj Wmi¾.h $27 fõ' 
 

To find the borrowed bits 27 - 24 = 3 

,nd .;a ìgq fiùug( 27 - 24 = 3 
 

So, 3 bits have been borrowed from the host 

part. 
tneúka" Odrl fldgfika ìgq 3 la Khg f.k 
we;' 
 

The number of subnets is calculated using 2b 

Where b is the number of borrowed bits. 

Wmcd, ixLHdj 2b Ndú;fhka .Kkh lrkq ,nhs 

fuys b hkq Khg .;a ìgq ixLHdjhs' 
 

23 = 8 

 

Therefore, the network is divided into 8 subnets. 

tneúka" cd,h Wmcd, 8 lg fnod we;' 
 

Question 17 / m%Yakh 17 

A network 192.168.1.0/24 is subnetted using 

/27. Find the 5th subnet. 
192'168'1'0$24 cd,h $27 Ndú;fhka 
Wmcd,lrKh lr we;' 5 jk Wmcd,h fidhkak' 
 

Answer / ms<s;=r 

The subnet mask for /27 is 255.255.255.224 
$27 i|yd Wmcd, jeiau 255'255'255'224 fõ' 
 

Block size: / fldgia m%udKh( 
256 - 224 = 32 

 

So, each subnet increases by 32 in the last octet. 

tneúka" tla tla Wmcd,h wjidk wIaglh ;=< 32 
ne.ska jeä fõ' 
 

1st subnet:  192.168.1.0/27 

2nd subnet:  192.168.1.32/27 

3rd subnet:  192.168.1.64/27 

4th subnet:  192.168.1.96/27 

5th subnet:  192.168.1.128/27 

 

Question 18 / m%Yakh 18 

A subnet starts at 192.168.1.96 and ends at 

192.168.1.127. Find the CIDR prefix. 

 

Answer / ms<s;=r 

The subnet range is:  
Wmcd, mrdih jkafka( 
192.168.1.96 - 192.168.1.127 

 

Count the total number of addresses: 
iuia; ,smsk ixLHdj .Kkh lrkak( 
127 - 96 + 1 = 32 

 

So, the subnet has 32 total addresses. 

tneúka" Wmcd,hg iuia; ,smsk 32 la mj;S' 
 

Since, 25 = 8 

 

There are 5 host bits. IPv4 has 32 bits in total: 

fuys Odrl ìgq 5 la mj;S' IPv4 i;=j iuia;hla 
f,i ìgq 32 la mj;S( 
 

32 - 5 = 27 

 

So, the prefix is: /27 

tneúka" Wmi¾.h jkafka( /27 
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DMZ (Demilitarized Zone) / hqOuqla; l,dm 

 

A DMZ is a separate network segment (subnet) 

placed between an internal (trusted) network 

and an external (untrusted) network, usually the 

internet.  

DMZ hkq wNHka;r ^úYajdiodhl& cd,hla iy 
ndysr ^wúYajdiodhl& cd,hla ^idudkHfhka 
wka;¾cd,h& w;r msysgqjd we;s fjku cd, 
fldgils ^Wmcd,hls&' 
 

It hosts servers that need to be reachable from 

outside, without exposing the internal LAN 

directly. 

wNHka;r LAN cd,h iDcqju ksrdjrKh fkdlr" 
ndysßka m%fõY úh hq;= fiajdodhlhka fuys r|jd 
;nd .kS' 
 

Outsiders can reach services in the DMZ, but 

not walk straight into the internal network. 

ndysr mqoa.,hskag DMZ ys we;s fiajdjka fj; 
m%fõY úh yels kuq;a" wNHka;r cd,hg iDcqju 
we;=¿ úh fkdyel' 
 
DMZ can never freely initiate connections into 

the internal LAN. 

DMZ tllg lsisúgl;a wNHka;r LAN cd,h fj; 
iafõÉPdfjka iïnkaO;d wdrïN l< fkdyel' 
 

Why it's needed / th wjYH ùug fya;=j 

 

Public-facing servers (web, mail, DNS) must 

accept connections from the internet. 
fmdÿ ck;djg újD; fiajdodhlhka ^fjí" fï,a" 
DNS& wka;¾cd,fhka tk ine¢ ms<s.; hq;=h' 
 

If those servers sat directly on the internal LAN, 

a compromised server would give an attacker a 

direct foothold into internal systems. 

tu fiajdodhlhka iDcqju wNHka;r LAN cd,h 
;=< ;snqfka kï" hï fiajdodhlhl wdrlaIdj 
ì|jegqKq úg m%ydrlfhl=g wNHka;r moaO;s fj; 
iDcqju m%fõY ùfï wjia:dj ,efí' 
 

The DMZ isolates that risk. If a DMZ server is 

breached, the attacker is still walled off from the 

internal network by another layer of firewall 

rules. 

DMZ uÕska tu wjodku yqol,d lrhs' DMZ 
fiajdodhlhl wdrlaIdj ì|jegqKo" m%ydrlhd 
;ju;a fjk;a w.aksmjqre Í;s ia:rhla uÕska 
wNHka;r cd,fhka fjka lr ;nd .kS' 
 

There are 2 ways to implement a DMZ 

DMZ tlla l%shd;aul lsÍug l%u 2 la we; 

 

1. Single firewall (three-legged firewall) 

 

 

 

 

 

 

 

 

 

 

 
 

Cheaper, simpler, but a single point of failure. 

One misconfiguration can expose the internal 

network. 
,dNodhS" ir, kuq;a th ;ks ì|jeàï ,laIHhls' 
tla jerÈ úkHdi lsÍulska wNHka;r cd,h 
ksrdjrKh úh yel 
 

2. Dual firewall (back-to-back firewall) 

 

 

 

 

 

 

 

 

More secure. An attacker who breaches FW1 

and the DMZ still has to get past FW2. Preferred 

in production/enterprise setups. 

jvd;a wdrlaIs;hs' m<uq w.aksmjqr iy DMZ 
ì|ouk m%ydrlfhl=g fojk w.aksmjqro miqlr 
hdug isÿ fõ' ksIamdok$jHjidh uÜgfï ieliqï 
i|yd fuh jvd;a iqÿiq fõ' 
 

What’s typically stored in a DMZ 

idudkHfhka DMZ tll .nvd lrkafka fudkjdo 

 

Anything that must be internet-accessible goes 

here. 
wka;¾cd,h yryd m%fõY úh hq;= ´kEu fohla 
fuys we;=<;a fõ' 
 

• Web servers / fjí fiajdodhl 

• Mail servers / fï,a fiajdodhl 

• DNS servers / DNS fiajdodhl 

• FTP servers / FTP fiajdodhl 
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